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Abstract

A sustainable supply chain management strategy reduces risks and meets environmental, economic and social objectives by
integrating environmental and financial practices. In an ever-changing environment, supply chains have become vulnerable at
many levels. In a global supply chain, carefully tracing a product is of great importance to avoid future problems. This paper
describes a self-updating smart contract, which includes data validation, for tracing global supply chains using blockchains.
Our proposal uses a machine learning model to detect anomalies on traceable data, which helps supply chain operators detect
anomalous behavior at any point in the chain in real time. Hyperledger Caliper has been used to evaluate our proposal, and
obtained a combined average throughput of 184 transactions per second and an average latency of 0.41 seconds, ensuring
that our proposal does not negatively impact supply chain processes while improving supply chain management through data
anomaly detection.
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1 Introduction

Sustainable supply chain management (SSCM) has been proposed to meet supply chain processes’
environmental, economic and social goals [14, 28, 32]. However, there are still critical challenges
in the sustainability of supply chains in a world becoming more of a global economy, such as waste
management, employees state, child labor, etc. With the rise of Industry 4.0, smart manufacturing
must also be considered a challenge for SSCM due to the supply chain further segmentation [5, 14].
In addition, the ever-changing environment has made the supply chains vulnerable at many levels,
generating a more rigorous traceability process to avoid future problems.
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2 Blockchain Self-Update Smart Contract

Carefully tracing a product has become necessary in a global supply chain (GSC) [10, 30].
Businesses must be agile, with high resilience and risk mitigation, to survive in the current and
complex GSC environment [5]. Blockchain technology improves traceability, quality control, safety
and reliability [12, 21]. Traceability is the ability to identify and track the history, distribution,
location and application of a final product’s products, parts and materials to ensure reliability
[18, 25]. Traceability is a crucial element in SSCM. A goal of SSCM is to improve efficiency
by coordinating the efforts of the various entities in the supply chain. It can result in a company
achieving a competitive advantage over its rivals and enhancing the quality of its products or services
while reducing its environmental impact.

Blockchain technology also improves trust, accessibility, transparency and reliability of trace-
ability processes using smart contracts deployed on the not-modified network [26]. To achieve
these benefits, before its deployment, the parties involved must agree on the contract. In addition,
Blockchain technology can present new threats to the traceability processes like phishing, routing
and sibyl attacks, as well as data integrity and reliability [11]. For this reason, the Blockchain
operators must address data integrity and reliability before the network block creation. It can also
assist in processes such as those proposed by [8, 29], in which data from the Blockchain network is
used as input into soft computing algorithms for decision making, user segmentation, etc. trust and
information sharing, this could benefit the GSC performance [18] by improving trust on data and
faster information transmission between chain members.

The main objective of this paper is to develop a self-updated Blockchain traceability smart
contract with data validation. Smart contracts perform valid transactions when accomplishing a
set of predefined conditions. Our proposal seeks to provide the smart contract with data analysis
techniques to determine when the transaction data (such as storage temperature, ingredients, origin,
etc.) does not correspond with the historical information available on the network. A novel use of
smart contracts is to monitor data anomalies on a traceability scheme using Blockchain technology.
The focus has not been on the data itself but on the smart contract and the Blockchain transactions.
With this type of analysis, it is possible to identify problems as soon as they arise, improve decision-
making processes and automate management recommendations and price penalties.

The remainder of the paper is as follows. Section 2 presents related work to data storage in
Blockchain. Section 3 introduces the main concepts related to Blockchain-based GSC traceability.
Sections 4 and 5 expose our proposal for defining smart contracts for GSC traceability, their
implementation and the results of the evaluation using data from a pilot deployment of our smart
contract on a Blockchain Traceability scheme. Finally, Section 6 presents the conclusions and future
research lines.

2 Related work

A systematic mapping was performed, using scientific research databases based on the methodology
proposed in [27]. With this we were able to find relevant contributions focused on our interest topics
in the Blockchain. We selected the following research.

An ontology-based detection framework for anomalous transactions on the Blockchain in business
processes is proposed in [24]. The proposed framework is evaluated on transaction logs of a
simulated Blockchain network. However, the authors do not consider that manipulated data could
be included in a typical transaction that can impact the trust of the Blockchain members. Tian
et al. highlight the importance of information sharing in an SC and how the help of Blockchain
technology solves the problems associated with information sharing [4]. However, the authors do
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not consider the quality or reliability of the shared information, so any tampered data can be shared
on the proposed sharing platform without being noticed.

A subgraph-based anomaly detection method able to run on GPUs is proposed in [23], The method
was developed to run on GPUs trying to keep a consistently high number of transactions per second
to reduce the impact on the Blockchain network. However, the proposed method only works with
fraudulent transactions or stolen secret keys leaving aside tampered data that can be present at
each transaction. Blockchain has also been presented to help detect anomalies in IoT devices and
electricity consumption, as seen in [16, 22]. Also, an abnormal smart contract detection is proposed
in [17] using Heterogeneous Graph Transformer Networks focused on financial fraud. Anomaly
detection, however, is performed by tools outside the network, which leaves the door open to security
problems due to the fact that the tools in charge of anomaly detection can be modified at any time
without the operators noticing it on time.

Mezquita et al. propose a Blockchain architecture for logistic activities control using smart
contracts to remove intermediaries in order to increase speed, and security, and to automate processes
[20]. The possibility to apply penalties to parties that do not comply with the terms of the proposed
platform is considered. Nevertheless, the authors do not consider data validation as part of smart
contract development. Luo et al. review common scenarios where false information at any stage
of the supply chain may represent a significant challenge to authorities [25]. They explain how
Blockchain and smart contracts improve supply chain traceability transparency, security and data
immutability. In [19] the authors explore Blockchain technology’s applicability in logistics and
supply chains using smart contracts in Ethereum, comparing their proposed solution with the
ones currently available. Nevertheless, the authors do only consider data security by the intrinsic
Blockchain characteristics, leaving aside problems that can occur with the data before being
approved on a Blockchain transaction.

Although the previously related proposals have dealt with the different sources of information
and how they are shared among supply chain members, all of them consider the assumption that the
data associated with transactions do not present any problem. However, to have total reliability in
supply chains supported by Blockchain technology, it is necessary to consider the possibility that
the data sent in a transaction could be manipulated or incorrectly perceived, such as semantic or
syntax errors. Our proposed smart contract has been developed to be able to detect these types of
anomalies and to perform autonomous updates over time to be able to keep detecting new types
of semantic anomalies that may arise in the future. This will help our developed smart contract to
adapt to multiple traceability applications across all the supply chain processes on different types of
products by using the initial agreed condition by the chain members at each stage.

3 Blockchain-based GSC traceability

A GSC is a supply chain that extends beyond a single national boundary [14]. Products and services
are distributed to maximize profits and minimize waste for all active companies in the supply
chain. Most of the members of this chain are transnational companies. Information flows depend
on multiple factors. Identifying when a good or service has undergone a modification that could
seriously affect the end consumer can be difficult and costly. In these cases, Blockchain technology
can speed up verifying the conditions of a good or service. In the GSC, reputable companies are
highly scrutinized for their environmental, social and economic sustainability performance. Figure 1
shows the general GSC. At the left, we got the GSC Suppliers ranging from raw materials to
finished products. The GSC Corporations perform management and distribution of the materials and
products. Finally, at the right, we got the Customers and the processes typically carried out by them.
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FIGURE 1. General Global Supply Chain representation based on [9].

Storage Storage Storage

In a traditional traceability scheme, information is stored on private servers with limited access
for external members of the server organization. This design delays access to information, which
inevitably affects decision-making processes on the production of goods and/or services. The
Blockchain-based scheme configures each server on the chain as a node in the network. The most
relevant information is available on all nodes simultaneously, facilitating access to information and
allowing for streamlined decision-making processes. Similarly, the SSCM benefits from this scheme
by improving the coordination of information flow in the SC. The Blockchain-based scheme uses
smart contracts for managing agreements, pricing and improvements in the SC based on transaction
data validated through these contracts.

4 Smart contract for GSC traceability anomaly detection

The smart contract deployed records all information generated by the GSC members, from raw
materials to final products or services sent on each Blockchain transaction. Initially, the smart
contract will issue notifications, and/or recommendations based on the terms initially agreed upon
by the GSC members. This information and, subsequently, the data sent in each transaction is not
susceptible to manipulation.

Once a transaction invokes the smart contract, it will automatically perform data validation
looking for errors or anomalies. After this verification, it will generate recommendations based on
the control variables, which will be available to all members of the GSC. To do this, we propose
using a structure like MAPE-K [2], due to is decentralized nature that fits with the decentralized
nature of the Blockchain technology.

The proposed knowledge component consists of all the information pieces generated by the
different smart contracts and the transactions associated with them in the Blockchain network
(i.e. the knowledge component consists of all the nodes that store the network information). The
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FIGURE 2. Smart Contract system based on [1].

monitoring module oversees each transaction made on the network, looking for syntax errors or
semantic anomalies previously identified to notify those involved promptly about them.

The analysis module is responsible for finding errors or anomalies not previously identified, using
the history of data stored in the network, comparing with the previous detections, and looking for
ways to recall such errors or anomalies quickly and efficiently in the future. The planning module
considers the information provided by the analysis module to update the smart contracts deployed
in the network. Thus, it validates new transactions related to these contracts by looking for new
errors or anomalies. Finally, the execution module sends the smart contract update transaction when
required or a notification transaction to those involved in the traceability process so that they can
make the appropriate decisions to prevent errors from recurring.

With the proposed scheme, it is possible to achieve greater control over the status of products
sold, increase the information available for tracking the processes involved in the path of an altered
product, available on a permanent and updated basis, and generate management recommendations
and/or to set price penalties.

Figure 2 shows the smart contracts system with account information to assign assets to the user
and recollect data, private storage and an executable code. As can be observed, a miner executes
the smart contract and stores the transaction data on a new block on the Blockchain. Finally, smart
contracts have access to the information generated on the Blockchain.

According to definition 12 on [13], the smart contract needs to satisfy the following equation:

CSi, Ixi) = (S, Ry) M

where C is the invoke smart contract, S represents all the possible states in the smart contract, Tx
is a transaction on the blockchain network and R denotes all the possible responses to the current
transaction.

Typical supply chain traceability problems on the main approaches based on their solutions
are described in [3, 6, 15]. Missing data anomalies occur when no data value is stored for an
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FIGURE 3. Semantic Anomaly Detection Rules Generation Finite State Machine (FSM).

observed variable. Unknown data anomalies arise when the data stream contains additional data
points unrelated to the observed variables. Duplicate data anomalies are originated when the data
stream has identical values in all the observed variables. Syntaxis data anomalies appear when the
information does not correspond with the observed variable’s expected data type. Finally, semantic
data anomalies occur when one or more instances do not follow the observed variables’ usual pattern.
This paper will focus on numeric syntaxis and semantic data anomalies only.

For semantic anomaly detection, we develop an algorithm that uses Random Forest or Decision
Tree machine learning (ML) models, given the readability feature of these two ML models. From
them, we generated rules translated into JavaScript language for the smart contract to detect semantic
anomalies on the transaction sensed data. Although other ML models were tested only this two were
used to generate semantic anomaly detection rules for the smart contract.

Figure 3 shows the general flow process of semantic anomaly detection rules generation, where
Transaction data mining (S0), Model process (S1), Modeling classification (S2), Rules generation
(S3), Code generation (S4) are the developed stages to generate a new smart contract version with
better semantic anomaly detection capabilities. As previously mentioned, the Blockchain ledger
processes and stores all the transaction data. The mining process adjusts the data to the model
specifications. After that, the models are trained and evaluated to generate the rules used to give
the smart contract the ability to detect the anomalies autonomously.

Figure 4 exposes the FSM for the semantic anomaly detection function on the smart contract.
When a semantic validation is requested, the smart contract validates whether there are rules to
perform this process (S15). If there are no rules, the value None is returned to the initial state (S5).
If there are rules to perform semantic anomaly detection, the smart contract adjusts the data to
a predefined format (S16) to create a dataset instance that will be classified (S17) as normal or
abnormal using the current rules.
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To give the smart contract the ability to detect syntax anomalies, we have developed an algorithm
that looks through the sensed data in the current transaction data. For each transactional component,
the algorithm checks if the transactions data received correspond with the expected data types. If
one or several of these components do not fit the desired data types, then the smart contract stores
them on the ledger as anomalies to be addressed by the network operators and keep the last correct
transaction data value as the current data value.

Figure 5 shows the FSM for the syntax data validation, The initial stage (S5) at which a syntax
check for the data is requested. Then the Syntax error check (S6) is called, and the data is checked
according to the data type, composition and format, if the data is valid none will be returned, if not
the transaction data will be marked as abnormal and the data with problems will be store for future
analysis.

S Smart contract self-update implementation and performance evaluation

We have implemented the Blockchain ecosystem for the traceability processes using Hyperledger
Fabric! and JavaScript. To evaluate the smart contract, we use Hyperledger Caliper.” We decided to
focus only on throughput, latency and successful and failed transactions based on the Blockchain
challenges on [31] to ensure that the proposed smart contract will not threaten the network. Caliper
was configured to simulate 6 clients sending transactions to the network, with a transaction load of
10 or 20 using the fixed load rate driver, a minimum duration of 60 seconds and a maximum period
of 600 seconds. The driver used in the TransactionLoad parameter specifies a delay in the system

1 https://www.hyperledger.org/
2https://Www.hyperledgenorg/use/calipc:-:r

20z 2unr Lz Uo Jesn eosjol|qig - BpeU.ID ap PEpISISAIuN Aq 6120.9.//709ezl/iedBil/c601 01 /10p/a[o1e-80ueApe/jedBifjwoo dno olwapese/:sdiy Woly pepeojumod


https://www.hyperledger.org/
https://www.hyperledger.org/
https://www.hyperledger.org/
https://www.hyperledger.org/
https://www.hyperledger.org/use/caliper
https://www.hyperledger.org/use/caliper
https://www.hyperledger.org/use/caliper
https://www.hyperledger.org/use/caliper
https://www.hyperledger.org/use/caliper
https://www.hyperledger.org/use/caliper

8 Blockchain Self-Update Smart Contract

isNaN?
syntaxValidation e @
none/badData
LHS RHS

S5 = isNaN?S6
S6 - none/badDataS5

FIGURE 5. Syntax Anomaly Detection FSM.

by modifying the transaction per second (TPS) driven parameter. These parameters were selected
based on the pilot deployment used to test our proposal in a real environment using a production
site. Nevertheless, other configuration parameters were tested, and results were consistent with the
ones used for this research, In addition, we test a smart contract self-update process for semantic
anomaly detection, using data collected from the production site used as a pilot test for our smart
contract and the developed traceability platform using Blockchain technology.

Figure 6 shows the process defined for smart contract self-update. At the initial stage, the deployed
smart contract receives a transaction after the correct composition of the transaction, and the smart
contract performs syntax and semantic validation on the data. At this stage, two metrics for data
reliability are estimated based on data correlation and the number of anomalies detected in the data.
With all this information, the smart contract updates the states of all related variables.

Using the deployed smart contract, an external module sends a transaction to the network when
enough transactions have been successful on the Blockchain network. As Figure 7 shows, a quick
data mining process is applied to the downloaded data to adjust the data based on the requirements
for the ML models. After the training process, the module generates rules based on the ramifications
of the tree(s) on the selected model and creates a new smart contract version, translating the rules
to Go and JavaScript languages. Finally, after the new rules have been added to the smart contract,
a transaction request and a smart contract update are sent to the Blockchain network. If the updated
transaction fails, an operator will be notified and must check the new smart contract code for error;
if not, the recent transactions on the Blockchain network will use the updated smart contract.

Using the developed update module, we performed 19 Smart Contract autonomous updates,
each update after 100 new successful transactions, the number was selected considering that
each transaction on the productions sites is sent every 5 minutes, so every 8 hours a new smart
contract version was installed on the Blockchain network. Nevertheless, these values can be adjusted
according to the GSC environment or the traceability scheme specifications. The mean accuracy of
anomaly detection was 92% when considering the cold start. A mean anomaly detection accuracy
of 96% was achieved without a cold start. No update error was encountered during the test. The
obtained results were good and prove that our proposed smart contract can perform data validations
and can be updated without inconvenience in the selected test environment. To validate its behavior
over time and/or with greater amounts of traceable data, a more extensive test is necessary. In this

20z 2unr Lz Uo Jesn eosjol|qig - BpeU.ID ap PEpISISAIuN Aq 6120.9.//709ezl/iedBil/c601 01 /10p/a[o1e-80ueApe/jedBifjwoo dno olwapese/:sdiy Woly pepeojumod



Blockchain Self-Update Smart Contract 9

|
Consistency
Measurement
DR1
syntax Validation
DA Kivenson
Reliability
DR2
T (data, contractld)
. Semantic
Ty (data) data Validation
Rules i
” Instance generation
BLOCKCHAIN Tx(data™) data’ Instance classification
DA2
Smart Contract
Updater
mL2sC
FIGURE 6. Smart contract self-update process.
| ‘
Data DT Model 2 Code . s
Adjustments | Model = Translation + JavaScript —
DM RFDTA m2Cc /_
o Updated
Smart Contract
Smart Contract Updater
Data Adjustments
Model generation
Model translation
Smart Contract update
Update transaction
ML2SC
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case, the tool only uses the data stored in the Blockchain ledger, so anomaly detection could improve
with each iteration. Even so, the accuracy of the smart contract detecting anomalies with each batch
of data was high under these conditions. In addition, with each iteration, the number of rules used to
detect anomalies will increase, making the semantic anomaly function more robust and trustworthy.

Table 1 shows the anomaly detection results for each version of the smart contract installed on
the Blockchain network. The initial version 1.0 is the one considered as the cold start, on this
contract, there is no semantic anomaly detection capacity at all. From version 2.0 and above the
smart contract have the capacity to detect semantic anomalies using the data stored on the Blockchain
network and the data marked as anomalies by previous smart contract versions are also stored on the
Blockchain. Detecting anomalies requires a minimum number of successful transactions, so if the
traceable processes are not correctly configured, a problem might arise. If the transaction data is
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TABLE 1. Results for the self-update test simulation

Number of Confirmed Detected Smart Contract
transactions Anomalies Anomalies Accuracy (%) Version
100 4 0 0 1.0
200 11 11 100 2.0
300 18 18 100 3.0
400 22 22 100 4.0
500 25 25 100 5.0
600 28 27 96 6.0
700 31 30 97 7.0
800 37 36 97 8.0
900 43 42 98 9.0
1000 47 43 91 10.0
1100 55 51 93 11.0
1200 62 58 94 12.0
1300 65 61 94 13.0
1400 74 72 97 14.0
1500 82 77 94 15.0
1600 86 83 97 16.0
1700 93 90 97 17.0
1800 98 93 95 18.0
1900 101 96 96 19.0
2000 106 101 96 20.0

filled with anomalies from the beginning, it will be classified as standard data, so good data may
even be considered anomalous in this case.

We have performed stress testing on the network in two stages. In the first stage, the Caliper sends
workers to create objects on the Blockchain network. Subsequently, workers send read transactions
for each created object none of the developed functions are used at this stage. The second stage
is the update stage. The transaction is reviewed for errors or anomalies in the submitted data. We
use the smart contract without the semantic anomaly detection capabilities and one update with
rules to detect all the semantic anomalies found on all the collected data, around 1M instances or
transactions.

Figure 8 shows the total number of transactions made correctly on the test network using six
workers and transaction load values of 10 and 20, respectively. The results are similar because the
asset creation and consult parts are the same. Other tasks running in the background on the host OS
can cause slight differences.

Figure 9 shows the results for the update test on this case with the syntaxis anomaly detection
only and the next one with both detections, syntaxis and semantics. As we can see, the results are
like what we expected based on the previous Caliper results. There exists an increase in the number
of failed transactions over time in both cases. Still, the results are similar, so adding the semantic
detection function does not negatively impact the Blockchain network.

There is a clear difference between 10 and 20 as transaction loads in this case. During the reading
test, the results were close between the two metrics. However, due to anomaly detection procedures,
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detection).
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FIGURE 9. Successful and Failed transactions in the Update test (without and with the semantic
anomaly detection).

the transaction process took longer during the update process, the smart contract has to perform
additional processes with each transaction associated with the syntax and semantic data validations,
and the fixed load rate driver reduced the number of transactions to maintain the selected transaction
load on the Blockchain network. However, the behavior of both tests using the smart contract
with and without the semantic anomaly detection function is remarkably similar, strengthening the
conclusion that this function does not negatively impact the network.

Figures 10 and 11 show latency and throughput results for both smart contract versions. The results
confirm what we see on the Read and Update test results. The read-throughput average for both
cases is around 350 TPS with an average latency of 0.01 seconds, which mean that the information
is available for all the chain members almost immediately. The updated throughput average in both
cases is approximately 18 TPS with an average latency of 0.8 seconds. Although there is a significant
difference in the average values in both cases is enough for the proposed traceability task. Most
traceability processes can be carried out correctly with 18 transactions per second, and a latency of
less than a second is considered real-time in most applications.

It is evident from the latency and throughput results that they have a similar pattern throughout
all tests, increasing over time. It illustrates that the amount of stored data will consistently put more
work into the semantic anomaly detection functions, the reliability estimation functions and the
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FIGURE 10. Latency results in the Read and Update test.
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recommendation functions built into the contract. Given that for most of this process, the smart
contract must consult all the past data of variables. A limitation on how far back to check is needed
to ensure that the load on the Blockchain network is on optimal values for long operation periods.

The developed smart contract will be able to keep up with new anomalies that may arise in the data
stream in the future thanks to the self-update feature. In traceable processes, this is important due
to the ever-changing environment and relationships between supply chain members. Supply chain
members can consult all the information marked as anomalies at any time and adjust their processes
to prevent these problems from occurring in the future. This information could also qualify supply
chain members based on the number of anomalies in their data stream stored on the ledger.

ML algorithms will require more computational resources as the number of stored information
increases, resulting in longer training times and longer execution processes for the semantic anomaly
detection on the smart contract as rules become more complex. A more complex test would be
needed to see the feasibility of this contract for all kinds of traceability applications. To update
and deploy smart contracts autonomously, the update module must continuously run on all nodes
with permission to deploy smart contracts on the Blockchain network introducing a new source
of security problems that must be considered when deploying the Blockchain network and the
permission assigned to each chain member.
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6 Conclusions and future work

Sustainable supply chain management is a very complex and costly task to identify parameters that
can affect the experience of end consumers. To facilitate the identification of this and other problems
in an SCM, we have proposed the use of smart contracts with data validation in a traceability scheme
in Blockchain.

With this development, the smart contract can detect syntax and semantic errors in the data and
generate alerts about them so that supply chain operators can see the problems as soon as possible,
correct the causes in time or prevent the products from reaching the end users. ML algorithms
will require more computational resources as the number of stored information increases, resulting
in longer training times. To update and deploy smart contracts autonomously and detect semantic
anomalies, the developed tools must continuously run on all nodes with permission to deploy smart
contracts on the Blockchain network.

We have developed a strategy to enable a smart contract to detect syntax and semantics anomalies
in the data of Blockchain transactions in a traceability scheme. This strategy can translate Random
Forest and Decision Tree rules into JavaScript code for smart contracts supported by Hyperledger
Fabric. This strategy has proven useful in supply chain traceability systems, where most of the
tracked data is generated autonomously. Also, the data gain a new level of trust, not only for being
stored on the Blockchain ledger but also because the smart contract validates the data for each
transaction.

As future work, additional tests on different configurations of the Blockchain network are required
to achieve autonomous updating of the contracts deployed in the network, so that they can adapt to
new types of anomalies that may arise and generate the appropriate recommendations or alerts for
them. Allow the smart contract to reprocess past data to detect anomalies that were not detected by
the previous version of the smart contract, which will provide the network operator with information
about past errors.
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