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Abstract

Evidence suggests that online disinhibition enhances the likelihood of perpetrating cyberbullying by increasing moral
disengagement; however, these psychological mechanisms have not been examined in the context of cyberdating abuse. In
the current study (N=362), we examined whether online disinhibition would predict more frequent direct cyberaggression
toward a partner through greater moral disengagement, and explored the moderating role of gender, sexism, and past experi-
ences of cyberdating abuse victimization. The results indicated that online disinhibition was positively correlated with moral
disengagement, which in turn predicted more frequent direct cyberaggression toward partners. In addition, participants'
gender and past experiences of cyberdating abuse victimization moderated this relationship: (a) more online disinhibition
was associated with greater moral disengagement in men (vs. women), which in turn predicted more direct cyberaggression
toward partners and (b) more online disinhibition was linked to greater moral disengagement, which in turn predicted more
direct cyberaggression perpetration toward partners among individuals with frequent past victimization experiences (Vs.
low past victimization experiences). These findings highlight online disinhibition and moral disengagement as potential risk
factors that may heighten direct cyberaggression against partners, as well as enhance our understanding of the circumstances
determining its occurrence. Scholars and practitioners may use this work to develop and test psychoeducational programs to
prevent cyberdating abuse through mitigating the occurrence of these disinhibiting factors in romantic.
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Introduction (Caridade et al., 2019). Soriano-Ayala et al. (2023) recently

observed that in a sample of adolescents aged 13-20 years,

As a form of virtual intimate partner violence (IPV), cyber-
dating abuse is a multidimensional construct that includes
various types of behaviors enacted against partners through
digital media (Gdmez-Guadix et al., 2018). Although there
is a lack of consensus regarding cyberdating abuse terminol-
ogy, operationalization, and measurement, which makes it
difficult to determine the real incidence of cyberdating abuse
(Soto & Ibabe, 2022), the international literature reveals
alarming levels of this violence among young people, with
reports of victimization rates ranging from 5.8% to 92%
and reports of perpetration rates ranging from 6% to 93.7%
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53.3% acknowledged perpetrating cyberdating abuse against
their partners in the past year, while 62.1% reported expe-
riencing it. Several studies have linked more experiences of
cyberdating abuse with lower self-esteem and self-efficacy,
and higher anxiety and depression symptomatology, emo-
tional distress, and involvement in risky behaviors (e.g.,
substance use or contraceptive nonuse; Borrajo & Gamez-
Guadix, 2016; Hancock et al., 2017; Hinduja & Patchin,
2021; Lu et al., 2018; Wright, 2016).

According to Borrajo et al. (2015b), cyberdating abuse can
be classified into direct cyberaggression—deliberate beha-
viors intended to harm the partner (e.g., sending insulting and/
or humiliating messages to the partner through digital media or
sending intimate photos, images and/or videos of the partner to
other people without his or her permission); and cybercontrol—
online behaviors aimed at controlling the partner (e.g., checking
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apartner’s SNS, WhatsApp, or mail accounts without his or her
permission or calling excessively to determine the whereabouts
of the partner and whom they are with). Both types of cyberdat-
ing abuse involve cyberviolence within romantic relationships
with detrimental effects for the individuals and the relationship
(Deans & Bhogal, 2019); however, there are differences between
them. Direct cyberaggression tends to be more explicit with the
intention to harm the partner and thus easier to identify as a form
of IPV, whereas cybercontrol is more indirect and tends to be
accepted and normalized among young people (Donoso-Vazquez
et al., 2018; Stonard et al., 2017). The international literature
suggests that rates of direct aggression perpetration range from
10.6% (Borrajo et al., 2015a) to 14.7% (Caridade et al., 2019),
and rates of cybercontrol perpetration range from 49.6% (Van
Ouytsel et al., 2017) to 88.4% (Borrajo et al., 2015b). Similarly,
the prevalence of direct cyberaggression victimization ranges
from 14% (Borrajo et al., 2015b) to 31.7% (Gamez-Guadix et al.,
2016) whereas cybercontrol victimization ranges from 65% (Van
Ouytsel et al., 2017) to 81% (Gamez-Guadix et al., 2016).
Although a substantial body of literature has focused on
examining predictors of cyberdating abuse perpetration (e.g.,
Branson & March, 2021; Mahoney et al., 2022), to date, no
known studies have examined whether direct cyberaggression
and cybercontrol can be differentiated by the psychological
mechanisms predicting them. Specifically, research on cyber-
bullying perpetration has noted that online disinhibition, which
refers to a state of uninhibited engagement in behaviors in the
online environment (Suler, 2004), predicts more frequent per-
petration (e.g., Falla et al., 2021; Wang et al., 2022). Moreo-
ver, drawing on Bandura’s (1986, 1989) social cognitive the-
ory, prior research demonstrates that the positive association
between online disinhibition and cyberbullying perpetration
is mediated through the activation of moral disengagement
mechanisms (Wang & Ngai, 2020), which are considered to be
important psychological processes contributing to the mainte-
nance and justification of violent behaviors in different contexts
(e.g., Bussey et al., 2015; Caprara et al., 2014). To our knowl-
edge, no studies have examined the role of online disinhibition
and moral disengagement in relation to direct cyberaggres-
sion and cybercontrol behaviors. The current study examined
whether online disinhibition is indirectly associated with more
frequent perpetration of both forms of cyberdating abuse via
increases in moral disengagement. In addition, we examined
three potential moderators of these associations to account for
individual and relational variability, including gender, sexist
attitudes, and prior cyberdating abuse victimization.

The Role of Online Disinhibition
Researchers have coined the term online disinhibition to

refer to the psychological state in which individuals feel
more liberated, uninhibited, and predisposed to perform
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certain behaviors in the online environment (Cheung
et al., 2020). This mechanism operating in digital interac-
tions explains why people express themselves and behave
differently online compared to the offline environment
(Longden, 2014). Six factors of the virtual environment
interact with each other and can contribute to a state of
online disinhibition (Suler, 2004): (a) dissociative ano-
nymity (the degree to which people believe that they can
change or hide their true identity in the online environ-
ment), (b) invisibility (the tendency to perceive that one
cannot be physically seen by others in the online environ-
ment), (c) asynchrony (the perception that digital com-
munication allows for delayed responses in interpersonal
interactions), (d) solipsistic introjections (the tendency to
interpret ambiguous online messages based on one’s own
expectations or beliefs), (e) dissociative imagination (the
degree to which a person views the online environment
as an imaginary world that has no link to reality), and (f)
authority minimization (the belief that the influence of
authority figures in real life is diminished or absent in the
online environment).

According to Suler (2004), online disinhibition is consid-
ered benign when individuals feel more relaxed and willing
to reveal their emotions, fears, likes, dislikes, preferences,
or kindness to others in the online environment, whereas it
is defined as toxic when individuals manifest inappropriate
behaviors in the online environment (e.g., anger, insults,
threats, criticism) in which they would not engage in a face-
to-face context. This toxic online disinhibition is precisely
what becomes a relevant precipitant of inappropriate online
behaviors among adolescents and young adults, such as
cyberbullying perpetration (Sanfilippo et al., 2017; Wang
et al., 2021). However, the influence of this variable has
not been evaluated in the context of cyberdating abuse. We
believe that these factors, which are unique to the online
environment, could be positively related to the perpetration
of cyberdating abuse behaviors, mainly those that involve
an intention to inflict harm against a partner (i.e., direct
cyberaggression).

The Role of Moral Disengagement

Bandura’s (1986, 1989) social-cognitive theory postulates
that to understand human development and behavior, it is
essential to examine how personal and environmental fac-
tors interact with each other. In this line, previous research
has suggested that specific characteristics of a virtual con-
text (e.g., anonymity, invisibility, and authority minimi-
zation) may operate in conjunction with personal factors,
such as moral disengagement, to contribute to the rise of
online deviant behaviors, such as cyberbullying (Runions
& Bak, 2015).
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Moral disengagement refers to the activation of cognitive
processes of internal self-regulation by which individuals
disengage from their moral responsibilities. Bandura (1999)
theorized that internal moral control can be disconnected
from blameworthiness by (a) reinterpreting one’s behavior
so that it is not considered immoral, (b) obscuring action
agency (i.e., capacity to act intentionally) to minimize one’s
responsibility for causing harm, (c) distorting or ignoring
the harmful consequences arising from one’s actions, and/
or (d) disregarding the victims of abuse by devaluing them
as human beings and blaming them for the events.

Attending to the online context, some researchers have
found that the possibility of maintaining anonymity and the
feeling of impunity contribute to the moral justification and
triggering of cyberviolence acts (e.g., Barlett & Helmstetter,
2018; Stonard, 2021). Likewise, invisibility in cyberspace
has been associated with a lack of direct feedback about the
emotional consequences victims suffer and a reduced ability
to empathize with them, which often leads to more explicit
cyberaggression behaviors by perpetrators (Smith, 2019).
Thus, people are more likely to feel liberated from moral
principles because of the increased psychological distance
between the actor and the victim and between inappropri-
ate actions and their harmful consequences (Naquin et al.,
2010). The sense of asynchrony may also promote moral dis-
engagement (Runions et al., 2013). For example, hurtful or
offensive information posted online (e.g., photos, videos, or
comments) may remain unchanged over time. Consequently,
victims can revisit the offensive content at any time, and
such content can exacerbate their negative emotions (i.e.,
anger and rage), inducing a desire to get revenge and increas-
ing the likelihood of perpetrating cyberviolence (Runions &
Bak, 2015). Researchers have recently observed that moral
disengagement among cybervictims may lead to the inter-
nalization of violence as an appropriate strategy to resolve
conflicts (Wachs et al., 2022).

In sum, the idiosyncrasy of the virtual environment
may promote moral disengagement to justify violent acts
(Bandura, 2016). This is supported by studies conducted
on several online deviant behaviors, such as cyberbullying
(e.g., Paciello et al., 2020), online racism (e.g., D’Errico &
Paciello, 2018), software piracy (e.g., Lowry et al., 2017),
and online hate speech (e.g., Wachs et al., 2022). However,
rather than demonizing the online environment, it is neces-
sary to understand how these sociocognitive processes lead
to online deviant behaviors, such as cyberdating abuse, to
prevent them and mitigate their potential negative effects.
Specifically, moral disengagement has been considered a
mediator of the effects of personal-level predictors in mor-
ally problematic behavior (e.g., Caprara et al., 2014; Paciello
et al., 2013). For example, Wang and Ngai (2020) recently
examined whether the positive relationship between the
psychological tendency toward online disinhibition and

cyberbullying perpetration was mediated by moral disen-
gagement in a sample of adolescents. They found that certain
online disinhibition factors (i.e., anonymity and asynchrony)
were related indirectly to cyberbullying via increases in
moral disengagement. That is, the disinhibiting factors of
anonymity and asynchrony were related to greater moral
disengagement, which, in turn, was associated with greater
engagement in cyberbullying. Following Bandura’s (1986,
1989) social-cognitive framework, we examine how factors
of online disinhibition (anonymity, invisibility, asynchrony,
etc.) may operate jointly with moral disengagement to pre-
dict cyberdating abuse perpetration, which remains an unex-
plored area in the literature.

Gender, Sexism, and Past Experiences
of Cyberdating Abuse Victimization as Moderators

Notably, the disinhibitory mechanisms of online disinhi-
bition and moral disengagement do not consistently relate
to the perpetration of cyberviolence (Moore, 2015); they
may be moderated by other individual and interpersonal
factors. Hence, using Bandura’s (1986, 1989) social cogni-
tive theory as a basis, it is necessary to understand under
what circumstances these psychological processes operate
to broadly examine the context in which cyberdating abuse
takes place. Gender is one potential moderating variable in
this context. Prior research has indicated that young men
experience greater toxic online disinhibition (e.g., Wang
& Ngai, 2020; Wang et al., 2021) and greater moral dis-
engagement (e.g., Navas et al., 2021; Sanchez-Jiménez &
Muiioz-Fernandez, 2021) than young women. Moreover,
past research examining gender norms, male privilege,
and gender inequality has demonstrated that men are more
likely to justify and perpetrate multiple forms of violence
against women, including IPV (e.g., Glick & Fiske, 2001;
Moya, 2003). Therefore, we would expect stronger associa-
tions among online disinhibition, moral disengagement, and
cyberabuse dating among men compared to women.

A second potential moderator is endorsement of sexist
attitudes that assume the inferiority of women, which may
interact with gender to influence how people perceive vio-
lence (Karasavva et al., 2022; Klement et al., 2019) and,
consequently, how they make moral judgments (Bandura,
2016). According to ambivalent sexism theory (Glick &
Fiske, 1996, 2001), sexist attitudes are ambivalent, consist-
ing of both hostile and benevolent feelings and behaviors.
Hostile sexism consists of an antagonistic attitude toward
women, primarily those who challenge male supremacy and
thus do not adhere to normative roles of femininity. In con-
trast, benevolent sexism adopts a positive view of respect
and adoration towards women who assume pre-established
roles, while also considering them as in need of male protec-
tion. However, these interrelated attitudes toward women,
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although seemingly positive, remain sexist, as they have a
stereotypical and restricted view of women that perpetuates
gender hierarchies (Glick & Fiske, 2001).

Previous research has shown that both hostile and benevo-
lent sexism are implicated in the justification and accept-
ability of IPV against women (e.g., Martin-Fernandez et al.,
2018; Sanchez-Hernandez et al., 2020), and they are strongly
associated with the perpetration of direct cyberaggression
toward a partner (e.g., insults, threats, or humiliation through
digital media), particularly among men (Linares et al., 2021;
Martinez-Pecino & Duran, 2019; Rodriguez-Dominguez
et al., 2018). Indeed, some authors suggest that both sexist
attitudes and moral disengagement serve to normalize IPV
against women and exonerate the perpetrators (Page & Pina,
2015). In this regard, several studies have observed a positive
association between sexist attitudes (both hostile and benevo-
lent) and moral disengagement in situations of IPV against
women (Navas et al., 2021; Rollero & De Piccoli, 2020) and
dating abuse (Sanchez-Jiménez & Muiioz-Fernandez, 2021).
In particular, Sanchez-Jiménez and Mufioz-Fernandez (2021)
discovered that teenagers exhibiting high levels of sexism (both
hostile and benevolent) and moral disengagement tended to
engage in more psychological dating aggression. Given the
above, it would be reasonable to assume that men with strong
sexist attitudes could more easily conform to the moral norms
accepted by themselves and their environment and exercise
direct cyberaggression toward partners. This research aims to
test whether online disinhibition may be related to higher lev-
els of moral disengagement primarily in men with high sexist
attitudes, and, consequently, with a higher frequency of direct
cyberaggression toward partners.

The last moderator is past experiences of cyberdating
abuse, as having previously been a victim or perpetrator
of cyberdating abuse increases the risk of perpetrating or
suffering this type of violence in the future, regardless of
the participant’s gender (Ferndndez-Gonzélez et al., 2020).
Specifically, Villora et al., (2019a, b, 2021) found that cyber-
dating abuse perpetration and victimization were highly and
positively associated with direct cyberaggression and cyber-
control in samples of university students. Thus, in the online
environment, victims can easily engage in online reactive
violence and take on the role of aggressors (Smith et al.,
2018). Given the above, we considered the possibility that
experiences of cybervictimization moderate the associa-
tion between these psychological disinhibitory mechanisms
(i.e., moral disengagement and online disinhibition) and the
perpetration of cyberdating abuse. In this respect, recent
research has found that moral disengagement is positively
associated with victimization and reciprocal violence in the
IPV context (e.g., Cuadrado-Gordillo & Fernandez-Antelo,
2019). Likewise, it has been observed that factors associated
with online disinhibition may increase the likelihood that
victims of cyberbullying may become cyberperpetrators,
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regardless of gender (Wong-Lo & Bullock, 2014). There-
fore, it would be reasonable to expect that past experiences
of cybervictimization within relationships may exacerbate
the relationship between these psychological disinhibitory
mechanisms (i.e., moral disengagement and online disinhibi-
tion) and cyberdating abuse perpetration.

Current Study

The current study examines whether online disinhibition is
positively associated with cyberdating abuse behaviors via
increases in moral disengagement. According to our theo-
retical model, we expected that online disinhibition would
positively predict moral disengagement (Hypothesis 1a) and
moral disengagement would positively predict direct cyber-
aggression (i.e., explicit and intentional cyberdating abuse
manifestations), but not cybercontrol (Hypothesis 1b). Like-
wise, building on the work of Wang and Ngai (2020), we
also expected an indirect effect of online disinhibition on the
perpetration of direct cyberaggression via moral disengage-
ment. That is, higher levels of online disinhibition would
be associated with higher levels of moral disengagement,
which, in turn, would be related to more frequent direct
cyberaggression, but not cybercontrol (Hypothesis 1c).

We also examined the moderating role of gender, sex-
ism, and past experiences of cyberdating abuse victimiza-
tion on the aforementioned association. Specifically, we
hypothesized that high online disinhibition would be pri-
marily associated with higher levels of moral disengagement
in men (vs. women), which, in turn, would be related to a
higher frequency of direct cyberaggression against the part-
ner (Hypothesis 2). Likewise, we hypothesized that sexism
(both hostile and benevolent) would interact with gender
to moderate the aforementioned relationship. That is, high
online disinhibition would be primarily associated with
higher levels of moral disengagement in men with high hos-
tile sexism (vs. low hostile sexism; Hypothesis 3a) and high
benevolent sexism (vs. low benevolent sexism; Hypothesis
3b), which, in turn, would be related to a higher frequency
of direct cyberaggression against the partner (see Fig. 1,
Panel A). Finally, we hypothesized that past experiences of
cyberdating abuse victimization would exacerbate both the
indirect effect of online disinhibition on the perpetration
of direct cyberaggression via moral disengagement and its
direct effect: (a) online disinhibition would be associated
with higher moral disengagement, which, in turn, would be
related to a higher frequency of direct cyberaggression per-
petration toward one’s partner mainly in highly victimized
(vs. less victimized) individuals (Hypothesis 4a), and (b)
online disinhibition would be predictive of increases in the
frequency of direct cyberaggression perpetration mainly in
highly victimized (vs. less victimized) participants (Hypoth-
esis 4b; see Fig. 1, Panel B).
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Fig. 1 Proposed Conceptual Models: Moral Disengagement as Medi-
ator of the Online Disinhibition—-Direct Cyberaggression Perpetration
Link, Moderated by Gender and Sexism (Panel A); Moral Disengage-

Method
Participants and Procedure

From the initial sample collected (N=605), 227 (37.52%)
respondents were removed because they did not complete the

ment as Mediator of the Online Disinhibition—Direct Cyberaggres-
sion Perpetration Link, Moderated by Past Experiences of Cyberdat-
ing Abuse Victimization (Panel B)

full questionnaire and 14 (2.31%) because they failed attention
check items. Moreover, we excluded two participants who
identified their gender as “other” from our analyses, because
cyberdating abuse experiences may differ between partner
categories defined by gender identity (i.e., cisgender vs.
non-cisgender; Butler et al., 2023), and our work is focused
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on examining differences in binary gender. Thus, the final
sample consisted of 362 participants of Spanish nationality
(Mage=25.10, SD=4.45, range 18-35 years; 45.9%, n=166
men; 54.1% women, n=196). All of them had a heterosex-
ual orientation, of which 84 (23.2%) reported being single
(52.4%; n=44 men, and 47.6%; n=40 women) and 278
(76.8%) were in a romantic relationship (43.9%; n=122 men,
and 56.1%; n=156 women) at the time of data collection.

We implemented a cross-sectional survey design. Specifi-
cally, we used the LimeSurvey research platform to develop
an online survey containing the variables of interest. Follow-
ing a snowball sampling, we distributed the survey through
an open-access link on several online social media platforms
(i.e., email and social network sites: Facebook, Twitter, and
WhatsApp). To participate in our study, respondents had to
fulfill the following criteria: (a) having Spanish nationality,
(b) having a heterosexual orientation, (c) having been in a
past or current romantic relationship, and (d) being between
18 and 35 years of age. All inclusion criteria were confirmed
by a set of checking questions at the end of the survey. We
delimited this age range because the largest percentages of fre-
quent internet and social-network users in Spain correspond to
young people—92.6% of individuals aged 16 to 24 and 82.2%
of those aged 25 to 34 (Statista, 2022)—and the highest lev-
els of cyberdating abuse victimization and perpetration occur
among adolescents and young adults (for a review, see Cari-
dade et al., 2019). Moreover, previous authors (e.g., Oleszko-
wicz & Misztela, 2015; Sanchez-Hernandez et al., 2020) have
delimited the range of young adults between 18 and 35 years
because the traditional markers of adulthood (e.g., marriage,
parenthood, financial independence, and homeownership) are
typically achieved by around the age of 35 (Arnett, 2000).

Data were collected during May and June 2021. Before
completing the questionnaire, we provided information to the
participants about the general study’s goal (i.e., “to examine
different psychological and relational processes that could be
influencing the development of couple relationships™) and its
anonymous and voluntary nature. First, they had to give their
consent to voluntarily participate in our research, according
to the Declaration of Helsinki, and then fill in a single ques-
tionnaire based on their personal opinions and experiences.
They were not paid for their participation. Participants took
approximately 20 min to complete the task. This study was
conducted after receiving the approval of Ethics Committee
of University of Granada. The data and materials are avail-
able on the Open Science Framework [OSF].

Measures
Online Disinhibition

We used the Online Disinhibition Scale (ODS; Cheung
et al., 2020), which is focused on evaluating different factors
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associated with feeling and behaving in an uninhibited way
in the virtual environment described earlier in the article.
The ODS consisted of 23 items divided into six dimensions:
(a) dissociative anonymity (four items, e.g., “I feel that I can
hide my identity online”), (b) invisibility (five items, e.g., “1
feel like I am invisible in the online environment”), (c) asyn-
chronicity (three items, e.g., “I can postpone replying to oth-
ers in the online environment”), (d) solipsistic introjections
(three items, e.g., “I perceive how that person’s intended
to talk about in the online environment”); (e) dissociative
imagination (four items, e.g., “The online environment has
no connection to reality”), and (f) minimization of authority
(four items, e.g., “I am away from real life authorities in the
online environment”). Participants used a 7-point Likert-
type response scale ranging from1 (strongly disagree) to7
(strongly agree). We computed an average global online dis-
inhibition score, with higher scores indicating more online
disinhibition (x=.85).

Moral Disengagement

We administered the Moral Disengagement scale (MMDS-S;
Bandura et al., 1996; Rubio-Garay et al., 2017) to assess the
extent to which people justify and rationalize moral trans-
gressions. Specifically, the MMDS-S is composed of 32
Likert-type items measuring eight different types of moral
disengagement mechanisms: (a) moral justification (four
items, e.g., “It is all right to fight to protect your friends”),
(b) euphemistic labeling (four items, e.g., “To hit obnoxious
classmates is just giving them ‘a lesson’”), (c) advantageous
comparison (four items, e.g., “Damaging some property is
no big deal when you consider that others do worse”), (d)
displacement of responsibility (four items, e.g., “If people are
living in poor conditions, they are not responsible for attack-
ing”), (e) diffusion of responsibility (four items, e.g., “If a
group decides together to do something harmful, the respon-
sibility lies with the entire group”), (f) distortion of conse-
quences (four items, e.g., “Telling small lies doesn’t really
do any harm”), (g) dehumanization (four items, e.g., “Some
people are like animals™), and (h) attribution of blame (four
items, e.g., “Some people deserve to be mistreated because
of their actions”). The response format was a 5-point Likert-
type scale ranging from 1 (strongly disagree) to 5 (strongly
agree). For the purposes of our study, we calculated an aver-
age global moral disengagement score, where higher scores
indicate greater moral disengagement (o= .83).

Direct Cyberaggression and Cybercontrol Perpetration

We used the 20-item perpetration subscale of the Cyber Dat-
ing Abuse Questionnaire (CDAQ); Borrajo et al., 2015b) to
assess the frequency of two types of behaviors against one’s
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partner: (a) direct cyberaggression (11 items; e.g., “I wrote a
comment on the wall of SNSs to insult or humiliate my part-
ner or ex-partner”; «=.89) and (b) cybercontrol (nine items;
e.g., “I have controlled the time at which my partner or ex-
partner could last connect to mobile applications”; a=.83).
The response format was a 6-point Likert-type scale with
the following anchors: 1 (never), 2 (not in the last year, but
it occurred before), 3 (rarely: 1 or 2 times), 4 (sometimes:
between 3 and 10 times), 5 (often: between 10 and 20 times),
and 6 (always: more than 20 times). Average scores were
calculated for each behavior: Higher scores indicate a higher
frequency of perpetration.

Past Experiences of Cyberdating Abuse Victimization

We administered the 20-item victimization subscale of the
CDAQ (Borrajo et al., 2015b) to measure the frequency of
cyberdating abuse victimization in the past. This measure
assessed two dimensions: (a) direct cyberaggression vic-
timization (11 items; e.g., “My partner or ex-partner created
a fake profile about me on a social network to cause me
problems”) and (b) cybercontrol victimization (nine items;
e.g., “My partner or ex-partner used my passwords [phone,
social networks, email] to snoop on my messages and/or
contacts without my permission’). The response format was
the same as for the measure described above. We calculated
an average global victimization score, where higher scores
indicate higher frequency of cyberdating abuse victimiza-
tion (ax=.92).

Hostile and Benevolent Sexism

We used the Ambivalent Sexism Inventory (ASI; Expésito
et al., 1998) to assess the participants’ sexist attitudes. It
is composed of 22 Likert-type items subdivided into two
dimensions: (a) hostile sexism (11 items, e.g., “Women exag-
gerate the problems they have at work™; «=.93) and (b)
benevolent sexism (11 items, e.g., “Women should be loved
and protected by men”; a=.84). Participants responded
using a 6-point Likert-type response format ranging from
0 (strongly disagree) to 5 (strongly agree). Average scores
were calculated for each dimension of sexism; higher scores
indicate stronger sexist attitudes.

Sociodemographic Information

Data about participants’ gender (“What is your gender?
Man/Woman/Other””) and age (“What is your age?”), and
whether they were in a relationship at the time of data col-
lection (“Are you currently in a relationship? Yes/No”) were
collected.

Analytic Strategy

We analyzed the data using SPSS (Version 25). Before
conducting the primary analyses, we assessed the assump-
tions of normality and multicollinearity, and calculated the
main descriptive statistics and correlations among the study
variables. Additionally, we performed independent samples
t-tests to examine potential gender differences (1 =man;
2 =woman). Thereafter, to analyze the indirect effects of
online disinhibition on direct cyberaggression perpetration
via moral disengagement (Hypothesis 1), we performed a
mediation analysis using Model 4 of the PROCESS program
(Version 4.1; Hayes, 2018). We included online disinhibition
as the predictor (X), direct cyberaggression perpetration as
the criterion variable (Y), and moral disengagement as a
mediating variable (M1). We used the nonparametric boot-
strapping procedure with 10,000 resamples to estimate the
95% confidence interval (CI) for all analyses in PROCESS.
In accordance with Schoemann et al. (2017), we also con-
ducted a post hoc power analysis for simple mediation using
Monte Carlo simulations (5,000 replications and 20,000
draws) to test indirect effects. Our sample (N =362) had the
ability to detect an indirect effect with 82% power for direct
cyberaggression perpetration.

Next, to test whether gender (Hypothesis 2) moderates the
indirect effect of online disinhibition on the perpetration of
direct cyberaggression via moral disengagement, we con-
ducted a moderated mediation analysis using Model 7 of the
PROCESS program. The online disinhibition was included
as a predictor variable (X), direct cyberaggression perpe-
tration as a criterion variable (Y), moral disengagement as
a mediating variable, and gender as moderating variable
(W). Similarly, we conducted two moderated-moderated
mediation analyses using Model 11 (PROCESS program)
to test whether sexism (both hostile and benevolent) interacts
with gender to moderate the aforementioned relationship
(Hypothesis 3). The online disinhibition was included as
a predictor variable (X), direct cyberaggression perpetra-
tion as a criterion variable (Y), moral disengagement as a
mediating variable, and gender (W) and sexism (hostile and
benevolent, separately; Z) as moderating variables. Finally,
we performed a moderated mediation analysis using Model
15 (PROCESS program) to test whether past experiences of
cyberdating abuse victimization acts as a moderating vari-
able exacerbating both the indirect effect of online disinhibi-
tion on the perpetration of direct cyberaggression via moral
disengagement and its direct effect (Hypothesis 4). Online
disinhibition was included as a predictor variable (X), direct
cyberaggression as a criterion variable (Y), moral disen-
gagement as a mediating variable, and past experiences of
cyber victimization as moderating variable (W).

We firstly conducted the analyses without covariates, and
then assessed each model with covariates to compare results.

@ Springer
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Table 1 Descriptive Statistics, Matrix Correlations, and Tests of Mean Differences Based on Gender Among Study Variables

1 2 3 4 5 6 7 8 9
1. Online disinhibition -
2. Moral disengagement ~ .31%% -
3. DCAP .06 16%* -
4. CCP .06 .10 35k -
5. Hostile sexism 145 2%k 20%* 2% -
6. Benevolent sexism 18 34wk 2]EEE A7 63 -
7. CDAV A1* 12% 26%%% .61 5% 16%* -
8. Gender® —-.03 — .24k —.11% .06 — 28 — 27k -.07 -
9. Current relationship® .07 .08 -.02 A7 .04 .06 30%%* -.07 -
Potential range 1-7 (1-5) (1-6) (1-6) (0-5) (0-5) (1-6) - -
Moverall (SD) 3.33(0.78) 1.99(0.40) 1.06(0.27) 1.54(0.60) 0.85(0.94) 0.85(1.74) 1.38(0.53) - -
Mmen (SD) 3.35(0.78) 2.09(0.43) 1.09(0.37) 1.50(0.59) 1.14(0.90) 1.35(1.84) 1.42(0.53) - -
Mwomen (SD) 3.30(0.78) 1.90(0.34) 1.03(1.12) 1.57(0.61) 0.61(0.91) 0.42(1.52) 1.35(0.53) - -
Gender difference ¢ 0.62 4.55%%% 1.99* -1.14 5.52%%* 5.20%** 1.34 - -
Cohen’s d 0.06 0.49 0.07 -0.11 0.59 0.55 0.11 - -
Skewness/Kurtosis -0.02/0.19  0.47/0.09 1.80/1.31 0.48/-0.37  0.50/-0.13  0.30/-0.37  0.59/-0.37 - -
Note.N,,,..;=362; N,,,,=166,N,,,....=196.

DCAP direct cyberaggression perpetration, CCP cybercontrol perpetration, CDAV cyberdating abuse victimization.

2] =man, 2 =woman; °1 =yes, 2=no0.
*p<.05; #¥p < .01; ##¥p < .001.

Specifically, we controlled for gender, sexism (hostile and/
or benevolent), and past experiences of cyberdating abuse
victimization when the moderating role of these variables
was not assessed. Moreover, in all models, we controlled for
whether participants were in a romantic relationship at the
time of data collection (1 =yes; 2 =no) because individuals
often show a bias towards recognizing cyberabuse behaviors
within their romantic relationships, normalizing and justi-
fying this type of violence (e.g., Sdnchez-Hernandez et al.,
2020, 2023, 2024).

Results
Preliminary Analyses

There were no missing values in our dataset. The kurtosis
and skewness values of online disinhibition and moral dis-
engagement fell within acceptable limits of + 2, indicating a
normal distribution (Gravetter & Wallnau, 2014). However,
the skewness and kurtosis values of the remaining variables
(i.e., direct cyberaggression perpetration, cybercontrol per-
petration, hostile and benevolent sexism, and experiences
of cyberdating abuse victimization) were not normally dis-
tributed. Therefore, we applied a two-step transformation
to these variables to achieve a more normal distribution
and enhance the robustness of the main effects (Temple-
ton, 2011). After transforming the variables, there was no
evidence of multicollinearity, as the correlations among

@ Springer

variables were all below .80 (Shrestha, 2020). Descriptive
statistics, correlations, and gender differences in study vari-
ables are provided in Table 1.

Moral Disengagement as Mediator of the Online
Disinhibition-Direct Cyberaggression
Perpetration Link

As shown in Table 2, online disinhibition positively pre-
dicted moral disengagement. Similarly, moral disengage-
ment positively predicted direct cyberaggression perpe-
tration. Moreover, the results highlighted a statistically
significant indirect effect of online disinhibition on direct
cyberaggression perpetration via moral disengagement
(,=0.01, SE=0.01, 95% CI [0.01, 0.03]). Specifically,
high online disinhibition was associated with higher levels
of moral disengagement, which, in turn, was related to more
frequent direct cyberaggression toward a partner. The vari-
ables included in the model predicted 7.75% of the variance
(R?=.08) in direct cyberaggression toward a partner. The
total effect of online disinhibition on direct cyberaggression
perpetration was also significant (b=0.04, SE=0.01, 95%
CI [0.02, 0.07]). As expected, the indirect effect of online
disinhibition on cybercontrol via moral disengagement was
not statistically significant (b=0.03, SE=0.01, 95% CI
[-0.003, 0.05]).

When we tested this model controlling the effects of
the covariates (gender, hostile and benevolent sexism,
past experiences of cyberdating abuse victimization, and
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Note. OD = online disinhibition. OD is graphed at —1 SD (low) and + 1 SD (high).

Fig.2 Two-Way Interaction Between Online Disinhibition and Gender in Moral Disengagement

current relationship), we observed that the indirect effect
of online disinhibition on direct cyberaggression per-
petration via moral disengagement was statistically sig-
nificant (b =0.01, SE=0.004, 95% CI [0.004, 0.02]) and
the explained variance increased (R?=.24). The indirect
effect of online disinhibition on cybercontrol perpetration
via moral disengagement was not statistically significant
(b=0.01, SE=0.01, 95% CI [-0.01, 0.03]). See Table S1
in the online supplementary material (OSF). These find-
ings provide support for Hypothesis 1.

According to Haidt’s (2001, 2012) arguments, moral
disengagement may be motivated by the desire to jus-
tify the engagement in immoral behaviors and maintain
a coherent self-concept as a rational and moral agent.
Thus, moral disengagement may also function as a post
hoc rationalization to eliminate negative emotions after
one commits a violent act (e.g., Haidt, 2001, 2012; Shu
et al., 2011), such as cyberdating abuse. For this reason,
we explored alternative mediation models with moral dis-
engagement as a criterion variable. First, we conducted a
mediation analysis to test the indirect effect of online dis-
inhibition on moral disengagement through cybercontrol
perpetration; however, it was not significant (b =—0.001,
SE=0.002, 95% CI [-0.005, 0.004], R*=.21). In con-
trast, we found that the mediation model examining the
influence of online disinhibition on moral disengage-
ment through direct cyberaggression perpetration was

statistically significant (b=0.01, SE=0.01, 95% CI
[0.0003, 0.02], R’ =.23; see Table S2 [OSF]). That is,
greater online disinhibition leads to a higher frequency
of direct cyberaggression perpetration, which is related
to higher levels of moral disengagement. Therefore,
our results also supported this alternative theoretical
perspective.

Moderation by Gender

As shown in Table 3, we found a statistically significant
interaction effect between online disinhibition and gender
on moral disengagement. Specifically, high online disinhibi-
tion predicted increases in moral disengagement in both men
(bp=0.20, SE=0.04, r=5.64, p<.001,95% CI [0. 31, 0.27])
and women (b=0.07, SE=0.03, t=2.16, p=.032, 95% CI
[0.01, 0.14]); however, the effects were stronger among men
(see Fig. 2).

Additionally, high moral disengagement predicted a
higher frequency of direct cyberaggression perpetration
toward a partner. The moderated mediation index was
not statistically significant (b=-0.01, SE=0.01, 95% CI
[—0.03, 0.0017; R’= .80). In contrast, when we controlled
for the effects of covariates (hostile and benevolent sexism,
experiences of cyberdating abuse victimization, and current
relationship) in the model, the results revealed a significant
indirect effect of online disinhibition on the perpetration of
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Sex Roles

direct cyberaggression by moral disengagement, moder-
ated by gender. That is, online disinhibition was associated
with greater moral disengagement, particularly stronger
among men (vs. women), which, in turn, was linked to a
higher frequency of direct cyberagression toward a partner.
The variables included in the model accounted for 23.86%
of the variance in the perpetration of direct cyberaggres-
sion. The moderated mediation index was statistically sig-
nificant (b=-0.01, SE=0.01, 95% CI [-0.02 —0.002]; see
Table S3), thereby supporting Hypothesis 2.

15.09, p < .001

Moderation by Gender and Sexism

F(2, 359)
~0.002, 0.04]
0.001, 0.02]
~0.01, 0.02]
~0.01, 0.003]

R’= .08
95% CI

—_— = e =

Regarding the moderating role of hostile sexism, as depicted
in Table 4, the interaction effects between online disinhibi-
tion and gender and between gender and hostile sexism were
not significant. In contrast, the results revealed a statistically
significant interaction effect between online disinhibition
and hostile sexism on moral disengagement. Simple slope
analyses indicated that high online disinhibition predicted
increases in moral disengagement in both participants with
high sexism (+1 SD; b=0.19, SE=0.03, r=6.03, p<.001,
95% CI [0.13, 0.25]) and participants with low sexism
(—18D; b=0.09, SE=0.03, t=2.58, p=.010, 95% CI1 [0.02,
0.16]). However, the effects were stronger among partici-
pants with high hostile sexism (see Fig. 3, Panel A).
Additionally, the results showed a statistically signifi-
cant three-way interaction effect between online disinhibi-
tion, gender, and hostile sexism. Specifically, high online
disinhibition predicted greater moral disengagement in
men with high sexism scores (b=0.20, SE=0.04, r=5.66,
p<.001,95% CI [0.13, 0.27]), but this was not true in men
with low scores (b=0.7, SE=0.05, t=1.19, p=.23, 95%
CI[-0.04, 0.17]). Among women, online disinhibition pre-
dicted higher moral disengagement in those with low levels
of sexism (b=0.9, SE=0.04, t=2.40, p=.02, 95% CI [0.02,
0.17]), but not in those with high levels (b=0.06, SE=0.06,
t=0.98, p=.33, 95% CI [-0.06, 0.18]; see Fig. 3, Panel
B). Nevertheless, the effect was stronger among men with
high hostile sexism. The variables included in the model
accounted for 7.75% of the variance in the perpetration of
direct cyberaggression. Contrary to our predictions, the
moderated-moderated mediation index was not statistically
significant (b=-0.01, SE=0.01, 95% CI [-0.02, 0.002]).
Regarding the moderating role of benevolent sexism,
the results showed no statistically significant interac-
tion effects between the predictor variables. The mod-
erated mediation index was not statistically significant
(b=-0.004, SE=0.004, 95% CI[-0.01, 0.003]; R*=.08;
see Table 4 for more detail). When we included the covari-
ates (hostile or benevolent sexism, past experiences of
cyberdating abuse victimization, and current relationship)
in the model, we observed that the moderated-moderated

SE
0.01
0.01
0.04
0.01
0.004

14.82, p < .001

R?=23
F(7,354)
Effect
0.01
0.02
0.01
0.01
—-0.004

woman.

362.
.05; #¥*p <.001.

Moderated — moderated mediation index

Conditional indirect effects

Table 4 (continued)
Men — Low BS
Men — High BS
Women — Low BS
Women — High BS
Note. N

1 =man, 2
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Panel A
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4.5 - --¢ - LowHS
s 4 —a&— High HS
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Low OD High OD

Panel B
5 .

45 —o— (1) Women, High HS
= ’ ——(2) Women, Low HS
2 4 4 —0—(3) Men, High HS
35 - —8— (4) Men, Low HS
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2
= 25
P
=]

Z 2 R/D —
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Note. OD = online disinhibition; HS = hostile sexism. OD and HS graphed at —1 SD (low) and + 1 SD (high).

Fig.3 Two-Way Interaction Between Online Disinhibition and Hostile Sexism (Panel A) and Three-Way Interaction Between Online Disinhibi-

tion, Gender, and Hostile Sexism (Panel B) in Moral Disengagement

mediation index was not statistically significant for both
hostile (b=-0.01, SE=0.01, 95% CI [-0.02, 0.001],
R?=.24) and sexism (b=-0.003, SE=0.003, 95% CI
[=0.01, 0.002], R?>=.24; see Table S4). These findings do
not support Hypothesis 3.

Moderation by Past Experiences of Cyberdating Abuse
Victimization

As shown in Table 5, online disinhibition positively pre-
dicted moral disengagement. Furthermore, the results indi-
cated a statistically significant interaction effect between
moral disengagement and past experiences of cyberdating
abuse victimization in direct cyberaggression perpetration
against partners: high moral disengagement was associ-
ated with an increase in direct cyberaggression perpetra-
tion among participants highly victimized (+ 1 SD; b=0.17,
SE=0.03, t=5.46, p<.001, 95% CI [0.11, 0.23]), but it was
not significant among participants less victimized (—1 SD;
b=0.02, SE=0.03,=0.48, p=.629, 95% CI [-0.05, 0.08];
see Fig. 4, Panel A).

In addition, the results showed a significant indirect
effect of online disinhibition on the perpetration of direct
cyberaggression by moral disengagement, moderated by
past experiences of cyberdating abuse victimization. Spe-
cifically, high levels of online disinhibition were associ-
ated with greater moral disengagement, which, in turn, was
related to increases in direct cyberaggression perpetration
against one’s partner in participants highly victimized but
this was not significant in those with less experiences of
victimization.

@ Springer

Similarly, the analysis revealed a statistically significant
interaction effect between online disinhibition and past expe-
riences of cyberdating abuse victimization in direct cyberag-
gression perpetration. As illustrated in Fig. 4 (Panel B), con-
ditional direct effects indicated that, for participants highly
victimized (b=0.05, SE=0.02, t=2.92, p=.004, 95% CI
[0.02, 0.08]), high online disinhibition was associated with
more frequent direct cyberaggression perpetration against
one’s partner, but this association was not significant in par-
ticipants less victimized (b= —0.005, SE=0.02, t=-0.29,
p=.770,95% CI [-0.04, 0.03]).

The variables included in the model predicted 27.93%
of the variance in the perpetration of direct cyberaggres-
sion against a partner. The moderated mediation index was
statistically significant (b=0.02, SE=0.01, 95% CI [0.01,
0.04]). When we included the covariates in the model (gen-
der, hostile and benevolent sexism, and current relationship),
we found that this explained 28.30% of the variance, and
the moderated mediation index remained statistically signifi-
cant (=0.02, SE=0.01, 95% CI [0.01, 0.03]; see Table S5).
These findings supported Hypothesis 4.

Discussion

Although existing literature has shown that online disin-
hibition and moral disengagement are significant factors
contributing to cyberbullying perpetration, there is a gap
in the research regarding how these psychological mecha-
nisms may influence cyberdating abuse. In the present
study, we aimed to examine the association between online
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Note. MD = moral disengagement; OD = online disinhibition; CDAV = direct cyberaggression victimization. MD, OD, and CDAYV are graphed

at—1 SD (low) and + 1 SD (high).

Fig.4 Two-Way Interactions Between Moral Disengagement and Past Experiences of Cybervictimization (Panel A) and Between Online Disin-
hibition and Past Experiences of Cybervictimization (Panel B) in Direct Cyberaggression Perpetration

disinhibition and the perpetration of direct cyberaggression
and cybercontrol against one's partner through moral dis-
engagement, while also exploring the moderating role of
gender, sexism, and past experiences of cyberdating abuse
victimization on these associations.

The Mediating Role of Moral Disengagement

In support of Hypothesis 1, the results revealed that online
disinhibition affected direct cyberaggression perpetration
through moral disengagement. Similar to what Wang and
Ngai (2020) observed in cyberbullying behavior, high online
disinhibition was related to greater moral disengagement,
which, in turn, was associated with a more frequent perpetra-
tion of direct cyberaggression against partners, but this was
not true for the cybercontrol dimension. Cybercontrolling
behaviors are often considered manifestations of love and
concern towards the partner (Nardi-Rodriguez et al., 2018)
and/or a consequence of the use of digital media rather than
as an expression of IPV (Belotti et al., 2022). This social
perception about cybercontrol may help to understand why
moral disengagement mechanisms are not related to its per-
petration: Cybercontrolling behaviors might not require the
activation of these disinhibitory mechanisms to take place
because they seem not to imply a clear violation of moral
standards. Therefore, cybercontrol perpetration could be
triggered by other psychological processes.

In contrast, direct cyberaggression behaviors against a
partner tend to be more easily perceived as a manifestation
of violence within a couple's relationship and occur less fre-
quently than cybercontrol behaviors (Caridade et al., 2019;
Villorra et al., 2021). In this respect, Suler (2004) stated
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that online disinhibition increases the likelihood of engag-
ing in behaviors that would be less likely in a traditional
context, such as deliberate direct aggression. Factors such
as invisibility and dissociative anonymity may reduce empa-
thy for the victim and the perceived harm that aggressive
behavior causes them (Heirman & Walrave, 2008), which,
in turn, seem to be related to moral disengagement through
detaching from self-sanctions around direct cyberaggres-
sion behavior (Runions & Bak, 2015). This is in line with
previous findings suggesting that the perpetrator may self-
regulate and release feelings of guilt to maintain and justify
violence against others (Bandura, 1986, 1999).

Gender and Sexism as Moderators

Building on Bandura’s (1986, 1989) social cognitive theory,
we testified some intrapersonal factors related to modulat-
ing the influence of online disinhibition and moral disen-
gagement in direct cyberaggression perpetration against a
partner. In support of Hypothesis 2, our results showed that
gender moderated the indirect effect of online disinhibition
on direct cyberaggression via moral disengagement. Specifi-
cally, higher online disinhibition was primarily associated
with increased moral disengagement in men (vs. women),
which, in turn, was related to a higher frequency of direct
cyberaggression perpetration against a partner. This result is
consistent with previous findings indicating that young men
experience greater toxic online disinhibition (e.g., Wang &
Ngai, 2020; Wang et al., 2021) and greater moral disengage-
ment (e.g.,Navas et al., 2021; Sanchez-Jiménez & Muiioz-
Fernandez, 2021) than young women. Although online
disinhibition and moral disengagement seem to associate
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with the perpetration of direct cyberaggression against a
partner in a similar way as in the field of cyberbullying, it is
important to note that cyberdating abuse is also influenced
by gender social norms. In heterosexual romantic relation-
ships, there is often a complex power dynamic derived from
the patriarchal structure that is relevant when examining
cyberdating abuse. Our findings therefore are in line with
empirical work supporting the assertion that cyberdating
abuse is gender asymmetric: Direct cyberaggression behav-
iors used as a tool of control and power in the relationship
occur to a greater extent in men (Reed et al., 2021), and not
because they are biologically men but because of gender
socialization and their identity with the meaning of mascu-
linity (Stosny, 1995). In a patriarchal society, women have
a lower status than men and, consequently, some men may
consider that women deserve violent treatment in certain
situations (Expésito et al., 1998), for example, when women
question men’s power in the relationship. In this sense, men
could easily conform and adapt their judgment to their moral
norms cognitively to justify direct cyberaggression against a
partner, and even more so when the transgressive behavior
is encouraged by online disinhibiting factors blurring moral
boundaries (Bandura, 2002).

Regarding the moderating role of sexism, the results
indicated that gender and hostile sexism jointly moderat the
effect of online disinhibition on moral disengagement. Spe-
cifically, higher online disinhibition was primarily associ-
ated with increased moral disengagement among men with
high hostile sexism (vs. low hostile sexism). This result rein-
forces the previous literature by demonstrating the existence
of a positive association between hostile sexist attitudes and
moral disengagement (Rollero & De Piccoli, 2020; Sanchez-
Jiménez & Muioz-Fernandez, 2021). Men, and individuals
higher in hostile sexism, seem to more readily adjust their
moral norms to justify various transgressive and immoral
behaviors, such as IPV against women, and mitigate poten-
tial feelings of responsibility and guilt (Navas et al., 2021;
Page & Pina, 2015). However, contrary to our predictions,
the results revealed that hostile sexism did not interact with
gender to moderate the indirect effect of online disinhibition
on direct cyberaggression via moral disengagement. This
could be due to the fact that the observed third-order interac-
tion between the predictors did not show a sufficient effect
size, and larger samples are needed to test this model. More
research is needed to clarify this issue.

On the other hand, our results indicated that benevolent
sexism did not interact with online disinhibition and gender
to moderate their effects on moral disengagement and, con-
sequently, on direct cyberaggression. This finding could be
explained by the nature of benevolent sexism: whereas hos-
tile sexism reflects antagonism and hostility toward women
as a discriminated group, benevolent sexism adopts a posi-
tive view of respect, affection, and protection towards them

(Glick & Fiske, 1996). In this sense, research has shown
that hostile sexism is consistently associated with the justi-
fication and perpetration of explicit manifestations of IPV,
whereas benevolent sexism may often act as a mitigator of
this link (Glick & Fiske, 1996; Moya, 2003). Specific to
cyberdating abuse, some studies have found that hostile
sexism, but not benevolent sexism, in men predicts the per-
petration of direct cyberaggression against one’s partner
(e.g., insults, threats, or humiliation through digital media;
Martinez-Pecino & Durén, 2019; Rodriguez-Dominguez
et al., 2018). Thus, it makes sense that high online disin-
hibition leads to greater activation of moral disengagement
mechanisms primarily in people with strong hostile sexist
beliefs, but not in people with high benevolent sexism. These
individuals can more readily adjust their cognitive moral
norms to justify immoral behaviors such as violence. How-
ever, more research is needed to support these assumptions.

Past Experiences of Cyberdating Abuse
Victimization as Moderator

In support of Hypothesis 4, our data showed that past experi-
ences of cyberdating abuse moderated the indirect effect of
online disinhibition on direct cyberaggression through moral
disengagement. That is, high levels of online disinhibition
were associated with greater moral disengagement, which,
in turn, was related to increases in direct cyberaggression
perpetration against one’s partner in participants highly vic-
timized in the past, but not in those less victimized. These
findings are in line with Cuadrado-Gordillo and Fernandez-
Antelo (2019) work showing that being highly victimized
is related to greater levels of moral disengagement. More
specifically, these results suggest the use of moral disen-
gagement could lead to the internalization of aggression as
an appropriate strategy to resolve conflicts among cyber-
dating abuse victims, similar to what has been observed in
other contexts of online violence (e.g., online hate speech;
Wachs et al., 2022). Moral disengagement’s self-regulatory
mechanisms may play a relevant role in the people’s accept-
ance and justification of direct cyberaggression perpetration
when one has also been a victim of cyberdating abuse. That
is, they may approve of such violence against themselves and
perceive it as a problem-solving tool within their romantic
relationships, which, in turn, could favor a culture of shared
cyberabuse between partners (Wong-Lo & Bullock, 2014).

Additionally, our results revealed that past experiences of
cyberdating abuse victimization also moderated the direct
effect of online disinhibition on direct cyberaggression. In
particular, elevated levels of online disinhibition predicted
more direct cyberaggression against partners among par-
ticipants who had more victimization experiences, but not
in those less victimized. These findings are consistent with
Wong-Lo and Bullock (2014), who observed that online
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disinhibition increases the likelihood that cybervictims
will assume the role of cyberaggressors, regardless of gen-
der. Moreover, these findings support Moore (2015), who
suggested that online disinhibition does not homogene-
ously lead to higher levels of cyberbullying, but may under
specific circumstances. In the online context, individuals
have tools at their disposal that increase the likelihood of
engaging in reactive IPV. For example, the feeling of being
protected behind a screen or the physical distance between
the offender and the victim may encourage victims to adopt
maladaptive coping strategies such as the perpetration of
reactive cyberaggression (Stonard et al., 2017). In this way,
technologies may be creating a false sense of empowerment
for victims that, rather than empowering them to seek solu-
tions to the violent situation, could lead to unhealthy strate-
gies that further perpetuate and normalize cyberdating abuse
among partners (Alvarez, 2012).

Limitations and Future Directions

Although our research expands knowledge in the cyberdat-
ing abuse field, some limitations should be pointed out.
First, we conducted a correlational study with a cross-sec-
tional design in our research, so we cannot establish causal
relationships between the study variables. Future research-
ers could implement longitudinal methods or experimental
design to achieve more controllability over the results and
obtain interpretations of causality. Likewise, we encourage
future researchers to use other innovative approaches, such
as dyadic research designs involving both couple partners.
Second, we assessed all constructs using self-report meas-
ures. As is typically the case in surveys on sensitive topics
and undesirable behaviors, responses may have been subject
to social desirability and recall bias (Deans & Bhogal, 2019).
Third, we did not use a measure of moral disengagement
adapted to the context and the behavior under study (i.e.,
cyberdating abuse); therefore, we did not assess online dis-
inhibition and moral disengagement in the same behavioral
setting. Our results should be replicated using a context-
appropriate moral disengagement scale to remedy this limi-
tation. Nevertheless, our results confirmed that online dis-
inhibition positively influences the direct cyberaggression
perpetration via moral disengagement, which suggests that
the moral disengagement concept may transcend the context
to which it is applied.

Fourth, we selected the participants by nonprobability
snowball sampling and we established several inclusion cri-
teria (i.e., having Spanish nationality, being between 18 and
35 years of age, having a heterosexual orientation, and hav-
ing been in a past or current romantic relationship); there-
fore, our results are not generalizable to the entire popula-
tion. Other researchers should corroborate our findings using
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random sampling and collecting heterogeneous samples to
examine the potential influence of variables such as age,
nationality, cultural values, sexual orientation, or gender
identity (cisgender vs. non-cisgender). Fifth, respondents
could think about all their romantic relationships when we
addressed cyberdating abuse; we were unable to test whether
the cyberdating abuse took place with the same partner or
a different one. Therefore, conclusions derived from our
work need to be taken with caution. Similarly, we did not
consider the potential effect of daily internet use in our
analyses. Given that previous studies suggest that extensive
internet exposure time increases the probability of suffering
and committing cyberdating abuse (e.g., Caridade & Braga,
2020), researchers should replicate our results by controlling
for this variable.

Practice Implications

The findings of the present research have some practice
implications. First, our findings could encourage clinical
psychologists to detect and dismantle the cognitive and
behavioral processes that contribute to the justification
and normalization of cyberdating abuse, considering the
peculiarities of this type of violence, as well as the personal
characteristics and relationship dynamics. Second, psychol-
ogy professionals could use our work to develop psychoe-
ducational programs of cyberdating abuse prevention and
intervention aimed at respectively preventing and mitigating
the negative effects of online disinhibition and moral dis-
engagement mechanisms in romantic relationships. Third,
our results constitute a warning regarding the potential
detriments of misuse of digital media and online disinhibi-
tion among young adults, stressing the need to lead practi-
cal efforts toward the responsible use of digital media and
the promotion of healthy and quality relationships. Fourth,
this work supports the gender inequality-persistence fram-
ing and the need to consider gender and sexist attitudes in
the intervention and clinical practice of cyberdating abuse.
The social perception that cyberdating abuse is gender
symmetrical has been increasing in recent years, partially
because empirical research has noted that this violence often
occurs bidirectionally (e.g., Villora et al., 2021). However,
the power dynamics that are established within violent rela-
tionships are not outside gendered social norms. Therefore,
professionals working in different cyberdating abuse fields
(intervention, clinical, research, etc.) need to join forces,
approaching the problem from a gender perspective. Overall,
we hope that this study can account, at least minimally, for
the need to continue researching the variables associated
with the cyberdating abuse perpetration to promote social
policies and specific resources for the prevention and effec-
tive intervention of this problem.
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Conclusion

Cyberdating abuse is increasingly observed in romantic
relationships, and there is a risk of such abusive behaviors
becoming normalized. A key contribution of this research is
to highlight the psychological mechanisms of online disinhi-
bition and moral disengagement in the perpetration of direct
cyberaggression against partners within young heterosexual
couples. These findings suggest that gender and past experi-
ences of victimization may be essential factors for under-
standing who may be most vulnerable to online disinhibition
and moral disengagement activation in the perpetration of
direct cyberaggression against partners. Our research may
help researchers develop specific interventions in violent
heterosexual relationships that consider the influence of
these factors and explore new avenues of work that delve
deeper into the psychosocial mechanisms that arise from
violent relationships and the coping strategies that could
constructively confront cyberdating abuse.
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