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Abstract

I think anything is possible if you have
the mindset and the will and desire to do

it and put the time in.

Roger Clemens

Internet of Things (IoT) is the name given to the ecosystem formed
by multiple devices (things) that communicate with each other to achieve
one or more common goals. Since its emergence more than 20 years ago,
many practical applications have improved people’s quality of life. Also, the
efficiency and quality of production in the industry have increased with the
inclusion of the Industrial-IoT (IIoT). However, IoT environments are usually
very insecure due to: a lack of trust in normally vulnerable IoT devices, a huge
number of devices with a lack of supervision, the complexity of identifying
IoT devices, the easy manipulation of IoT data, the huge volume of data
generated and the high number of data readers with different read rights.
This insecurity affects this technology’s impact due to the restriction of the
scenarios in which it can be applied. For example, IIoT nodes are typically
deployed in insolated environments, avoiding interaction between devices in
different factories or reducing the significance of actions triggered based on
the IIoT data. The present research seeks to turn this circumstance around.
To overcome this complex challenge, secure hardware has been used to protect
IIoT devices and their identities, different cryptographic algorithms were
combined to protect data confidentiality, and finally, blockchain was deployed
to obtain data integrity even in scenarios involving multiple organizations.
Thanks to the combination of these technologies, new data architectures
and self-designed Public Key Infrastructure have been created, easing the
IIoT deployment in diverse scenarios, involving organizations with different
interests, achieving fine-grained authorization for data access and extremely
high reliability of the data generated. The results of this research serve to
increase the value of all IoT data by increasing the confidence and accessibility
of this data. More importantly, they serve to pave the way for countless new
applications of IoT that will ultimately affect an increase in the quality of
life of the people.
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Resumen

Internet de las cosas (Internet of Things, IoT) es el nombre que recibe el
ecosistema formado por múltiples dispositivos (cosas) que se comunican entre
sí para alcanzar uno o varios objetivos comunes. Desde su aparición hace más
de 20 años, han sido muchas las aplicaciones prácticas que han mejorado la
calidad de vida de las personas. De la misma manera la eficiencia y calidad de
la industria ha mejorado gracias a la inclusion de los IoT Inudstriales (IIoT,
por sus siglas en ingles). Sin embargo, los entornos IoT son normalmente muy
inseguros debido a: la falta de confianza en dispositivos IoT normalmente
vulnerables, el enorme número de dispositivos que carecen de supervisión, la
complejidad de identificar dispositivos IoT, la fácil manipulación de datos
IoT, el enorme volumen de datos generados y el elevado número de lectores de
datos con diferentes derechos de lectura. Esta inseguridad afecta al impacto
de esta tecnología debido a la restricción de los escenarios en los que se
puede aplicar. Por ejemplo, los nodos IIoT se despliegan normalmente en
entornos aislados evitando cualquier interacción entre Fabricas y reduciendo
la importancia de las acciones desencadenadas en base a los datos IIoT.
La presente investigación pretende dar respuesta a esta circunstancia. Para
superar este complejo reto, se ha utilizado hardware seguro para proteger los
dispositivos IIoT y sus identidades, se han propuesto múltiples algoritmos
criptográficos combinados para proteger la confidencialidad de los datos y,
por último, se ha desplegado blockchain para obtener confidencialidad incluso
en escenarios en los que intervienen múltiples organizaciones. Gracias a la
combinación de estas tecnologías, se han creado nuevas arquitecturas de datos
e Infraestructuras de Clave Pública de diseño propio, permitiendo que los
dispositivos puedan ser desplegados en cualquier ecosistema, involucrando
organizaciones con diferentes intereses, consiguiendo una autorización de
grano fino para el acceso a los datos y una altísima fiabilidad de los datos
generados. Los resultados de esta investigación servirán para incrementar
el valor de todo los datos IoT, aumentando la confianza y la accesibilidad
de estos datos. Y lo que es más importante, sirven para allanar el camino a
innumerables nuevas aplicaciones de IoT que, en última instancia, repercutirán
en un aumento de la calidad de vida de las personas.
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Chapter 1

Introduction

Men in general are quick to believe that
which they wish to be true.

Julio Caesar

Humankind soon stood out from the rest of the species for its ability to
reason, and to make the right decisions based on events, even if these decisions
were not straightforward. With accurate information and good reasoning skills,
humans can excel as generals, leaders, architects, traders, or scientists. In the
pursuit of excellence, mankind has sought to perfect reasoning by defining
algorithms and theories that allow us to make the best decisions based on the
information we have. With the invention of computers, data is now processed
with more complex and heavy algorithms to make better decisions, and in
some cases, it is even the machines themselves that make the final decisions.
It does not take much imagination to see that in the future, the perfection
of reasoning will reach a new level with the use of artificial intelligence, and
with the use of blockchain, many decisions and responsibilities will be given
to machines. But we must not forget the important role of information for
correct reasoning; any conclusion is wrong if the information is inaccurate.
Nowadays, we only rely on information that we have obtained ourselves or
that has been given to us over the Internet by someone we trust. But that
dramatically limits our sources of information because now most information
on the Internet is not given to us by someone, but by someThing [1]. The
Internet of Things (IoT) offers a huge quantity of data from the real world in
real-time, but why do we want so much information if we cannot trust it?, in
essence, if we cannot trust the IoT things?

Definitions of things in the IoT vary from research to research. Following
the definition Evangelos A. Kosmatos et al. [2], supported by S. Madakam
et al. [1], or the definition of [3], thing is any physical object - living or not-
living - with a unique identity that is integrated into a computing network.
The most basic "things" are tagged objects with passive RFID tags [4],

3



4 Chapter 1. Introduction

e.i., an apple with a smart label. With an RFID reader, it is possible to
scan its unique identifier (a bit string) and use it to look in the network
for the linked information of this thing, e.i., kind of apple, kind of farming
procedure, or expiration date. Other more complex things can be powered
devices with a battery and energy harvesting that, once installed, measures
temperature and send it to a defined IP through NB-IoT [5], indicating its
identity. Mobile-phones, smart cars, tablets, server are also considered things.

These things cooperating together can create “an open and comprehensive
network of intelligent objects that have the capacity to auto-organize, share
information, data and resources, reacting and acting in face of situations
and changes in the environment” [1]. It can be applied in a huge number
of scenarios: factories where robots communicate together collaborating in
order to become an only entity, monitoring water and air pollution for
human and agriculture safety [6], automatizing agriculture with drones and
autonomous trucks increasing productivity and reducing prices [7][8], smart
house automation [9], smart education, smart cities, patients health tracker,
etc. However, all these IoT applications remain largely untapped, as they are
often confined to isolated environments, such as IIoT devices that cannot
communicate between smart factories to improve the efficiency of collaborative
manufacturing. The same occurs to thousands of applications in the State
of the Art (SoA) stuck in the realm of theoretical studies, far from the
implementation of practical application. All these problems occur because of
the insecurity and distrust that so much automation brings to people. And
this fear is not unfounded because, indeed, IoT has a big problem: IoT devices
and their data are not cybersecure.

1.1. Motivation

The number of IoT devices connected to internet is growing rapidly,
from 6.1 billion in 2018 to 14.1 billions in 2023 [10]. However, the security
limitations of IoT devices are well known: the majority of IoT devices have
vulnerabilities that can be remotely exploited [11, 12]. This explains that
83% of these devices used or manufactured by large companies suffered a
cyber attack in 2018 and 79 % of the manufacturing companies experienced a
cyberattack in their IIoT the same year [13].

However, the risks are not only in the devices themselves but also IoT
system architecture and data management. For instance, the data flow re-
presents a critical concern as it can be vulnerable to tampering, enabling
attackers to insert malicious exploits into the system or manipulate data,
leading to erroneous outcomes and decisions [14]. Additionally, inadequate
data flow management can lead to critical confidentiality breaches [14].

In addition, the security of data at rest is a major concern in the context
of IoT devices, in addition to the threats associated with data transmission.
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Determining a reliable storage mechanism becomes essential since these
devices produce enormous volumes of diverse data. Despite being widely
utilized, centralized cloud systems like Amazon Web systems, Microsoft
Azure, Alibaba Cloud, and Google Cloud have dependability concerns since
they are susceptible to errors and data loss, as shown in [15, 16, 17, 18].
On the other hand, local storage is not a practical option because of the
dispersion of IoT devices and the sheer volume of data collected, and fog
store raises trust difficulties since it could alter data.

Another critical problem with IoT data is its confidentiality, a significant
issue with IoT data at rest. Traditional methods encrypt the data using
conventional encryption and distribute decryption keys to authorized parties.
This approach creates issues, though, because a party with access to one set
of data may abuse that access to acquire unlawful access to other data kept
in the same repository. Such illegal access is a serious concern that needs
careful consideration given the diversity of IoT data.

One of the current solutions to this issue is to cluster IoT devices and
their data and isolate them using local networks and firewalls. However,
the effectiveness and possibilities of this tactic are extremely limited. In
industrial contexts, for instance, internal bureaucratic restrictions may make
it challenging for different organizational levels to share IIoT-generated data.
Supply chain ecosystems have similar limitations on data sharing with outside
partners, which makes it difficult to successfully upgrade and enhance supply
chain networks. Moreover, even in the context of smart cities and their
IoT devices, the adoption of stringent isolation measures often results in
compromising the full potential of these devices. Many functionalities must
be curtailed to mitigate the heightened risks limiting the potential benefits
they could offer.

To overcome these challenges, innovative and holistic approaches are
required, which strike a balance between security and functionality, enabling
seamless data sharing, and fostering collaborations across different sectors
without compromising on cybersecurity.

1.2. Objectives

This Doctoral thesis aims to achieve the complete reliability of the data
generated and processed by IoT devices with all its security guarantees. To
do so, the research designs, implements and analyzes secure IoT ecosystems
in different scenarios using all available and applicable technologies in each
of them. The objective can be split on:

Finding scenarios where IoT security is a bottleneck for the development.

Proposing viable solutions to improve the security of the IoT ecosystem
in the relevant scenarios.
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Showing the feasibility of the proposed solutions through a technical
implementation.

Ensuring the proposed solutions fulfill the security requirements.

In the following, we describe those that we consider the most important
and necessary security requirements for these achievements. All of these requi-
rements were gathered through the meticulous application of the STRIDER
methodology [19] and the considerations of Lui et al. [20].

Confidentiality: It is necessary to implement measures in order to avoid
an external entity eavesdropping the communication.

Fine-grained Authorization: The data must also be protected against
insider snooper; authorized users shall not abuse their privileges to
access non-relevant data for them.

Integrity: Mechanisms shall be implemented so that the data’s final
consumer can recognize changes made to those compared to the data
produced by the devices.

Authenticity: The identity of the generator of the data must be checked
and probed before accepting any data.

Trustworthiness: Even if the identity of the data source is confirmed, it
is needed to verify that the device was not manipulated or attacked,
e.i., it was in a trusted status when sending the data.

Traceability: It is important that all data stored can be tracked back
to identify the origin of fake or incorrect data.

Freshness: All data generated by an IoT device is relevant in a temporal
context. The timestamp of the data must be granted.

Finally, all the solutions to address the security requirements shall be
scalable. Due to the nature of the IoT ecosystems, solutions that require
constant human supervision or cannot scale up proportionally with the
number of IoT devices are not applicable and therefore are not real solutions
for the problem presented in section 1.1

1.3. Outline

This is an article-based thesis, which means that the thesis is a compen-
dium of the most relevant publications achieved throughout the course of the
doctoral program. The document is divided into three parts:
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Part I, PhD Dissertation: This first part aims to present the problem
to be solved and its importance in the section 1.1, the objectives of the
research in the section 1.2, the methodology followed during the PhD
in the chapter 2 and the results achieved in the chapter 3.

Part II, Publications: This part groups the publications obtained or
submitted during this research. These publications support the achieve-
ments presented in Chapter 3.

Part III, Conclusions: Finally, the third part explains the impact of the
achievements in the chapter 8 and how these achievements fulfill the
security requirements. In this last chapter, we also venture to predict
the future of IoT and its security.

Four are the proposals that set the basis for this research. Three of these
proposals have been published in high-impact factor journals, and one of
them was sent for publication and is currently under review:

Ernesto Gómez-Marín, Valerio Senni, Luis Parrilla, Jose L. Tejero
Ló- pez, Encarnación Castillo, and Davide Martintoni. An innovative
stra- tegy based on secure element for cyber-physical authentication in
safety- critical manufacturing supply chain. Applied Sciences, 13(18),
2023.(Q2).

Ernesto Gómez-Marín, Davide Martintoni, Valerio Senni, Encarnación
Castillo, and Luis Parrilla. Fine-grained access control with user revo-
cation in smart manufacturing. Electronics, 12(13), 2023. (Q2).

Ernesto Gómez-Marín, Luis Parrilla, Jose L. Tejero López, Diego P.
Morales, Encarnación Castillo. Towards sensor measurement reliability
in Blockchain UNDER REVIEW by Sensors (Q2).

Ernesto Gómez-Marín, Luis Parrilla, Gianfranco Mauro, Antonio Escobar-
Molero, Diego P. Morales, and Encarnación Castillo. Resekra: Remote
enrollment using sealed keys for remote attestation. Sensors, 22(13),
2022.(Q2).





Chapter 2

Methodology

Start by doing what’s necessary; then do
what’s possible; and suddenly you are

doing the impossible.

Francis of Assisi

This chapter presents the methodology followed to achieve the objectives
introduced in the section 1.2. Additionally, this chapter presents the tools
found, studied, and employed as the building blocks to design and construct
the planes showcased in this thesis with remarkable success. Noticed that all
the steps of the methodology had to be iterative repeated in order to create
successful comprehensive solutions. For example, after finding a new tool and
its limitations, it can be needed to reach back to the study of scenarios to
investigate how this limitation can affect the scenario and thus to the final
solution. The flow diagram of the complete methodology used in this thesis
can be found in figure 2.1.

2.1. Study of the scenarios

The first step in this long path was performing a comprehensive study
of the scenarios that envision using sensors and actuators but are currently
blocked because the cybersecurity risks are higher than the benefits. The
study was performed thanks to numerous surveys as [21, 22, 23, 24, 25]
and also own knowledge about the industrial ecosystem gathered from the
involvement of the Ph.D. student in the European project COLLABS [26].

The results of this study found four scenarios where data from the real
world must be sent to a second party (centralized or decentralized) that will
use them to execute critical actions of utmost responsibility: critical supply
chain, industrial data-sharing, sending of measurements for critical actions,
and edge computing. Each of them has its own requirements and limitations:

The first scenario is critical supply chain management. Here, critical parts

9
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such as aircraft or luxury products travel between various stakeholders before
reaching the end consumer. In this scenario, it is vitally important that
stakeholders such as government regulators and end consumers can verify
the legitimate origin of the products. This is a big challenge, considering
stakeholders themselves are interested in manipulating the system and the
products to obtain individual benefits. Also, Third-Trusted Parties (TTP)
for data storage cannot be trusted due to the incapability of detecting data
tampering. And the system must prevent organizations from accessing data
that is not relevant to them. Therefore, the proposed solutions must be
decentralized and address the risk that IIoT devices that track products
will change their ownership among untrusted stakeholders and offer privacy
between organizations.

In the second place, we found the necessity of facilitating data sharing
within and without the organization while providing high confidentiality and
integrity guarantees. In this scenario, many kinds of data are generated by the
IIoT devices, and some of the data can contain proprietary knowledge, which
diffusion can negatively impact the manufacturer. At the same time, many
entities and stakeholders have a legitimate interest in accessing some of the
data. In this scenario, it is essential to keep the principle of least knowledge
and avoid entities accessing data that is not relevant to them. Additionally,
it is necessary to prevent any data manipulation at storage to increase the
IIoT data value.

Other scenarios require high veracity guarantees of measurements genera-
ted by IIoT devices belonging to third parties. In these scenarios, it is not
enough to protect the IIoT data at rest; it must be protected from the first
moment of generation to the data consumption. The end readers must be
able to verify the security guarantees along all the data way. Additionally,
the proposed solution must take into account the scalability and dynamism
of IIoT devices.

Finally, in many cases, data must be processed directly where it is collected
to reduce latency and data traffic. This concept is called edge computing
in the SoA. At the same time, security guarantees must be provided. In
this scenario, it is not enough to verify the correct data gathering of the
devices; it is also necessary to remotely verify the correct data processing.
The guarantee of this verification must be sharable between entities and allow
a large number of IoT with discontinuous activity. At the same time, it must
not affect device performance and avoid dependence on centralized servers in
the cloud.

All these scenarios are very challenging and relevant in industry and other
fields such as healthcare. The SoA has sought solutions to them, finding some
with their advantages and disadvantages, and not always applicable. To find
new solutions and stand out from the SoA, it is necessary to resort to all
available old and especially new technologies.
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2.2. Related technologies

A deep study of elements and tools that could be useful was performed,
with the result of the three technologies that are detailed in the following.:

2.2.1. Cryptography

This study found cryptography a strong ally for the security of IoT ecosys-
tem. A deep research was performed to find the advantages and limitations of
each cryptographic algorithm, such as the extension attack in standard hash
algorithms such as SHA-2 [27], or the possibility of using BLS signatures to
generate a random value [28].

Particularly, this thesis research used hashes to send fast and effective
proof of the integrity of a message. The algorithm SHA-2 is very widely used
and improves the tools’ compatibility. However, a very extended technology,
Ethereum [29], uses a different hash algorithm, Keccak [30]. Therefore, the
two algorithms have been used depending on the convenience of the adjacent
tools and scenarios. We also used asymmetric cryptography for authentication
through digital signatures. In this sense, the cryptography algorithm Elliptic
Curve Digital Signature Algorithm (ECDSA) [31] has the advantage over the
algorithm RSA due to the difference in the key sizes. The first one requires
private keys of 256 bits, while the second one requires private keys of 2048
bits. This is a remarkable difference for memory-contained devices as most
of the IoT devices. AES was the algorithm chosen for symmetric encryption.
It is standardized by NIST, widely used, fast, and efficient without strong
alternatives nowadays. We also used the Attributes-based Encryption from
Waters [32]. It is a cryptographic algorithm published more than ten years
ago. It offers plenty of possibilities, such as encrypting data without knowing
its future reader but limiting their attributes, which suits perfectly in fine-
grained authorization. However, it is criticized for the absence of revocation
of users.

Finally, we found that the use of cryptography highly increases its value
with the use of special dedicated hardware to secretly produce and store the
secret credentials, the Hardware Security Modules (HSM).

2.2.2. Hardware Security Modules

Hardware Security Modules (HSMs) are devices secure by design that
generate and store secure credentials to use later as inputs in cryptographic
operations. The sensitive data as the private keys of asymmetric algorithms,
are secretly stored there without a way of extracting it. Among their features,
they even include ambient light sensors to detect physical hacking and deleting
the data. Also, they hide their functionality with a wire mesh aimed to disable
the chip and will also remove all sensible data if any of its electric circuits are
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disturbed [33]. HSMs can have as complex functionality as those following
the TPM 2.0 standard [34] that can perform remote attestation or can seal
the use of the private keys to the fulfillment of some policies or combination
of policies, which remarkable increments the versatility of the tool. Also,
others more simple as smart-carts or model OPTIGA™ TRUST M [35] can be
found in the market, which can merely perform the more basic cryptographic
operations. Additionally, the study revealed the existence of novel HSM
personalized for particular tasks as a solution by Dominic et al. [36] that was
found as a perfect tool to make hardware oracles in [37].

HSMs were found as an excelent solution for remotely trusting IoT devices
as they present tamper-resistance needed to avoid physical attacks on the
devices; they include insulated environments that protect against various
attacks, prevent unauthorized access and key compromise; and they offer
software attestation solutions.

2.2.3. Blockchain

In every scenario, various stakeholders need to access data gathered or
computed by IoT devices because of their location to perform their tasks.
However, the stakeholders do not own these devices or have physical access.
In some scenarios, they cannot even send messages to them. This fact presents
a trust issue from the data consumers not only to the devices but to the
owner’s devices. In this context, blockchain has proved to be a very powerful
tool to provide a root of trust in the cloud, e.i., trusting the information in
the blockchain just because it was at some point accepted by the blockchain.

Blockchain is a distributed database formed by a set of records named
"blocks."The information in there is protected via cryptography and the
correct operation of most of the participants. Also, all new records must
be authorized by all the participants who have an interest in collaborating
correctly to the system. In public blockchains, the participants are called mi-
ners and get paid or punished so their correct behavior is the most profitable.
It is the case of blockchains like Bitcoin [38] or Ethereum [29]. Instead, the
consortium blockchains have much fewer participants; they need authoriza-
tion to participate, and they do not get paid for behaving correctly. They
act correctly because the correct functionality of the blockchain is indeed
beneficial for them in some way. Hyperledger [39], an umbrella project and
its blockchains stand out among the consortium blockchains.

An intensive study of blockchain solutions was performed in this thesis.
It showed that while blockchain has robust features such as transparency, no-
repudiability and excellent availability, it has the same time, some limitations:
lack of confidentiality, non-deletable data and low efficiency. After acquiring a
good understanding of the technology, new research solutions were developed
by taking advantage of its attributes and solving the limitations with other
technologies.
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Additionally, this study revealed that not all the works in the state of
the art properly attend to its limitations, leading to severe security risks as
explained in [40].

2.3. Methodology for the achievement of the objec-
tives

In order to achieve the different objectives enumerated previously, we
have used a specific methodology adapted to the characteristics of our study.
It can be seen in Figure 2.1, where the different steps and considerations are
shown graphically. In the following sections, these steps are detailed.

2.3.1. Development of the Schemes

To develop a successful solution, it is needed to start with a theoretical
presentation with the form of a general scheme. This research intensively
used the Unified Modeling Language [41], particularly sequence and class
diagrams. The development of the schemes poses limitations or requirements
in the functionality that affect the final solution, e.g., defining beforehand a
correct software status [42] or requiring constant communication of the data
consumer with the key provider [40]. If these limitations are incompatible
with the scenario, the scheme must be discarded partially or completely.
Sometimes, it is necessary to go back to the study of the scenario in order to
understand better the impact of the limitations.

2.3.2. Security analysis

This is a critical step in cybersecurity research, given that no experiments
or quantitative results can prove the solution’s security. Once the scheme
was finalized, we performed a security analysis, ensuring that the theoretical
solution guarantees all the required security features along with the full
system functionality. Secondly, we systematically evaluate the resilience of
the system by simulating cyber-attacks analogous to those observed in state-
of-the-art scenarios, substantiating its robustness. After finding a security
risk, it is necessary to go back to the scheme’s development to solve the issue.

2.3.3. Prototype development

When the theoretical solution fits the scenario correctly in terms of fun-
ctionality and security, the next step is the implementation of the solution.
The implementation of the prototype was always realized using the real tools
required in the scheme, e.g., commercial HSMs or decentralized blockchain
networks. After the implementation of the prototype, we realized performance
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analysis to find overall scalability limitations that could affect the implemen-
tation of our solution in a big IoT net. An unsatisfactory analysis leads to a
new implementation to improve the prototype performance or redesign the
scheme.
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Figure 2.1: Flow diagram of the used methodology.





Chapter 3

Achievements

Creativity is seeing what others see and
thinking what no one else ever thought.

Albert Einstein

This chapter explains the results obtained by applying the methodology
detailed above to achieve the thesis objectives. The results have given rise
to three scientific publications and one publication that is currently under
review. These publications are presented below, showing how to solve IoT
node threats in different scenarios.

It is important to acknowledge the importance of the founding of the
European Union’s Horizon 2020 Research Innovation program to achieve
these successful results. The help came under the grant agreement No. 871518,
a project named, "A COmprehensive cyber-intelligence framework for resi-
lient coLLABorative manufacturing Systems", COLLABS [26]. This project
brought together relevant partners from the global industry, Renault [43],
Philips [44] and Collins [45], in order to gather the current cybersecurity
concerns of their factories and the desired operation scenarios they would
like to protect. Subsequently, a larger consortium of equally relevant com-
panies in the sector, such as Infineon [46] or Thales [47], took on the task
of developing solutions to the challenges provided. This project created the
perfect environment to design and develop the results shown below.

3.1. Research on IoT security in supply-chain

Firstly, the research took direction to address one of the fields with more
requirements and risks in IoT security, the industry. Industry is heading
towards a new industrial revolution, Industry 4.0, where a modern and
efficient supply chain becomes a fundamental element for the company [48].

The supply chain is a complex field due to the need for companies to

17
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collaborate with partners that are not completely reliable. When manufac-
turing products that require high quality, companies are concerned about
the genuineness and, thus, the quality of the supplies. On the other hand,
the confidentiality of their dealings and stakeholders is as high as in any
other business. To offer a solution to these problems, we propose the use of
blockchain to avoid the necessity of trusting in a TTP to manage the cloud
operation. We chose a particular kind of blockchain widely used in the SoA
Hyperledger Fabric (HF) because it provides tools to preserve confidentiality,
which are explained in depth below. Additionally, we propose the use of an
IoT device with an HSM as a fundamental part of our self-designed new
cryptographic protocol to reliably and irrefutably declare the origin and
ownership of the supplies.

We use HSMs with NFC communication as IoT device, called Smart-
Tag (ST) hereafter, which resembles a smart card used in credit cards. STs
are implemented on goods that are physically moved in the supply chain
to identify the parties. We created a novel protocol so that the blockchain
and all the nodes that are part of it, and the stakeholders involved in the
suppychain can remotely verify the genuineness of the product remotely at
each of the part’s ownershit transferences. To achieve this, the protocol uses
a first digital signature made by the ST to propose in the blockchain the new
owner of the supply, which is verified by the blockchain before proceeding.
Then, the new owner makes a second digital signature to accept to be the new
owner of the supply. The procedure can be observed in Figure 3.1. With this
double-signed transfer, the authentication of the packet and acceptance of
the new owner are forced in order to transfer a packet. The protocol includes
the use of two nonces — Challenge and Secret in Figure 3.1 — to avoid
some cyberattacks, which is explained in more detail in [49]. Thanks to this
protocol, when the packet arrives at the final destination, the consumer can
verify the genuineness of the part and check the entire path it has taken to
reach him. This system can also demonstrate to a third party the reliable
origin of the supplies and their quality.
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Figure 3.1: Two-step transaction infrastructure used to change the ownership
of a package in the smart contract in the blockchain. [49]

However, the problem of applying a common blockchain tool in the
industrial field is the lack of confidentiality that historically accompanies
blockchains. In this scenario, this affects data such as the price, the manufac-
turer of the supplies or the requirements of the products, data that should
not be made public to all stakeholders. To solve this problem and to grant a
certain degree of confidentiality to the data depending on the organizations
and entities, we use a type of databases offered by HF called Private Data
Collection [50]. The private collections allow to store certain data from the
databases only on selected nodes of the blockchain. Moreover, the hash of
the private collections is stored in the ledger, i.e., in all the nodes of the
blockchain; therefore, their integrity is still protected by all the system’s
nodes.

This solution is the first to deliver such a high level of trust in the product’s
path in a supply chain and simultaneously is the only one that proposes
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using private collections to maintain confidentiality between partners while
protecting the integrity of the data with blockchain. However, it has certain
limitations. The use of Private Data Collections does not offer a perfect
fine-grained authorization since the data access authorizations remain at a
very high level, i.e., at the level of organizations, not at the level of individuals
within the organizations considering their roles and attributes. On the other
hand, despite being a consortium blockchain, and therefore cheaper and more
efficient than a public blockchain, HF is not scalable enough to store a huge
amount of data, such as that generated by the thousands of IoT devices in a
factory. Finally, the IoT used, despite solving such an important use case as
track in the supply chain, is far from being applicable to any scenario due to
the limitations of a passive IoT, i.e., without a battery.

3.2. Research on Fine-Grained Authorization in IoT

The above solution presents a mechanism to offer a certain degree of
authorization of access to grained data, but Private Data Collections can only
allow or authorize access to data for entire organizations. This is a problem
when different authorization levels are required within the organization itself,
where, depending on roles and attributes, the people or individuals, readers
hereafter, can access data. The complexity of this scenario can be observed
in Figure 3.2, where many different internals and external entities having
different access levels are requesting data stored in the same server. In fact, the
handling of large quantities of sensitive data among a large number of people
with heterogeneous privileges is a current state-of-the-art challenge. The use
of a server to distribute the data according to entities and permissions does
not give enough confidence to the data owners since any server administrator
can access these data, while the servers can fail. On the other hand, encrypting
the data with a key and giving the keys to the readers involves a complex
management of accurate access control rules that easily leads to systems
where everyone has access to more than they are entitled to or to much less
than they need.

In the SoA it is common to try to solve this problem by applying a peculiar
encryption algorithm called Attribute Based Encryption (ABE) or its later
version Ciphertext-Policy ABE (CP-ABE). CP-ABE allows the definition of
a combination of attributes joined by AND/OR logic functions called policy
when encrypting a message, e.g., "(Admin and CEO) or HumanResources".
Once the data is encrypted under this policy, only those users with decryption
keys (DK) containing the necessary attributes can decrypt the data. The key
provider generates and distributes these keys. This is a suitable algorithm for
fine-grained authorization as it allows to encrypt one’s own data by defining
a policy and trust that only people with the right attributes will be able
to read the data, even without knowing the identity of these people while
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encrypting. However, this algorithm has certain problems that prevent it
from being applicable in the real world. One of them, and possibly the most
negative, is the absence of a revocation mechanism. Once the key provider no
longer trusts a user with a decryption key, they have no mechanism through
which they can revoke the user’s key to prevent them from accessing data
anymore.

Figure 3.2: High-level scheme of factory scenario [40].

Apart from this important problem, the lack of reliability, traceability,
and availability in data storage services results in the loss of interest in an
encryption mechanism as complex as CP-ABE. To increase the trust in data
encrypted with CP-ABE, in the absence of a TTP for data storage, [51]
proposes the use of the InterPlanetary File System (IPFS) [52] to store the
encrypted data, called ciphertext. IPFS is a decentralized storage capable of
storing huge data volumes in a scalable way with high availability, achieving
data integrity by using the data hash as its identifier. The problem with this
service is the absence of a mechanism to store the hashes and identify the
desired data to be downloaded. To solve it [51] proposes the use of blockchain
to store the hashes, the metadata of each data and the identification of
the author. This solution is an excellent proposal, but it does not have any
revocation mechanism and does not allow multiple writers, which is essential
to be applied to IoT. Our proposed approach builds on [51], and improves it
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by providing revocation with a self-designed mechanism, strong authenticity
guarantees for multiple data senders, and a dynamic reader registry, standing
out significantly over the SoA.

In our self-designed revocation method, we combine direct revocation and
indirect revocation with the goal of the maximum number of readers to serve.
Indirect revocation consists of updating the DK of all non-revoked users
with each revocation. The problem with this mechanism is that generating
decryption keys for all readers is a computationally expensive process. So
when the number of readers is too high, they have to wait a long time to
receive their new DK with each revocation, making this mechanism not
scalable. We mitigate this problem using what we call backup decryption keys
(bDK). All the users already have their new decryption keys encrypted with
a unique symmetric key. So, when a new revocation occurs, the key provider
only has to publish a list with the symmetric keys needed to decrypt the
bDK of all the non-revoked users. Then, the Key provider will need some
time to provide the new bDK after a revoke, but it will not produce a service
interruption because the non-revoked users already have their new decryption
keys.

As we indicated, we combine it with direct revocation. In direct revocation,
there is a list that is updated every time there are revocation and the
encryptors need to be aware of this list when encrypting to exclude the
revoked users. The problem with this solution is that the list ends up becoming
excessively large with the number of users, and the encryption is complicated
proportionally to this number. To solve this problem, we create a set of groups
and subgroups to distribute the users by assigning particular attributes
to them, revocation attributes. These are ABE attributes with particular
properties to join and separate users between groups and subgroups. Then,
this list is proportional to the number of groups solving the problem of the
very long lists. Also, the solution does not revoke users but entire subgroups
formed of many users. However, this does not impact the performance of our
solution thanks to the use of bDK explained above.

Additionally, we proposed and implemented OpenID [53] in the system
to provide a dynamic enrolment of readers in the system. Finally, we provide
strong authenticity mechanisms for the income data through the use of HSM
in the IoT devices to sign the encrypted data. All the public keys of the IoT
devices are registered in an available list in the blockchain called IoT list
that is queried to verify the incoming data.

Thus, this system can manage 864,000 users with the computational
power of a laptop and manages to solve the problems encountered in the SoA
for this cybersecurity challenge. This work is an important step forward in
the field of information security in IoT, as it demonstrates that it is possible
to share data from many IoT nodes to many clients while maintaining all
the security guarantees. However, the automatic and secure enrollment of
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IoT devices in the system, even if necessary, is beyond the scope of this work.
Additionally, the trustworthiness of the IoT devices is not considered.

3.3. Research on PKI in IoT and Sensors

As explained in the previous section, the autonomous enrollment of IoT
devices in the system is not included in the solution because it is out of
the scope. However, it is essential to get a scalable solution with the lowest
human intervention, which is one of the objectives of this thesis. Also, the
trustworthiness and freshness of the data are vital to use this data as the
base for critical operations or actions.

Registering a vulnerable or unauthorized device is a threat to the network.
To avoid this, the registries collect authorization from a trusted part of
the system, which mitigates this risk. However, blockchain is used when no
trusted party exists for all partners. At the same time, registration needs to
be convenient and scalable when dealing with IoT devices. For these reasons,
registering an IoT device in a decentralized network is a challenge. In fact,
the works of the SoA [54, 55, 56] consider that registration must be done in
a trusted environment, offline phase or in the presence of all partners, which
is not applicable.

To solve this complex issue in our work [37], we defined a new concept
called smart certificate authority. This mechanism aims to allow a smart
contract to verify whether a device is trustworthy in the enrollment phase
and store its identification in case of success. For this, we first define all the
requirements for an IoT to be trusted and belong in our decentralized system,
e.g., device manufacturer, device model, life years, ownership, etc. Then,
all the verification of the defined requirements is implemented in a smart
contract. Once defined, the manufacturer’s digital certificates are mapped to
the device identifier, i.e., its public key. Also, the device’s owner can claim
ownership of his device through a digital signature. In this way, the IoT
device itself can query the smartcontract being identified and validated for
the registration. Then, all blockchain nodes verify through the manufacturer’s
digital certificate and the owner’s signature the veracity of the device through
the defined requirements. Finally, the verified device identifier is stored in
the blockchain itself to avoid this verification being performed every time the
device wants to communicate with the blockchain. Notice that for a successful
secure registration using smart certificate authority, a HSM in the IoT device
is needed to protect its credentials.

This solution has great relevance since it allows us to verify the hardware
and the reliable manufacturing of an IoT device in a decentralized and remote
way. Thus, we use this mechanism to verify that a device is a sensor with a
novel secure hardware architecture that can prove the trustworthiness and
integrity of the gathered data. This is a particular sensor proposed by Dominic
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et al. in [36], hereafter called Secure Sensor (SS). This hardware architecture
can create and securely store a special sealed private key. This sealed key can
only be used to sign measurements the sensor generates. The combination of
SS with smart certificate authorities is a great achievement for the objectives
of this thesis since, given a measurement and a signature, it is possible to
check the trustworthiness and integrity of the data even without first-hand
knowledge of the IoT device.

1

2

4

6

3

5
SCA Qualification

Smartcontract

Figure 3.3: High-level scheme of a SS installed in a package of a supply chain
sending data to the Blockchain [37].

However, SS cannot ensure the freshness of the measurement. Even
knowing that a reliable device generated the measurement and was not
manipulated, SS cannot ensure that the measurement is not old or from
a particular time interval. To solve this, we use a nonce in the signature.
During the signing by SS of the measurement using the sealed key, SS allows
the inclusion of a nonce in the data to be signed of a nonce. Using a nonce
for data freshness in cryptography is common in one-to-one communication.
However, if a single entity generates the random nonce, only this entity will
be able to validate the freshness of the data, and the other entities will have
to rely on the first one. On the other hand, using time as a nonce to indicate
when data was generated and signed is unreliable because absolute trusted
clocks in HSMs are a challenge. In our work, we solve the problem by using
as nonce the blockhash of Ethereum. This is a questionable solution because
this number is not completely random and can be manipulated to a certain
degree, reason why it is not used in the SoA. However, we did a statistical
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analysis of the predictability of this number and we proved that this solution
is reliable and secure as freshness evidence of the measurement by delivering
a confidence interval of 72 seconds. Figure 3.3 shows how this solution can
be used to prove the correct temperature of a product like medical material
or luxury food along all the cold-chain.

This work has great relevance as it is the first SoA implementation of an
IoT device that delivers data to the blockchain with such reliability: trust-
worthiness, freshness and authentication. The implementation is performed on
Ethereum, the most important blockchain that allows synchronous execution
of formal logic by all nodes. However, the problem with this solution is that
it only allows the delivery of data without preprocessing, which somewhat
limits its possible implementation scenarios.

3.4. Research on remote attestation in IoT

The above solutions achieve great results in terms of information security
guarantees for transmitting data from IoT devices to the cloud. However, as
soon as IoT devices process or manipulate the data as part of the system,
these security guarantees are lost. Therefore, the data has to be transmitted
raw in order to maintain trust in the origin of the data. This can be a
drawback in many scenarios, as raw data can be much heavier than net data,
with negative repercussions on the network. On the other hand, the use of
blockchain requires communicating with distant servers, which results in
increased latency even if the IoT node and the end user are in the same
vicinity. Precisely, edge computing is a new technology field that seeks to
solve these problems [57].

Edge computing proposes to process data close to where it is generated
and where it is consumed because of its advantages in terms of data traffic
and latency reduction. However, from a cybersecurity point of view, edge
computing opens up many new challenges. As in cloud computing, different
layers of technology must be protected (from cloud to IoT), but edge compu-
ting also has to provide a distributed global connectivity of heterogeneous
devices between the different layers. Rodrigo Roman et al. [58] define it as
"the worst-of-all-worlds". Such is the complexity of cybersecurity in edge
computing and the negative impacts of a cyber attack that the advantages
of edge computing can be undermined by the losses derived from excessive
trust in the technology [58].

In order to ensure the reliability of the data sent and processed in this
scenario, remote attestation is a very valuable tool. Remote attestation allows
an entity (Verifier) to check the correct state of the software of a remote
device (Attester) remotely. However, none of remote attestation protocols
in the SoA is suitable for edge computing. This is due to the need for a
protocol with several unique properties in order to provide remote attestation
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Figure 3.4: Experimental setup. Raspberry Pi 4 with TPM (green hardware)
and pressure sensor (red hardware) [42].

in this complicated ecosystem: dynamicity to quickly include and exclude
devices; high scalability due to the large number of devices to be attested;
decentralization since the readers and devices belong to different entities
or organizations; and correct analysis of devices with intermittent activity,
because IoT devices are not always online.

To solve this problem, we consider an IoT device with standard secure
hardware: a Core Root of Trust of Measurement (CRTM) [59] and a Trusted
Platform Module (TPM) [34]. Next, we created a Public Key Infrastructure
(PKI) using the appropriate cryptography and security guarantees of these
standard hardware so that the Verifier and the Attester do not have to share
any shared secret to perform the remote attestation. Also, thanks to this PKI,
the Attestor can create asymmetric keys and prove that it is sealed in such a
way that it can only be used if the IoT device has a correct software status.
To prove the validity of the proposed solution, we built a demonstration using
a real commercial TPM from Infineon Technologies, TPM IRIDIUM9670
TPM2.0 [60], deployed over a Raspberry Pi 4B with a pressure sensor DPS310
Pressure Shield2Go [61]. The set-up can be observed in figure 3.4

With these two technical achievements, we show that with proper im-
plementation, our RESEKRA protocol achieves the desired decentralized,
remote attestation. It allows the end user to rely on the correct status of any
IoT device in the center without requiring any trusted third party to verify
it, just by knowing the device’s name. In this way, we got to integrate remote
attestation into edge computing by complying with the necessary features.
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Abstract: The accurate tracking of every production step and related
outcome in a supply chain is a stringent requirement in safety-critical sectors
such as civil aviation. In such a framework, trusted traceability and accoun-
tability can be reliably and securely managed by means of blockchain-based
solutions. Unfortunately, blockchain cannot guarantee the provenance and
accuracy of the stored information. To overcome such a limitation, this paper
proposes a secure solution to strongly rely on the tracking information of the
physical assets in the supply chain. The proposed solution exploits Hardware
Security Modules (HSMs) to provide required cryptographic primitives th-
rough a Near-Field Communication (NFC) connection. In our approach, each
transfer of the assets is authenticated, verified, and recorded in the blockchain
through the HSM. Transaction entries are signed, thus providing a guarantee
of ownership and authenticity. The proposed infrastructure has been subject
of an exhaustive security analysis and proved resilient against counterfeiting
attempts, stakeholder repudiations, and misleading information.

Keywords: Supply chain; Industry 4.0; blockchain; Hardware Security
Module (HSM); Near-Field Communication (NFC); information tracking.

4.1. Introduction

In the era of Industry 4.0, a modern and efficient supply chain is key
for all company success [1]. A close integration of stakeholders, processes,
and resources enables interconnected, automated, and correct decision making,
which is vital to maximizing efficiency and boosting overall productivity [2].
With this objective in mind, Supply Chain Management (SCM) integrates
the multiple organizational entities and coordinates material, information,
and financial flows across the supply chain [3].

However, supply chains are inherently complex, spanning multiple orga-
nizations and different physical locations and systems, thereby presenting
significant challenges in terms of transparency, traceability, and trust. Ac-
cording to the Organization for Economic Cooperation and Development
(OECD), it is estimated that, in 2019, there were USD 19 billion worth
of counterfeits in the EU alone, 5.8% of their total imports [4]. Thus, mo-
dernizing SCM toward Industry 4.0 is an important and complex research
field [5, 6, 7].

To approach this challenge, numerous studies strongly advocate avoiding
centralized solutions and promoting the use of blockchain in order to provide
a trusted and transparent recording of transactions and events of the colla-
boration between multiple stakeholders [8, 9, 10]. Blockchain, a distributed
and immutable ledger, offers a decentralized and transparent platform to
record and verify transactions. It eliminates the need for a trusted central
authority, enhances data security, and enables real-time access to a shared
ledger, fostering trust and collaboration among supply chain participants.
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However, its effectiveness is limited when it comes to bridging the gap
between the digital realm and the physical world, i.e., consistently reflecting
events in the real world [11]. To address this challenge, a trusted entity,
known as an “oracle”, is required to record data in the real world and to store
them into the blockchain system [12]. Nonetheless, ensuring the reliability
and accuracy of real-world data coming from oracles to maintain the trust of
recorded information in blockchain poses a formidable challenge, commonly
referred to as the “oracle problem” [12]. Historically, in a supply chain context,
the provenance of physical assets does not have guarantees, thereby limiting
the blockhain-based SCM tracking capabilities. Here, the Internet of Things
(IoT) emerges as a prominent solution due to its ability to provide real-time
information from diverse sources [13].

Multiple works suggest the use of RFID tags as IoT devices to identify
the product and combine it with Blockchain to store the legitimate data
of the product‘s provenance. However, due to the technology limitation of
RFID tag, almost all these solutions require a centralized infrastructure for
a secure implementation [14], which makes them unsuitable for integration
with a Blockchain-based SCM. On the other hand, those few solutions that
are decentralized are extremely complicated to implement securely [15, 16],
or they do not consider the security of the IoT devices interacting with the
supply chain physical flow [17]. The reliability of the data recorded in the
SCM is extremely relevant in supply chains where the value of an asset is
closely related to their origin (e.g., medical drugs, luxury products, safety-
critical parts). In this context, there would be high economic rewards in
tampering with these data source IoTs to insert malicious track information
and therefore to enter counterfeits in the supply chain.

In order to solve these challenges, our scheme does not need a third
trusted party or a centralized infrastructure, while making the tags unclona-
ble. To achieve this, our work proposes incorporating NFC [18] tags in the
assets tracked by the supply chain and using high-performance asymmetric
cryptography, an Elliptic Curve Digital Signature Algorithm (EDCSA) [19].
In this way, there is no need to access sensitive information to identify the
tags, ensuring the non-duplicable identity. Additionally, we propose a cry-
ptographically secure mechanism to make Blockchain witness each transfer
of the asset’s ownership to ensure the reliable provenance and path of the
product. With this solution, all stakeholders can easily check the unique
identity of any asset and securely rely on the information about its origin and
each of its owners during its entire life cycle. Finally, thanks to the secure
implementation, the proposed system enforces strict data access control to
address one of the biggest technological challenges of the Blockchain-based
supply chain: the privacy [20].

The rest of the paper is structured as follows: Section 4.2 highlights the
motivations driving this research; Section 4.3 provides an overview of related
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works and solutions; Section 4.4 reports the main concepts used for the
formulation of the solution; Section 4.5 presents the approach designed by
this research. In Section 4.6, a specific prototype of the solution is presented,
which is finally used in Section 4.7 to evaluate the overall approach from a
security point of view. Section 4.8 concludes the research and analyzes the
future steps.

4.2. Motivation and Scenario

The state of the art on supply chain advancements are studied across a
wide range of products, industries, and markets, such as health products or
food tracking. In order to highlight the issues considered in this research, we
will focus on a specific and critical scenario in the context of the aerospa-
ce industry. In avionic manufacturing, the airplanes’basic components (i.e.,
actuation, propulsion, navigation, air-quality, etc.) might be manufactured
by multiple different companies in a tiered approach [21], which ultimately
converges to create a singular, sophisticated product: an airplane. In this
scenario, not only does the plane have to pass through several validations and
certification processes, but also, individually, each of the plane’s parts is sub-
ject to specific regulations with their correlated verification. Passing through
the certification process and proving adherence to the quality standards is
complex and time-consuming. And still, risks brought by the supply chain are
a source of problems more extensive than the design and equipment risks in
the aerospace stand-alone devices [22]. For this reason, aerospace assemblers
are interested in getting closer and raising the control over the second-tier
suppliers to reach better coordination and increase competitivity [23]. In this
context, the proposed approach aims to reduce risks and potential errors,
mitigate costs, and increase the trust that due diligence is properly executed
at all supply chain stages.

Taking into consideration this context and motivation, in the following,
we explain the reference use case of the current work. An authorized entity,
e.g., a supply chain manager from an airplane assembler, when receiving
a part (e.g., an instrument panel), identifies the part and obtains from a
database the information regarding the manufacturer, the certificates, and the
historical owners of this part. Then, this information can be used to validate
whether the asset can be mounted on a plane. Finally, the manufacturer
proves adherence to the quality standards in each of the components to a
third-party reviewer, like a governmental administrator. Using the STRIDE
methodology [24] and the analysts of Hendrik S.B. and Evi H. [25], we
identify the seven threats types of the use case in Table 4.1. These threats
are particularly challenging in this scenario due to the nature of the supply
chain, where any stakeholder is also considered a possible attacker if it can
obtain an economic benefit in some way. For example, an airplane assembler
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performs a tamper attack to delete part of the life cycle of an asset to insert a
cannibalized asset, saving money and still “proving” adherence to the quality
standards, or a distributor may make a spoofing attack to duplicate the
identity of an asset and insert a counterfeit in the supply chain.

Table 4.1: High-level threats related to the cyber–physical link.

Threat Type Identified Threat

Spoofing [24] An attacker falsifies the identity of an asset.
It can be used to insert a counterfeit part
in the supply chain linking it to an existing
SCM record, or to send illegitimate data or
modify data records, respectively.

Tampering [24] Data records are intentionally inaccurate.
An attacker sends false information about
the ownership of the asset or its certificates,
or because the data records at rest are modi-
fied.

Repudiation [24] An attacker disputes a recorded data’s
authorship or a legitimate data modifica-
tions’ authorship.

Information disclosure [24] An external entity accesses data traffic or
data records.

Denial of Service [24] An attacker makes the SCM inoperable tem-
porally or permanently.

Elevation of Privileges [24] A stakeholder uses its privileges to access/-
modify data that this stakeholder should not
be allowed or should be allowed only when it
physically owns the asset.

System misuse [25] Several stakeholders collaborate to ignore the
verification of the assets in order to include
counterfeits, or the validation of the asset is
not performed systematically due to lack of
concern of the organizations or the employers.

The threat analysis highlights that the link between physical parts and
their cyber representation is a potential attack point that can lead to different
threats to the supply chain. This emphasizes the necessity of a secure approach
for parts hyperlinking and data storage. To mitigate the risks identified in a
safety-critical industrial supply chain, the solution should be formulated in a
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way that does not rely exclusively on the trustworthiness of a single supply
partner or an external party. Furthermore, the procedure should be designed
as an easy-to-operate technology.

4.3. Related Work

Various techniques have been proposed to enhance the tracking and
tracing capabilities of parts inside the supply chain. In the food industry,
the introduction of IoT technologies is exploited to enhance food safety
and traceability: QR code technology is proposed in ref. [26] to trace the
logistic steps of vegetables; RFID anchors are instead proposed to enhance
the traceability of the fish supply chain in ref. [27]. An RFID-enabled supply
chain is also explored in ref. [28], where a theoretical model is proposed and
evaluated on an aerospace manufacturing process. Those technologies provide
promising results regarding the tracking and traceability requirements of
physical parts but have a common weakness regarding the authenticity of
the hyperlink: both technologies suffer from a clone vulnerability that makes
the introduction of counterfeit parts in the supply chain possible.

RFID tags support hash operations, symmetric encryption, or Physically
Unclonable Functions (PUFs) [29]. This is the case of the secure protocol
Cipurse [30], which uses symmetric cryptography (often Advanced Encryption
Standard, AES [31]) to authenticate a tag. Even if this protocol can be applied
to NFC [32], it focuses on the secure use of symmetric cryptography inside
the tag to keep the tag’s secret protected from the majority of attacks.
However, the authenticator needs complete or partial knowledge of this secret
to perform the authentication, which gives the authenticator the possibility
of creating falsifications. The secure management of this secret is a critical
point of the symmetric cryptography, which is out of the scope of Cipurse.

There are many works in the state-of-the-art proposing solutions to this
problem. In accordance with the survey in ref. [14], almost all the proposed
solutions require relying on a centralized entity to identify the clones. This
would allow this entity to record fake data about an authentication (tampering
attack) or to clone a tag (spoofing attack). The only author in this survey
that supports a decentralized solution is Elkhiyaoui [15]. This system uses
read/write tags without hardware protection, i.e., everyone can read/write.
Every tag contains the ID of the product and the cryptographically protected
path of this ID. This solution cannot protect against cloning but proposes a
method to detect it. In this method, all partners in the supply chain check
between them that the same ID is not used in the two partners’stores. This
solution is difficult to apply because it requires not only the cooperation of
all the partners in the supply chain but also in the market, e.g., a counterfeit
with a cloned ID could be sold to an assembler, and the partner would never
detect it if they do not compare their database with the distributor from
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a different supply chain line that has the original product. Also, another
problem is that even if the path in the tag cannot be modified, it can be
restored to an old version. So, when a part is in a non-auditable state (i.e.,
in final user control or discontinued), the distributor can clone its ID and its
old path information, include it in the tag of a counterfeit, and sell it like a
new and legitimate part.

Apart from that, another more recent work from Saikat M. et al. [33]
presents a solution with a self-made blockchain to protect product-related
information. In this way, the asset’s path information cannot be modified.
When a stakeholder receives an asset, it reads from the tag the secret “RFID
address” and uses it to identify in the blockchain the product-related informa-
tion. This secret is also used to send valid transactions to the blockchain and
includes more product-related information. The problem with the solution
is that there are not any mechanisms used to avoid or detect clones of the
RFID tags. Therefore, any stakeholder or an attacker who could scan the
part can clone the tag and sell a counterfeit.

Michail S. et al. [17] proposes a mechanism where only authorized entities
can identify the tags. Once it is identified, a new block is uploaded to the
blockchain, the tag’s identification is modified, and the hash of the new
identification is uploaded to the blockchain. At the end, the final user can
identify the tag using the blockchain and trace its origin and path back.
However, anyone with access to the tag can extract the secret credentials and
clone it, not only the only authorized entities, because the tag answer is only
protected with a random bitwise rotation between 0 and 96.

Nevertheless, the problem of Michail S. et al. [17] is resolved in the
solution presented by Srinivas J. et al., LBRAPS [16]. Their protocol achieved
mutual authentication and also the establishment of a session key between
the tags (Ts) and the supply chain node (S). The work is quite novel because
the tags themselves can authenticate S and the reader (R). Additionally,
the solution is secure against diverse attacks like replay attacks. To achieve
this, the tag stores its secret IDt, unique for each tag and the identifications
of the reader and of the supply chain node, IDr and IDs, respectively. Also,
the tag compares each received message’s timestamp with the current time
to avoid a replay attack. The solution is presented in the scenario of a single
organization (department), a single reader, a single supply chain node, and a
single tag. Finally, the authors claim that LBRAPS can also be applied
in a distributed system, i.e., for various departments, similar to Michail
S. et al.’s protocol [17] without giving further details. However, LBRAPS
has key differences with Michail S. et al.’s protocol [17] that make it not
applicable in the same way in distributed systems. LBRAPS requires the tags
to know the IDs and IDr of all the S and R in the system, which is unfeasible
and risky for a reduced memory tag. Also, in LBRAPS, the readers need
to know the secret IDt of all tags that they are going to communicate with
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beforehand, which requires a delicate system to distribute these sensible data.
These two facts make the solution of Srinivas J. [16] hardly applicable to
distributed systems.

On the other side, standard QR codes provide virtually no protection
against copying. Efforts have been made to enhance these structures with
anti-cloning features such as adding digital watermarks in QR code [34]
or including copy detection patterns [35], but all these techniques present
an accuracy that varies highly based on printing and scanning calibration,
which makes them hard to implement in a real-world scenario. Another
possible solution to enhance the link between a physical object and its cyber
representation is the usage of physical characteristics that can uniquely
identify an item. For example, DustIdentity [36], which proposes a Diamond
Unclonable Security Tag, is a coating made out of diamond nanocrystals that
can be registered as a unique fingerprint and thus used as an item identifier.
This type of solution provides strong identification guarantees but lacks
embedded computational capabilities to enhance the supply chain security.

Our research presents a different technological approach to this problem,
creating an easy-to-operate and easy-to-implement solution that avoids the
need to trust stakeholders or external parties for authentication. In our
approach, the tags use high-performance asymmetric cryptography ECDSA,
which avoids the possibility of cloning the assets. Also, every ownership
transference of the asset is not just recorded in the blockchain but also the
blockchain itself verifies the package and the new owner before performing
the digital change in ownership, which detects any misuse. This provides
complete transparency and highly increases trust in blockchain information.
Finally, we implement our solution in a real privacy-preserving blockchain
that avoids stakeholders accessing information that is not relevant to them.

4.4. Background

In this section, some important terms already mentioned previously are
going to be described in detail, with the intention of going deeper into the
proposal of this work.

Blockchain: blockchain is a peer-to-peer infrastructure proposed by
Satosy Nakamoto in 2008 with the name Bitcoin [37]. The peers share
a common database that can be extended by adding new blocks con-
taining signed information to the chain, making it perfect for use as a
ledger. Six years later, a new blockchain technology was released, called
Ethereum [38]. This blockchain technology can be used not only to
store bank balances but also to host scripts that can be executed and
used to manage data in the system. These scripts are known as smart
contracts. Blockchain possesses inherent characteristics that render it
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exceptionally suitable for certain security applications: All informa-
tion uploaded—transactions—passes through a consensus mechanism
before being accepted in the system; the information, once uploaded,
cannot be removed or modified; and all new participants can verify
the authenticity of all previously recorded data. This information is
publicly available in public blockchains, where everyone can access the
infrastructure. However, information confidentiality can be guaranteed
in permissioned blockchains where access to data is limited to authori-
zed organizations. For example, HyperledgerFabric [39] is a framework
for permissioned blockchain where data confidentiality can be protected
through a certificate-based access control system.

Smart contract: the smart contracts can be seen as stored procedures
that regulate the operations on a blockchain system. All the transactions
addressed to a smart contract must respect the rules embedded in
the smart contract scripts. The compliance is validated through a
consensus algorithm by the peers of the blockchain infrastructure,
ensuring reliability, accountability, and availability [40]. These scripts
are stored in the blockchain itself, guaranteeing code immutability. Mahd
Miraz defines it like a trust machine [41]. All the functions processed
are signed and stored in the blockchain, providing strong traceability.

Hardware Security Modules (HSMs): HSMs are hardware-based
solutions with security-by-design that can perform the essential cry-
ptographic operations. These modules can perform the secure genera-
tion, secure storage, and secure operation of asymmetric cryptography
(e.g., RSA, ECC). By design, there is no practical way to extract its
secret crypto material; therefore, they can only be used to perform
crypto-operations (e.g., digital signatures) by accessing its secure APIs.

Near-Field Communication (NFC): NFC is a ISO standard [42]
that defines a wireless communication technology working in the 13.56
MHz band. RFID and NFC are two different topics confused in the state
of the art. Some papers consider NFC as a standard inside RFID [43]
while others consider it as a completely independent standard [44, 45].
Nevertheless, the clear advantages of NFC with respect to other wireless
technologies is its robustness against eavesdropping due to its very short
reading range [45] of up to 10 cm [44] and its popularity, which makes
the majority of today’s mobile phones support NFC.
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4.5. Proposed Solution

This research exploits the capabilities of passive NFC devices with em-
bedded HSMs that are commonly available in the market (e.g., smart cards).
Further on, this class of devices will be identified as a Secure Element (SE).
The SE is used to assign a robust digital identity to parts tracked in the
SCM. The aim is to design the physical integration of an SE into the overall
part, effectively transforming it into a “smart-part”.

The SEs are protected with physical security measures that offer tamper
protection and detection. For example, the SEs can be protected with a
protective mesh and covered with security tape [46]. Moreover, being a secure
hardware element designed, produced, and tested by a reliable company
following the standard Common Criteria Evaluation Assurance Levels 5+ [47,
48], the risk of software attacks or side-channel attacks is reduced significantly.

The SE contains, in a secure partition, a private key that can be used to
perform asymmetric crypto operations such as a digital signature. All the
operations are performed through secure-by-design APIs, always keeping the
crypto material in a secure state.

Once a part is physically tagged with the hardware-based digital iden-
tity, the crypto functionalities of the SE can be used to interact with the
blockchain-based SCM system. The smart-part can send valid transactions
to the blockchain, signing them with its specific private key. The crypto
information required for the signature cannot be extracted from the SE; this
means that only someone with physical access to the part can trigger these
blockchain functionalities, which proves package ownership.

4.5.1. Integration of SE in the SCM

To demonstrate the integration of the solution, a distributed-ledger infras-
tructure for supply chain management is properly deployed. The infrastructure
used is taken from [49] and the details are out of the scope of this research.
In this context, the focus is on a common SCM functionality that provides
ownership tracking capabilities of a given part inside the supply chain. From a
high-level point of view, the SCM stores the current owner and exposes servi-
ces to record ownership changes to follow the part inside the manufacturing
process from the suppliers to the final customer. As baseline, an SE is provi-
ded with strong private keys, the manufacturing certificates, and a certificate
showing part validity (which can be used as oracle certificates [50]).

The SCM is coordinated by a smart contract, which is validated by all
the stakeholders and stored in a permissioned blockchain.

Figure 4.1 presents a funtionality scheme of the interactions between the
stakeholders, the SE, and our blockchain SCM system. Notice that the yellow
diamonds shall be successful before passing to the next steps, delivering robust
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Figure 4.1: Overview of the proposed interactions.

tracking capabilities and consistent information. Firstly, the supplier receives
and accepts an order for a specific part. Then, the part manufacturing and
shipping starts:

(A) A supplier physically packages the part to be shipped and prepares it
to be traced in the SCM by performing the following:

• The SE is enrolled to the blockchain, registering its identity,
the SE’s manufacturer certificates, and the physical part that
it is linked to.

• The smart contract verifies the certificates to assert the SE trust-
worthiness.

• After verifying the certificates, the SCM approves the use of this
SE as a part tag, stores its public key, and attaches it to the order.

• The SE is finally attached physically to the part, and the tampering
security controls are deployed.

(B) The supplier physically and digitally delivers the part to the next actor
in the supply chain, the distributor. The digital change in ownership
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requires the use of two random numbers (“Challenge” and “Challenge-
proposed”), as explained in detail in Section 4.5.2, to avoid prediction
attacks and delay attacks defined in Section 4.7.2.

• The distributor uses the SE attached to the received part to sign
a transaction for the blockchain.

• The blockchain verifies that the SE used to sign the transaction is
authentic and, consequently, the delivery part.

• The distributor uses their own credentials to send a transaction
to the blockchain accepting the part.

• Finally, the smart contract accepts and records the new part owner.

(C) The change in ownership is repeated successively between the supply
chain partners until the smart part reaches the final customer.

The scheme shows that only when the distributed ledger verifies the part
can it be accepted, and the change in ownership can be recorded permanently
in the blockchain. With this system, all the important steps of the product life
cycle are verified by consensus and then recorded. This guarantees a correct
verification and of the recorded data and that it has not been tampered
with. Thus, this approach enables any stakeholder, like the final customer or
any other authorized third party, with read access to the smart contract to
accurately monitor in real-time the status and the history of a part in the
supply chain.

4.5.2. Change Ownership Detailed

The smart-part has its identity properly enrolled in the blockchain, so
its SE can be used to validate transactions in the system issued by anyone
with NFC access to the part. For this reason, the physical owner has to
confirm all the transactions performed by the smart part with their own
identity. The ownership change of a smart part is the following: the receiving
organization employs the SE to propose the ownership change that must be
confirmed through a second transaction in the SCM. Therefore, an ownership
change is considered valid if (1) it is signed with the part secret key, providing
proof of the physical presence of the specific part, and (2) it is confirmed
by the receiving organization, providing non-repudiation guarantees on the
future owner of the part.

Here follows a detailed explanation of the two-step transaction, which is
illustrated in Figure 4.2. Each part has the following security variables asso-
ciated:

Owner: represents the organization in the supply chain currently holding
the part.
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Owner-proposed: represents the partner that has to confirm with a
second transaction to become the new owner of the part.

Challenge: random number.

Challenge-proposed: next random challenge number.
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Figure 4.2: Two-step transaction infrastructure used to change the ownership
of a package in the smart contract in the blockchain. The numbers in the
figure refer to the enumerated steps in the text.

These variables are required to ensure a secure ownership exchange of
the part between authorized SCM organizations, avoiding prediction attacks
and delay attacks defined in Section 4.7.2. When a new actor wants to
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acquire ownership of a part in the supply chain, they proceed by proposing
an ownership change as follows (orange arrows in Figure 4.2):

1. The new owner generates a new secret random number (Secret) to be
used as “Challenge-proposed”.

2. The actor prepares a non-signed transaction (raw transaction), pro-
posing a change in ownership, ProposedOwnershipChange. The raw
transaction contains the part ID, the future owner, the current challenge
“Challenge”, and the secret random number as the proposed challenge.

3. The raw transaction is sent to the part through NFC and is signed by
the SE, which requires physical access to the smart part.

4. The signed transaction is published on the blockchain. The signature
confirms that this action was prompted by the current owner of the
part. Another consequence of this is that the proposed challenge is
publicly disclosed and is not secret any more.

5. The blockchain system validates the transaction by checking (i) that
the current challenge number corresponds to the last challenge stored
in the SCM for that specific part, “Challenge”, and (ii) that the part
signature is authentic.

6. Once the transaction is validated, the security variables “Owner-proposed”
and “Challenge-proposed” are updated.

At this point, any supply chain partner with access to the part could have
submitted this transaction. Therefore, the changes produced in the system
so far are not binding and must be validated by the receiving organization
to have guarantees of robustness and non-repudiation in ownership change.
Consequently, the next actor in the supply chain, which is indicated as “owner-
proposed” in the security variables, accepts the ownership change with the
following steps (blue arrow in Figure 4.2):

7. The new owner creates a blockchain transaction, AcceptOwnership-
Change, attaching the part ID and newly published value currently
labeled as “Challenge-proposed”.

8. The blockchain verifies (i) that the triggerer is a member of the organiza-
tion currently stored as “Owner-proposed” and (ii) that the “Challenge”
value in the transaction corresponds to what is stored as “Challenge-
proposed”.

9. Once the transaction is accepted, the security variables are updated to
store the proposed values as Owner and Challenge.
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The steps presented to propose and accept an ownership are repeated
every time the part is sent/received by a partner in the supply chain. With this
chain of events, the system can guarantee proper traceability of the part and
non-repudiation of the physical ownership by the supply partners.

4.6. Implementation

The proposed solution was implemented using the permission blockchain
framework Hyperledger Fabric (HPL) [39]. Using this framework, we created a
blockchain-based SCM system with enhanced access control providing strong
confidentiality, data traceability, and non-repudiation guarantees.

In this implementation, we consider four stakeholders: supplier, distribu-
tion, manufacturer, and safety certification authority. These entities interact
with the SCM using a smart contract with their validated credentials as defi-
ned in the permission blockchain HPL. Only using the validated credentials
can the information in the blockchain be accessed, or can new information
be uploaded, obtaining privacy with respect to the external users.

The smart contract implements the following functions:

Orderpart: the manufacturer executes Orderpart by sending a transac-
tion to the blockchain. It creates the data structures Contract, Objecti-
ve&Compliance, and PriceAgreement, which contain the information
about the requested order, e.g., qualification data or price.

AcceptContract: the supplier accepts the order executing AcceptCon-
tract, including in the function the Contract identifier.

SendPart: the supplier executes SendPart to register the SE’s public
key and link it with the ordered part.

AcceptDeliveryContract: a distributor with access to the blockchain
can accept delivering this order by executing the function AcceptDeli-
veryContract and providing the Contract identifier.

ProposedOwnershipChange and AcceptOwnershipChange: these fun-
ctions are triggered in order to execute a secure ownership change. Their
functionality is detailed in Section 4.5.2.

To avoid the elevation of privileges to modify smart contract data, asser-
tions are placed in each smart contract function to confirm that the triggering
user is authenticated with the validated credentials and is part of an or-
ganization authorized to execute that specific action. For example, in our
scenario, only the manufacturer is allowed to execute Orderpart to order
a part from the supplier. If any other organization attempts to trigger the
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function Orderpart, the validation process of the peers will detect an assertion
failure and reject it.

Even if actions identified by the smart contracts are strongly regulated,
HLF exposes a query engine, which allows any participant in the blockchain
to read the state of the ledger. This action is always permitted and is not
regulated by the smart contract. Therefore, in order to enforce the least
knowledge principle and to maintain data confidentiality, HLF proposes the
Private Data Collections (PDCs) functionality to regulate data read access.
Firstly, we identify three data structures with different access rights as shown
in Table 4.2. Then, as shown in Figure 4.3, the Contract structure is stored
directly in the blockchain, and therefore the four stakeholders can read it.
Instead, Objective&Compliance and PriceAgreement structures are shared
using Private Data Collections (PDCs), which send data peer-to-peer via
gossip protocol to only the partner(s) authorized to access it. This information
is stored in a private database on the peers of the authorized organizations,
and it can be read only through smart contract functions. A hash value of
each PDC entry is written on the ledger state as proof of existence and can
be inspected by every participant on the blockchain. The hash serves as
evidence of the transaction, is used for state validation, and can be used for
audit purposes [51]. Notice in Figure 4.3 that one data structure is openly
accessed by every participant in the system (yellow line) while the other data
containers have restricted access (orange line).

Figure 4.3: Secure architecture of a modern blockchain-based SCM applied
to manufacturing use case.
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Table 4.2: Data assets and protection policies.

Structure Description Access Rights

Contracts

Agreement between the manufacturer
and the supplier. It contains common
data such as name and number of the
components, expected delivery date,
and all the logistic details

Supplier(R/W),
Distribution(R/W),
Manufacturer(R/W),

Aviation
Authority(R)

Obj&Comp.

Each component is linked to objecti-
ves or requirements expressed by the
manufacturer. The same data struc-
ture contains the compliance measu-
rements that the supplier provides to
prove adherence to the requirements.
Requirements and quality measure-
ments are considered sensitive data
since they contain intellectual pro-
perty and related information.

Supplier(R/W),
Manufacturer(R/W),

Aviation
Authority(R)

PriceAgr. Each contract has an economical
agreement linked to it.

Supplier(R/W),
Manufacturer(R/W)

Finally, to avoid a spoofing attack on the part’s identity, it is important to
link it to the public key on the SE immovably. In public blockchains, e.g., Bit-
coin or Ethereum, the identity of a transaction sender is cryptographically
generated by its public key; therefore, each identity is linked with a unique
private key, and it is immovable. However, in Hyperledger Fabric, the identity
is linked with the public key through a certificate, and, in the case of the
part, it is issued by the supplier. Then, the supplier could also issue a second
certificate for a part’s identity with another SE, which would allow for a
package clonation. To avoid this threat, when a part is registered in the SCM,
the SE’s public key is also stored in the smart contract. Then, in every change
in ownership, the identification mechanism of Hyperledger Fabric has to be
modified to assert that the public key of the SE is the same as the stored
public key as shown in Figure 4.4.

With this solution, we have created a secure and fully functional smart
contract that distinguishes between the privileges of users when accepting
transactions and delivering information to the stakeholders. Using this same
mechanism, other private collections can be created for other uses and more
complex data access policies can be defined if necessary. At the same time,
this mechanism maintains blockchain’s reliability in the private collections
since the hash of the private data is stored in the blockchain consortium.
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Figure 4.5: Prototype setup for laboratory evaluation.

Figure 4.4: New lines used to identify the parts using their public key instead
of their IDs.

To test and validate the capabilities offered by this approach, we used
an actual HSM with NFC, and NFC readers, which interact with the smart
contract deployed in a privacy-preserving blockchain. To facilitate this pro-
cess, each participating organization deployed an NFC reader comprising an
ACR122U NFC Reader and a Raspberry Pi 4B, as illustrated in the setup in
Figure 4.5. To execute the test, we used a configurable smart-card, SecoraTM

ID S V1.1 [48], attached to the parts. This smart card possessed the necessary
secure functionalities required for our proposed solutions, bringing us closer
to market implementation.

Performance Evaluation

The prototype implementation was tested to measure the performances
of the SE operations in the proposed architecture. A specific NodeJS [52]
client was created to interact with the SE. This client generates the unsigned
transaction, hashes it, and sends it to the smart card to be signed. Then,
a blockchain verifies the transactions, confirming physical ownership of the
part. Due to the internal functionality of Hyperledger Fabric, when sending
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a transaction, a second signature is needed. The execution of both actions
has been tested and measured from a performance point of view on 20
iterations. Table 4.3 presents the measurements showing the time required for
each operation and the overall transaction submission time. Notice that the
worst case scenario overhead introduced by adding the two crypto-operations
performed by the SE into the Hyperledger client transaction is less than 0.6
seconds (accounting of 17.1 % of the total procedure time).

The security/performance trade-offs introduced by this architecture are
considered acceptable for this use case, where security is a big concern and
there is no real-time requirement, considering the use case where humans are
interacting and managing a physical part. Additionally, this process removes
the necessity of the handwritten signatures in the supply chain, which saves
time and enhance consistency. Finally, it is important to notice that not
only do the two parties agree to the part transference, but all the authorized
partners are remotely verifying the process and the part’s genuineness.

Table 4.3: HSM performances while interrogated through NodeJS API.

Action Avg. Time Min. Time Max. Time

HSM Sign 1 267.5 ms 264 ms 281 ms

HSM Sign 2 267.7 ms 263 ms 281 ms

Sum of Sign Actions 535.2 ms 527 ms 562 ms

Overall Transaction
Time 3290.1 ms 3262 ms 3307 ms

HSM Overhead 535.2 ms 527 ms 562 ms

HSM Overhead ( %) 16.3 % 16.0 % 17.1 %

4.7. Security Analysis

This section explains firstly how our solution can securely mitigate the
threats exposed in Section 4.2. Secondly, it proves the robustness of the
system against the attacks found in the state of the art and some new
ones self-developed.

4.7.1. Threat Analysis

The proposed solution has been qualitatively evaluated against the risks
identified in Section 4.2. A summary of the mitigation introduced by the
solution with respect to the threats is highlighted in Table 4.4.
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Table 4.4: Threat analysis.

Threat
Type Mitigation

Spoofing

The use of an HSM to generate and store the private keys
of the parts ensures the impossibility of credentials spoo-
fing. Furthermore, identification in the smart contract
requires a public key of the SE for the correct functiona-
lity. These two facts together ensure the impossibility of
cloning the parts.

Tampering

As a result of the proposed scheme, the ownership of a
package can only be modified by someone with physical
access to the package. This ensures that no false ownership
information about the part can be added to the ledger.
Also, the data are stored in the blockchain, which prevents
any malicious manipulation of the data once uploaded.

Repudiation

All data uploaded to the smart contract are signed,
and the decentralized system identifies every contribu-
tor before accepting the data. Finally, the peers of the
blockchain themselves verify the presence of the real and
unique part in the change in ownership process. This
means that the information cannot be disputed once it is
accepted in the blockchain.

Information
disclosure

The solution is implemented over a permissioned block-
chain. This means that no entity outside the supply chain
can access the data.

Denial of
Service

The SCM is based on blockchain with a decentralized
peer-to-peer infrastructure. This architecture provides
resilience by the design of the system against DoS attacks.

Elevation of
Privileges

The solution uses privacy-preserving blockchain, taking
advantage of the private collections of Hyplerledger Fabric.
With this solution, the stakeholders’part of the supply
chain cannot freely access all the information, only those
that are relevant to them. Also, the ownership change
of the asset requires physical access to the part itself,
and the information can never be deleted, which avoids
any stakeholder using its privileges to insert fake data in
the blockchain.

System
misuse

In order to take digital ownership of the package, it is
required to verify its authenticity. This operation forces
the verification of the asset at every ownership change in
the supply chain.

4.7.2. Attack Analysis

Given that the system mitigates the common threats identified, here
is discussed the resilience provided by the proposed solution against the
following known attacks.
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4.7.2.1. Key Disclosure

Key Disclosure (KD) is an attack where an internal or outsider attacker
can in some way extract the secret variables stored in the tag. The current
protocol uses asymmetric cryptography, therefore, the private key is never
exposed and always kept protected in the SE.

4.7.2.2. Replay Attack

In a replay attack, an internal or outsider attacker gathers a legitimate
message of the system and replays it later to negatively affect the system.
In Hyperledger Fabric, all transactions are protected from replay attacks by
using a unique nonce [53]. This means that each transaction can be uploaded
to the blockchain only once.

4.7.2.3. Man-in-the-Middle Attack

In a Man-In-The-Middle (MITM) attack, an outsider attacker intercepts
the communications between two parties and relays and possibly alters the
messages. Our protocol, unlike other protocols for supply chain tracking, uses
NFC. This highly reduces the possibility of an MITM attack as the attacker
should be in the 10 cm distance between the tag and the reader. Furthermore,
a very unlikely successful MITM could modify the hash sent to the tag or
the signature sent back by the SE. This attack would be detected in the part
verification function.

4.7.2.4. Tracking Attack

An outsider attacker can track the part along the supply chain even if they
do not belong to the organization based on the responses of the SE. In this
proposed solution, the SE performs an ECDSA signature given an external
hash. The ECDSA algorithm always gives back a different and unpredictable
signature based on a random secret number K internally created by the
signer and unique to each message. Therefore, even if an attacker with access
to the SE always gives a constant hash to it, the attacker will always retrieve
an unpredictable response and will be unable to track the SE.

4.7.2.5. Prediction Attack

In a prediction attack, an insider or outsider attacker completely or par-
tially knows the future answers of the SE without a KD and, therefore, can
create a temporal or a permanent clone of the SE. Most blockchain imple-
mentations use a predictable nonce in their transactions (e.g., Ethereum [54]
and Hyperledger Fabric). This allows the prediction of the hash of the next
transaction to be signed by the SE. With this information, an internal attacker
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can interrogate the SE to obtain the signature of the next transaction and
create a fake part that returns the predicted signature of the next transaction.
The next actor in the supply chain would read from the fake part the co-
rrect signature and consider it real. This attack is prevented in the proposed
protocol by using a secret random number in the “Challenge-proposed” field,
which is generated by the next actor, to make the transaction unpredictable
and thus the hash be signed by the SE.

4.7.2.6. Delay Attack

An internal attacker can use the SE when it is in its possession to create
messages that will be sent later to negatively affect the system without a KD.
The attacker could sign, using the SE, a transaction proposing an ownership
change, including themselves as the next owner, but they do not publish it
on the blockchain. In the future, without physical access to the part, they
send the signed transaction and then proceed to confirm its ownership. This
attack is impossible to apply in the proposed protocol since the transaction
that changes the ownership requires the “Challenge” variable, which is a
random, unrepeatable, and unpredictable value. This value is updated from
“Challenge-proposed” every time the part’s owner changes, guaranteeing that
ownership transactions are ordered and thus cannot be delayed.

4.7.3. Comparison

Table 4.5 compares the previously discussed solutions in the state of the
art with the proposed protocol. In the table, X means that the protocol
cannot provide protection against the attack or not support the property
whereas ✓means the opposite. On the other hand, NA indicate that the
attack or property is not applicable to the protocol. Notice that, in refs.
[15, 33, 16], the internal partners require access to the keys inside the SE to
identify it, and therefore are not resistant to KD. That means that, at any
later moment, they could insert a clone in the supply chain, and they would
very rarely be identified as guilty. The protocol [17] fails the key protection by
relying on simple bitwise rotation to guarantee key confidentiality. Therefore,
none of them are protected against KD. Additionally, none of the analyzed
work presents a solution to avoid the stakeholder taking advantage of their
privileges and accessing information that is not relevant to them stored in
the distributed system.

4.8. Conclusions and Future Work

This paper presents a completely decentralized architecture for safety-
critical industrial supply chain tracking based on a secure element and
blockchain. The technology forces the honest behavior of the stakeholders and
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Table 4.5: Comparison of decentralized-based SCMs.

Security Elkhiyaoui Saikat ULRMAPC LBRAPS
Protection to: et al. [15] et

al. [33] [17] [16] Own

Key disclosure X X X X ✓

Replay attack X X ✓ ✓ ✓

MITM attack ✓ X ✓ ✓ ✓

Tracking attack ✓ X ✓ ✓ ✓

Prediction attack X NA ✓ ✓ ✓

Delay attack NA NA X ✓ ✓

Elevation of privileges NA X X X ✓

Decentralized ✓ ✓ ✓ X ✓

provides a strong guarantee of the quality of the product to final users or third-
party observers. To achieve this, NFC tags with asymmetric cryptography
capabilities are integrated in the parts manufactured and exchanged in the
considered supply chain. With a tag, the part receives a digital identity inside
the blockchain infrastructure and can trigger transactions. The blockchain-
based supply chain manages all the partsínformation and cryptographically
certifies its owner at every moment. Using a novel scheme, the smart contract
forces the stakeholders to honestly verify the parts along any asset transference,
and the blockchain itself is witness of the transfer process. The solution is
implemented over the Hyperledger Fabric framework, and it uses the “private
collection” structures to protect the individual privacy of each stakeholder.
As next steps, other functionalities are envisioned, such as the ability to
provide the part’s physical owner access to certain blockchain privileges
or specific data. Additionally, following other tracking solutions, a global
navigation satellite system sensor could be integrated in the tag to include
information about the position signed by the HSM, though it would present
challenges such as the need for an active tag with a power supply.
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Abstract: Collaborative manufacturing is a key enabler of Industry 4.0
that requires secure data sharing among multiple parties. However, intercom-
pany data-sharing raises important privacy and security concerns, particularly
given intellectual property and business-sensitive information collected by
many devices. In this paper, we propose a solution that combines four tech-
nologies to address these challenges: Attribute-Based Encryption for data
access control, blockchain for data integrity and non-repudiation, Hardware
Security Modules for authenticity, and the Interplanetary File System for
data scalability. We also use OpenID for dynamic client identification and
propose a new method for user revocation in Attribute-Based Encryption.
Our evaluation shows that the solution can scale up to 2,000,000 clients while
maintaining all security guarantees.

Keywords: Industrial Internet of Things; access control; blockchain; attribute-
based encryption; revocation; data-sharing; Industry 4.0.

5.1. Introduction

The third industrial revolution was a paradigm shift due to the inclusion
of computers and programmable elements in the industry. However, the fourth
industrial revolution brings a new manufacturing change—this time not by
the inclusion of new machines, but by the advancement of information and
communication of the machines and the autonomous manufacturing [1, 2].
One of the fundamental elements of this revolution is precisely the machine-
to-machine interaction, or rather, thing-to-thing through the internet, with
the aim of sharing information and self-organizing to face the changes in the
environment. This is called the Internet of Things (IoT) [3].

IoT is currently being used in the industry for a large variety of use cases.
For this reason it has received its own name—Industrial IoT (IIoT). Some
of the applications are: Predictive maintenance by gathering information
from the machinery, such as temperature or vibration, optimizing the supply
chain with asset tracking by sending the asset location in real-time, inventory
management by monitory the inventory in real-time, quality control by
detecting defects in the product or failures in the manufacturing process, etc.
[4]. Furthermore, IIoT is growing rapidly. A recent study by The Business
Research Company claims a growth from USD 209 billion in 2022 to USD
252 billion in 2023, and they also forecast that IoT in the manufacturing
market will grow to more than USD 400 billion in 2027 [5].

For all those use-cases, data has to be shared not only with machines in
the same factory level but with individuals from different levels and even with
other stakeholders, through vertical and horizontal data flow. The potential
value of sharing data between different partners is estimated to be more
than USD 100 billion [6]. This Collaborative Manufacturing (CM) brings
the ability to react to the customers’ needs and requirements and provide a
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significant advantage [2]. Thereby, data sharing between different stakeholders
of the product life cycle, regardless of location, is a must for Industry 4.0
[7, 8]. Here IIoT plays a vital role as data producers for production flow,
quality control, product traceability, supply chain, and enterprise decision
management [7]. However, IIoT inherited from IoT poses a big challenge:
overcoming the security concerns raised by the need to actually connect IIoT
the Internet, in order to make it part of a larger and distributed network.
This is due to the great security risk involved in this leap, i.e., 83% of the
IoT devices used or manufactured by large companies experienced a cyber
attack in 2018 and 79% of the manufacturing organizations admitted to
being victims of a cyberattack in their IIoT the same year [9].

IoT nodes can be remotely attacked by exploiting their vulnerabilities
[10, 11] and on the other hand, outgoing messages could be modified to
attack the infrastructure or the messages could simply be read in the flow
[12]. However, this is only part of the problem, as data normally needs to
be stored to be eventually shared. However, data storage for IIoT presents
two big challenges. The reliability of cloud storage is not trusted (1), it can
fail and lose data accidentally, e.g., such as the failures of Amazon Web
Services, Microsoft Azure, Alibaba Cloud and Google Cloud [13, 14, 15, 16],
fog storage can intentionally modify the data to affect the user operation, and
local storage is not an option due to the huge quantity of data generated by
IIoT [7]. The other big challenge is ensuring the data confidentiality (2) [7, 12].
A common method to protect data confidentiality is by encryption in the form
of cipher-text, and then forwarding the decryption key to the data readers.
The problem with this mechanism is the complexity of managing accurate
access control rules in order to provide least-privilege access to sensitive
data and proprietary knowledge. Moreover, agents requiring data access may
belong to different entities, have different levels of authorization, and have
complex enroll/leave dynamics. Therefore data sharing with fine-grained
authorization is a relevant challenge in IIoT [7].

There are many works in the state-of-the-art trying to solve this problem.
Still, none of them can provide a completely secure solution, e.g., Ref. [17]
ensured fine-grained authorization, but did not provide a method to protect
the integrity of the data. On the other hand, Ref. [18] did protect the
integrity of the data but did not propose any mechanisms to revocate the
users. Therefore, they can ultimately not be applied in their current status.

This paper proposes a complete secure mechanism to collect and share data
from IIoT devices with multiple readers with fine-grained access authorization.
The proposed solution is tested and evaluated on a smart manufacturing
use-case scenario identified in the context of the H2020 COLLABS project
[19]. The contributions of the current paper can be summarized as follows:
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• Maximization of data availability by using decentralized databases
based on InterPlanetary File System (IPFS) [20].

• Data integrity though blockchain-based mechanisms.

• Strong identity and authenticity of IIoT through hardware-based encry-
ption.

• Confidentiality in-transit and at-rest through end-to-end encryption.

• Fine-grained data access control by defining specific attributes and
policies per datum through the use of Attribute-Based Encryption
(ABE).

• Dynamic enrollment based on the OpenID standard [21].

• A novel reader revocation mechanism, beyond the capabilities of current
research on fine-grained data access control.

The paper is structured as follows: Section 5.2 presents the industrial use
case and its requirements; Section 5.3 reviews the related work; Section 5.4
presents the core technical concepts used in the proposed solution; Section 5.5
introduces the proposed solution from a high-level point of view; Section 5.6
explains in detail the design of the technical innovation achieved by this paper;
Section 5.7 provides insights on the prototype implementation, discusses the
evaluation results, and how the solution fits the use-case; Section 5.8 explains
the findings of our work by comparing it with the state-of-the-art, highlights
the limitations and discusses how they could be addressed as future work;
Finally, Section 5.9 presents the conclusions.

5.2. Use Case and Requirements

The scenario described in this paper is a real-world scenario provided by
Collins, one of the contributing organizations of this paper. In the context of
safety-critical products, such as in aerospace systems, collecting and sharing
data throughout the manufacturing lifecycle is of the utmost importance: the
information produced is not only used for coordination of the manufacturing
supply chain, but it is also used for quality controls or to prove standard
adherence providing the final item with a safety certification that is strictly
required to its usage. Of course, in the same context, the information requi-
red for a proficient CM might include important data containing sensitive
information or intellectual property that must be protected.

Figure 5.1 represents a high-level architecture of the data flows. Notice
that the architecture is divided into four different zones, each of which is
mapped to the corresponding Purdue Enterprise Reference Architecture level,
also known as Purdue Level (PL) [22]. These levels are used to relate a
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specific architecture to key enterprise layers. Specifically, PL0 represents the
physical process; PL1 includes devices that are directly interacting with the
physical processes (i.e., sensing); PL2 describes the control systems that
are monitoring and controlling the physical processes (i.e., SCADA); PL3
represents the manufacturing operations that manage production flows (i.e.,
manufacturing execution/operations); PL4, on the other hand, consists of IT
networks, where the enterprise runs its business functions (i.e., engineering
functions).

The following presents an introduction of the zones depicted in Figure
5.1:

Shop Floor: this layer represents the inner-most layer of the enterprise,
where the actual manufacturing activities are performed by industrial
machines. This corresponds to PL0, PL1, and PL2.

Manufacturing zone: this layer hosts all the industrial functionalities
that directly manage the shop floor such as SCADA servers and other
industrial controls. This corresponds to PL2, PL3, and PL4.

Enterprise: this zone includes all the high level services of the company
that are used to coordinate, manage, and operate the manufacturing
operations such as the engineering center and the IT infrastructure.
This corresponds to PL4.

Public Internet: this zone represents all the services collaborating with
the production of the final product that are not inside the company
itself, for example, cloud services and supply chain partners. This layer
is not mapped to any PL since it is physically and logically outside of
the company.

The data flows shown in the architecture can be divided into two types:
the black arrows identify data flows produced by equipment deployed on the
shop floor, and the green arrows identify the data flow consumed by entities
localized in any of the four layers. Notice that different types of devices are
involved in the data collection phase, for example, modern industrial machines
and sensors, which can be categorized as IIoT. On top of that, a typical
shop floor usually hosts legacy industrial devices that might not be able
to interface directly with the data-sharing system and therefore can use an
industrial gateway as a trusted proxy to send their data to the data storage.
All these devices gathering data during the manufacturing phases (for example
manufacturing parameters such as production temperature, time, or precision)
send this data to a central location (here identified as data storage) to be
shared with the desired data consumers (hereafter called clients) afterward.
Clients can analyze this information for performance improvement or quality
assurance. On the other hand, the green lines identify data consumers: these
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data flows identify a set of possible clients that need access to the data
collected throughout the manufacturing lifecycle. The clients can be found
at all levels of the architecture and might include employees of the factory
(i.e., production manager, SCADA manager or engineers), automated data
analysis services (i.e., quality and performance analysis tools or computing
cloud services) or external partners (i.e., suppliers, customers, or certification
authority). The shared data contains critical proprietary knowledge of the
manufacturers and other stakeholders that shall be shared only with the
specified client. Therefore, all the aforementioned data consumers must get
access only to the minimum amount of data required to perform their duty
(least knowledge principle [23]). However, obtaining fine-grained authorization
in this scenario is complicated because managing diverse readers with different
level of authorization and requirements can become highly intricate. In
addition, thousands of IIoT devices generating data require ensuring that
they are correctly configured with their policies and authorizations, which
further complicates the authorization process. Additionally, clients and IIoT
devices will dynamically join and leave the network requiring revocations,
enrollments, and authorization updates, making the scenario a challenging
undertaking.

Figure 5.1: High-level scheme of factory scenario.
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With the collaboration of a forum of industry experts involved in the
COLLABS project [19], a list of high-level requirements for the CM dataflows
identified [24] in the reference architecture has been redacted:

RQ1: data confidentiality shall be protected while in transit and while
at rest (end-to-end encryption).

RQ2: clients shall have access only to the minimum amount of informa-
tion required to perform their duty (least knowledge principle).

RQ3: clients shall have access to the information only within a specific
time-frame (time limited access).

RQ4: information managed by the system shall have integrity guarantees
to be used as proof in a certification process.

RQ5: the solution architecture should support scalability and multi-site
integration to be applicable in manufacturing scenarios with globally
distributed manufacturing sites.

RQ6: data in the system shall guarantee authenticity to provide confi-
dence in its origin.

RQ7: data in the system shall have non-repudiation guarantees to
establish trust and accountability between the parties involved.

5.3. Related Work

This section presents the solutions in the state-of-the-art to provide
confidentiality to large quantities of data with fine-grained authorization
while ensuring the integrity of the data from generation to consumption.

Some solutions for access control tend to rely on the cloud services, which
may compromise data security and privacy due to the reliance on a single cloud
service provider with unrestricted access to all data. Moreover, the recent
failures of major cloud providers such as Amazon Web Services, Microsoft
Azure, Alibaba Cloud, and Google Cloud [13, 14, 15, 16] have highlighted the
risks involved in relying solely on cloud services. To address this issue, classic
cryptography techniques (such as symmetric and asymmetric cryptography)
can reduce the required trust in cloud service providers. However, providing
fine-grained access using these techniques remains a challenge.

A possible approach is to define a user list per file [25], but this requi-
res the encrypter to know the data consumers beforehand and perform a
specific encryption per data consumer (readers), which is not applicable
to a distributed IoT-based environment with a high number of readers. A
solution to this problem is Attribute-Based Encryption (ABE) [26], and its
later variation Ciphertext-policy ABE (CP-ABE) [27] where a central entity
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provides attributes to the readers, and the encryptor can easily define the
combinations of attributes needed to decrypt its data. However, this solution
does not offer efficient user revocation [28] or does not provide data integrity
and authenticity guarantees.

There are multiple solutions trying to address the revocation problem.
Historically, the proposed solutions were theoretical works proposing new
algorithms or modifications of the original, such as Ref. [29, 30], which allow a
dynamic membership. However, the first one requires trustful servers to avoid
collaboration of servers and revoked users, which could lead to a collision
attack. In addition, the server could modify the files during the re-encryption
without being noticed. In the second work, after every revocation and key
update, all the old messages are not reachable anymore with the new key, so
a newly joined user cannot decrypt the previously published ciphertexts, i.e.,
they do not provide forward security [31]. Other theoretical solutions to this
problem were presented in Refs. [32, 33], but they suffered from revocation
collision attacks, (i.e., a revoked user can collaborate with a non-revoked user
to recover the decryption capability of the revoked user accessing data that
they could not get separately).

Revocation in ABE is still a challenging issue. On top of that, the lack
of reliability, traceability, and availability in data storage services has also
caught the attention of researchers as it affects the overall security of the
infrastructure. To avoid relying on a third party to store the immutable
proofs, decentralization stands out as a possible solution. The authors of Ref.
[18] propose to store encrypted data (ciphertext) in the InterPlanetary File
System (IPFS) [20]. IPFS is a decentralized data storage service that can
handle large volumes of data, and it uses the ciphertext’s hash as a locator,
similar to a Uniform Resource Locator (URL) on the web. In addition, they
store the ciphertext’s hash on a blockchain. This research achieves reliability
and transparency using blockchain, while benefiting from the availability
and scalability of IPFS, and finally taking advantage of the fine-grained
authorization of ABE. The approach proposed in Ref. [18] is similar to
the scheme proposed in this paper but does not provide revocation nor
allow multiple writers. In Ref. [34], blockchain is used to deliver attributes
to consumers transparently and decentralized. In addition, the blockchain
performs a pre-decryption of the ciphertext to relieve IoT devices of part of
the decryption process while keeping confidentiality. To avoid users abusing
the decryption services, they implement a user credibility incentive scheme. In
Ref. [35], the authors create a Privacy-preserving Blockchain Energy Trading
Scheme to manage energy production and sales transparently using blockchain
and keeping the user privacy through using ABE. However, none of these
three papers propose any revocation mechanisms for their systems.

Indeed, some works exploit the synergies of ABE and blockchain while
claiming to have revocation mechanisms. In Ref. [36], an infrastructure is



5.3. Related Work 71

created to share data from IoT nodes with fine-grain authorization. They
propose to store the data encrypted with a symmetric encryption key in
the cloud. The corresponding symmetric encryption key is encrypted with
CP-ABE, which is called a header, and is stored in a smart contract. A client
has to satisfy the policy defined in the smart contract in order to download
the header. In this system, by modifying the smart contract, it is possible to
modify the data access policy and thus to revoke users.

Another approach, described in Ref. [37], is an infrastructure that manages
patient data shared among various hospitals and medical entities. This work
aims to give patients the control over the access to their data. In this system,
patients publish their data access attributes or policies in a permissionless
blockchain. The patient or hospital then publishes a header in a permissioned
blockchain, which only accepts storing the header if it is encrypted according
to the guidelines defined in the permissionless blockchain. Using a “transaction
consumption” mechanism, the patient can modify access to the header stored
in the permissioned blockchain, and data consumers will not receive the data
from the permission blockchain despite having an authorized access structure
in the ABE encryption.

In Ref. [38], data is encrypted using a secret key K, which is generated
through the secret keys K1 and K2. All consumers have access to K1, but K2
is encrypted with CP-ABE on the blockchain. All the nodes in the blockchain
have the master key of CP-ABE and the attributes of all the consumers but
lack K1, so they cannot access data even if they have K2. Eventually, when
the consumer requests access to K2 in the blockchain, the blockchain nodes
verify their attributes and, if valid, generates their decryption key to decrypt
K2 and return it to the consumer. The consumer with K1 and K2 can then
generate K and decrypt the message.

In Ref. [17] the authors use a Java-based blockchain to perform all the
vital functions of ABE: generation of master key and the public key of ABE,
and generation of the secret keys of each user. They obtain revocation by
re-encrypting the ciphertexts using a group-based attribute access policy
instead of the whole access policy.

The two last papers [38, 17] fail in a common element; they rely on the
correct behavior of the individual blockchain nodes. A permissionless or
permissioned blockchain is reliable for data integrity because the failure or
dishonesty of one node is corrected by the others, so it can only be attacked
with a “51% attack”, i.e., more than half of blockchains miners agree to
attack the system, which is very unlikely. However, a blockchain is not that
reliable for confidentiality and privacy [39] since the failure or the dishonesty
of only one of the blockchain nodes can lead to a sensitive data leak (e.g., a
individual blockchain node can provide unauthorized data from the ledger
to the user). This single-node misbehavior could lead to data leaks in both
works. Additionally, Refs. [38, 17, 36] do not have any mechanism to verify the
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integrity of the data received by the consumer. Finally, Refs. [36, 37, 38] do
not have complete revocation mechanisms because they base their revocation
on a policy update without giving further details, which means modifying
the attributes and their relation in the crypto data. However, revocation is
produced by an unexpected event that affects a user, not attributes, and
therefore, it must be addressed to individual users [40, 41]. A policy update
of the crypto data will very likely affect non-revoked users, therefore, it is
needed to explain how to revoke only to the specified users without affecting
non-revoked users.

Finally, Guangsheng Yu et al. [42] proposes a solution that addresses
various problems related to storing encrypted data in blockchain. To ensure
data integrity, they store the encrypted data directly in blockchain, using
scalability solutions such as OmniLedger. They also introduce a new type of
blockchain, called the Redactable Key Chain, which is based on Chameleon
Hash and allows modification of hashes and blocks where they store the
headers of the encrypted messages. This allows the Redactable Key Chain to
modify blocks through a consensus mechanism, and then modifying the hea-
ders of the encrypted data. Their revocation mechanism is indirect revocation,
which means updating the keys of all users except those of the revoked users.
To perform the update of all keys in a scalable way, they use a concept called
“updating factor”. When a non-revoked user receives an “updating factor”,
they can update their keys. In addition, they provide another “updating
factor” to the servers so they can update the headers without access to them.
This solution has the following problems: it requires updating all the headers
every time there is a revocation to guarantee forward security, i.e., new users
have access to old data if they satisfy the policies [31]; it has no revocation
collision resistance, i.e., non-revoked user Alice can share the Updating factor
with revoked user Bob to gain access to data that only Bob could access if
he were not revoked. Additionally, the concept of the “updating factor” is not
well explained or supported by existing research.

As can be observed, many works are seeking a secure implementation of
ABE and have found blockchain to provide a great synergy. However it is a big
challenge to achieve revocation with collision resistance revocation, blockchain-
based integrity protection, and without storing sensitive information in a
blockchain. Nevertheless, these four features are necessary to apply ABE to
real-world scenarios. This paper presents a probable secure solution for all
these challenges. The proposed approach builds on Ref. [18], and improves it
by providing a self-designed revocation mechanism, a dynamic user registry,
and strong authenticity guarantees for multiples data senders, representing
a significant step forward in the application of ABE in real-world scenarios.
The reader can find a comparison of the shortcomings of the state-of-the-art
and our work in Section 5.8.
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5.4. Background

Our work relies on three existing technologies to achieve the security
features that we claim: CP-ABE, blockchain, and Hardware Security Modules.

5.4.1. CP-ABE Functions

This work uses the CP-ABE solution proposed by Brent Waters in Ref.
[43], Appendix A. In this construction, the set of attributes U is unlimited and
the public parameters are constant. In CP-ABE, the readers have decryption
keys with a set of attributes S, and the writers can encrypt a raw message
(M) with public keys, defining a list of attributes combined with and/or logic
functions called policy P , e.g., Area51 and worker or manager.

The attribute set has to satisfy the policy in order to decrypt the ciphertext
(CT ):

Setup(): The setup function is executed by the trusted entity. The
output is the Master Secret Key (MSK) and the ABE Public Key
(ABE-PK). Once executed, these two elements remain constant.

KeyGen(MSK, S): The key generation function is also executed by
the trusted entity. It takes the MSK and S. The output is an ABE
Decryption Key DK with attributes S.

Encrypt(ABE-PK,P,M): The encryption function can be executed by
any entity. It takes as input ABE-PK, and M . The output is CT .

Y(P,S) The satisfaction function Y (), checks if the attributes in the set
S satisfy the policy P ; if yes return 1, if not, return 0.

Decrypt(CT,DK): This function takes an input a CT and a DK. The
output is M if and only if Y (P, S), where P is the policy defined during
the encryption of CT and S is the set of attributes established in the
generation of DK. In the rest of the cases, the output is ⊥.

Different policies can be easily merged with and and or gates.

5.4.2. Blockchain

The blockchain as a distributed ledger was first proposed by Satoshi
Nakamoto in 2008 [44]. Since then, this technology has gained significant
attention and undergone numerous design variations. In 2014, Ethereum
[45] introduced a new concept to blockchain with the creation of public
and transparent script—the smart contracts. Nowadays the term blockchain
identifies a set of distributed ledgers technologies where data can change only
through a specific process. Data stored in blockchains is guaranteed to be
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immutable, meaning it can never be altered or deleted. This is accomplished
through the use of cryptographic hashes, digital signatures, and distributed
consensus protocols. For example, adding information in a blockchain requires
a consensus among the network’s nodes. This consensus is achieved if the
network participants verify the new information and agree to add them to the
blockchain. In addition, to avoid the use of certificates in some blockchains,
the use of “addresses” instead IDs is widespread . The address is a unique bit
array computed from the public key with a collision resistance function. In
this way, given a public key, it is possible to bind it with its assigned address
without using a certificate. Blockchains can be public ledgers that everyone
can join, or they can enforce authentication and authorization systems to
enable participation as peers or clients. The latter type of blockchain are
referred to as permissioned blockchains. The present work is developed using
the permissioned blockchain Hyperledger Fabric [46].

5.4.3. Hardware Security Modules

Hardware Security Modules (HSM) are dedicated hardware implemented
according to security-by-design principles and offering core security services
and cryptographic operations. The elemental functions of an HSM are true
random number generator used to generate private keys, secure data storage
for the private credentials, and secure implementation of the standard cry-
ptographic operations such as AES, ECC, or RSA. The HSMs are prepared
to resit hardware-based attacks and Side-channel attacks [47]. Therefore,
verifying the signature performed by a private key generated by an HSM
ensures that the signature was also signed using this same HSM. These are
only the more basic functionalities; however, more sophisticated HSMs such
as those following the Trusted Platform Module 2.0 standard (TPM2.0) [48]
offer more complex tools so that they can be used to remotely attest the
software of an IoT device (Remote Attestation) or to specify policies before
using the private keys, e.g., delivering a pin or proving adherence to a software
status. Thereby, HSM can offer big reliability over the IoT devices and their
operations, and are a perfect fit to answer IoT security requirements [49].

5.5. Proposed Scheme

This section presents the main functionalities of the proposed system
from a high-level point of view. Here follows a list of the entities involved in
the system:

Sensor: this label represents all the devices in the Shop Floor that
collect essential data and send them to the data storage.

Sensor Owner (SO): is the entity in charge of the correct operation of
the sensors.



5.5. Proposed Scheme 75

Client: as explained in Section 5.2, a client is a data consumer that
needs access to specific sensor data. They can be located in any of the
four layers.

ID PRovider (IDP): the entity that identifies the clients and their data
requirements. Through the use of Open ID this entity can identify the
Client and its attributes to SO.

IPFS message broker: it is a decentralized message broker that can
handle high volumes of data. Because the hash of the data is used as
data locator, the integrity of the data is as trusted as the integrity of
the hash.

Using the entities from the list, a simple sequence of actions is presented
to showcase the system’s capability. In the following example, a set of sensors
is initiated with crypto material (Private/Public Keys, certificates, identifiers,
etc.) and the related access policy. In this context, two users (Alice and Bob)
will be used to demonstrate the possible operations of the systems, including
encryption, decryption, and user revocation. The following lists explain the
corresponding step number in Figure 5.2.

SENSOR

Encrypt Sign

Data processing

HSMABE encryption

ADMINISTRATION

Generate key

KEY
 M

G
M

T

ABE Key Provider

Sensor access 
management

BLOCKCHAIN

Verify signature
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Hash Message Broker

Revocation Policy Server

USER (Alice)

ABE decryption

Decrypt

Client Application IPFS message broker

OpenID Provider
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Authenticate
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Get ciphertext's hash

3.2
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Publish encrypted data 

and signed digest

Provide
Alices' identity
and attributes

5.2

Provide the
symmetric key

5.3

Update the
revocation policy
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Figure 5.2: High-level scheme of the proposed solution.

0. Setup phase: SO generates the master key (private data) and the
encryption key (public data). The encryption key is distributed to the
sensors. Every sensor s gets an access policy Aps depending on the kind
of data it generates. Finally, SO registers the sensors in a transparent
list in the blockchain—the IoT list. After the setup phase, the operation
of the system starts.
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1. Get the revocation policy, generate, encrypt, and sign data:
The sensor s gets a public policy called Revocation Policy, (Rpi) from
the blockchain, generates data, and encrypts them using Rpi, its policy
Aps, and a policy that changes with the time. The Slot Attribute (SAt)
gets the ciphertext. Then, it signs the chipertext with its HSM.

2. Publishing encrypted data and signed digest: Next, the sensor
sends the ciphertext to IPFS and sends the chipertext’s hash to the
smart-contract Hash Message Broker. The smart-contract identifies the
sensor before accepting the data through the IoT list. The IPFS nodes
shall do the same identification to avoid a denial-of-service attack.

3. Data retrieval: Knowing the address of the sensor that generates
their required data (public information), a Client, e.g. Alice, gets the
ciphertext’s hash from Hash Message Broker (3.1). Then, using the
hash of the ciphertext, Alice gets the encrypted data from IPFS
(3.2) and checks the integrity of the received ciphertext using the same
hash. Next, Alice decrypts the data using her DK. For a successful
decryption, Alices’s attributes have to satisfy Aps, and the Rpi used
when encrypting the message. If the message is old, Alice’s attribute
must satisfy Aps and contain the correct slot attribute SAt.

4. User revocation: When a user is revoked, e.g., Bob, SO updates the
Revocation Policy with Rpi+1, removing the decryption capabilities
to Bob and all the users in his group. All the non-revoked users in the
group, the affected users, will require a new DK, updating some of
their attributes, the revocation attributes, while the remaining ones are
unchanged, the access attributes.

5. Decryption key update: When Alice, the affected user, needs a DK
update, she authenticates to IDP (5.1), which will provide Alice’s
identity and attributes to the SO (5.2). The latter needs to provide
Alice with a new DK with her access attributes and the new revocation
attributes. Generating a new DK to all affected users can take too long
if they are a high number. Therefore, to avoid service interruption for
the users, the new DKs are already generated, encrypted by the SO
and stored by the users receiving the name of backup decryption key,
bDK. The bDK of each user is encrypted with symmetric encryption
using a symmetric key that is different for each user. Therefore, SO will
only have to regenerate it and provide the symmetric key to Alice
(5.3), which is much faster than generating a decryption key. Next, she
can decrypt her bDK, which now will replace her DK. Then, while
Alice already has her decryption capabilities recovered, SO generates a
new bDK for Alice, which will take a longer time (around 3 minutes)
but will not produce service interruption.
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5.6. Details of the Proposed Scheme

This section will first describe the tools developed for the solution. Then,
it will explain the phases in detail, referring to those tools.

5.6.1. Attributes

An innovative contribution proposed by this research is to take advantage
of the infinite attribute universe U offered by the chosen ABE scheme. The
attributes can constantly change without changing the master key, encryption,
or decryption keys. We define the sets Q, W , and E from the universe U.
We assume that Q, W , and E are disjoint subsets of U, i.e., no element in U
belongs to more than one of these sets. Then, a client n has a set of attributes
An ⊆ Q ∪W ∪ E with: access attributes set AA = {An ∩Q}, slot attributes
SA = {An ∩W} and revocation attributes RA = {An ∩ E}:

The access attributes, AAn, are those related to the client n position, de-
partment, or responsibilities n (e.g. steel_quality_supervisor, efficiency,
chemistry_reliability) and can be modified only with SO authorization.

The slots attributes, SAn, are used to define the periods of the past
when the client n had read access. Given a time tl in Coordinated
Universal Time (UTC), its associated slot, slotl, can be easily derived
slotl = t/SlotPeriod where SlotPeriod is the duration of every slot.
Then, from every slotl, a unique attribute sal ∈ W is associated, so
fasso : UTC →W . When a sensor encrypts data at time tl, it includes
the attribute sal = fasso(tl) in the encryption policy so that decryption
keys with the attribute sal can decrypt the message. SAn never contains
the attribute of current slot nor the future slots. Therefore, it can only
be used to access old encrypted data.

Each user n is allocated to a group gi and assigned to either subgroup
subgi,A or subgi,B. All the users in a subgroup share the same set of
revocation attributes RA in their corresponding DK, namely RAi,A and
RAi,B respectively. However, in their bDK they share a completely diffe-
rent set, bRAi,A and bRAi,B. Notice that RAi,A ∩RAi,B = {A(gi)} whe-
re A(gi) is called the Official revocation attribute of gi, RAi,A∩bRAi,B =
{raj}, RAi,B ∩ bRAi,A = {rak} and bRAi,A ∩ bRAi,B = {ral} where
raj ̸= rak ̸= ral ̸= A(gi). This distribution of the revocation attributes
is used to revoke all the users of a subgroup without affecting their
sibling subgroup. It is explained in more detail in the next subsection.
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5.6.2. Revocation

The objective of the revocation is to remove the client’s access to any
data in the system. However, a malicious client could have downloaded,
decrypted, and stored all the messages when he/she was still enrolled in the
system. Therefore, perfect revocation is not possible in most cases, so the
main purpose of the proposed scheme is to prevent the revoked client from
accessing new data.

The user revocation in our system is performed by mixing indirect re-
vocation and direct revocation [50]. In direct revocation, there is a list of
revoked users, and the writers need to be aware of this list while encrypting
to exclude the revoked users. In indirect revocation, all the users but the
revoked user (all users are affected users) need to contact the key authority to
get the update of their decryption keys. In our solution, we use both indirect
and direct revocation.

To apply indirect revocation, we propose modifying one attribute, the
official revocation attribute, which is present and required in all the policies of
the ABE encryption. Then all the users need a new decryption key with the
new attribute. With this system, there is no need to perform a new setup and
change the PK for all the writers which can be annoying if there are too many
IoT devices. However, indirect revocation still can be too computationally
expensive for SO if the number of users that need a key update (affected users)
is high. To avoid revoking all the users with every revocation, which would
require many key updates, we apply direct revocation by dividing the users
into groups, e.g., eight groups, where each group has an official revocation
attribute. Then, during the encryption, the official revocation attributes of all
the groups are included and combined with or gates so all the groups can
decrypt the message. It still takes long to provide new keys to all the users
in a group when there is a revocation. This problem would lead to a service
interruption for all the affected users. To solve this problem, we exploited
the concept of backup decryption key, bDK. All the users already have the
new decryption key with their group’s next official revocation attribute, the
bDK, but it is encrypted using symmetric encryption. So, only providing the
affected users with the symmetric key is enough to recover their decryption
capabilities. All the bDK are encrypted using a different symmetric keys, so
the revoked users cannot use the symmetric key of any other affected user,
avoiding a collusion revocation attack. Since every symmetric key is only
useful for the recipient users, the list with the symmetric keys for the affected
users can be shared with gossip protocol [51] to avoid too many petitions to
the SO and its size will be around 16 MB for 1,000,000 affected users.

Still, with this mechanism, the revocation policy has the size of the
number of groups. Thus, this system uses what here is called subgroups, to
reduce the revocation policy size to half of the number of subgroups. Notice
that under each group, there are two sibling subgroups that are linked—
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subgroup A and subgroup B (sgi,A and sgi,B). Given the distributions of
the RA explained in the last subsection, there is always a shared ra in the
DKs of the subgroups sgi,A and sgi,B, the A(gi), which is the one included
in Rp to cover both subgroups. For example, when the user Bob from sgi,B
is revoked, all users in sgi,B but Bob will get access to their bDK with
bRAi,b, then the new A(gi) will pass to be raj where raj = RAi,A ∩ bRAi,B,
and Rp will be modified to replace the old A(gi) with the new A(gi). So
Alice from sgi,A with RAi,A will be able to satisfy the new Rp without the
need to update her DK. All users in sgi,b will get a new bDK with a new
bRAi,b. The new bRAi,b will share a new ra with RAi,A and another with
bRAi,A, which requires ra, which will not have been shared previously from
RAi,A and another in bRAi,A. This mechanism has a limitation, as every time
a user from a subgroup, e.g. sgi,B, is revoked, the RAi,B is revoked, so its
attributes become useless, and the ra shared with bRAi,A becomes useless too.
Therefore, being bRAi,A = {ra1, ra2...rax}, it will become completely useless
after x revocations of RAi,B if bRAi,A is not revoked earlier, i.e., there are
not two revocations in sgi,A. Equation (5.1) defines the probability, denoted
as Pr, of experiencing x revocations in one subgroup before encountering two
revocations in the sibling subgroup. We recommend distributing 10 ra in
each RA, highly reducing the probability of this event to happen as defined
in Equation (5.1). Still, this event would simply require updating also the
bDK of the clients in sgi,A when there is a revocation in sgi,B.

Pr =
2(x+ 1) + 2

2(x+1)
(5.1)

With this solution, we mix both indirect and direct revocation to reduce
the revocation list to a list of eight revocation attributes and to reduce the
affected users to a 16th of the total users.

Notice that this mechanism is only needed for non-planned revocation.
Nevertheless, usually, the revocations are planned, e.g., the contract of a
worker or company finishes. Planned revocation does not require a short
time slot, i.e., they can be revoked within the day. Therefore, all the planned
revocations of a subgroup in the day are performed at once, highly reducing
the impact on the SO. Moreover, they are preferably performed when there
is a non-planned revocation in the subgroup within the day, which would
avoid including any overhead in the SO.

Proof of Revocation

Revocation means that an adversary AdvA revoked at time t will not
be able to decrypt any new message published after time t. This property
requires that even if the adversary has the AA that satisfy the Access policy
of a message, such a message cannot be decrypted. To prove that our solution
for revocation securely revokes AdvA, we also consider an adversary AdvB.
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AdvA and AdvB are trying to distinguish two messages given the cipher text
using a set of decryption keys that does not satisfy the policies. The objective
of this proof is to show that AdvA has the same advantage to break the
solution as AdvB to break the ABE construction of Waters [43].

• Theorem: Suppose that the assumptions of the ABE construction holds.
Then no adversary with a revoked key at time t can distinguish a
ciphertext from one of two messages encrypted after time t with non-
negligible advantage.

• Setup: Challenger runs the Setup() function, and share ABE-PK with
AdvA and AdvB. Challenger defines a published set of attributes ARp ⊂
E and a policy RP such that RP is the or combination of all the elements
of ARP . In addition, Challenger defines two sets of attributes RA1,A ⊂
E and bRA1,A ⊂ E such that RA1,A∩ARp = ∅ and |bRA1,A∩ARp| = 1
as defined in Section 5.6.1. Notice that with this given configuration
Y (RP,RA1,A) = 0 but Y (RP, bRA1,A) = 1.

• Query phase: AdvA request to Challenger j different DKs, {DKj}j∈N
associated j set of Access Attributes {AAj ⊆ Q} and j sets of Slot
Attributes {SAj = {w ∈ W |w < sac}}. Notice that AdvA cannot
include in its query attributes from the subset E and therefore any of
these DKs can satisfy RP. AdvB request to Challenger i different DKs,
{DKi}i∈N associated with i sets of attributes {Si} .

• Response phase: Challenger provides to AdvA the j different DKs with
the associated attributes {AAj ∪ SAj ∪ RA1,A}. Challenger provides
to AdvB the i differents DKs.

• Challenge: AdvA prepares two equal length messages MA1 and MA2.
Then it gives the two messages and Access Policy Ap to Challenger.
Challenger flips a coin c and encrypts MAc with policy P = (Ap) ∧
(sac ∨ Rp) . The resulting ciphertext CTA is given to AdvA. Notice
that Y (P,AAj ∪SAj ∪RA1,A) = 0 ∀j. AdvB prepares two equal length
messages MB1 and MB2. Then it gives the two messages and a policy
P : Y (P, Sk) = 0∀k ≤ i. Challenger flips a coin c and encrypts the MBc

with the policy P and returns the cipher text to AdvB.

• Guess: The AdvA uses a function fA that, given {Dkj}∀j and the
encrypted message CTA, makes a guess of M’ with a non-negligible
advantage (ϵA), as shown in Equation (5.2):

Pr[fA({Dkj}∀j, CTA) = Mac] =
1

2
+ ϵA (5.2)

The AdvB then uses a function fB that given Dki∀i and the encrypted
message CTB makes a guess of M’ a non-negligible advantage (ϵB), as
shown in Equation (5.3):
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Pr[fB{Dki}∀i, CTB) = Mbc] =
1

2
+ ϵB (5.3)

However, AdvA cannot satisfy the policy P because (AAj ∩ E = ∅) ∧
(SAj ∩ E = ∅) ∧ (sac /∈ SAj) ∧ (RA1,A ∩ ARp = ∅) => Y ((sac ∨
Rp), (AAj ∩ SAj ∩RA1,A)) = 0. Therefore, AdvA and AdvB are in the
same scenario. If fa exists, it could be used as a substitute of fb by
AdvB to get a non-negligible advantage. However, the ABE construction
used proves that fb does not exist, and therefore neither fa. In this
way, we prove that AdvA cannot get access to new messages after RP
is updated at time t without first accessing bRA1,A.

5.6.3. Smart Contracts

This section defines the smart contract interfaces and the algorithm logic.
There are three smart contracts: Revocation Policy Smart Contract, IoT List,
and Hash Message Broker.

Revocation Policy Smart Contract (RPSM): a smart contract that holds
the Revocation policy. All the participants in the blockchain can read
this policy; however, only the SO can modify the policy. Section 5.6.2
provides more details about the revocation policy and its management.

IoT list: a smart contract that stores the addresses of all the sensors
authorized by the SO to send information to the system. Only the SO
can modify this list, but all the members in the blockchain can read it.
A transparent list in the blockchain is essential for the chain of trust to
provide strong authentication guarantees of the sensors to the clients.
More details are provided in Section 5.7.2.

Hash Message Broker (HMB): this smart contract links every sensor’s
address with the hash of its messages and its metadata. When receiving
a transaction from a sensor to store a hash, the smart contract queries
the IoT list for the address of the sender. If the sender of the transaction
is in the list, the hash and its metadata are stored linked to the address
of the sender.

5.6.4. Phases

The proposed scheme is logically divided into four phases: set up, sending
data, reading data, and updating the decryption keys.

5.6.4.1. Set Up (SO → Sensor, IoT List, RPSM )

This phase includes all the processes that should be executed one time
per system or per sensor. Firstly, from a random seed, SO generates the MSK
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and ABE-PK. The random seed is deleted, and the MSK is kept secret. In
addition, the slot duration, SlotPeriod, is defined (usually 24 h). When a
new sensor s is to be included in the system, SO registers the s’s address
in the smart contract IoT list, provides it with the ABE-PK, and defines
the access policy Aps for the encrypted data of this Sensor. Finally, the SO
uploads a Rpi to RPSM. The Rpi is a policy formed by the Official revocation
attributes of all the groups united by or.

5.6.4.2. Sending Data (Sensor → IPFS, HMB)

A sensor s generates a message Mi at a particular time ti. Then from ti
the sensor gets the sai ∈W , from the Revocation policy Smart Contract it
gets the Revocation policy Rpi, and performs the encryption as shown in
Equation (5.4):

EMi = Encrypt(ABE−PK, (Aps) ∧ (sai ∨Rpi),Mi) (5.4)

Then the encrypted message, EMi, is signed and sent to IPFS. The last
one can check the sender’s validity in the IoT list. Meanwhile, the s uses the
same credentials to send a transaction to the smart contract Hash message
broker with the hash of the EMi, Hashi. If and only if the address of the
IoT device is in the IoT list, Hashi and the Mi metadata are accepted, and
then they are linked to the sáddress, including the encrypted message in the
set of messages from s.

5.6.4.3. Reading Data (HMB,IPFS → Alice)

The client Alice (a) needs data from a Sensor s. Knowing the address of
the device, she can query the metadata of their messages and use it to identify
the required message Mr. Alice tries to decrypt it using her decryption key
DK, (Decrypt(EMr, DK)). If Mr is a message from the current slot sac,
the decryption will be successful if and only if, Y (Rpr, RAa) ∧ Y (Aps, AAa).
However, when decrypting a non-current message from the slot sar, the
decryption will be successful if and only if sar ∈ SAa ∧ Y (Aps, AAa).

5.6.4.4. User Revocation: (SO → RPSM )

When a user Bob from the group i and subgroup subgi,B is revoked, SO
has to update the Rp in the RPSM. Particularly SO has to update the A(gi).
The new A(gi) will be the only ra that is in the RA of the bDK of all the
users of subgi,B and that it is at the same time in all the RA of the DK of
all the users of subgi,A, as shown in Equation (5.5):

A(gi) = bRAi,B ∩RAi,A (5.5)
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This way, Bob and all the users in subgi,B will not be able to decrypt
any new data. All the affected users in subgi,B will receive access to their
bDK—apart from Bob.

5.6.4.5. Updating Decryption Key (SO → Alice)

When a user is revoked, the Rp is updated, changing the Official revoca-
tion attribute of the group of the revoked user, which may make Alice lose
her capability to decrypt new data. To avoid this, Alice will quickly get a
symmetric key from SO or another client through a gossip protocol [51]. With
this symmetric key, she will be able to decrypt her bDK, which has the new
A(gi). In this moment, Alice starts to authenticate herself to IDprovider in
order to connect with SO and request a new bDK, which will be encrypted
with a new symmetric key.

5.7. Evaluation

The prototype was deployed in a relevant environment for evaluation
purposes. This test environment is a flexible cyber-physical system composed
of specific hardware (i.e., industrial gateways and Raspberry PIs) and is
extensible with virtual devices hosted on a server with 28 cores and 256 Gb of
RAM. The laboratory is configured using VLANs to represent all the different
layers in an Industry 4.0 architecture, as presented in Figure 5.1.

The prototype services are distributed on different devices (whether
physical or virtual): The sensors were implemented using Raspberry Pi 4B
[52] equipped with a real HSM, Iridium 9670–TPM2.0 chip [53] to perform
secure crypto-operations. On the other hand, services which in a real scenario
are hosted on IT network are deployed on virtual machines: the IPFS servers
were distributed on four separate virtual machines, and blockchain nodes
were implemented with Hyperledger Fabric 1.4 [46] in three other virtual
machines, all of them with Ubuntu 20.04 [54] and 4 Gb of RAM.

5.7.1. Performance Evaluation

The proposed scheme requires a continuous update of the decryption
keys, which can lead to a bottleneck in the decryption key provider, the
SO. In this section, an analysis of the scalability of the proposed system is
presented, considering the number of users as a scale-up factor. As explained
in Section 5.6.2, the revocations are commonly planned and they do not
affect the performance. However, in non-planned revocations, a group of
non-revoked users lose access to data, requiring a key update, which can lead
to a bottleneck in the SO. In the following we present the analysis results
conducted by utilizing standard hardware to verify that no bottleneck is
measured in practice.
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Let us define Nu as the total number of users, Nsg as the number of
subgroups and, NuG as the number of users per subgroup. In addition,
consider Pv as the average time a user needs a non-planned revocation, and
VG as the number of DK that SO can generate every second.

To avoid SO overhead, the time of generating the bDK of a subgroup shall
be less than the average time there is a revocation in the system. Equations
(5.6)–(5.8) show the estimation of the maximum number of users in the
proposed solution.

NuG

VG
≤ Pv

Nu
(5.6)

Nu

Nsg ∗ VG
≤ Pv

Nu
(5.7)

Nu ≤
√
Pv ∗Nsg ∗ VG (5.8)

Using the library OpenABE [55] in a laptop Thinkpad E495 with 16 GB
RAM, AMD Ryzen 7 3700 and Radeon Vega Mobile GFX 8 [56], Pv ≥ 600
DK/s, with 30 attributes in each DK, are observed. Using a Rp of 8 official
revocation attribute united with or gates, it results in Nsg = 16. Pv can vary
from scenario to scenario; nevertheless, assuming a similar behavior of X.509
certificates estimated by NIST [57], a 10 % of key revocations are considered.
This means that if a key has a lifetime of 3 months, every user needs a key
revocation every 30 months on average. As a result, this system could manage
864,000 users with the computational power of a laptop. In addition, based
on the estimation in Equation (5.8), by using a server 7 times as powerful as
the test laptop the system could reach 2,000,000 users.

The analysis performed highlights that the solution has a limited scalabi-
lity, as the number of maximum clients is proportional to the square root of
the computational power. Therefore it could not be deployed to applications
with massive user numbers such as Instagram or Telegram (which have more
than 500 million users each). However, it can be considered applicable for
most professional manufacturing environments (i.e., Infineon Technologies)
given that only one laptop could manage the credentials of the workers of an
entire company (50,000+ workers).

5.7.2. Security Evaluation

This section evaluates a set of security properties that the proposed
solution is guaranteeing. In the first place, it presents the common security
features guaranteed in most ABE-based infrastructures:
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Collision resistance: the most basic requirement for fine-grained authori-
zation. All the sensitive information is encrypted with ABE mechanism,
which provides collision resistance.

End-to-end Encryption: the data is encrypted by the sensors using ABE
and it is only decrypted by the clients with the correct DK ’s client.
Additionally, unlike in Ref. [38, 17], the proposed system does not trust
the blockchain or IPFS with any sensitive information that could lead
to a data leak.

Forward secrecy: “The newly joined user can also decrypt the previously
published ciphertexts if it has sufficient attributes” [31] . All the mes-
sages are encrypted including in the policy a slot attribute. Then, in
the future, when a user (Alice) wants to access some old data from
a particular slotl, she simply asks the SO for a DK with her access
attributes and sal.

In the following, we outline the essential security properties that are not
guaranteed by all of the analyzed works in the state-of-the-art, while these
properties are integral to our proposed solution:

User Revocation (UR): the revocation of a user is performed by modif-
ying a policy published in a smart contract on the blockchain. Once it
gets published, it is applied to all the encryption processes, revoking a
portion of the users. To avoid this portion of the users in the system
losing their decryption capabilities when they should not be revoked bac-
kup decryption keys, the affected users get access to a symmetric key to
decrypt their backup decryption keys, thus avoiding service interruption.

Collision Resistance Revocation (CRR): as explained in Section 5.3, a
revoked user could collaborate with a non-revoked user to get access
to data that shall be inaccessible for the collaborators individually. In
the proposed system, every backup decryption key is encrypted using a
unique symmetric key. Therefore, the information needed to recover an
affected user’s data access (the symmetric key) is useless for any other
user. Thus, a revoked user cannot collaborate with other users.

Data Integrity (DI): defined here as the capacity of the client to verify
the non-modification of the data. In the proposed system, the client
does not need to verify any signature (apart from those needing to
connect with the blockchain) in order to verify the data integrity. All
data hashes are stored in the immutable blockchain; therefore, even if
the data is stored in a non-trusted service such as IPFS, this data is as
immutable as the blocks in the blockchain.
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No Sensitive Data in the Blockchain (NSDB): as explained in Section
5.3, sensitive data shall never be exposed to the blockchain. In our
solution, no private keys or partial decryption keys are stored in the
blockchain. The only public information is the identities of the IoT
devices, in the IoT list, and the metadata needed to identify the required
messages.

While the data authentication feature may be a straightforward task in
ABE solutions involving human or organizational writers, the authentication
of data in ABE applied to IoT devices requires further evaluation:

Data authenticity: the capacity to securely identify the data generator
entity. This means identifying that specific data in the system comes
exactly from a particular IoT node. To do so, the smart contract Hash
message broker only accepts data hashes sent in a signed transaction.
From the signed transaction, the smart contract gets the sender’s
address and stores the hash together with the address if the address is
approved in the smart contract IoT list. An address that is approved
on the IoT list means that the public key utilized to generate the
address has been verified to be associated with the Hardware Security
Module of a specific IoT device. Although this paper does not cover this
verification process, it can be accomplished using Platform Certificates
part of the standard Trusted Platform Module [48] or using IDevID
certificates of the standard IEEE Std 802.1AR: Secure Device Identity
[58]. With this chain of trust, the data origin is as reliable and secure
as the Hardware Security Module of the IoT device.
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5.7.3. Requirements Evaluation

Table 5.1 explains how the proposed solution covers the necessities of
secure data sharing identified in the industrial use case based on the technology
performance and security evaluation.

Table 5.1: Evaluation of the requirements.

Requirement Evaluation
RQ1 The system provides end-to-end encryption, which

guarantees data confidentiality protection both in
transit and at rest.

RQ2 Using ABE, the data access of the client can be defi-
ned beforehand through a combination of attributes
and the data can be encrypted by defining a policy
that can decrypt it. This way, it is possible to define
fine-grained data access for each user. Additionally,
given the collision resistance, different users cannot
collaborate to access more data.

RQ3 There are two mechanisms used to limit the time
access to users, non-planned revocation and planned
revocation, which are both explained in Section 5.6.2.
This way, the reading privileges of a user can be
removed or modified whenever required.

RQ4 Because of the data integrity of the system based on
blockchain, the information provided in the system
by the IoT nodes has integrity guarantees to be used
as proof of certification.

RQ5 As explained in Section 5.7.2, this system has limited
scalability with the number of users; however, with
basic resources, it can be applied to 800,000 users and
could easily be increased to 2,000,000, which covers
the majority of industrial scenarios.

RQ6 The proposed solution has a chain of trust ending in
the reliability of the HSM in order to provide authen-
ticity guarantees to the client. This is explained in
detail in Section 5.7.2.

RQ7 The hash of all data and its metadata are stored
in the blockchain in an immutable fashion, so even
if critical data with high impact is intentionally
deleted from the IPFS, any party that accessed the
data can claim its veracity.



88
Chapter 5. Fine-Grained Access Control with User Revocation in Smart

Manufacturing

5.8. Discussion and Future Work

In this paper we have proposed a robust mechanism for many-to-many
data sharing with security-by-design. In this solution, we have considered
and covered the six well-known security threats of the STRIDE methodology:
Spoofing, Tampering, Repudiation, Information disclosure, Denial of service,
and Elevation of privilege [59]. To achieve this result, many different tech-
nologies had to be combined (Blockchain, ABE, HSM, IPFS, OpenID), and
some even created (Revocation). In the end, we ended up with a complex
system that delivers the necessary security properties for data sharing with
fine-grained authorization: Authenticity, Integrity, Non-repudiation, Confi-
dentiality, Availability, and Authorization.

Despite our achievement, there are other results in the state-of-the-art
that offer solutions to many of the mentioned security threats, but as shown
in Table 5.2, none of them fulfill them completely. It is important to consider
that information security solutions do not follow a linear progression, in which
each solution is incrementally stronger than the previous one. Instead, they
resemble a chain, where the overall security is only as strong as its weakest
link, as stated by Thomas Finne [60]. For this reason, we consider the current
work to be a great leap forward from previous results as it finally offers a
complete security solution for data sharing with fine-grained authorization
supporting revocation, which is the long-standing problem of ABE. Such
a result enables many new functionalities requiring data sharing that were
previously impossible to achieve due to security reasons or because they were
too tedious. For example, it greatly enhances the implementation of machine
learning in smart factories, because one of the most challenging tasks in this
technology is data collection [61], and this task can be even more complicated
in the industry field due to the sensitivity of the information.

Table 5.2: Comparison of blockchain-based ABE protocols.

ABE and Security Properties

Blockchain UR CRR DI NSDB

[18] X X ✓ ✓
[34] X X ✓ ✓
[35] X X ✓ ✓
[36] X X X ✓
[37] X X NA ✓
[38] X X X X
[17] NA NA X X
[42] ✓ X ✓ ✓

Proposed solution ✓ ✓ ✓ ✓
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Even if our own work fits into most of the Industrial scenarios, it is
far from perfectly applicable to overall scenarios. As explained in Section
5.7.1, it is necessary to prepare a server acting as a key provider (SO) with
a capability proportional to the square of the clients. So, while it is easily
applicable to more than a million clients, it would be almost impossible to
apply this solution to a billion clients, such as those scenarios where IoT
nodes also read data from the share data-based or in a global social network.

In addition, there are many additional ABE features, which although not
necessary for a fully secure architecture and for our scenario, may provide
more flexibility and applicability to the solution. From a Survey of attribute-
based encryption, [62], we can discover the following ABE features that our
solution does not have: Decentralized Authority, Asynchronous Authority,
Key Delegation, and Privacy Preservation.

However, these missing features are not intrinsically unfeasible in our
architecture—they were simply out of scope. For example, OpenID offers the
possibility to identify the attributes of a user without revealing the user’s
identity for Privacy Preservation. It also provides the possibility to identify a
client through several ID providers decentralizing attribute issuers. On the
other hand, our solution is designed on the Waters construct, but there are
many other ABE constructs with different features that could be applied as
long as they allow infinite attributes. Additionally, Key Delegation could be
performed in our solution by making the blockchain witness the operation to
solve the system’s accountability problem defined in Ref. [62]. Finally, the
trustworthiness of the IoT devices is not covered in this work, nor is data
re-encryption, hence, technologies such as remote attestation and Chameleon
Hash-based blockchains are valid future works for this article. Therefore,
there are many options for further research and adaptation of the solution to
other scenarios with different requirements.

5.9. Conclusions

In this article, we present a real scenario where data generated from
multiple IoT devices can be consumed by different stakeholders in a collabo-
rative ecosystem motivated by the transition to Industry 4.0. We highlight
the necessity of data authentication, integrity, non-repudiation, and confi-
dentiality with fine-grained access control. Firstly, IPFS is used to provide
data availability and scalability. We use blockchain to protect the metadata
and data hashes, which is essential for the integrity protection of the data
in IPFS. Then, the HSMs offer strong guarantees of the authenticity of the
data generators and we create a smart contract IoT list to assure the correct
identity of each HSM transparently and we implement OpenID to improve
the dynamism of client enrollment in the system. Finally, we propose a novel
solution to revoke users of ABE, using revocation attributes to reduce the
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impact of indirect revocation and backup decryption keys to delete any pos-
sible side effect of the revocation on the legitimate users. In a performance
evaluation, we prove that the solution can be easily applied to 2,000,000
users, which satisfies any industrial scenario. With our work, we demonstrate
that controlled data sharing with all the security guarantees from many IoT
devices to many clients is possible. This solution has the potential to make a
significant impact in collaborative manufacturing and thus in the Industry
4.0. Our hope is that this investigation enables further research and solutions
in the field of secure data sharing and ultimately forms part of the realization
of revolution in the manufacturing process.

Abbreviations

The following abbreviations are used in this manuscript:

IoT Internet of Things
IIoT Industrial Internet of Things
CM Collaborative Manufacturing
IPFS InterPlanetary File System
ABE Attribute-Based Encryption
PL Purdue Level
CP-ABE Ciphertext-Policy Attribute-Based Encryption
URL Uniform Resource Locator
HSM Hardware Security Modules
CT CipherText
TPM2.0 Trusted Platform Module 2.0
UTC Coordinated Universal Time
UR User Revocation
Q Set of attributes that contains all the access attributes
W Set of attributes that contains all the slots attributes
E Set of attributes that contains all the revocation attributes
AAn Set of attributes that contains all the access attributes of client n
SAn Set of attributes that contains all the slots attributes of client n
DK Decryption key of ABE, it has attributes assigned and it is unique per client
bDK Backup of a DK, it is encrypted with an unique symmetric key
gi Group i
A(gi) Official revocation attribute of gi
subgi,A First subgroup of group i
subgi,B Second subgroup of group i
RAi,A Set of revocation attributes of clients’DK in subgi,A
bRAi,A Set of revocation attributes of clients’bDK in subgi,A
tn Particular time n
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sai Slot attribute used in encryption at ti
ABE-PK Public key needed to perform ABE encryption
MSK Master Secret Key of ABE, needed to create DK and PK
SO Sensor Owner, responsible for the management of ABE

and the only entity with knowledge of MSK
IDP ID provider, identifies the client and their attributes to SO using OpenID
HMB Hash Message Broker smart contract
Rp Revocation policy, combination of all the A(g) united with or logic functions
RPSM Revocation Policy smart contract
Adv Adversary
Nu Number of clients in the system
NuG Number of clients per group
Pv Average time a client needs a non-planned revocation
VG Number of DK that SO can generate every second
CRR Collision Resistance Revocation
DI Data Integrity
NSDB No Sensitive Data in the Blockchain
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Abstract: This document presents a secure architecture for sending
data from an Internet of Things (IoT) sensor to Blockchain. Blockchain
can process critical information with very high reliability, but it frequently
requires information from the real world, where this information may be
erroneous, intentionally or unintentionally. The entities that provide this
information are called Oracles. Oracles are troublesome because the veracity
of their provided information affects any Blockchain-based application. This
is called "the Oracle Problem". Different solutions to approach this problem
have been carried out in the literature, implementing secure Oracles. However,
there is not a single solution for achieving a secure implementation of an
IoT device acting as an Oracle, and thus, to securely send sensor data to
Blockchain. In order to fill this gap, this paper presents a holistic solution
which enables Blockchain to verify the security requirements, which are
authenticity, traceability, integrity, device trustworthiness and data freshness,
before accepting incoming data from an IoT node. The proposed solution uses
Hardware Security Modules (HSMs) and a novel Public Key Infrastructure
(PKI) based on Blockchain, implemented on Ethereum. An evaluation of
the performance and a detailed security analysis prove the validity and the
improvements provided by our proposal when compared with the State of
the Art.

Internet of Things (IoT), Blockchain, Smart Contract, Hardware Oracle,
Public Key Infrastructure (PKI), Trustworthiness.

6.1. Introduction

Blockchain is a peer-to-peer infrastructure where multiple nodes perform
a synchronized computation and decide among them what is the correct result
through a consensus algorithm to either updating of the database (ledger)
or the executing programs (smart contracts). This system was proposed by
Satoshi Nakamoto in Bitcoin [1] where multiple nodes maintain a common
database to store transactions. It was later updated in Ethereum [2] in 2014
to include into the nodes a virtual machine (Ethereum Virtual Machine) that
could deterministically execute the scripts stored in the Blockchain (smart
contracts). As a result of several computers executing and verifying the same
operations, Blockchains are quite inefficient and not suitable for complex
computation tasks, but because its fundamental features (immutability,
reliability, accountability, availability) [3], it is considered a Trust Machine
[4] resulting in a new paradigm for secure computing.

The Trust Machine can run scripts that receives the name of smart
contracts. They are executed by the decentralized infrastructure, ensuring
that the assets managed in the script are handled as intended. There are
many current applications that execute part of their logic on the Blockchain
to benefit from its secure features. These decentralized applications are called
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Dapps [5].
When a smart contract receives an input, it verifies the digital signature,

processes this input and moves the digital assets as stipulated in the script,
leaving the entire infrastructure aware of the transaction and saving the result
in a list of records defined as blocks. The existence of Dapps revolves around
the proper handling of the assets on the Blockchain and the high reliability
of this process. Smart contracts are designed to support high liability, but
as mentioned above, the entire execution of smart contracts depends on
the inputs received. The entities in charge of uploading these inputs to the
Blockchain, data on which the correct execution of smart contracts depends
on, are called Oracles. There is always a risk that these Oracles could provide
corrupt, malicious, or inaccurate data [6]. Thus, these Oracles must be able
to deliver the trust that smart contracts require, have a high availability
and demonstrate the use of reliable sources [7]. This is called the .Oracle
problem"[8].

On the other hand, the widespread usage of Blockchain in the Internet
of Things (IoT), will largely increase the number of use cases in which this
information is generated and imported to the Blockchain by IoT nodes [9]
receiving the name of hardware Oracles [9, 10, 11, 12]. For example, providing
information about a product temperature along a cold chain [13, 11, 14],
ensuring the correct manufacturing of parts that have to follow high safety
standards or penalizing the organizer of an event if the amount of CO2
in the room rises above certain thresholds. The synergy between IoT and
Blockchain has proven to be extremely advantageous in numerous surveys in
the field [7, 15, 16]. However, IoT systems naturally lack trusted relationships
which makes it very difficult to ensure their credibility, the no tampering of
the data flow [17, 12] and their correct software status since these devices
are insecure [18]. Therefore, it is unfeasible at this time to develop real
applications subordinated to information coming from hardware Oracles.

Any non-hardware Oracle (e.g. software Oracles, human Oracles) that
uploads information to the Blockchain from IoT nodes ultimately relies on
the veracity of their data from the IoT nodes themselves. Even if the Oracle
is reliable as in the case of DiOr-SGX [19] and J. Heiss’ work [20], if they get
incorrect information from the IoT nodes, whether on purpose or accidentally,
this misleading information will spread to the Blockchain and go undetected.
Therefore, the creation of a hardware Oracle giving smart contracts the
capacity to independently check the accuracy of data from the real world
is crucial for the continued growth of IoT applications based on Blockchain
and, by extension, the Blockchain itself.

Thus, this work is the first to propose the use of secure hardware that
signs the data even before being gathered by the IoT nodes and sends the
real-world information to the Blockchain where the smart contracts itself
verify the signatures, achieving an end-to-end data signature. To achieve
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this, we rely on trustful remote-sensing architectures, with measurements
protected by hardware [21] and we develop a novel Blockchain-based Public
Key Infrastructure (PKI) that allows smart contracts to identify the IoT
nodes, their origins, their security features and the data timestamp. Our
work has a high synergy with current server Oracles that gather data from
IoT nodes, as it enables them to provide also references of the origin and
reliability of their gathered data. In a nutshell, our objective is to attain a
stage where we can confidently rely on the data generated by an IoT device
to execute critical actions of utmost responsibility.

The remaining of the paper is structured as follows: Section 6.2 defines
the methodology to analyse the reliability of incoming data and explains
the related work in the State of the Art (SoA) and Section 6.3 gives needed
information to understand the proposed work. Then, Section 6.5 explains
firstly how the system works and secondly explains the details of the design,
Section 6.6 describes our real implementation in a controlled environment,
Section 6.7 analyses our proposal using a detailed methodology and compares
the results with the SoA, and finally, Section 6.8 closes the paper summarizing
the results, contributions and future work.

6.2. Related work

The creation of trusted hardware Oracle requires a comprehensive ap-
proach. Every step in the data flow must be secured in order to trust the
final data [14].

Firstly we will define the security requirements of the information using
the work of Dan Liu et al.[22] in the subsection 6.2.1. There, we will discuss
how to apply their secure data analytics guided on edge computing to IoT
for Blockchain. Later, we will use these security requirements to analyze the
SoA and our work.

Then, to analyze the SoA, we divide it into three sections. Firstly, we
explore the research related to the design of a Blockchain-based PKI (6.2.2).
Secondly, we delve into studies that use IoT in Blockchain as data providers
without security mechanisms (6.2.3). Lastly, we examine works that design a
secure mechanism to upload general data to the Blockchain (6.2.4).

6.2.1. Data Security Requeriments

Liu et al. [22] compare the existing works in secure data analytics based on
edge computing. For this comparison, they define a number of requirements
that are divided into three categories: security, privacy, and performance.
Despite being a work focused on edge computing, the security requirements
are perfectly applicable to analyze IoT as Oracle in Blockchain. In total, five
security requirements have been considered:
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Data Origin Authenticity (DOAu): It refers to the authenticity in an
infrastructure of the device that generates particular data. It is called
Authenticity (Au) in [22].

Data Origin Traceability (DOTa): It refers to the capability of backward
identification of a data generator from the data. It is called Traceability
(Ta) in [22].

Data Origin Integrity (DOI): It refers to the capability of proving that
the data generated in a particular point, was not manipulated in the
course to its final point. It is defined as Integrity (I) in [22].

Data Origin Trustworthiness (DOTu): It is the capacity to prove that
the entity that generated a particular data was not manipulated or
attacked, i.e., it was in a trusted status when it generated the data. It
is called Trustworthiness (Tu) in [22].

Data Origin Freshness (DOF): It is the capacity to prove that the data
was generated in an absolute timestamp. It is essential to avoid replay
attacks and delay attacks (attacks in which a measurement is taken in
a particular time, detained, and published later). It is an additional
property that was not included in [22].

6.2.2. PKI in Blockchain.

In this section we will focus in those works that investigate solutions
of PKI for IoT in existing Blockchain. There are many interesting works
developing an IoT PKI creating their own Blockchain infrastructure or
consensus protocol like [17, 23, 24, 25]. But those works cannot be applied
to existing public Blockchain e.g. Ethereum or consortium Blockchain as
Hyperledger Fabric. In our work, we want to apply secure sensors to existing
Blockchains. Therefore, these solutions are out of our scope. We will focus
on those that can be applied to the well-known Blockchains.

In IKP [26], Stephanos M. and Raphael M. R. create a system to contribu-
te to the current Transport Layer Security (TLS) PKI. In their architecture,
they provide incentives to Certification Authorities (CAs) with a correct
behavior while punishing those with inappropriate practices automatically.
While this solution offers a flexible and robust infrastructure for PKI, it lacks
the specific focus on enabling smart contracts to actively engage in the public
key infrastructure.

Ankush S. and Elisa B. [27] propose a system where the hash of the
certificate is stored in a smart contract together with the ID of the device.
In this solution, when an entity needs to check the veracity of a received
certificate, she/he asks the smart contract if the hash of the certificate is
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reliable or not. The advantage of this system lies in the dynamic revocation
and addition of certificates.

Alexander Y. et al., [28] propose a system to implement the classic chain
of trust in Solidity (programming language of Ethereum’s Smart contracts).
Each CA has its own smart contract where it uploads its certificate and
stores the hashes of the certificates it issues. On the other hand, it requires
modifying the X.509 standard with some minor additions.

All these systems require the use of X.509 certificates to identify the
devices. These certificates are heavy (Google’s certificate is 1.13 KB) and
are complex to process in Solidity because absence core libraries for string
manipulation [28]. The certificates would need to go along with each transac-
tion to identify the device and be verified by the smart contract itself in each
transaction which would increase the cost in each transaction.

To avoid this, we propose a system without certificates using what we
define as Smart Certificate Authority (SCA). The SCA is deployed as a
smart contract that checks if an entity meets certain requirements, and if so,
instead of delivering a certificate, it simply stores the address of the entity
along with its attributes. Due to the qualities of smart contracts, if an entity
has been identified and authenticated by a smart contract, this process is
trusted by the rest of the Blockchain and does not have to be repeated (verify
once, authenticate any-when). As a result, any smart contract that wants to
authenticate an entity simply has to query the SCA if the identity is stored,
avoiding duplicate certificate verification in each communication.

6.2.3. IoT in Blockchain

In this section we discuss those papers that use IoT as a service for
Blockchain and how they solve the identification problems posed by IoT.

Little information on this topic can be found in the SoA, as highlighted
by the study conducted by Mohamed Laarabi in [29] in March 2022. In their
study only two articles are detailed with scenarios where smart contracts
receive data gathered from sensors, [30, 31].

In [30], the authors propose a system for managing the energy consum-
ption of IoT actuators based on the measurements received by the IoT sensor.
In this work they do not propose the identification method of the data in the
smart contracts, but store the public credentials and signatures along with
the data in Blockchain, and leave the actuators as responsible for somehow
identifying the data. Thus, they use the Blockchain as a database. In our
work, we have developed an infrastructure in which the smart contract itself
identifies the senders.

The main of Carlos Molina-Jimenez et al. in [31] is highlighting that
conventional business contracts can be automated using centralized appli-
cations, decentralized applications or combining both. Also, they focused
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in the complexity of the last one. The work is presented using the example
of selling to a customer Alice’s personal information obtained through her
IoT sensors. Data security, however, is not covered within the scope of this
project.

Another recent work is the one proposed by Mohamed Ahmed et al. [13],
which is focused on finding, defining, and proposing systems for measuring the
quality dimensions relevant for IoT Data Qualification. This work presents
the context of the medical equipment cold chain where IoT nodes provide the
smart contracts with qualification data. It is the same use case where we will
present our work, detailed in Section 6.4. In this use case, Mohamed Ahmed
et al. define four main data quality dimensions: accuracy, completeness,
consistency, and currentness. Also, they propose a method to calculate them.
But as they recognize, the IoT data sources’security is a field that is not
embarked upon in their work and yet must be addressed. This is where
our research comes in, i.e., ensuring the non-manipulation of devices or
their messages. However, it is outside of our scope to evaluate the quality
dimensions of the messages. So we consider that this work has a great synergy
with ours.

6.2.4. Oracles

In this subsection, we will examine the research conducted on uploading
trustworthy information to the Blockchain. The purpose of this effort is to
enable smart contracts to depend on this data, ensuring stakeholders can
confidently execute high-impact tasks.

There are several Oracles designed to upload specific information that
are excluded in the analysis since they cannot be directly applied to IoT like
PriceGeth [32] used to publish price pairs or Augur [33] for market prediction.

Some of the works of the SoA found in that field propose servers or
clients to feed smart contracts, never directly from IoT nodes, e.i. the smart
contract never verifies the signature performed by the IoT device (edge-to-
edge signature). Moreover, just one of them considers the integrity of IoT
nodes.

In [34], they propose a system to feed smart contracts with information
from reliable web pages using HyperText Transfer Protocol Secure (HTTPS),
assuming that if these web pages are reliable for non-Blockchain applications
with high impact, Blockchain applications can also use them. The system is
called Town Crier. In this system, Intel SGX is used to guarantee the correct
operation of the Oracle, which is not responsible for the reliability of the
data, but the correct data source. The correctness of the data is guaranteed
under the assumption of the validity of the data source, the reliable web
pages. In their paper, DOAu, DOTa and DOI are guaranteed through the
use of off-chain TLS certificates and Intel SGX-based remote attestation.
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In the case of DOTu, it is achieved through the confidence that resides in
the websites, and finally, DOF is provided using SGX clock and a public
timestamp verification. This infrastructure is complete, but it can not be
applied to IoT, since DOAu and DOTu are achieved by the general knowledge
and trust in the data generators, the websites, which cannot be applied to
IoT. The same problem is found in Chainlink [35].

DiOr-SGX [19] has similarities to Town Crier [34] because it uses Intel
SGX to ensure the correct functioning of the Oracle, but differs by creating
a decentralized system to ensure availability and adds a voting system and
prestige rewards to choose the leader of the Oracles with the best response
time. In this system, the smart contract generates an event to request data.
Then, this event is read by the Oracle leader which requests the data from
other Oracles (Oracle Nodes). These Oracles collect data from IoT nodes,
and send it to the leader along with proof of their correct operation through
Intel SGX. This system is focused on promoting the best self-organization
to acquire the shortest response time. Also the leader performs a remote
attestation process on the other Oracles to make sure that they did not
manipulate the data. But nobody verifies the leader, and it does not provide
any mechanism to ensure the veracity of the data i.e., it does not offer
any mechanism for DOAu, DOTa, DOI, DOTu, or DOF because although
there is a mechanism to check the correct status of the Oracles nodes, none
identifies the origin of the data received by Oracle Nodes. On the other hand,
there is no penalty mechanism for those who deliver data different from the
average. Finally, this system, due to its decentralized nature of distributed
data collection, where many nodes shall obtain the same data from different
sources, can be applied in use cases such as the temperature of a city, but
can hardly be applied to a cold chain where all the nodes that measure the
temperature belong to the same entity.

Astraea [36] is a mechanism for contributing binary information (true or
false) to the Blockchain. The information is provided through a system of
voting and certification. All "players"have to contribute an amount of money
to vote or certify and they lose money or are rewarded according to the data
provided, which motivates them to behave honestly. The problem with this
system is that it is only applicable to decidable and verifiable information
that is accessible to a high number of players from different sources. However,
this condition is not applicable in all scenarios. The same problem is found
on other Oracles based in a reputation system [37].

In Jonathan Heiss’ work [20], they propose two different systems to gather
signed data from a sensor, through a gateway that processes and sends it to
the Blockchain. The smart contract itself can check the correct processing of
the incoming data using ZoKrates in the first solution and Intel SGX based
remote attestation in the second solution. In both of them, the gateways
process the IoT data, considering the verification of the IoT signature as part
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of the data processing. Then, the smart contract attest the correctness of the
data processing, and because the IoT signature verification is included in the
data processing, the smart contract is indirectly verifying the IoT signature.
This system provides DOAu, DOTa and DOI. However, both mechanics
require a trusted and critical setup that is not explained in their proposal.
They assume the existence of a trusted setup in every enrollment that can be
verified by each stakeholder, making its real implementation very complex.
Moreover, there is not process to probe the non-manipulation of the IoT
node (DOTu). Finally, with not further details, the gateway accepts any
signed data from the sensor, so old signed data would be accepted (DOF).

The work of Alia Al Sadawi et al. [38] is the only work in the SoA
that claims being the first and only detailing a entire process of integrating
IoT in Blockchain. They do it through the use of a hardware oracle with
cryptographically attestable and anti-tampering properties. This secure IoT
device measures CO2 levels and signs the outgoing data with a nonce. The
information is sent to a fetching script that write it on the Blockchain
through a transaction. At the end of the document, the authors perform
a detailed security and vulnerability analyses to ensure the robustness of
the smart contracts but not of the full system. Additionally, there are not
details for a public attestation procedure of the hardware Oracle, so there
is not a mechanism for proving to the infrastructure the trustworthiness of
the attestable IoT device (DOTu). On the other hand, they do not provide
details of any PKI, therefore there is not DOAu. Additionally, the measured
data passes through a fetching script (e.g. a Python script) that sends it to
the Blockchain, which the owner or an attacker could manipulate to send
any arbitrary data losing DOI. Finally, even using a nonce to avoid digital
signature repetition, the data could have been gathered and signed at any
moment being vulnerable to delay attacks (DOF).

Even though hardware Oracle is a known category [9, 39], with their own
standard and qualification analysis [14, 13], included in surveys as [11, 10],
for the best of our knowledge, there is just one implementation in the SoA
which lacks in some important details like the PKI and does not meet several
security requirements. Our paper presents the only infrastructure capable of
providing IoT-generated data directly to the smart contract with edge-to-edge
signature, where the Blockchain can verify DOAu, DOTa, DOI, DOTu and
DOF, with a dynamic enrollment process and applicable to Ethereum.

6.3. Background

6.3.1. Secure sensor

Dominic Pirker et al. [21] presented four novel solutions for achieving
unquestionable trust in the measurements done by an IoT device. We will
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consider their solution “Concept A” for our work, and in the following, it will
be referred as Secure Sensor (SS). In the SS we have to differentiate three
different elements:

Controller: it is the core of IoT node itself that through a Turing-
machine can perform any task.

Sensor: it is the hardware extension connected physically to the contro-
ller that through SPI, I2C or buses receives command and sends the
measured data.

Hardware Security Module (HSM): it is a hardware module secured by
design with the capacity to create key pairs, storing and using them.

Thus, SS is an IoT device with a controller, a sensor and a HSM. The
distinctiveness of the SS from other IoT device architectures is the fact
that the controller cannot communicate directly with the sensor but the
communication is done through the HSM. As it is shown in Fig. 6.1, the
controller, through a limited API can interact with the HSM, which is in
charge of gathering the data from the sensor, signing using a nonce, and
forwarding it to the controller together with the digital signature. The private
key used for this digital signature is a sealed key, which means that it cannot
be used for any other purpose. Because the element that generates the data
is hardware-protected (shown green in Fig. 6.1) this device provides DOTu.
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Figure 6.1: High level schematic of Secure Sensor.

The downside of this work is the complexity of distributing the public
keys necessaries for DOAu, and implementing a verifiable random nonce for
introducing the DOF into the measurements.

6.3.2. Ethereum Addresses

Ethereum is the most popular Blockchain for IoT applications, and also for
smart contracts in general [7]. Ethereum uses Elliptic Curve Digital Signature
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Algorithm (ECDSA) with a 256-bit long private key and consequently a
512-bit public key. The Ethereum address associated with this private key
is composed of the last 160 bits of the Keccak [40] hash of the public key.
Therefore, in the following a key pair has the next elements: private key
(Priv), public key (Pub) and Address. In this way, from a signature or a public
key, the address can be easily derivated, and we do not have to store 512-bit
long public keys. Thus, in our approach developed over Ethereum platform,
we use the Ethereum addresses as identifiers of the entities. Following Hilarie
Orman’s words [41]: “Who am I? you are your Blockchain address".

6.3.3. Blockchain and smart contracts

As it was commented in the Section I, Blockchain is a system developed
by Shatosi Nakamoto in Bitcoin in 2008, as a distributed consensual peer-to-
peer database [1], a perfect environment where including "smart contracts".
It is a concept defined by Nick Szabo in 1997 [42] to formalize and secure
relationships over computer networks. But it was not until 2014, where the
smart contracts were implemented in Ethereum [43], allowing to execute
scripts in a public Blockchain similar to Bitcoin that satisfies the definition
of Nick Szabo, thus implementing real smart contracts.

Data in Ethereum are organized in blocks. The nodes add new blocks to
update the database without deleting previous ones. Every block is known
as the "father.of the next one. The time interval between blocks generation
is called block-time. The consensus protocol defines the entity that adds
new blocks to the chain. Bitcoin’s consensus protocol is Proof of Work
(PoW)[44], just like Ethereum’s initially. In PoW, each new block proposes a
mathematical problem that takes an average time equal to the block-time to
be solved. The first node to solve the problem (the miner) publishes the new
block where it includes the solution and the time at which the generation
of the block started (the block timestamp). In PoW, the miner has some
freedom in setting the block timestamp, which makes the block timestamp
unreliable [45, 46].

In September 2022, Ethereum migrated to a different consensus protocol:
Proof of Stake (PoS). This migration is known as The Merge [47]. This
consensus protocol requires staking the crypto-coin of Ethereum, Ether. The
entities staking Ether can propose and validate blocks are called validators.
The validators are randomly selected using a random number to be a block
proposer in every slot. This random number is generated by "The Beacon
Chain"[48] through a decentralized system called Randao [49]. In this new
consensus protocol, blocks can be added in 12-second slots, and the block
timestamp is strictly defined by the slot in which it is published, which
eliminates the validator’s freedom to alter it. However, slots can be empty if
the block proposer does not propose the block on time. Therefore, the block
number does not determine the timestamp, but the slot number does.
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SmartContract

+ID: address

+Owner: address

~setOwner(Address):

Figure 6.2: Abstract class "Smart contract"following the Unified Modeling
Language.

Smart contracts executed on PoS provide the confidence of knowing that
2/3 of the network has validated its execution. However, the functionality of
smart contracts remains the same to ensure backward compatibility. Smart
contracts have addresses as identifiers, like the users. A widespread structure
in smart contracts, which is followed in this work, is the definition of a user
with special privileges that allows him/her to modify specific settings and
data. This user is called the Owner and can, among other things, change the
Owner of the contract. Fig. 6.2 shows the abstraction diagram of our smart
contract following the Unified Modeling Language (ULM) where the symbol
∼ denotes that the method is only accessible to the Owner.

All requests to the smart contract are made through signed transactions
[50]. They trigger operational logic on the smart contract with a computation
cost. This computation cost is measured in gas [51]. Because they are executed
in a huge number of nodes simultaneously, the gas is very expensive, so smart
contracts should avoid high-cost computation tasks. Multiple transactions
are grouped in a block that is then stored on the Blockchain. All transactions
follow the same structure and the relevant fields for this work are:

Raw transaction:

• Sender: Address of the transactions signer.

• Addressee: Address of the transaction recipient.

• Data: Name of the calling functions and variables.

Signature: Signature of the raw transaction.
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6.3.4. Assumptions

In order for SS to work, several assumptions are made, which are detailed
at the following:

Trusted manufacturer: The manufacturer of the SS is well-known and
public. In this way, it can certify the correct manufacturing of the device.
It is a common assumption in HSMs e.g. the endorsement certificate in
the Trusted Platform Module 2.0 standard for crypto-processors [52].

Trusted smart contract: The smart contracts shall be free of bugs and
verified by all the stakeholders before and after they are deployed in
the Blockchain.

Not undetectable attacks to SS: The HSM in the SS shall follow a
security-by-design approach, avoiding any kind of software attack. On
the other side, any physical assault would leave the device with visible
damage, rendering it useless.

It is unnecessary to assume an invulnerable or reliable SS’microcontroller.
Our solution will not be at risk even if an attacker can control it fully.

6.4. Use case: ensuring respect of the cold chain
through smart contracts

As in [13], we present our proposal in the scenario of a cold chain, where
the transported goods must maintain strict temperature conditions. In this
scenario, the correct fulfillment of these conditions is an essential value of the
product value. Furthermore, in the cited work, due to its proximity to the
real business, the authors are provided with the actual strict temperature
conditions of a medical product for blood testing. The non-accomplishment
of this compliance requirement could lead to a breakage of the product.
Therefore, in this scenario, not only the product distributor is responsible
for the product’s quality but also the complete supply chain.

There are at least four stakeholders in our scenario: the shipper (the
originator of the transport request), the carrier, the receiver, and the IoT
manufacturer (in charge of manufacturing the temperature sensors). The
transported goods have temperature sensors with internet access (IoT nodes).

Then, the receiver requests a product with quality requirements. The
shipper accepts the request by offering a product that meets the rates if it
stays within the threshold temperature during transport. The carrier accepts
the thresholds. Finally, the three agree on the penalties for infringement and
choose a manufacturer for the IoT nodes.
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However, if there is not enough confidence in the reliability of the system,
there is no interest in the infrastructure. The following are the risks we
identified in the use case:

Sensors replacement with other IoT devices which could generate invalid
data (DOAu).

Origin of all valid data has to be identified to the unique data generator
(DOTa).

Manipulation of data collected by the sensors (DOI).

Software manipulation of the Sensors (DOTu).

Time modification on which IoT nodes collected the measurements
(DOF).

In summary, such a use case essentially requires DOAu, DOTa, DOI,
DOTu, and DOF of the IoT nodes so that the stakeholder can trust the
system and they can set a smart contract for the enforceable agreement.

6.5. Design of the proposed system

This section firstly explains a high level view of our solution in the
subsection 6.5.1. Secondly, the details of the PKI required for the system are
explained in the subsection 6.5.2; next, the proposed solution to guarantee
the freshness of the measurements is detailed in the subsection 6.5.3 and
finally, the final process is fully presented in the subsection 6.5.5.

6.5.1. Proposed system

The process starts with a setup phase where the stakeholders agree on
the cold-chain conditions by generating the qualification smart contract. In
this smart contract, the stakeholders stipulate who will be the manufacturer
of the sensors, the sensor model to be used and other legal information
about the sensor (recalibration digital certificate or digital certificate by
accreditation institution [14]). Then, they generate the SCA smart contract.
The framework is used in the manner depicted in Fig. 6.3.

1. First, the sensor manufacturer generates, signs, and delivers a certificate
to each device manufactured; this is the manufacturer certificate.

2. The shipper receives the sensor and prepares the package with the
device, which will have to maintain a specific temperature throughout
the entire cold chain. Then, the shipper pre-registers the package at
the Blockchain with the package ID and the SS address.
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Figure 6.3: High-level scheme of a SS installed in a package of a supply chain
sending data to the Blockchain.

3. The sensor then asks to be publicly identified in the SCA, creating a
transaction that includes the manufacturer certificate. The SCA then
initiates the verification process with a moderate gas cost. It will check
that the identification request and the manufacturer certificate meets
all the requirements, and if the request is valid, the SCA will store the
SS address along with important information data about the sensor.
Therefore, if an address is stored in the smart contract, means it passes
successfully through the verification. This completes the registration in
the PKI needed for DOAu.

4. When the SS uploads a data package to the Blockchain, it will first
read a recently published nonce, explained with more detail in Section
6.5.3. Then the SS will sign the measured data together with the nonce.
Data and signatures are added inside the transaction which is then
signed again and sent to the Qualification Smart Contract (QSC).

5. Upon receipt of the transaction, the QSC will check that the KeyPair
that signed the transaction has its address stored in the SCA (obtaining
DOAu). If yes, it will verify other elements: the SS was used to sign
the data (DOI and DOTu), and the nonce included in the data signed
is fresh (DOF). There is no need to verify any certificate in this step.

6. Finally, the receiver, when receiving the package, reads the address of
the sensor in the package and looks for the package’s qualification data
in the Blockchain.
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6.5.2. PKI

The goal is to make smart contracts capable of recognizing the origin of
the received data. In our scenario, these data come from SS, presented in
the background.

As it was detailed in Section 6.3.1, the SS has a particular architecture
that was shown in Fig 6.1, where three modules were distinguished: controller,
HSM, and sensor. The device can create KeyPair with special features, the
Secure-element KeyPair (SeKP). The Priv is always stored in the HSM and
can only be used to sign data coming from the sensor and a nonce delivered
from the microcontroller. With this signature verification, anyone can verify
the DOTu and DOI of the signed data.

The device will interact with the Blockchain by sending and signing its
transactions. The transaction structure is generated in the controller, which
performs the hash and sends it to the HSM that signs it. However, due to
the previously explained security limitations of SeKP, the SS cannot use it
to sign Blockchain transactions which is essential to be able to interact with
the Blockchain, so a second KeyPair is needed to sign them. This second
KeyPair, without limitations, is called Owned KeyPair (OKP) and it is used
exclusively to sign transactions on the Blockchain providing DOAu.

Ideally, only SeKP would be necessary, as it could also be used to provide
DOAu, since verifying this signature allows to know who created the data.
Nevertheless, its characteristics limit an actual implementation, as it cannot
be used in the protocols of different scenarios e.g. SS could not have its own
Blockchain address nor interact with TLS. In our case, the fact that SS has
its own address in the Blockchain (which can only be achieved using OKP)
facilitates the transparency and traceability of all transactions of the device
in the Blockchain. Finally, these two KeyPairs are linked to each other and
to the manufacturer through a proprietary certificate, called manufacturer
certificate.

The manufacturer certificate contains the device model (ModelDevi-
ce), SeKP.Pub, OKP.Pub, and its signature. The manufacturer will keep
the address of its signing key (ManKP.Address) updated in a smart con-
tract, the Manufacturer smart contract (ManSC), shown in Fig. 6.4. The
ManKP.Address can be updated only by the owner of ManSC.

The final part of our Blockchain-based PKI is the Smart Certificate
Authority. It is a smart certificate that will transparently verify the Manufac-
turer’s certificates and other information about the sensor when it is shipped
in the package. It will check the requestor’s information upon receiving a
transaction. If it meets the requirements, the SCA automatically stores a
copy of the validated addresses, OKP.address and the SeKP.address in the
smart contract if and only if the requestor satisfies all the requirements. This
mechanism has several advantages versus the classic certificate system:



6.5. Design of the proposed system 115
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Figure 6.4: Class diagram of the complete infrastructure following the UML.

Because of the smart contracts’features, they are as reliable as a certifi-
cate signed and validated by all the Blockchain infrastructure following
the SCA’s stipulated rules.

Any entity with Blockchain access can verify an identity, including the
smart contracts themselves.

Because of Blockchain decentralization, this method has a very high
availability.

There is no need to keep an updated revocation list because the address
stored in the smart contract can be dynamically removed.

There is no need to verify a certificate because the response of SCA is
always trusted. It reduces the computer processing consumption which
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is essential in smart contracts.

The SCA receiving a certification request will check that:

1. The manufacturer certificate was signed by the manufacturer.

2. OKP.pub was preregistered by the shipper.

3. The model device (IDmodel) of the Secure Sensor is the one selected
in the setup phase.

6.5.3. Freshness

This subsection will detail the method designed to guarantee the freshness
of the actual data. As explained in subsection 6.3.1, SS includes a nonce
in the signature when it gathers data. To guarantee the data freshness, the
nonce must be unknown until it becomes publicly known at a time τl. When
the actual data i is made public at a time τr including in the signature
the nonce, it is guaranteed that the data was generated in the uncertainty
interval ∆τi:

∆τi = τr − τl (6.1)

In our infrastructure we use the blockhash as nonce. In the Blockchain
Ethereum PoS, the blocks can be published in every slot. There is a slot
every 12 seconds, which is called blocktime (∆τb). The blockhash is made
through the hash of the data in the block. One element that forms the block
data is a random variable called RANDAO mix (Rmn). Rmn is included as
part of the blockhash creation replacing the available variable in the blocks
called mixHash, which will be deprecated after The Merge [53]. In PoS, the
blockhash of the blocks cannot be considered random anymore because the
proposer can create many blocks internally and publish the one that suits
him/her. This means that smart contracts cannot use the blockhash for use
cases such as lotteries and instead, they have to use directly Rmn. However,
the blockhash can still be used as an unknown number generator as Rmn due
to the properties of the hash operation (even if the proposer tries generating
several blocks, all the possible blockhash resulting are unknown until the
moment Rmn is revealed). Therefore, in this section we will present an
analysis of the variable Rmn because its reveal time has the same uncertainty
interval as the blockhash.

Considering Rmn published at block number Nn at the slot n with a
timestamp τn, it can be publicly calculated in the moment its parent block
is published. Normally the parent block Nn − 1 is published in the previous
slot, at slot n − 1 i.e. at τn−1, but as explained in Section 6.3.3 slots can
be empty if the proposer does not propose the block on time. So, we define
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Figure 6.5: Graphic representation of the variables in (6.2).

θ as the difference of the slots between the slot containing the block Nn

and the slot containing its parent block Nn − 1. That means that Rmn is
revealed at time τn−θ (i.e. R(Rmn) = τn−θ). Therefore, using the blockhash
of block Nn at slot n, as nonce in SS when gathering data would mean that
τl = τn−θ. Inserting it in a block at slot n+ β, where β ∈ N > 0, would leave
τr = τn+β, getting a uncertainty interval defined in (6.2). Fig. 6.5 shows a
practice example of this equation where a SS uses the blockchash of block
104 as nonce to sing gathered data. Then, the data signed is inserted in block
106. The parent of block 104, block 103, is inserted in the slot 10.

∆τi = τn+β −R(Rmn) = τn+β − τn−θ = (θ + β)∆τb (6.2)

However this uncertainty interval is insecure because Rmn is known
in advance by the block proposer of the slot n. Coordination between the
carrier and the proposer can lead to a timestamp attack allowing the use of
a measurement gathered a time ∆τA before the reveal of Rmn, what we call
the PrevTime Attack (PTA). The proposer can be elected for several blocks
in a row, increasing ∆τA. Also, there can be accidental empty slots which
would help to predict Rmn with a probability of ξ. The probability of being
a proposer depends on the amount of money staked in the infrastructure.
Being µ the probability of the attacker to be chosen as the proposer of the
next block, the probability of knowing Rmn with a time τA in advance is
equal to:

Pr(∆τA) = (µ+ ξ)
(⌈∆τA

∆τb
⌉) (6.3)

For an attacker investing six billion dollars, 16,3 % of all the Ether staked
and a 2,9% of the total ether supply at 22/07/2023,[54], µ = 0,163 [55].
Also, between 22/07/2023 and 15/04/2023, 1.3% of the slots were empty
slots, ξ = 0,013. Whit this values, Pr(48) = 0,0009. With sufficiently low
probability, ∆τA can be infinite. Assuming that the carrier always succeeds
in performing PTA by obtaining an assumable time ∆τAA such that ∃γ ∈
N : ∆τAA = γ ·∆τb. The new minimum uncertainty interval is:
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∆τi = τn+β − (R(Rmn)−∆τAA) = (θ + β + γ)∆τb (6.4)

Where τl = τn−1 − ∆τAA and τr = τn+β. Secondly, we assume that
the carrier always tries to avoid sending a faulty measurement by using a
measurement taken ∆τNA time longer than ∆τAA, such that ∆τNA ∈ R >
0,∆τA = ∆τNA +∆τAA.:

Pr(∆τNA) = (µ+ ξ)
(⌈∆τA

∆τb
⌉)
= (µ+ ξ)

(⌈∆τNA
∆τb

⌉+γ) (6.5)

Thus, with µ = 0,163, ξ = 0,013 and γ = 4 (48 seconds of ∆τAA), in order
to perform the simpler 12-second attack of ∆τNA, Pr(12) = 0,0002. Although
low, this probability is still too high to ignore, but easily indemnizable. To
compensate for the probability of 0.02% of performing a successful PTA,
each time the carrier inserts an incorrect measurement in the smartcontract,
it is considered to have attempted an unsuccessful PTA. Then, it shall pay
an additional penalty for those times it was successful, equivalent to the
0.02 % of the package price.

Finally, with this mechanism, QualificationSC can estimate a highly
reliable uncertainty interval of the timestamp of the measurements. Each
time a SS sends measurements using a blockhash as nonce, the smartcontract
will get the timestamp of the father’s block used as blockchash (τn−θ), and
subtract 48 seconds to it and estimate that the measurement was generated
in some moment between the calculated time and the current time with a
probability of 99.98%. Still, this solution has a drawback, smart contracts
in Ethereum, and thus in the majority of Blockchains, cannot access to the
timestamp of previous blocks, and so, it cannot access τn−θ. To solve this
problem and avoid using Oracles to provide this data, we developed a novel
optimistic approach that is explained in the next section.

6.5.4. Inserting reliable information of previous blocks to a
smartcontract

During the execution, a smart contract can access to the current time,
which in PoS is accurate. Additionally, a smart contract can access the
blockhash of the last 256 blocks but, it cannot collect any additional data
about these blocks like the timestamp. The timestamp of previous blocks
cannot be derived using the block numbers because even if the blocks are
published in 12 second slots, some slots can be empty without a proposed
block, therefore, between consecutive blocks, the time gap can be higher than
12 seconds. An attacker investing six billion dollars could easily exploit it to
sign at measure at block Nn and send it at block Nn + k with a real-time
gap major than k ∗∆τb.

Nevertheless, a smart contract can recreate the blockhash of the block
Nn on the execution if all the needed data is provided. All the variables that
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make up a blockhash are: ParentHash, UncleHash, Coinbase, Root, TxHash,
ReceiptHash, Bloom, Difficulty, Number, GasLimit, GasUsed, Time, Extra,
MixDigest and Nonce. Using all of these variables and comparing the resulting
hash with the blockhash Nn collected inside the execution, a smart contract
can rely on the provided data, that means, in the timestamp. The problem
with this method is that the verification process is highly gas-consuming
(221570 gas). To reduce the gas taxes, we go through an optimistic approach
similar to the one used in the optimistic rollups [56]. In this approach, all the
functions necessary to verify the results of a call are integrated in the smart
contract, but this verification is not executed as a general rule to reduce
costs. When a function of a smart contract is called externally, the caller
directly provides the result and it is considered valid without going through
further on-chain verification. Then, a time is given for anyone to verify the
result off-chain and to denounce the invalidity of the provided value. If this
occurs, the smart contract itself verifies the result, reverses the transaction if
necessary and performs the stipulated penalties.

By implementing this approach in our smart contract QualificationSC, SS
itself can provide the timestamp of the parent of block Nn, which blockchash
was used as nonce in the signing process, where n is the slot from where the
blockhash was gathered. Its parent block was published at slot n− θ. The
smart contract relies at first in this value using it to calculate ∆τi. Then, a
time of 3 minutes (15 slots) is provided for any claimer to claim the invalidity
of the timestamp provided by SS and propose a new one. If someone does,
the person in charge of the sensor (SensorResponsible) can accept the new
timestamp without the necessity of reconstructing the blockhash, getting a
very reduced penalty. If the SensorResponsible refuses the new timestamp,
the claimer can process a "judgment"providing all the needed information to
the smart contract, so it can recreate the blockhash of Nn−θ. If the smart
contract can successfully recreate the blockhash, meaning that the new
timestamp proposed by the claimer was correct, the SensorResponsible has to
pay all the expenses transactions and a small penalty. The judgment is a very
unlikely call, because the SensorResponsible will accept the new timestamp
proposed by the claimer if it is correct without the need to go through the
judgment process. The judgment costs 240510 gas, equivalent to less than
$10 at 24/07/2023.

With this solution, the SS itself can send the timestamp of the parent’s
block, which blockhash was used as a nonce to QualificationSC. Then, the
smart contract can trust it without increasing the on-chain costs.

6.5.5. Detailed process

In this subsection, we will include a detailed explanation of the PKI in
the cold chain scenario.

In the setup phase, the stakeholders must detail the characteristics of
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Algorithm 1 Certificate Creation

Internal Inputs MaK_priv
External Inputs OKP.pub, SeKP.pub,DevModel

Certraw ← (DevModel||OKP.pub||SeKP.pub)
Signat← sign(MaK_priv, Certraw)
Cert← (Certraw||Signat)

return Cert

the cold chain. They stipulate the manufacturer, the SS model (DevModel),
sensor certificates [14], the assumable time ∆τAA and the qualification re-
quirements. With these data, they can deploy the smart contracts SCA and
QualificationSC. Next, the manufacturer deploys its own smart contract, the
manufacturer smart contract (ManSC), where it dynamically updates its
key used (ManKP) to sign the manufacturer certificates (Cert). Any entity
(including smart contracts) can consult the address of the manufacturer in
ManSC.

After the setup phase, the process sequence starts. The class diagram
and the sequence diagram of the infrastructure can be found in Fig. 6.4 and
Fig. 6.6, respectively.

6.5.5.1. CertificateCreation(Manufacturer → SS)

The first phase of the sequence is Certification Creation in which, on-
ce SS is manufactured, the manufacturer reads its public keys SeKP.pub
and OKP.pub and creates a certificate including DevModel. Next, the raw
certificate is signed using the manufacturer’s private key MK.priv. Finally,
the signature is attached to the raw certificate, creating the certificate. It is
the only phase that must be performed in a controlled environment and is
detailed in Algorithm 1.

6.5.5.2. Preregistration(Shipper → SCA)

The SS device is sent to the shipper, who installs it in the package
to be shipped and prepares it to start the cold chain. She/he preregisters
OKP.address in SCA, adding it to a sheet of Preregistered Addresses (PA).

6.5.5.3. Identification(SS → SCA)

Then, SS requests are identified in SCA using its certificate. SS uses
its OKP.priv to sign the Blockchain transaction and when SCA receives it,
the smart contract first checks that the transaction sender (Tx.sender) is
in the PA. Secondly, it validates that the certificate was signed with the
address indicated in ManSC. Next, it asserts that the model defined in the
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Figure 6.6: Sequence diagram of the complete infrastructure following the
UML.



122 Chapter 6. Towards sensor measurement reliability in Blockchain

Algorithm 2 SCA identification

Internal Inputs DevModel
External Inputs Tx.sender, Cert

if !(Tx.sender ⊂ PA)
return No valid
Certraw, Signat← Cert
AddressSigner ← recoverAddress(Certraw, Signat)
ManKP.Address← getManKP.Address()
if (AddressSigner! = ManKP.Address)
return No valid
if (Cert.DevModel! = DevModel)
return No valid
OKP.Address← getAddress(Cert.OKP.pub)
if (Tx.sender! = OKP.Address)
return No valid
SeKP.Address← getAddress(Cert.SeKP.pub)
addCryptodata(OKP.Address, SeKP.Address)

return

certificate is the same model defined in SCA. Finally, the smart contract
verifies that the TX.sender is the owner of the certificate and, if everything
was correct, SCA will store OKP.Address linked to the SeK.address defined
in the certificate. It is not needed to show ownership SeK.priv because the
manufacturer certificate is proof enough that the owner of OK.priv is the
only owner of SeK.priv. The pseudocode of the function identification() is
found in Algorithm 2.

6.5.5.4. ReceiveData(SS → QualificationSC )

When the SS’certificate is validated, it can start transferring qualification
data. Firstly, it will read the last blockhash at slot n and will provide it
to the Hardware Security Module (HSM) as nonce. The HSM gathers real
data from the sensor and signs it using the SeKP.priv together with the
nonce. Then, the HSM sends the result to the Oracle Controller. The last
one generates the transaction receiveData() in Algorithm 3 with the inputs:
real data, the signature, the number Nn and, the timestamp of the parent
block of Nn, τn−θ. The SS signs the transaction with OKP.priv and sends it
to QualificationSC.

QualificationSC receives the transaction, asserts its authenticity checking
the sender address (OKP.address) in the SCA, and obtaining SeKP.address
from it. From Nn, the smart contract gets the blockhash used as nonce
and verifies the SeKP signature. Finally using the time τn−θ, the time
of the current block taun+β and ∆τAA, defined in the setup phase, the
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Algorithm 3 QualificationSC receiveData

Internal Inputs TAA

External Inputs data, Signat,Nn, τn−θ

SeKP.address← getCryptoData(Tx.sender)
if !(SeKP.address)
return No valid
nonce← blockchash(Nn)
Content← (data||nonce)
Addresssigner ← recoverAddress(Content, Signat)
if (Addresssigner! = SeKP.address)
return No valid
τn+β ← currenttime
∆τi = τn+β − (τn−θ −∆τAA)
processData(Data,∆τi)

return

QualificationSC can calculate uncertainty interval ∆τi (6.4), estimate when
the measurement was gathered with high reliability.

If the result is successful, the data have proved to have DoA, DOI, DOTu
and DOF, and QualificationSC can process the data with all the guarantees.
Finally, the package receiver can read the qualification data and track it back
to the data generator, obtaining DOTa.

6.6. System Implementation

In this section, we implement the infrastructure in a real use case. A
packet in a cold chain must maintain a temperature between the Tu and Tl

within a safety margin, ω. Additionally, we identify τu and τd as the times
required to climb from the "Secure Zone"to the "Dangerous Zone.and vice
versa, respectively, as seen in Fig. 6.7. To ensure that the packet never enters
the "Dangerous Zone"we must take samples with a period less than τp.

τp = τu + τd (6.6)
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Table 6.1: Measurements of non-optimized SS

Operation Time
Get RANDAO mix 140 ms

Data generation 303 ms
TX generation 638 ms

Tu

Tl

ω Margin Zone

Dangerous Zone

Secure Zone

τu τ dTime

Te
m

p
e
ra
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re

Figure 6.7: Graphical representation of the "Dangerous Zone", "Margin Zone"
and "Secure Zone" of the temperature of a product in a cold chain.

From Mohamed Ahmed in [13] we take Tl = +2◦C and Th = +8◦C, and
we consider a safety margin, ω = 1◦C. From [57, 58] we set a continuous
temperature change velocity (VT ) of a non refrigerated package of 0,1◦C/min.

With this data, we calculate τp = 20min = 1200s, therefore we set 1200
seconds as the measurement period and 3◦C and 7◦C as limits temperature
in the qualification data. We consider 48 seconds as our assumable time
∆τAA (i.e. γ = 4). Also, we set 120 seconds as the maximum time for our
transaction to be accepted (β = 10) [59] and θ equal to 1 because skipped
slots are very unlikely [54]. From (6.4), we get a minimum ∆τi of 72 seconds
with β = 1 and a maximum of 180 seconds with β = 10 which is much lower
than the measurement period, 1200 seconds.

In the implementation we used a real HSM, the same that was used
by Dominic et al. in [21], the Blockchain Security 2Go starter kit R2 [60]
connected to a low-price System on Chip (SoC), Raspberry Pi 4B: Broadcom
BCM2711, Quad core Cortex-A72 (ARM v8) 64-bit SoC @ 1.5 GHz 8 GB
LPDDR4-3200 SDRAM. Using a not optimized code we got the results shown
in Table 6.1 where: Get blockchash is the time needed to ask for the blockhash
of the latest block, Data generation represents the hash of the data and the
signing operation by the SS, and the Tx generation is the time taken to build
the raw transaction and signing it for second time. Finally, the verification
of the incoming data in QualificationSC has a cost of 21830 gas, which at
22/7/2023 is equivalent to $0.86.
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6.7. Security Analysis

In this section, we provide an analysis following the indications of Security
Requirements presented by Dan Liu et al. in [22] and explained in Section
6.2.1.

DOAu: Every IoT node has a unique, irreplaceable and irreplicable
private key which provides the IoT node with a unique address. Be-
fore accepting any data, the smart contract confirms that the sender
address belongs to an accepted IoT node with a valid HSM (Owner,
manufacturer, type).

DOTa: Blockchain stores all the transaction history with their sender
address. Any entity with access to the Blockchain can track the data
back to the origin.

DOI: Thanks to the use of a IoT device with hardware based security,
the SS, the measurements gathered from the environment are signed in
the HSM even before they can be accessed by the controller of the IoT
device. Then, this data and its signature is verified by a smart contract
thanks to our Blockchain-based PKI. In this way, we get end-to-end
integrity protection of the data.

DOTu: Once the identity is confirmed, QualificationCA receives the
validated SeKP from SCA, and the smart contract verifies that the
signature on the data was generated by SeKP before accepting the
data, ensuring that the generator was a HSM in a SS. As indicated in
the section 6.3.1, knowing that the HSM in a SS generated the data
guarantees the trustworthiness.

DOF: Guarantying the data freshness is essential to avoid delay attacks
and replay attacks. In delay attacks, the attacker generates a bunch
of correct measurements at time τ and uses them as measurements of
other posterior times. Through the use of the blockhashes as nonces
in the signatures, we can estimate a time slot when the data was
generated of 72 seconds minimum and 180 seconds maximum with a
probability of 99.98 % in Ethereum (considering an attacker investing
six billion dollars). The error margin can be divided by six by extending
12 seconds the assumable time τAA.

In Table 6.2 we compare our work with those Oracles that claim can be
used to send IoT information to the Blockchain. As can be observed, our
solution is the only one achieving this level of information security.
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Table 6.2: Comparison of Oracle protocols

Oracle Hardware Oracle requirements
Protocols DOAu DOTa DOI DOTu DOF Scalable

DiOr-SGX [19] ✗ ✗ ✗ ✗ ✗ ✓
Jonathan [20] ✓ ✓ ✓ ✗ ✗ ✗

Alia [38] ✗ ✓ ✓ ✗ ✗ ✓
Our solution ✓ ✓ ✓ ✓ ✓ ✓

6.8. Conclusion

This paper presents a set of Ethereum smart contracts that performs
the authentication and attestation of IoT devices and recognizes the times-
tamps of data collection. Usually, any IoT device’s owner controls the data
collected. However, there are several use cases where Blockchain depends on
sensor measurements, meaning the sensor owner could mislead the involved
smart contracts. In our solution, the IoT device owner does not have any
control over the IoT data. To do so, we developed an infrastructure where
smart contracts receiving a measurement authenticate the sender, attest
the hardware-based secure sensor and calculate the data freshness before
accepting it for a low gas cost. In order to accomplish this, we measured
the temperature using a hardware-protected IoT device, and designed a
novel PKI to quickly authenticate IoT devices and their hardware-protected
data on public Blockchains without certificates. Moreover, we developed
and analyzed the tools to demonstrate the freshness of the IoT data. In
this research, we proved that it is possible to send non-manipulable data
from IoT devices to smart contracts, non-manipulable even by controlling
the IoT device. Thus, it paves the way for the creation of several new apps
based on smart contracts and allows the use of Ethereum in a variety of new
scenarios involving IoT. Furthermore, its applicability to other Blockchains,
like Hyperledger Fabric or Arbitrum can be studied to get a more accurate
timestamp thanks to their better response time. Additionally, connecting
remote attestation tools with IoT devices may make it possible to preprocess
the data securely.
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Chapter 7. RESEKRA: Remote Enrollment Using SEaled Keys for Remote

Attestation

Abstract: This paper presents and implements a novel remote attestation
method to ensure the integrity of a device applicable to decentralized infras-
tructures, such as those found in common edge computing scenarios.Edge
computing can be considered as a framework where multiple unsupervised
devices communicate with each other with lack of hierarchy, requesting and
offering services without a central server to orchestrate them. Because of
these characteristics, there are many security threats, and detecting attacks
is essential. Many remote attestation systems have been developed to alle-
viate this problem, but none of them can satisfy the requirements of edge
computing: accepting dynamic enrollment and removal of devices to the
system, respecting the interrupted activity of devices, and last but not least,
providing a decentralized architecture for not trusting in just one Verifier.
This security flaw has a negative impact on the development and implemen-
tation of edge computing-based technologies because of the impossibility of
secure implementation. In this work, we propose a remote attestation system
that, through using a Trusted Platform Module (TPM), enables the dynamic
enrollment and an efficient and decentralized attestation. We demonstrate
and evaluate our work in two use cases, attaining acceptance of intermittent
activity by IoT devices, deletion of the dependency of centralized verifiers,
and the probation of continuous integrity between unknown devices just by
one signature verification. Keywords: Remote attestation; Edge Computing;
Internet of Things; embedded systems; Trusted Platform Module

7.1. Introduction

The number of things connected to the internet (Internet of Things, IoT)
is growing exponentially, from 6.1 billion in 2018 to 14.7 billion in 2023 [1].
This growth is continuous, and there is no evidence that it will stop.

The current IoT structure relies on cloud computing. An IoT device
collects information from the environment (sensor), sends it to a distant
centralized server, which processes it along with currently stored information
and information from other sensors, and generates, whether required, an ac-
tion response. The response is then sent to a new IoT device, namely an
actuator, which performs the appropriate action often in the nearby of the
sensor. This is a simple and secure system from the service provider’s point
of view, but due to the remoteness of the server from the nodes, it generates
a high volume of data traffic and a high latency not suitable for real-time
IoT applications. Moreover, it is not scalable enough with the current growth
of IoT devices because of the large network use and the burden on cloud
servers [2, 3].

In this context, it is convenient for data to be processed at the edge
for shorter response times, more efficient processing, and less pressure on
the network. The technologies that enable computation at the edge of the
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network, on the data flow between the cloud services and the IoT services
are known as edge computing [2]. In this scenario, the devices at the edge of
the network that provide services (processing and/or data storage) are called
edge nodes, while user devices are those that require real-time interaction
or high storage capabilities. In this paradigm, user devices will act as edge
nodes whenever possible, offloading their computing task to adjacent nodes
if too burdensome at a given time [3].

On the other hand, the inherent distributed structure of edge computation
implies additional security challenges over cloud computing. Egde computing
has to protect different layer of technologies (from cloud to IoT devices)
as in cloud computing, but it also needs to provide a distributed global
connectivity of heterogeneous devices between the different layers. Rodrigo
Roman et al. [4] define it as a combination of “the worst-of-all-worlds”.
The scenario becomes more complicated when we consider that user devices
continuously enter and leave the local network, that means, close mobile
users (mobile subscribers), e.g., mobile phones or cars, which is called Mobile
Edge Computing (MEC) [5].

In addition, it should be considered that the possible impact of an
attack can be very high. Given the wide variety of situations in which
edge computing can be used, the consequences can range from affecting our
private information, the daily lives of users, and, more indirectly, the industrial
ecosystem or critical infrastructure. It is therefore easy to override the possible
benefits of edge computing by the losses that can result from relying too
much on such technology [4]. Most edge devices do not have a user interface,
which causes attacks to go unnoticed by most users [6]. Moreover, one of
the main currently open problems in MEC is the security, in particular,
the robustness of MEC servers [7]. Hence, verifying the status of IoT devices,
edge nodes or not, becomes a complex and critical task in edge computing.
This leads to the need of implementing a remote attestation system for edge
devices and users [8].

In remote attestation, a Verifier checks the correct status of a device (At-
testor) remotely. This solution has been widely investigated in the literature,
but when applied to IoT systems, the current RA protocols are hard to scale.
To overcome this challenge, several works recently proposed Collective RA
(CRA) protocols. However, these solutions brought up new open issues [8]:
the need of scalables and decentralized key management allowing mobility,
the acceptance of intermittent activity of IoT nodes, which is essential for
edge computing, and the resistance against the attack Time Of Check To
Time Of Use (TOCTTOU) [9], which is barely covered in the State of the
Art (SoA). In this paper, we present a solution for these problems through
our remote attestation method, RESEKRA.

In our proposal, we attest remotely the state of an untrusted device
through the support of a standard Root of Trust (RoT) consisting of a
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Trusted Platform Module [10]. This is a work already achieved and applied
to edge computing in [11, 12, 13], but we go further.

Additionally to the results obtained in [11, 12, 13], we provide the following
features:

Proving authenticity in any communication also proves its correctness.

No pre-shared secret is needed between the Verifier and the Attestor,
which makes the system able to easily include new devices which is
essential for systems with a variable number of nodes such as edge
computing.

Allowing secure software updates on the Attestor.

Enabling offline remote attestation. The Attestor can be verified by
the end user themselves.

For acheiving these features, we assume that:

The Attestor shall include the needed hardware root of trust (RoT).

A trusted Attestor manufacturer is available.

The attacker cannot modify the RoT.

Our system, called RESEKRA, has been implemented on a Rapberry
Pi by connecting a TPM and a pressure sensor to achieve a secure sensor
acting as an Attestor that connects remotely to an external computer acting
as a Verifier. The system attains an online and dynamic enrollment phase
that works even on untrusted state devices, which allows it to be used in
decentralized key management, where multiples entities are responsible for
the key generation, distribution and regeneration with the advantage of fault
tolerance, scalability [14] and flexibility. This makes RESEKRA the first
remote attestation system for large networks of IoT devices with decentralized
key management [8]. Moreover, Attestor can prove correct software status
directly to the user devices, which make it perfect for users that just entered
in the edge network, that means, mobile subscribers in MEC. Additionally,
our scheme allows asynchronous booting, where the programs of the IoT
devices are initialized in a random order, which is required for Linux-based
systems, and finally, RESEKRA does not interfere with updates; therefore,
a trusted online software updated system could be easily included in our
system. To the best of our knowledge, there is no other system able to provide
these services.

The rest of the manuscript is structured as follows: Section 7.2 is devoted
to the related work, while Section 7.3 presents the technologies needed to
understand the system. Section 7.4 details the RESEKRA design, whose
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implementation is presented in Section 7.5 as a solution for real scenarios.
In Section 7.6, we will analyze the effects of the common attacks to the
remote attestation systems in RESEKRA, and in Section 7.7, the conclusions
of the work are carried out.

7.2. Related Work

Remote attestation is a process that has been studied extensively for
many years and has recently focused on IoT nodes, creating their own field,
Collaborative Remote Attestation (CRA) [8]. Due to the heterogeneity of
IoT devices, there are several research studies of software-based solutions
to increase scalability such as [15, 16, 17], but all require setting up one-
hop networks between the Verifier and Attestor. This limitations make
their implementation challenging. In addition, software-based solutions make
strong assumptions about the limits of attacker capabilities, thus reducing
their reliability [8]. To solve the latter problems, the use of a Root of Trust
(RoT) residing in the device has been proposed in the literature [18] . This
RoT is usually a mix of hardware and software. In [8], the authors divide
RoT used in CRA into two main categories: those using hardware with the
minimal security capabilities and those using a TPM.

In the branch of RoT based on hardware with the minimal security
capabilities—also known as hybrid attestation techniques [19, 20]—the
authors specify their non-standard security hardware designs. SMART [21],
ERASMUS [22], TrustLite [23] and SEED [20] provide high-level details of
their hardware solutions. SEED and ERASMUS are the only solutions also
requiring a Real-Time Clock, which is used to make the attestation to start
from the Attestor itself. LISA [24] requires the same hardware architecture as
SMART, but additional hardware is added to authenticate the Verifier and
avoid DoS attacks. All the solutions mentioned above require the hardware
design and manufacturing of novel security hardware, making them hard
to implement. Another solution of the SoA is Hatt [19] where very limited
additional hardware is required: “Physical Unclonable Functions” (PUF) and
a ROM for the attention code. Still, they do not explain how to protect
the PUF from being accessed by a malicious code. Finally, the research SA-
RA [25] defines the requirements of their root of trust without providing any
particular details. From all the presented works, only ERASMUS considers
TOCTTOU attacks in their respective adversarial model.

On the other hand, other solutions choose security hardware with the
highest security standards such as Trusted Plataform Module (TPM). In “Re-
mote Enrollment using SEaled Keys for Remote Attestation” (RESEKRA),
we opted for the use of TPM. As Tan et al. argue in “TPM-enabled Remote
Attestation Protocol” (TRAP) [13], the cost of current TPMs is relatively
low compared to the price of sensors, both in price and area. And as final
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product that can be found in the market, they can be easly implemented
in real applications. As in the work proposed by Miguel Calvo and Marta
Beltran [11] and MTRA (TRAP-based system) [12], we propose the use of
a TPM where the Platform Configuration Registers (PCR) values, further
discussed in 7.3.1.8, are used as proof of the current state of the IoT device.
MTRA also considers TOCTTOU in their adversary analysis.

RESEKRA differs from all of the above works, whether based on hard-
ware with the minimal security capabilities or TPM-based, in that none
of them have any of the following features: enabling dynamic and online
enrollment, which is essential for edge computing and even more for Mobile
Edge Computing; decentralized key management and decentralized Verifier
structure, removing single points of failure and trusted third parties; and
correct analysis of devices with intermittent activity, which is critical in IoT
computing because IoT devices are not always online. Additionally, we also
consider TOCTTOU attacks, which are only covered in Erasmus and MTRA.
All of them are open issues not addressed in the current Collaborative Remote
Attestation solutions of the SoA [8].

7.3. Background

This section will outline the tools and technologies necessary for unders-
tanding RESEKRA: TPM2.0, Integrity Measurement Architecture (IMA)
[26] and Core Root of Trust of Measurement (CRTM) [27].

These three elements are part of the Attestor. The CRTM ensures the
correctness of firmware configuration and IMA. The IMA guarantees the
correctness of the software configuration at runtime. Finally, the TPM2.0
ensures the reliability of all the information when shared externally (results
generated by IMA and CRTM, among others). In Nomenclature part, we
will summarize all the notations used in the document.

7.3.1. TPM 2.0

The Trust Platform Module 2.0 [10] provides standardized specifications
for security coprocessors. Hereafter, security coprocessors that follow these
specifications will be called TPM, and the device that has the TPM will be ca-
lled the Host-TPM. These specifications have many details and functionalities,
and only the features needed for our system will be described below.

7.3.1.1. Virtual Memory

The TPM has a limited protected “real” memory, but credentials and
sensitive data can be stored in the non-protected memory of the Host-
TPM (computer that is using the TPM). This material is protected through
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signatures and encryption to ensure integrity and confidentiality. With this
system, the TPM can use the Host-TPM device’s memory as a virtual
protected memory of the TPM.

7.3.1.2. Key Attribute: “Restricted”

The keys generated by the TPM have attributes that cannot be modified
and which limit the use of these keys. Many of them must be verified to
guarantee the security of the system. One of these essential attributes is
Restricted. Keys with this attribute sign only TPM-generated digests in
the signing process and will never sign a document starting with the value
′′0xff544347′′, which is also called TPM_GENERATED.

7.3.1.3. TPM_GENERATED

Data that begin with the code TPM_GENERATED can be signed by a
Restricted key if and only if it was generated by the TPM. If the authenticity
of the Restricted key is guaranteed, so is the veracity of the information
related to the TPM. When used correctly, this allows much information to be
remotely and reliably derived from the TPM in addition to the PCR values,
such as the characteristics of the private keys stored in the TPM. This is a
functionality that is rarely used in the state of the art and is the first reason
why we stand out. With it, we can remotely complete the entire enrollment
process of the IoT device to be attested.

7.3.1.4. Policies

TPM2.0 offers a large set of policies that are not commonly used in typical
applications. To the best of our knowledge, only [13] uses these available
policies when sealing secret keys with PCR values. The use of these policies is
one of the contributions carried out in RESEKRA. Only if the policies under
which the TPM objects were created are satisfied, the object can be unsealed
and then used. The three policies used in this work are the following:

tpm2_policypcr: Seals the object to the value of one or more PCRs of
the TPM.

tpm2_policycountertimer: Seals the object to the number of times the
TPM has been restarted.

tpm2_policyauthorize: Seals the object to the policies signed by a
Trusted Third Party (TTP). This policy allows changing the policies of
a remotely signed object. With this policy, in RESEKRA, the Verifier
is able to remotely update the other two policies, thus enabling flexible
updating of the correct PCR value, and consequently, asynchronous
booting and remote updates performing.
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The name of an object (Object_name) is computed from the public
information of the object (Object_Pubdata) as the public key (Object_PuB),
the attributes, and policies. As a consequence, the Object_name can be used
to assert the integrity of the object’s policies.

7.3.1.5. Attestation Key

Attestation key (AK) is used to verify the internal information of the TPM.
As mentioned above, one of its most important attributes is “Restricted”.
The key name (AK_name) is computed from the public information of the
attestation key (AK_Pubdata), as the public key (AK_PuB), attributes,
and policies.

7.3.1.6. Endorsement Key

The Endorsement Key (EK) is an assymetric key stored in the real
memory of the TPM, which comes with a certificate signed from the TPM
Manufacturer. The EK together with the Endorsement Key certificate (EK
certificate) are used for two purposes: to verify the existence of the TPM
and its manufacturer and to verify that an object is stored in the TPM.
If an object, such as a private key, is shown to be stored in the TPM, its
characteristics and attributes can be trusted as long as the TPM is trusted,
such as the “Restricted” attribute.

It is a very restricted key and can only be used to decrypt data with
a specific structure. Therefore, the TPM can prove ownership of the EK
just through decryption operations [28]. For this task, we use the operations
“makecredential/activatecredential”.

7.3.1.7. Makecredential/Activatecredential

An external entity performs the makecredential operation using as inputs
the Public Endorsement Key (EK_PuB), the name of a TPM object, usually
the name of an attestation key (AK_name), and a secret value:

Credential = makecredential(EK_PuB,AK_name, secret) (7.1)

This command creates the so-called Credential. The TPM receives it and
computes activecredentialand, if and only if the AK_name object belongs to
the TPM, it will decrypt the Credential by retrieving the secret. By showing
knowledge of the secret, the Host-TPM proves that it has a TPM with EK
and that the object AK_name is real and accurate.
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7.3.1.8. Platform Configuration Registers

The Platform Configuration Registers (PCR)are the basis for TPM-based
remote attestation, which are also called Trusted Attestation Protocol (TAP)
[29]. These registers can be updated through the “Extension” operation
only [30]:

PCR new value = hash(PCR old value || data to extend) (7.2)

“Because of the one-way nature of a secure digest, there is no way to undo
a measurement” [30]. Therefore, once a measurement has been stored in the
PCR, no one, even with the highest privileges can override the effect of this
measurement in the PCR, making PCRs perfect for verifying the integrity of
the measurement list generated by the Integrity Measurement Architecture
(IMA).

7.3.2. Integrity Measurement Architecture (IMA)

The Integrity Measurement Architecture (IMA) is a tool available in Linux
responsible for measuring the files before they are accessed, storing the mea-
surements in a list and extending them to the PCR. The IMA keeps a runtime
measurement list; therefore, if any new or edited file is accessed, the path,
name and content are measured, as shown in Equations (7.3) and (7.4),
and they are included in the measurement list with the corresponding exten-
sion to the PCR.

filedata hash = hash(filedata) (7.3)

measurement = hash(filedata hash, file path|name) (7.4)

Any program or file that would modify the system architecture such as
the IMA itself would be measured before being executed, and it would leave
an indelible mark on the PCR. Providing the measurement list together
with the PCR will ensure the integrity of the measurement list. Therefore,
for trusting in this attestation, it is needed to trust in the first program that
started the measuring process and thus was never measured: the Core Root
of Trust of Measurement.

7.3.3. Core Root of Trust of Measurement

As pointed out in [27], the Core Root of Trust of Measurement (CRTM)
is the “first piece of BIOS code that executes on the main processor during
the boot process. On a system with a Trusted Platform Module the CRTM
(Core Root of Trust of Measurement) is implicitly trusted to bootstrap the
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process of building a measurement chain for subsequent attestation of other
firmware and software that is executed on the computer system”. The CRTM
is essential to being able to trust in IMA. The only way to trust in a CTRM
is by trusting in the device’s manufacturer.

7.4. RESEKRA Description

As will be detailed in this section, the main contributions of RESEKRA
can be summarized as follows:

The use of Sealed Keys that can be used by the proprietary (the Attes-
tor) temporarily and only when the current device status is approved
by the Verifier, thus proving correct Attestor status only by proving
ownership of the Sealed Key.

The same Sealed Key can be used with different device status (al-
ways approved before-hand by the Verifier), allowing software updates
without continuous revocations and avoiding a complex PKI.

The creation of the Sealed Key can be realized completely remotely
in a untrusted Attestor, allowing great flexibility and a plug-and-play
business model perfect for Edge computing.

Figure 7.1 shows the general scheme of the remote enrollment process in
RESEKRA. In the next subsections, the roles and operations performed in
each of the steps will be detailed.

7.4.1. Roles

The main elements included in RESEKRA are the following:

Attestor: edge devices with the hardware RoT, i.e., TPM and CRTM.

Hardware Provider: the entity in charge of manufacturing the Attestor
and providing the firmware and RoT. It is considered a trusted entity.

Software Provider: the entity in charge of designing the Attestor soft-
ware and creating the RML. It is a trusted entity.

Programmer: the entity in charge of programming the Attestor. It is a
not trusted entity.

Deployer: the entity responsible for physically deploying the device
and providing an authentication method. This entity is semitrusted,
because it does not need a high level of knowledge to securely deploy
the device, since there is no offline enrollment process and it has no
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interest in hacking the system because it is one of the stakeholders
interested in providing the service. On the other hand, it would require
a high level of expertise to manipulate physically the root of trust and
go unnoticed by the rest of stakeholders.

Verifier: the entity in charge of verifying the root of trusts of the Attestor,
creating the SeK, verifying the Attestor status and authorizing the use
of the SeK in the TPM.

TPM: Hardware security module following the TPM 2.0 specifications.

Edge computing user: the entity that requires communication with the
Attestor to receive data (sensor) or to analyze/store data (Edge node).

In this paper, we do not focus on authentication. We consider that
the Deployer is responsible for providing an authentication method for the
Attestor, edge computing user and Verifier.

7.4.2. Certification of Manufacturer

In this first phase, the Attestor manufacturer and programmer shall
create the needed certificates.

7.4.2.1. Hardware Provider

When the Attestor is fabricated, the Device Manufacturer stores the
necessary certificates (Manufacturer Certificates) in the device to identify the
existence of the necessary root of trust (TPM and CRTM) on the Attestor.
This certificate is signed by the Hardware Provider and linked to the EK.
The Verifier can trust several Device Manufacturers.

7.4.2.2. Software Provider

The software provider installs all the needed software in the Attestor and
generates a list of measurements that will be used as reference, the Reference
Measurements List (RML). This list is then signed by the software provider.
The RML has to be provided to the Verifier and updated in case of software
update. We will provide two possible solutions in Section 7.5. The software
provider can be any stakeholder, e.g., Hardware provider, deployer or end
user.
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Figure 7.1: Remote enrollment process. The scheme represents all the enrollment
process from the device manufacturer to the supervised creation of the sealed key.
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7.4.3. Remote Enrollment

At this moment in the process, the device can be deployed by the owner
in any considered location. Because the rest of RESEKRA will work remotely,
the deployment can be realized by inexperienced staff. Once the device is
deployed, the Verifier has to assert the device’s hardware Root of Trust and to
manage the creation and the validation of some special keys in the Attestor.
It is a completely remote process and can be realized even in a untrusted
Attestor. Therefore, the Verifier’s role can be dynamically changed, and even
multiple Verifiers can work at the same time, sharing trust and responsibility.

7.4.3.1. Edge Device Validation

Once the IoT device has been deployed, the Host_TPM requests the
TPM for the public Endorsement Key (EK_PuK) and orders the creation
of the Attestation Key (AK). It sends the public information of Attestation
Key (AK_Pubdata) and the public Endorsement Key (EK_PuK) to the
Verifier. The Verifier checks that the Endorsement Key belongs to a genuine
TPM from a trusted manufactured edge device. The check is done through
the Attestor’s Manufacturer Certificates. Then, it verifies the attributes of
AK (the Restricted attribute, among others).

7.4.3.2. Sealed Key Creation

The Verifier knows that the EK_PuK belongs to a trusted manufactured
edge device but has not yet asserted that the Attestor is the owner of this EK.
Then, the Verifier creates the asymmetric key pair, Authorizer, and encrypts
the public key (Aut_PuK) with symmetric encryption using “Secret” as the
symmetric key.

Next, it encrypts “Secret” using Makecredential and using EK_PuK
and AK_Pubdata as input to create Credential. If the Host-TPM shows
knowledge of Aut_PuK, it proves to own the TPM, EK, and AK with the
asserted attributes. Finally, the Verifier sends Credential and Aut_PuK
encrypted to Host-TPM. If Host-TPM shows knowledge of Aut_PuK, it
proves the ownership of EK.

When Credential reaches Host-TPM, it decrypts the Credential with
Activatecredential obtaining “Secret” and uses it to decrypt Aut_PuK. Now,
because it has Aut_PuK, it can instruct TPM to create a sealed key (SeK)
with the “tpm2_policyauthorize” using Aut_PuK as the authorizing key.
The output of running the sealed key creation script is shown in Figure 7.2.
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Figure 7.2: Output of the script for sealed key creation.

7.4.3.3. Sealed Key Validation

The TPM generates an attestation certificate for SeK (Cert_SeK). This
certificate is asserting that the object with the name SeK_name is stored in
the TPM; hence, the TPM is bearing it. Then, the TPM signs it with the
AK and sends it to the Verifier together with SeK_Pubdata.

The Verifier has to validate this information once received. First, the Ve-
rifier checks that the certificate starts with TPM_GENERATED and is
signed with the suspected AK. This means that the TPM has generated the
certificate if AK is a real AK, which will be verified in the next step. Finally,
the Verifier needs to assert that this is the correct type of certificate.

It starts with TPM_GENERATED;

It is signed by AK;

It is an attest certificate.

This validation means that Cert_SeK is genuine. Now, the Verifier will
recompute the SeK_name locally from SeK_Pubdata. It shall match with
the name backed by the Cert_SeKcheck, and finally, the Verifier will verify
all the features of SeK:
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The sealed key is the same being attested by the certificate;

The policy used to create the sealed key is correct (tpm2_policyauthorize
using Aut_Pub). This point is essential, because it proves knowledge
of the Aut_Pub;

Verifying the attributes of the SeK.

If all verifications are successful, the Verifier has been able to create
completely remotely, without the need for pre-shared secret, a sealed key in
the Host-TPM’s TPM. The Verifier would have complete control over this
sealed key. The Attestor will be able to use this key only when satisfying the
signed requirements imposed by the Verifier.

7.4.4. Attestation

At this point, the CRTM measures the BIOS and the IMA measures the
integrity of all files executed. This is a runtime measurement, so when any
new or modified file is executed, it is measured, and the result is stored in
the measurement list and extended to the PCR.

The Attestor initiates the remote attestation by sending a request to the
Verifier, and the last one replies by sending back a random nonce to the
Attestor. The TPM generates a Quote signed by the AK, which includes the
nonce to avoid replay attacks. The Quote is a certificate including several
important parameters; those most relevant for RESEKRA are:

TPM_GENERATED, to confirm the veracity when signed by the AK;

The random nonce, to avoid replay attacks;

Reset value of TPM. Value that changes when Host-TPM is rebooted;

Value of PCR.

The Attestor sends the Quote together with the measurement list to
the Verifier. It asserts the veracity of the certificate (TPM_GENERATED,
signature, and random nonce) and uses the measurement list to rebuild the
PCR value found in Quote. If the reconstruction is correct, it means that
the measurement list was not adulterated.

Finally, the Verifier compares the measurement list with the Reference
Measurement List (RML). The Verifier may have obtained this RML through
the Host-TPM signed by the trusted Device Manufacturer or from the cloud.
Now, the Verifier can check program by program if there is a difference
and where.

When the list is approved by the Verifier, the Verifier can create an
authorization to use the SeK for the particular values of RESET and PCR
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TPM_policies.Policypcr_creation(Hex.decode(computedPcrSha256));

TPM_policies.Policyreset_creation(resetCount);

String authorization_signature = RSAk.sign_byte(TPM_policies.Last_policy);

Figure 7.3: Section of the Verifier code where it computes the policies for
using the SeK and signs it if and only if the Attestor passed through the
attestation process.

specified in Quote, and it sends the authorization signed by AuTK to the
Host-TPM. Figure 7.3 shows the particular code to generate and sign the
combined policy. The complete codes are accessible at: [31].

Once the authorization is received, the Host-TPM sends it to the TPM
to unlock the SeK. The TPM verifies the signature and checks that it meets
the requirements of the authorization (RESET and PCR values), being able
to use the SeK until these requirements change, i.e., until it reboots or until a
new or modified program is used. If the PCR value changes, the Attestor
will request a new authorization from the Verifier; however, if a program
that was not supposed to be executed is run, the Attestor will not obtain a
new authorization until it is restarted and ask for a new one. A device will
not be able to reuse an old authorization because those are sealed to the
RESET value of the TPM, which prevents the use of authorizations for old
decommissioned software.

7.4.5. Daily Life Functionality

Whenever the egde device proves ownership of the SeK, the TPM will
first verify the signature of the policy provided by the server, secondly, it
will assert the signed polices (values of PCR and Reset), and finally, it will
grant access to sign with the SeK, proving the correctness of the software,
and therefore, no additional attestation is needed. Figure 7.4 shows the script
using the SeK to sign the measure of a pressure sensor satisfying the policy
that was set when the SeK was generated in Section 7.4.3.2 (authorization
policy in Figure 7.2).

This key can also be used to prove authentication. In protocols such
as the well-known cryptography protocol Transport Layer Security (TLS)
[32], or signing transactions for blockchain, asymmetric keys are used for
the authentication, thus; the Sealed key pair can be use to prove correctness
at the same time that authentication. The end user can trust in the SeK
because it is coming with a certificate from a trusted third party, which is
commonly the Verifier itself.
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Figure 7.4: Output of the script using the sealed key to sign a measured value
after satisfying the policies.

7.4.6. Implementation

For implementing our system, we employ a low-price System on Chip
(SoC), Raspberry Pi 4B: Broadcom BCM2711, Quad core Cortex-A72 (ARM
v8) 64-bit SoC @ 1.5 GHz 8 GB LPDDR4-3200 SDRAM and a pressure
sensor DPS310 Pressure Shield2Go [33]. Additionally, we have used a TPM
IRIDIUM9670 TPM2.0 LINUX [34], a hardware security module by Infineon
Technologies GMBH specifically designed for Raspberry Pi SoCs. In Figure 7.5
is shown the setup. Our implementation lacks CTRM, but it is a feasible
solution for the real-world market [35].

The software has been developed over WenXin’s code, which is available
in a public repository [36]. This software presents a classic remote attestation
with Attestor and Verifier. We have used this repository as a baseline for
the implementation of our presented novelties, and the result can be found
in [37] for the Attestor and [31] for the Verifier.

Figure 7.5: Experimental setup. Raspberry Pi 4 with TPM (green hardware)
and pressure sensor (red hardware).
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7.5. RESEKRA Use Cases

There are several ways to use RESEKRA, depending on whether the
edge device programmer is the same as the manufacturer, regarding how
the Verifier obtains the RML, how it obtains the trust on the sealed key, or
who takes the role of the Verifier. In the process, we consider that there is
a trusted system to provide the identity of the ED devices to the end user.
Two use cases were considered for RESEKRA: edge computing as a trusted
service and edge computing as a trusted service—No TTP online.

In the case of edge computing as a trusted service, we have the case of a
company that offers edge computing for a fee. This company is responsible
for the deployment and maintenance of edge nodes. Additionally, in this use
case, we can find the manufacturers of the edge devices, which are trusted
by all. The Verifiers, in this case, are a cloud service with high latency and
some downtime. Finally, we find the end users who rely on the Verifiers to
use the reliable edge device services requiring very low latency.

The second use-case, edge computing as a trusted service—No TTP
online, is similar but with a fundamental difference: there are no cloud
services offering the Verifier service.

There are other possible use cases where the Reference Measurement List
is trusted through a voting method or is provided along with the edge device
software from a public repository such as [38]. Edge devices that have already
been validated can also be used as a Verifier.

7.5.1. Edge Computing as Trusted Service

In edge computing as a trusted service, we have (1) the trusted entity in
charge of designing, programming, and manufacturing the edge devices for ed-
ge computing (Trusted Designers); (2) several semi-trusted investors in charge
of deploying and maintaining the edge devices (Semitrusted Maintainers);
(3) Trusted Clouds and (4) mobile end users, e.g., a car.

7.5.1.1. Roles

The Trusted Designers are responsible for designing an edge device with
CRTM and TPM. They are also responsible for designing the secure software.
Finally, they manufacture the product and store all necessary certificates on
the edge device.

Semitrusted Maintainers are entities with little technical knowledge. They
are semi-trusted because they have no interest in making attacks into the
system, but they have no knowledge of how to prevent them. They have the
capacity and interest to deploy and maintain an edge device in a specific
area, such as a non-profit interested organization, e.g., a government, or an
interested profit organization with a business model based on subscriptions
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or blockchain using utility tokens, e.g., Helium [39].
The Semitrusted Cloud (SC) is responsible for verifying and signing the

authorizations for the SeKs of edge devices. Every end user has a set of
trusted SC. The SC is semitrusted because the end user only trusts some
of them.

The last role is the end user, who needs to trust edge devices to use edge
computing services.

7.5.1.2. Process

First, Semitrusted Maintainers purchase an Edge-Device N (EDN ) ∀N ∈
N from Trusted Designers and deploy it wherever they see a fit. Thanks to the
remote and versatile key creation system in RESEKRA, there can be several
independent SCs verifying the integrity and authenticity of the received
documents. These SCs can belong to third parties. The EDN communicates
with a set ON of SCs, sends them the reference measurement list and the
manufacturing certificates signed by the Trusted Designers. A subset PN of
ON approves the Section 7.4.3 Remote Enrollment and issues a certificate
with the SeK generated and EDN ’s identifier. The identifier has to be an
universally unique identifier [40] to avoid Wormhole attacks [41], which is
explained in more detail in Section 7.6.3. In our scenario, we propose using
the last 128 bits of the hash of the EK_PuB as an identifier.

Because the process Section 7.4.3.1 Edge device validation has to be
realized just once per Verifier, and the processes Section 7.4.3.2 Sealed Key
creation and Section 7.4.3.3 Sealed Key validation are performed just in
unusual moments, normally after each reset, the interactions between EDN

and SCs are infrequent. Therefore, the number of Verifiers in the subset PN

will not affect the service quality. Moreover, the SeKs are stored in the virtual
memory of the TPM.

The edge device subsequently requests a Section 7.4.4 Attestation to
every SC in PN . A subset QN of PN approves the attestation and grants
the authorization to use the SeKs, as long as the device is not rebooted
or its software is not modified. Additionally, a time limit can be added to
this authorization.

At this moment, the EDN can act as a Verifier for the nearest IoT
devices by using a software-based remote attestation such as SoftWare-
based ATTestation (SWATT) [15], where the time response is essential,
and therefore, a one-hop network is a fundamental requirement. We do not
provide further details here, since it is beyond the scope of this paper.

Finally, end users, by requesting the services of EDN , have to provide
a priority organized set G of SCs and a Random Nonce (RN). If any of
the elements of G belong to QN , the EDN will sign the RN using the SeK
approved by the most priority SC belonging to G and QN , and it will furnish
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the corresponding certificate. Since the identity in the certificate is based
on the EK_PuK, the identity provider just has to provide one identifier
for EDN , and it is valid for all the EDN ’s SeKs. Otherwise, the EDN is
considered untrusted by the end user.

When EDN is trusted, the end user requests the edge computing services
(gathering data or processing data) and measures the required time of the
service. At the end of the service, the EDN signs the hash of the RN with
the results of the service using the SeK. If the final signature never arrives
or takes longer than expected, the end user does not trust the results and
reports the irregularity.

However, it needs to check the correctness of the edge devices before
using their services. The car only has the name of the edge devices and a set
of cloud services that are trusted for this car but are not accessible in real
time.

Figure 7.6 shows an scenario where a car enters in a location with an edge
computing network, and it needs edge services from 3 EDs such as gathering
data from sensors or using computer processing. However, it needs to check
the correctness of the edge devices before using their services. The car only
has the identifier of the edge devices and a set of SCs G that are not accessible
in real time.

Firstly, the car requests a signed RN from the three EDs, each one with
three different subsets Q, but only ED1 and ED3 have passed through a
remote attestation of at least one of the SCs belonging to G. Then, by simply
signing the RN with their SeKs, ED1 and ED3 prove their correctness,
and the car puts the trust in them and starts using their services.

7.5.2. Edge Computing as Service—No TTP Online

In edge computing as service—No TTP online, we consider the need
of avoiding the use of a Semitrusted Cloud. Perhaps, because the internet
connection is not available, there are not SCs of G belonging to Q or simply
to avoid the use of a TTP.

In this field, we have the same roles as in the previous case, except for
the absence of SC.

Processes

When the end user wants to use the services of the edge device, and there
is not any trusted third party available to act as a Verifier, the end user
himself can act as a Verifier.

The end user himself realizes the Section 7.4.3 Remote Enrollment. Then,
the ED provides the RML signed by the ED’s programmer. If ED passes
the Attestation Section 7.4.4, the end user will authorize the use of the SeK
and requests the Edge computing services (gathering data or processing
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data). Upon completion of the service, the ED will use the SeK to sign the
service result.

SC1,SC2 …          SCL

Subset Q1

Subset G

Attestation

SCy, SCz

SCF

Subset Q3

Attestation

Attestation

SCJ …        SCα, SCβ

Subset Q2

SCI, SCH

Trusted

Trusted

Untrusted

ED3

ED2

ED1

Figure 7.6: Visualization of edge computing as trusted service. A car reaching
a location needs the local services of several edge and IoT devices. All these
devices have many SeKs available validated by an SC each. The car just
trusts in some of the SCs, those which belong to subset G.

Throughout the communication process, a constant status of the soft-
ware is ensured by continuously proving the SeK ownership. The process
of document verification and SeK creation should be created beforehand to
avoid delaying the start of the edge computing service. Figure 7.7 represents
the differences between the two use-cases presented in this section. On the
right of the image, all the phases (in purple) are processed between car and
edge device, and there is no need of third party acting as a Verifier.
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Figure 7.7: Visualization of the two use cases, edge computing as service (in
blue) and edge computing as service—No TTP online (in purple).

7.6. Security Analysis

In this section, we provide an analysis of the most common attacks on
remote attestation present in the state of the art. We do not consider Denial
of Service in all the analysis.

7.6.1. Man-In-the-Middle Attack (MIM attack)

The entire RESEKRA scheme was developed with MIM attacks in mind.
The most sensitive section of RESEKRA is Section 7.4.3 Remote Enrollment,
since we consider the Host-TPM untrusted for the remote communication.

All communications between the ED and Verifier are protected with TLS,
but we take into account that even in this communication, an MIM can
obtain complete control of Host-TPM. All comunication between the Verifier
and TPM goes through the Host-TPM. The attacker would be able to read all
certificates and information transferred, but it would not be able to modify it,
because it is signed by the TPM. Moreover, even with the complete control
of the Host-TPM, the attacker cannot force the TPM to sign fake certificates
or quotes because all the TPM generated data are signed by a restricted key
(AK).

The AK is proved to be a restricted key by using the Endorsement
Key. The attacker could obtain knowledge of Auth_PuK and generate a
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fake SeK out of the TPM and store it in the TPM. Following this process,
the attacker could generate a Cert_SeK signed by the AK, but it would fail
while asserting the SeK attributes Section 7.4.3.3. Therefore, all Section 7.4.3
Remote Enrollment is protected from MIM attack.

7.6.2. Impersonation and Replay Attack

An attacker could obtain the certificates stored in Host-TPM, but it
would not be able to prove EK ownership and thus would fail to perform the
Section 7.4.3 Remote Enrollment.

Validation of AK and SeK is done through Auth_PuK, which is randomly
generated. Therefore, we avoid replay attacks in Section 7.4.3 Remote En-
rollment.

Note that Section 7.4.4 Attestation is realized with an RN and signed by
AK; therefore, replay attacks and impersonation are avoided.

Finally, to show the correct status of the software to end users, the SeK
is used to sign RNs, avoiding replay attacks.

7.6.3. Wormhole Attack

This attack was introduced by Yih-Chun Hu [41]. In this attack, the at-
tacker uses legitimate data or information from an edge computing network
at a given location and “tunnels” it in some way to another edge computing
network without adding appreciable delay. The attack will then be explained,
which is followed by a possible defense strategy:

1. The attacker compromises one edge device close to the end user (EDC).

2. The attacker tunnels the network of EDC with another far network
with an ED from the same deployer (EDf ).

3. The end user starts the authentication method with EDC and passes
through because it is talking with the expected node.

4. When the attacker receives a random nonce to be signed with SeK, it
tunnels this random nonce to EDf , obtains the signature and certifica-
tes EDf ’s SeK, and sends them back to the end user.

5. Finally, the end user trusts EDC without access to EDC ’s SeK.

Since RESEKRA relies on asymmetric cryptography (EK, AK, and SeK)
that is randomly generated and is therefore unique, it is easy to avoid this
kind of attack.

To avoid this attack, the certificate issued from SCs shall include the uni-
versally unique identifier [40] (ID) of EDC , and this ID should be provided to
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the end user as part of the EDC ’s identification information. In Section 7.5.1,
we use the last 128 bits of the hash of the EK_PuB as the ID.

When verifying the SeK’s certificate, the end user will find out that the
SeK of EDf does not belong to EDC .

7.6.4. Interference Attacks

In the interference attack, an MiM provides a false attestation response
(Quote) to Verifier. It will not pass the process, and ED will be considered
untrustworthy, even though the Verifier was unable to verify the actual Quote.

The Quote is coming with a signature and RN. When a false Quote is
provided, the Verifier will recognize it is not coming from the real ED and
will refuse it without affecting the attestation process.

7.6.5. Time-Of-Check-To-Time-Of-Use Attack

Time-Of-Check-To-Time-Of-Use (TOCTTOU) is a present vulnerability
in Remote Attestation scenarios [9]. In TOCTTOU, the ED provides evidence
of having the appropriate software at the time of the Attestation, but it uses
different software when the ED is about to provide services.

At a general level, this attack should be avoided by proving access to the
SeK at the moment ED provides the services.

One possible attack would be to have the correct software when proving
ownership of the SeK at the beginning of the service and then calling a
manipulated program when providing the real services. This attack should
not be possible in an IMA that is bugs-free because any program able to call
a manipulated program would not pass the attestation.

However, if in an unlikely situation were to happen, the ED will not be
able to provide the second signature of the result, and thus, the end user
will notice this problem when receiving the result. If so, the ED owner can
initiate a fast debugging process.

7.6.6. Verifier-Based DoS Attack

In Verifier-Based DoS (VBDoS) attack, the attacker acts as a Verifier
and requests many attestations to the ED, which becomes overloaded and
cannot provide its normal service.

The remote enrollment and attestation from ED to SC is started by the
ED, and they are not routine procedures.

The attack could come from the end user when it is in charge of attesting
the ED through the full RESEKRA process or just validating the use of the
SeK. The solution for this attack should be provided by the ED owner as
part of the normal DoS attacks to their EDs. It is the responsibility of the
ED owner to develop a scheme for providing ED services to the end user,
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allocate resources, and control and avoid misuses or malicious uses of the
ED resources by the end user.

7.6.7. Non-Verification DoS Attack

It is a new kind of attack developed by us. In this attack, the attacker
is able to interrupt the Verifier service on an edge computing network. It
could happen through attacking one of the hops in the connection between
the Verifier and Attestor or with a DoS attack to the Verifier.

In a common remote attestation scheme, throughout the interruption,
the end user cannot trust the EDs, and even when the EDs are in a correct
state, if trust is essential, the attacker produces a DoS to the local edge
computing infrastructure.

Due to the decentralized Verifier infrastructure in RESEKRA, a DoS to
multiple Verifiers is very unlikely. If the connection between EDs and Verifier
is broken, the ED still has access to the SeK; therefore, it can still prove its
correct status. If by an unlikely circumstance, the ED loses access to the SeK,
several local Verifiers can be run-time assigned, or the end user itself can
perform the remote attestation. To the best of our knowledge, our system is
the first remote attestation protocol able to resist this attack.

7.7. Conclusions

In this paper, a new process for remote attestation focused on edge
computing has been presented. The process, called RESEKRA, has been
designed and implemented in a real sensor, introducing new features with
regard to the SoA. The first characteristic is the remote enrollment, when an
IoT device can connect with a new Verifier without having to know a shared
secret, allowing Attestors and Verifiers to dynamically join and leave the
structure. The second special feature of RESEKRA is the use of asymmetric
keys sealed to the correct state of the software, which allows the correct
state of the device to be proven directly to the end user while reducing
the workload on the Verifier and allowing the IoT sensor to operate with
intermittent activity by requesting a remote attestation when it deems it
necessary.

These qualities enable the sought-after decentralized verification system
in the SoA, integrate remote attestation into Mobile Edge Computing, and
finally, allow the end user to trust the edge devices without any trusted
authority or entity within the edge. It allows for further research into edge
computing by taking for granted the trust of the devices in the environment.
Furthermore, RESEKRA can also have a significant academic impact on
other lines of research in IoT computation where trust in IoT devices is
crucial, e.g., supply chain, IoT in blockchain, or Industry 4.0.
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On the other side, RESEKRA—as with all Remote Attestation systems
based on RoT—requires a reliable manufacturer to produce the trusted
device, but then, RESEKRA can be used in many other scenarios inside and
outside Mobile Edge Computing. It can be used from applications as simple
as smart homes—where a simple set up is essential—attesting the end users’s
devices using a mobile phone. Other applications as complex as Industry 4.0
use several Verifiers from the same owner to avoid the highly feared DoS
attacks in manufacturing affairs. It can also be used for lower consumption
applications, where sensors operate with intermittent activity to save battery
life. In general, RESEKRA and therefore its results can be applied in any
scenario beyond the use cases presented where the assumptions detailed in
the introduction are met.

In other respects and future work, we envision integrating the Direct
Anonymous Attestation Scheme. It would allow proving ownership of an
SeK without giving any additional device identity information. This would
preserve the privacy of the Attestor and enable the attestation of privacy-
sensitive devices such as cars or mobile phones. On the other side, we are
currently working to delete the use of private keys in the Verifier and move
it to a smart contract in the blockchain, making the blockchain itself being
able to attest the IoT devices before accepting a transaction.

Nomenclature

The following abbreviations are used in this manuscript:

IMA Integrity Measurement Architecture
CTRM Core Root of Trust of Measurement
AK Attestation Key
EK Endorsement Key
SeK Sealed Key
KP Key Pair
PuB Public Key
Pubdata Public information of a key (public key, policies and attributes)
TPM Hardware security module following TPM standard
Host-TPM Device owner of TPM
TPM_GENERATED 4 bytes-code “0xff544347”. Files starting with this code and

signed by a restricted key were generated by a TPM
PCR Platform Configuration Registers
ML Measurement List
RML Reference Measurement List
Cert_SeK Attestation certificate of Sealed Key
EDN Edge device number N
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SC Semitrusted Cloud
ON Set of SCs EDN commnicate with
PN Set of SCs that accept the Remote enrollment of EDN

QN Set of SCs that accept the Attestation of EDN

G Set of priority organized SCs trusted by the end user
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Conclusions

The science of today is the technology of
tomorrow.

Edward Teller

This thesis offers a solution to the current blockage that IoT technology
encounters in its development and implementation due to the lack of cyber-
security. In order to achieve the required trust in IoT devices and their data,
the thesis identifies and describes the security requirements necessary to
obtain information security in IoT: confidentiality, fine-grained authorization,
integrity, authenticity, trustworthiness, traceability and freshness. All these
security requirements are achieved in this PhD through the use of intensive
use of cryptography, HSM integrated into IoT devices and using of blockchain.
Also, the manuscript has more than one solution to some security require-
ments to increase versatility. The following explains how the achievements —
explained in Chapter 3 — solve each of the security requirements:

Integrity: to reach a secure data transfer in IoT or any other telecom-
munication ecosystem, data integrity is essential and basic. With the
help of cryptography, hashes and digital signatures, the integrity is
accessible. This thesis attains these features in multiple ways protecting
the data hash with the algorithms ECDA or uploading the hash to
blockchain. These methods are as reliable as the authentication of the
identities in the system.

Authentication: this feature typically involves human intervention in
usual ecosystems, like the one providing digital certificates to humans
or websites. However, this procedure is not suitable in IoT due to
the challenge of identifying devices by a human and the number of
machines to identify. This problem is solved in [1] through the use of a
novel concept called Smart Certificate Authorities. With this proposal,
a smart contract verifies the devices’s identities, owners, and features.

167



168 Chapter 8. Conclusions

Traceability: through the use of blockchain and immutable transactions,
the data signed by the IoT device is easily tracked back to the device
that generated it. Additionally, keeping an auditable and updated list
of the owners of the devices, as explained in [2], makes it possible to
even know who was responsible for the IoT device at the moment the
data was generated.

Confidentiality: it is one of the drawbacks of using blockchain. In [2],
we developed and implemented a solution based on HL. Firstly, the
solution takes advantage of the consortium blockchain to keep the
confidentiality within the stakeholders. Secondly, the use of the Private
Collections to keep confidentiality between the organizations to which
the stakeholders belong.

Fine-grained authorization: while confidentiality is currently a challenge
in blockchain technologies, fine-grained authorization is a challenge in
all huge data databases with multiple readers. One of the branches
of the SoA seeks to solve it through the use of cryptography ABE.
However, it has several drawbacks. In our work [3], we analyzed them
and proposed a solution for each of them by mixing other cryptography
protocols tools and creating pour own revocation mechanism, and thus
achieving a secure fine-grained authorization.

Trustworthiness: the thesis proposes two different solutions to ensure
the trustworthiness of the device that generated the data. The first one
is using a SS as explained in [1]. The SS and the infrastructure build
around it can protect the IoT device and then, its data. The second
solution is remote attestation. With the use of a more complex IoT
device, the work [4] found a method to apply remote attestation to IoT
devices and in this way to verify its software status.

Freshness: this is one of the most complex challenges in the SoA,
verifying when a measurement was gathered without having contact
with the IoT device. The work [1] accomplishes this by statistically
analyzing an attacker’s capacity to predict the blockhashes of Ethereum.
Then, it uses this number in the SS as a nonce to ensure the freshness.

This doctoral thesis introduces numerous innovative solutions to address
the problem of the insecurity of the devices. It marks a step forward the
accomplishment of a secure IoT environment, which, in turn, leads to the
increase of automation and quality of human products and activities.
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8.1. Future trends

Finally, as a result of the experiences gained in this investigation, we
venture to predict the main trends in IoT security:

The logistics of products and consumer goods is a complex field with
great potential. Both the complexity and the potential will increase
due to the growth of available data due to the continuing deployment
of IoT devices in the industry and the increased data-sharing between
the factories. This will make big data technologies more relevant to the
industry on its way to Industry 4.0.

Edge computing, although an old branch, is not a mature enough
technology to be implemented in a secure way. Many researchers are
finding new use cases for it, and at the same time, there is also much
research focusing on enhancing the security of this complex field. In
the future, the security gaps will be so low that the today’s timid
experimentation will bear great fruit and set examples to follow. Thus,
there will be a disruptive point where edge computing will be introduced
quickly in the real world. Then, smart things will be commonplace in
our vicinity, traffic lights, street lights, computers, police drones, etc.

Blockchain is a highly controversial technology due to the scams and
speculation that have been associated with it. However, at the same
time, blockchain is a very promising technology. Over time, more secure
environments are being created in conjunction with the development of
decentralized applications, which will facilitate the creation and imple-
mentation of future applications. Eventually, blockchain will be known
more for the vents it brings to society than as a form of speculation.
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Now this is not the end.
It is not even the beginning of the end.

But it is, perhaps, the end of the beginning.

Winston Churchill






