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Distribucion robusta de tiempo

mediante redes de fibra optica de larga distancia

José Lopez Jimenez

Palabras clave: Sistemas de sincronizacion de tiempo, White Rabbit, Resiliencia, Hol-
dover, Error de tiempo, Fiabilidad, Redundancia, Sincronizacion de tiempo, IEEE 1588,

Diseminacion de tiempo, Redes de larga distancia, Time as a Service.

Resumen

La creciente dependencia de diversos sectores, desde las telecomunicaciones hasta
los mercados financieros, en la sincronizacion precisa resalta la necesidad de sistemas
de transferencia de tiempo robustos. Los sistemas distribuidos, que constituyen la es-
pina dorsal de nuestro mundo digital, requieren una base de tiempo comun para hacer
posibles la correlacion de datos, el monitoreo del estado del sistema en su totalidad
y la ejecucion de procesos coordinados dentro de intervalos de tiempo acotados. Si
bien los Sistemas Globales de Navegacion por Satélite (GNSS) han proporcionado re-
ferencias de tiempo validas a un coste asequible, su vulnerabilidad hace necesaria la
integracion de alternativas terrestres mas resilientes.

Este trabajo se centra en el uso del protocolo White Rabbit (WR), en el que se basa
el perfil de IEEE 1588-2019 High Accuracy, para ofrecer capacidades de sincronizacion
en enlaces de larga distancia. Inicialmente disefiado para su uso en redes privadas con
modelos de retardo de enlace conocidos y capaz de alcanzar una precision por debajo
de un nanosegundo, existen desafios significativos que deben abordarse con respecto
a la extension de WR en redes ptﬁblicas que abarcan distancias mas 1argas, condicio-
nes de red dinamicas y equipamiento especifico para larga distancia. Para garantizar
la fiabilidad del sistema de transferencia de tiempo, el uso del protocolo WR en estas
circunstancias debe ir acompanado de capacidades de fiabilidad mejoradas que permi-
tan a los dispositivos de la red funcionar de forma auténoma o cambiar répidamcntc
de una referencia de tiempo a otra.

Esta tesis esta estructurada en cuatro partes. La primera parte esta dedicada a la
revision del estado del arte, donde examinamos las fuerzas impulsoras que llevan a
muchas areas de la industria a adoptar sistemas de transferencia de tiempo precisos
y resilientes, tanto regu]atorias como competitivas. Luego, revisamos los conceptos
fundamentales de las sefiales de tiempo y la sincronizacién, junto a los métodos mas

utilizados y los mas avanzados para transferencia de tiempo entre ubicaciones lejanas,



y nos enfocamos en los elementos que afectan la robustez y resiliencia de WR en redes
de larga distancia, es decir, la transmision de sefiales de datos a través del medio optico,
y los mecanismos que pueden implementarse para mejorar la redundancia y resiliencia
en un sistema de transferencia de tiempo. Esto es seguido por la introduccion de las
metodologias experimentales, herramientas y plataformas de desarrollo que se han
empleado.

En la segunda parte de la tesis abordamos los aspectos de resiliencia de la solucion
de transferencia de tiempo tanto a nivel de nodo como de red. Primero, describimos y
abordamos las limitaciones introducidas por el ruido de senal, analizamos su impacto
en el mantenimiento, e implcmcntamos una soluciéon Cxpcrimcntal de holdover que ex-
tiende el tiempo de holdover de un nodo WR garantizando una exactitud por debajo de
un nanoscgundo durante el tiempo suficiente para realizar el cambio a una referencia
de tiempo alternativa. A esto le sigue la descripcion de los métodos desarrollados para
proporcionar a los nodos WR mecanismos de tolerancia a fallos en topologias en ani-
llo, demostrando la viabilidad del enfoque tanto para datos como para sincronizacion.

La tercera parte consiste en un analisis extensivo de los dispositivos de red cspcciﬁ—
cos y fenomenos fisicos que causan un impacto en el rendimiento de la sincronizacion
vinculada a enlaces de larga distancia. Los elementos identificados se imp]ementan en
un banco de pruebas de laboratorio, y se evalta la influencia de los elementos identi-
ficados en términos de asimetria y retardo frente a condiciones ambientales variables.
Este analisis resalta la importancia de evaluar los componentes de la red en la ruta
éptica y modela su impacto.

Y la cuarta y tltima parte corresponde a la prueba y verificacion de los mecanismos
de resiliencia en un escenario del mundo real. Después de una visién general de las
necesidades de sincronizacion en la industria de tecnologia financiera y la descripcion
de los requisitos técnicos y regulatorios, se delinea un enlace de Time as a Service (Taas,
0 “tiempo como servicio”) que abarca 44 km de longitud en el area metropolitana
de Madrid, y se destacan y verifican sus mecanismos de autonomia y resiliencia. Los
resultados de este escenario, donde se garantiza la trazabilidad de la senal de tiempo
al Tiempo Universal Coordinado (UTC) y se pone a prueba la robustez del sistema,

sirven como validacion de los modelos y mecanismos descritos en las partes anteriores.
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Abstract

The increasing reliance of various sectors, from telecommunications to financial
markets, on precise synchronization highlights the need of robust time transfer sys-
tems. Distribured systems, the backbone of our digita] world, require a shared com-
mon time base to enable data correlation, system-wide state monitoring, and exe-
cuting coordinated processes within bounded time intervals. While Global Naviga-
tion Satellite Systems (GNSS) has provided valid and cost-effective time references,
their vulnerability necessitates the integration of more resilient terrestrial alterna-
tives.  This work centers around the use of the White Rabbit (WR) protocol, on
which the TEEE 1588-2019 High Accuracy profile is based, to offer synchronization
capabilities over 10r1g distance links. lnitially developed for use in private networks
with well-known link models and capable of sub-nanosecond accuracy, there are sig-
nificant challenges that need to be addressed regarding the extension of WR over
public networks spanning longer distances, dynamic network conditions and specific
long-distance equipment. To ensure the reliability of the time transfer system, the use
of the WR protocol in these circumstances must be followed by enhanced reliabil-
ity Capabiiities that allow the devices in the network to function autonomous]y OT to
swiftly shift from one time reference to another.

This thesis is structured in four parts. The first part is devoted to the review of
the state of the art, where we examine the driving forces that push many areas of the
industry to adopt precise and resilient time transfer systems, both regulatory and com-
petitive. Then, we review the fundamental concepts of time signals, the most widely
used and pioneering methods to transfer a time reference between locations, and we
focus on the elements that impact the robustness and resiliency of WR over long dis-
tance networks, that is, the transmission of data signais over the optical medium,
and the mechanisms that can be implemented to enhance redundancy and resiliency
in a time transfer system. This is followed by the introduction of the experimentai

methodologies, tools and development platforms that have been employed.
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In the second part of the thesis we address the resiliency aspects of the time trans-
fer solution at both the node and network levels. First, we describe and address the
limitations introduced by signal noise, analyze its impact on holdover, and we im-
plement an experimental holdover solution that extends the holdover time of a WR
node ensuring sub-nanosecond performance for long enough to perform switchover
to an alternate time reference. This is followed by the description of the methods
developed to provide WR nodes with fault-tolerant mechanisms in ring topologies,
demonstrating the Viability of the approach for both data and timing,

The third part consists of an extensive analysis of the specific network equipment
and processes that cause an impact on the performance of synchronization that is
bound to long distance links. The identified elements are deployed in a lab testbench,
and the influence of the identified elements in terms ofasymrnetry and dclay is tested
against variable environmental conditions. This analysis highlights the importance
of evaluating the network components in the optical path, and models the impact
thereof.

And the fourth and last part corresponds to the test and verification of the re-
siliency mechanisms in a real world scenario. After an overview of timing in the fin-
tech industry and the outline of the technical requirements, a Time as a Service (TaaS)
link spanning 44 km in the metropolitan area of Madrid is described, and its autonomy
and resiliency mechanisms are highlighted and verified. The results of this scenario,
where the traceability of the time signal to Coordinated Universal Time (UTC) is
guaranteed and the robustness of the system is tested out, serve as validation of the

models and mechanisms described in the previous parts.
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CHAPTER

Introduction

The purpose of this first Chapter is to present an overview of the context in which
the study presented in this thesis is developed. Initially, the background and the con-
text in which the thesis is framed are brieﬂy introduced in the section 1.1, high—levei
notions are provided to facilitate both the understanding of the difficulties existing
today in the competent area of work and the proposed and implemented solutions/im-
provements. The section 1.2 formally states the scientific objectives to be achieved,
and then, in the section 1.3, this introduction is complemented with a summary of the
national and international projects in which we have collaborated during the devel-
opment of this work. Finally, this introduction closes with a schematic description of

the content that can be found in the rest of the chapters.

1.1 Motivation

Accurate time synchronization has become a relevant necessity with ever broad-
ening areas of application. The levels of precision and accuracy that just a few years
ago were requirements of the most demanding scientific infrastructures in the world
have progressively made their way into new applications. As of today, the need to
achieve synchronization traceable to a few nanoseconds can be found in sectors of
the economy as diverse as telecommunications networks, financial markets, or other
critical infrastructures such as Smart Grids [1], [2].

Within this diversity of application fields, one can appreciate a common point
among all of them: the extension of these systems over geographically wide areas, or
a]ternative]y, the need to interoperate with other distant systems. Often, systems dis-

tributed over large areas need their components to operate in a coordinated manner,
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for which they need to have a common notion of time.

Historically, it is often said that the idea of “modern” time, that is, that there
is a single master time reference in a geographic area to which all clocks adjust (as
opposed to the local solar time that prcviousiy existed) is a creation of the industrial
era that emerged in response to the need for trains within the same railway network
to share a common time. Thus, in the 1840s the concept of Raiiway Time emerged
in England [3]. Over time, the use of each locality’s solar time fell into disuse due to
the advantages of using standardized time. In 1884, Greenwich Mean Time (GMT)
was chosen as the universal time standard at the International Meridian Conference
and remained so until 1972, when the Coordinated Universal Time standard (known
by its pseudoacronym UTC) took over and the world moved away from the Earth’s

rotation period as a reference to using atomic clocks.

Just as Physics and Metrology have made enormous strides over the past two cen-
turies in pursuit of ever more precise and stable time references, the work of numer-
ous scientists and engineers, including this present study, has consisted in deveioping
methods and techniques to disseminate the commonly used time standard of each era
to the applications that require it, maximizing the technicaiiy possibie metrics accord-
ing to cach historical period and solution (precision, extension, reliability, etc.).

Turning back to the present, over the past few decades, communication network
infrastructures have prolifcratcdi Their capacity in terms of bandwidth, number of
nodes served, and ubiquity has continued to grow to this day. These networks are in-
strumental technoiogy for the dcveiopment of numerous intciligcnt distributed Sys-
tems. The growth in quantity and complexity of these systems results in the magni-
tude of the data that traverses these networks where, by design and for the sake of
backwards compatibility, the importance attributed to synchronization or reliabilicy
is quite low. In fact, in the Ethernet networks cornmoniy in use today, there is no
guarantee that the data sent through the network will reach its recipient in the same
order in which they were sent, nor is a maximum 1atency guaranteed. Even more, the
delivery of data to the recipient is not even guaranteed [4]. This is what is known as a

best effort deiivery mechanism.

This is an apparent contradiction since the normal operation of distributed Sys-
tems often implies correlating data from physically distant sensor platforms, launch-
ing a process start within a bounded time interval, or simply precisciy monitoring the
overall state of the system to be able to perform a forensic analysis that reconstructs
the order and intervals between all the captured steps. To carry out such tasks, it is

essential to meet the requirement of sharing a common time base. Otherwise, system
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components would not be able to temporally tag events, nor determine the time it
takes for a message to reach its recipient. Without these premises, it is impossible to
guarantee the causality of the events that occur in the system.

Therefore, architects of such systems must include a specific solution to main-
tain synchronization throughout the network. The two most common methods in use
toda}7 £0 maintain equipment synchronization are techniques based on Global Navi-
gation Satellite Systems (GNSS) or techniques based on packet exchange in the afore-
mentioned best effort networks.

The first of these technologies is, in itself, a discributed system: g]obal naviga-
tion satellite systems such as GPS (Global Positioning System) or GLONASS (from
the Russian transliteration of Giobal’naya Navigatsionnaya Sputnikovaya Sistema or
global satellite navigation system). These systems are used to distribute not only the
end user’s location but also time. This time source offers signiﬁcant advantages: its
coverage is global, the degree of precision is relatively high for the required investment
and the maintenance of the source and its traceahility are guaranteed by strong puhiic
insticutions. However, GNSS signals, which are received by the end user as a weak
radio signa] that was transmitted from a constellation of satellites tens of thousands
of kilometers away, are vulnerable to a whole range of possible issues or deliberate at-
tacks. The signa] is susceptibie to atmospheric turbulence, must be obrained through
an outdoor antenna, and is vulnerable to interference or spoofing attacks [5].

From this weakness of GNSS-distributed time, coupled with the criticality of
many of the infrastructures that rely on it for their operation, comes the need for
managers of these systems to provision or complement their time sources with oth-
ers distributed through different means, and/or to provide equipment that is faule-
tolerant and can manage multiple sources simultaneously.

Among the alternative sources and distribution methods to GNSS, those that
transmit information through communication networks stand out. Wichin this fam-
ily, there is a variety of techniques and protocols that, depending on their complexity
and implementation requirements, can provide a variable level of accuracy and preci-
sion. The error range that can be achieved with these protocols can vary from a few
milliseconds of error (as achieved by the software implementations that exist in many
consumer electronic devices) to the few tens of picoseconds that can be achieved with
other packet exchange protocols assisted with specific hardware. White Rabbit (WR),
an extension of the Precision Time Protocol version 2 (PTPv2) [6] born to meet the
needs of a top-tier scientific infrastructure (che European Center for Nuclear Research

or CERN), is an example of the latcer [7].
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However, there are difficulties in achieving the same level ofprecision when time
must be distributed over long distances for two fundamental reasons: first, the nature
of the transmission medium makes it impossible to reach great distances using the
same link model as in a local scale network due to physical phenomena such as signal
attenuation and dispersion. Second, when using other techniques and devices to en-
able signal transmission to more distant distances, new elements are introduced into
the link model that must be taken into account. There is an added difficuley to the
previous ones if the transmission is carried out through a third party managed trans-
port network (i.e. a internet service provider or ISP) which can alter the network at
any time. While these modifications are usually transparent in terms of data service,
which is not affected, the impact on a time distribution system can introduce faults
in the synchronization signals and/or interruption of the service during a determined

time interval.

Regarding the robustness of the synchronization system, it is worth considering
that a possible failure in the time distribution system of the infrastructures and the
use cases mentioned above can lead to malfunctions or complete shutdowns of the
systems and, ultimately7 to large economic losses and legal liabilities. To mitigate this
risk, there are various approaches that increase the resilience of the system to failures.
In the face of the possibility that a single time source is compromised and becomes a
single point of failure, the implementation of redundancy techniques is suggested to
allow switching between different time sources (switchover and failover). Conversely,
in case of sudden failure of the device or system that is used as a time reference, specific
hardware techniques can be implemented to ensure that the error of a local oscillator
of a device does not exceed a certain threshold (holdover). This is necessary to main-
tain the integrity of the time signal during the switchover interval to an alternative
source or, in case there is none, to prolong the operating status autonomously, without
receiving external time corrections, for as long as possible until the failure has been

resolved.

A time system that takes into account all the concepts and difficulties described as
part of this general overview can be provided as a service. The companies that require
it have a need for a complex synchronization system, but they may not possess the
necessary infrastructure or expertise to ensure a signal that meets all the requirements
ofprecision, accuracy, traceability, and high availability. These types of solutions are
known as Time as a Service or “TaaS”. Under this concept, time is a product supplied
by a third party that takes care ofdemonstrating the integrity of the time signal at all

times. Taa$ solutions are common in the field of financial services. Within the frame-
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work of this work, we illustrate the opportunity to collaborate in the deployment
and maintenance of a pilot project of a time distribution system as a “TaaS” service
based on time generation at a point geographically distant from the end customer, the
distribution of a time reference through the public network of an ISP maintaining
traceability to UTC, and redundancy and resilience mechanisms both at the source
and at the end nodes.

To conclude this introduction, it is worth emphasizing that the focus of this work
is on the extension of WR technology over public data networks, a challenging task
given the Variability and lack of inherent control in these infrastructures. Unlike other
works in the literature, which are based on having complete control of the network,
this study delves into the complexity ofworking with public networks and how they
can be used to provide robust, high-precision time synchronization. Through this
approach, we aim to provide a unique and valuable contribution to this field ofstudy,
exploring new frontiers of what is possible in terms of time synchronization across
large—scale, public networks. The formal objectives of this study will be outlined in

the following section.

1.2 Objectives

This thesis addresses the challenge of high-accuracy long distance time dissemi-
nation over optical fiber links, a service traditionally reliant on satellite methods or
network protocols like PTP or Network Time Protocol (NTP) that cannot achieve
the same level of performance. We hypothesize that deployments of WR links can
be made fault-tolerant, with resiliency features in both the node and the network,
achieving an accuracy and precision equal to or better than GNSS systems, using
infrastructure from existing telecomunication fiber networks. This approach offers
a cost-efficient solution that does not rely on the deployment of dedicated network
infrastructure, is easy to deploy and reaches the high level ofcapillarity that the tele-
com fiber networks can provide, and fulfills the demanding requirements of multiple
critical infrastructure industries like smart grid or fintech.

Our aim is to develop methods for deploying highly accurate WR links through
public access networks, treated as regular traffic, while maintaining optical signal in-
tegrity. Given the dynamic nature ofpublic networks, enhanced resilience and redun-
dancy features are necessary for WR equipment to withstand changing conditions
and maintain signal integrity and service availability. The lines of work followed to

achieve these objectives are graphically represented in Figure 1.1.
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Figure 1.1: Graphic summary of the contents of this thesis.

The scientific objectives are specified in the following list, which reproduces the

same points that were defined in the corresponding Research Plan when this project

was started:

1. Study of the optical elements used in long-distance networks, as well as the
problems of distribution of the synchronization signal in the optical medium.
This will include investigating attenuation effects, dispersive effects, and any
other factors that may affect time synchronization in optical Ethernet net-

works.

. Development of component and network models that allow the deployment of
synchronization service on long-distance optical fiber networks. This model
will integrate information from components and equipment provided or ob-

tained in the laboratory to determine their effect on the final system.

Analysis of network topologies and evaluation of reliability mechanisms in case
of partial or total network failure. This analysis will be conducted for various
applications, with particular emphasis on telecommunications and critical in-

frastructures, and risk mitigation strategies will be designed.
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4. Design and implementation of topology selection mechanisms and switchover
/ holdover functionalities for long-distance networks. This objective includes
the development of software and the description of Hardware Description Lan-
guage (HDL) hardware for Field-Programmable Gate Array (FPGA), so that
these functionalities applicable to long-distance networks are incorporated into

WR systems.

5. Application and use cases. Experimental validation of the developed solutions
and empirical verification with other time and frequency distribution methods.
This will include the definition of success metrics, the performance of field
tests, and the collection and analysis of data to demonstrate the effectiveness

of the proposed solutions.

1.3 Framework

This research work has been carried out within the framework of several national
and European rescarch projects. This section provides a brief description of these
projects: CLONETS, AMIGA, TOWR, and WRITE. Additionally, this thesis has been
partially funded by the Ministry of Science and Innovation of the Government of
Spain (MICIN) as part of the Programa de Formacion de Doctores en Empresas (Doctorado
Industrial) in its 2017 call within the company Safran Electronics and Defense Spain

(then known as Seven Solutions).

1.3.1 CLONETS and CLONETS-DS

The CLONETS (CLOck NETwork Services, grant [D 731107 from the call H2020-
INFRAINNOV-2016-2017 of the European Commission) project aims to prepare the
transfer of new-generation tcchnology to industry and strcngthcn coordination be-
tween research infrastructures and research and education telecommunications net-
works, with the goal of preparing the deployment of a sustainable and pan-European
network that provides high-performance time services to European scientific infras-
tructures [8]. This project involves a consortium formed between Europcan metro-
logical institutes, academic institutions, and industry players involved in the topic.
This network will be dcsigned to be compatible with the distribution of time and fre-
quency to a multitude of agents that require lower performance services than those of
the metrological infrastructures, responding to needs created by developments such

as cloud computing, the internet of things, and industry 4.0.
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The CLONETS project has a series of high-level objectives through which infor-
mation is obtained from national research infrastructures and their needs for time and
frequency technologies and possible applications of a time and frequency distribution
network for other areas of industry are analyzed, focusing on distribution through
optical fiber networks. It also aims to define roadmaps and strategies that lead to
the definition and construction of the pan-European time and frequency distribution
network.

There is a continuation of this project, called CLONETS-DS [9] (grant ID 951886
from the call H2020-INFRADEV-2018-2020 of the European Commission), focused
on the development of a design study that collects the needs of the scientific commu-

nity and defines the architecture of the network.”

132 TOWR

TOWR is an industrial project co-funded by the NAVISP (Navigation Innovation
and Support Programme) of the European Space Agency along with the companies
GMV Acrospace & Defence and Seven Solutions [10] identified by the activity code
NAVISP-EI2-033. The goal of the project is the development of a time distribution
service using optical fiber in the Metropolitan Area of Madrid. This is achieved by
generating its own time base from very stable oscillators, transfcrring GNSS time to
align the reference oscillators, and using WR technology to distribute the time ref-
erence to the final customer through a puhlic communications network. The project
focuses on resilience mechanisms and signal traceability to meet the requirements of
sectors such as finance. The pi]ot dcploymcnt of the project was carried out with the
Spanish stock market operator, Bolsas y Mercados Espafioles (BME).

Reviewing section 1.2 it can be seen that the objectives of this project are largely
aligned with those of this thesis. Many of the results obtained were put into practice

in the pilot deployment and will be described in detail in chapter 6.
1.3.3 AMIGA

AMIGAG6

AMIGAG6 (grant AYA2015-65973-C3-1-R MINECO/FEDER, EU) is an AMIGA
project (Analysis of the Interstellar Medium of Tsolated Galaxies) from the Ministry
of Science and Innovation led by the Andalusian Institute of Astrophysies [11].

AMIGAG is based on the results of previous AMIGA projects and is part of the

preparatory work that AMIGA is doing for the scientific exploitation of the Square
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Kilometer Array (SKA) radioteleseope [12]. The life cycies of HI (neutral atomic hy—
drogen clouds), both in isolated galaxies and in dense groups, remain poorly known
since their low-density columns are only reachable by SKA. The main objectives of
AMIGAG are: to refine the models of cold gas accretion using isolated galaxies, and
to analyze the role of HI tidal removal in the suppressed star formation in Hickson’s
compact groups. In preparation for the challenge of exploiting SKA data, AMIGA6
complements fundamental science with applied research in 3 work packages, thus con-
tributing to SKA’s Big-Data consortia. AMIGAG is led by the coordinator of Spanish
participation in the SKA, and brings together all the Spanish groups involved in the
SKA data flow: Signal and Data Transport (SaDT), Central Signal Processor (CSP),
and Science Data Processor (SDP). The relationship with this thesis falls within the
group of Data and Signal Transport. In collaboration with Universidad de Granada, an
assessment of time transfer technologies and the difficulties inherent in the network

architecture of the SKA radiotelcscope project was carried out.

AMIGA7

The AMIGA 7 Data Processing in Hardware subproject (grant number RT12018-
096228-B-C32 from the Spanish Ministry of Science and Innovation) [13]) investigates
optimization techniques and synthesis of circuits that impiement both signai process-
ing algorithms of the CSP and scientific algorithms of the SDP and the Regional Cen-
ters of the SKA radio interferometer in reconfigurable hardware. AMIGA7 covers a
key period for SKA, following the end of the consortium designs and the success of
their Critical Design Reviews, until the beginning of construction.

Reconfigurable devices are firmly established in the architecture of the SKA's CSP
modules, where they are widely used. DSP circuits usually allow the use of fixed-point
formats that offer higher performance and lower cost and consumption than their
floating-point equivalents. The project proposes the application of signal sensitiv-
ity analysis techniques based on their dependencies to optimize automatic methods.
The application of these methods will enable new levels of optimization of the CSP
modules in their evolution towards the construction of SKA.

On the other hand, the potential use of high-energy efficiency accelerators based
on FPGAs for scientific computing in the SKA Regional Centers is of great interest
to reduce their high energy cost. In this context, the project continues the deveiop—
ment of the Witelo environment for the synthesis and automatic generation of VHDL
(VHSIC Hardware Description Language) for high—performance imp]ementations in

FPGA and thus circumvent the limitations of existing tools. The goal is to complete
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the environment to allow iterative ’stream’ processing of unstructured data meshes,
optimizing access to external memories and implementing local reduction operations.

On a second front, the project evaluates the feasibility and efficiency of FPGA
designs of SKA scientific algorithms. Specifically, the primary objective is the artificial
intelligenec algorithms used in the analysis of the images obtained with SKA given

their possible high level of parallelism.

1.34 WRITE

WRITE (White Rabbit for Industrial Timing Enhancement) is the European metrol-
ogy project within the EMPIR (European Metrology Programme for Innovation and
Research) initiative with code 17IND14-WRITE that involved metrology institutes
from six European states (Italy, United Kingdom, France, Sweden, Netherlands, and
Finland) along with companies involved in the development of time distribution tech-
nologies [14].

The overall goal of the project is to demonstrate all the metrological steps neces-
sary for the industrial adoption of WR, including the improvement of devices and the
study of an effective implementation in ordinary industrial computing infrastructures
without degradation of the technique’s performance compared to the results obtained
in controlled research laboratories or using dedicated fiber infrastructures.

There are two specific objectives of the WRITE project that are particularly Closely
related to this work. The first of these is the development of validated techniques for
redundant and resilient time transfer to industry end users through multiple time
links from the source to the user, and providing alternative clock sources; the second,
the development of new WR devices with improved performance that better interact

with existing industrial protocols and standards.

1.3.5 Doctorado Industrial

This thesis project has been developed within the framework of the Programa para
la formacion de doctores en empresas, popularly known as the Doctorado Industrial, and co-
financed between the Ministry of Science and Technology of the Government of Spain
(at the heginning of the call, the Ministry ofEeonomy7 Industry and Competitiveness)
and the company Safran Electronics and Defense (at the beginning of the call, Seven
Solutions) with code DI-17-09646.

The research plan presented to Universidad de Granada and containing the objec—

tives described in section 1.2 was used as a basis for the development of a scientific-
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technical memory written in collaboration with the company Seven Solutions and
evaluated by independent experts from the Agencia Estatal de Investigacion (State Re-
search Agency).

This program, whose access is controlled by a rigorous evaluation of proposals by
the State Research Agency, allows the participant to develop a set of unique skills and
competences as a result of the combination between research and academia with the
experience and practical approach typical of the industrial world. This memory aims
to highlight both aspects to demonstrate both the academic skills developed and the
practical implications of the research.

[t is noteworthy that this dual, academic and practical approach, opens the oppor-
tunity to participate in European research initiatives, like the previously mentioned
projects, from a unique perspective in which the researcher is doubly involved, both in
development from a theoretical point of view, as well as closer to industry and project
management.

Also, these types of projects require that the results of the associated research not
only be disseminated in the present doctoral thesis memory or in scientific journal
publications, but these results must have an industrial component that allows their
exploitation through the development ofproducts and services. In this context, the
researcher is not only at the forefront of his own research work, but also integrated
into a product development team with results currently available on the market.

The program of the Doctorado Industrial project was elaborated with the under-
standing that it should align with the timeline of Universidad de Granada’s doctoral
program as closely as possible. Thus, a temporal planning of the research project was
claborated, described as lines of work that culminate in justifiable milestones with as-
sociated deliverable documents. This scheme remains aligned with the Research Plan

presented to the Postgraduate School of Universidad de Granada.

1.4 Chapter Structure

After providing an overview of the field ofapplication and the motivation for chis

work, the organization of this document continues with the structure detailed below:

» In Chapter 2, the state of the art is presented to the reader. It consists of a review
of literature focused on pre-existing work and an analysis of the technologies

intended to be used in the developments described in subsequent Chapters.
= Chapter 3 aims to present the working environment: the methodology used, the
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placforms that serve as a starting point, and the universe of tools employed.

Chapter 4 presents the techniques and methods developed to increase the reli-
abiiity of a node, focused on Cxtcnding its ability to maintain synchronization
during time intervals when visibility of the reference has been lost, and on the
dcvclopmcnt of redundant topo]ogics that allow switching without rcconfigu—

ration time.

Chapter 5 is focused on analyzing the specifics introduced by the optical medium
itself for long—distance transmissions, and the prob]ems that the techniques

used by data network service providers can introduce to the time signal.

Chapter 6 describes the pilot deployment of a time Taa$ service in which par-
ticipation was involved in its development and maintenance, validating in the
real world the concepts developed in previous chapters. The work presented in
this chapter was originally published in a peer-reviewed article [15]. Here, it is

prcscntcd with further elaboration in the wider context of the overall thesis.

Chapter 7 gathers the main contributions of this work and points out some

possible lines of future work.



CHAPTER

State of the Art

One very clichéd and overused way of‘starting an academic or technical is
by defining the term that one is going to discuss. Experts argue that this
can lead to a lack of engagement from readers out of boredom and disgust.
It is a good piece of advice because... What is time anyway?

Oh no, I tricked myself. In fact, the definitions of “time” that are
commonly found in dictionaries possess a certain philosophical quality,
which some might find amusing. Time is the continued sequence of existence
and events that occurs in an apparently irreversible succession from the past,
through the present, into the future.

Wow. Apparenrly irreversible. I am not ready for this discussion.

However, other remarkably more scientific sources define time like what a

clock reads [16]. OK, now we are talking. Let’s do this.

The author

This Chaptcr providcs a Comprchcnsivc review of the state of the art in time and

frequency transfer methods, with a particular emphasis on their resilience and redun-

dancy features. We begin by examining the competitive and rcgulatory motivations

that drive various industry sectors managing critical infrastructure to enhance their

time transfer systems for improved resilience and re]iabi]ity. In addition, we high]ight

the accompanying specifications and standardization efforts.

To establish a common foundation, we present an introductory section on timing

concepts and terminology before more deeply discussing the technical details of time

transfer rnechanisms, techniques, and protoco]s. The discussion on noise theory and

its associated statistics is essential for the developments presented in Chapter 4, as
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well as the review of the basic principles and protocols of redundant networks.
Following the review of commonly used time transfer mechanisms and protocols,
we culminate with a detailed examination of the White Rabbit (WR) protoco] as the
preferred choice for the advancements made in this work. We then procede with a lit-
erature overview of previous efforts in the field of long-distance WR protocols, which
is complemented by the content in Chapter 5 as well as the subsequent section on
transmission in long-distance fiber networks, before culminating the state of the art
study with an evaluation ofresiliency and redundancy techniques, with the focus ap-
plied on Ethernet networks and time transfer systems. It is worth noting that, with
very few exceptions, the knowledge and ideas presented in this chapter are applied in

practice in the pilot deployment showcased in Chapter 6.

2.1 Introduction to time transfer systems

Time transfer is a central process to numerous industries and technologies as it
allows accurate synchornization of clocks over large distances. The need for precise,
reliable, and redundant time transfer has only grown with the advent of newer tech-
nologies and the increasing reliance on automation in multiple industries, as this study
will reflect. This section offers a brief overview of the crucial components in time
transfer systems, seggregating the technologies and components according to their
role in the system, and setting up the scope of this study.

In this introduction to time transfer systems, we will consider a model that com-
prises three principai components: time generators, time servers, and time distribu-
tion (Figure 2.1). At the end of that model, with the highest level of capillarity, the
devices and mechanisms that consume time in different systems are located.

In the most basic terms, time is tracked by using a time generation device or pro-
cess that uses a physical phcnomcnon to generate a pcriodical, distinct event. Through—
out history, mankind has based its time tracking on multiple periodic natural and
artificial phenomena (e.g. the rotation of the Earth, the phases of the Moon, or the
oscillations of a pendulum). For modern industrial and scientific applications, time
generating devices are artificial gadgcts that exhibit excellent long—tcrm stability, low
phase noise and minimal frequency drift. Since one can start tracking time using any
generator from an arbitrary point in time, it is needed to agree on a common refer-
ence starting point. Following this, we can consider that a clock is the combination
of the time generating device along with a counter that tracks the number ofperiodic

events.
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Figure 2.1: Schematic view of an example time transfer system. Timescales are gen-
erated by NMIs and other research institutions, which then are disseminated using
methods like GNSS. A time server provides a network grandmaster with this timescale
reference, which is distributed to other devices in the network.

The best performing time generators to date are atomic clocks based on the res-
onant frcqucncics intrinsic to certain elements like Cesium, Rubidium or Hydrogcn.
These atomic standards exploit the consistent frequency of the atoms electromagnetic
emissions when thcy transition between energy states. Additionally7 there exists a sub-
class of atomic clocks known as optical clocks. These leverage the frequency of ligh,
which is highcr than the microwave frcqucncics used in traditional atomic clocks, to
enable even more precise measurements of time.

Although extremely stable and of common use in the metrological and scientific
spheres, atomic clocks are too costly and heavy for the requirements of most indus-
try applications. It is common use for National Metrology Institutes (NMIs) to realize
and maintain timescales (i.e. the frcqucncy standard along with the previously defined
counter) based on these very stable time generation references, and then disseminate
them by using the rest of the elements of a time transfer system. The combination of a
frequency standard and its counter of ticks is referred to as timescale. Some of the most
Widespread timescales are Coordinated Universal Time (UTC) and Temps Atomique In-
ternational (TAI). In applications where time traceability is important, time measure-
ments are always related to an official, reputable scale through a series of comparisons
with limited uncertainty.

Time servers are devices that play an essential role in the dissemination of time
in a time transfer system. They function as intermediaries, receiving the precise time

information and frequency signal generated by atomic clocks or any other precise
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time generator, and it prepares it for distribution to various devices and systems that
require synchronization. Many of these time servers obtain their time reference from a
Global Navigation Satellite System (GNSS) that derives its timescale from the acomic
clocks present in the satellite segments of the systems. Then, the time server consumes
the time reference that it receives, and it implements mechanisms that allows the
transmission of the time information utilizing different time protocols like Network
Time Protocol (NTP), Precision Time Protocol (PTP), WR, or other mechanisms not
necessarily based on packet-based networks.

Prior to any further analysis, it is important to acknowledge the inherent hetero-
geneity in network system topologies. The variety of diverse network technologies,
protocols, and even transmission media requires a meticulous system design to ensure
Compatibility and interopcrabilityi In the context of this work, given the Widesprcad
adoption of Ethernet optical networks for data transmission across physically extense
networks, our investigation will center speciﬁcally on packet—based netowkr protocols
over Ethernet optical networks.

GNSS techniques are also discussed due to their relevance as time sources in these
systems, but there is a growing concern regarding the vulnerability of GNSS to exter-
nal attacks [17], and public efforts are being promoted towards the development of
alternative ways to disseminate timing without relying on the GNSS layer for dissem-
ination [18]. Another possible response, as exemplified by the CLONETS initiative,
is based on the use of public fiber optic networks to disseminate the timescales and
frequency standards from NMIs to the places of interest to the industry. The distri-
bution of time is Completed in several tiers of service depending on the requirements

of the time consumers and the capillarity of the network [8], [9].

2.2 Driving forces for reliability and redundaney in time trans-
fer

Although the origin is unclear, there seems to be a consensus in literature regard—
ing what reliability entails as a concept. Reliability is a probability. It is the term used
to express a certain degree of assurance that a device or a system will operate suc-
cessfully in a specified environment during a certain time period [19]. In the context
of a timing system, it is the certainness that the system will meet the time accuracy
and availability requirements within the established requirements, even in the case of
failure within the system [20].

In contrast, to mitigate the risk of system collapse caused by Single Points of Fail-
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ure (SPOFs), redundancy is employed in a system by incorporating duplicate or alter-
native components, processes or pathways, ensuring system resiliency and continuity
in the face of potential failures. In the case of a timing system, redundancy can be
achieved through the use of multiple time sources, communication links, and power
sources. For example, a redundant timing system may use multiple physical commu-
nication links to ensure that the time information can be transmitted even if one of
the links fails. This provides an additional layer of assurance for critical systems.

The term “resiliency” has different meanings across various disciplines. Craw-
ford S. Holling, a Canadian ecologist, is credited with proposing the term “resilience”
as a “system parameter” in his paper Resilience and Stability of Ecological Systems. In
this document, he defined resilience as “a measure of the persistence of systems and
of their ahility to absorb change and disturbance and still maintain the same rela-
tionships between populations or state variables”. While definitions of resilience vary
across disciplines, they generally refer to the ability of a system to withstand change
by adapting to a new situation.

In the context of this work, resilience refers to the combination of system im-
provement derived from both rcliahility and rcdundancy. A resilient timing system is

prepared for sudden changes and can quickly recover from disruptions.

221 Requirements for reliability and redundancy in the industry

Reliability and redundancy are critical features in timing networks used in sec-
tors such as Finance, Telecommunications, and Power. These features are necessary
to ensure the delivery of accurate and reliable time even in the face of intentional at-
tacks, component failures, and natural chreats. Achieving resilience in these networks
requires the use of alternative timing sources that devices can failover to in case of
primary source failure, as well as the implementation of mechanisms that allow the

devices to operate autonomously in the face of a disruption of normal operation.

2211 Telecommunication networks

As new networks and communication technologies continue to evolve, the de-
mands for synchronization also evolve rapidly. The telecommunications industry is
one of the main drivers of technological advancements in synchronization. Although
the critical infrastructure supporting this industry is well-established, there is a grow-
ing need to implernent backup timing solutions for GNSS time sources. GNSS is often

used as the primary source for timing, but it is vulnerable to interference and external
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attacks. In addition to GNSS; atomic clocks and frequency standards are commonly
selected sources in certain locations to provide highly accurate and stable timing [21].

To provide some historical context, early mobile communication networks like
CDMA-2000 (from Code-Division Multiple Access) [22] required base stations to syn-
chronize with system time with an accuracy of = 3 microseconds, while allowing for
a holdover of up to £ 10 microseconds in case of failure for at least 8 hours. With
the advent of next-generation mobile communications like 4G LTE-TDD (Long Term
Evolution - Time Division Duplexing), the synchronization requirement has become
even more stringent, with small cells now requiring an accuracy of & 1.5 microseconds.
However, holdover requirements for 4G depend on the size of the cell. While larger
cells with a radius of 3 km need to maintain holdover accuracy for up to 18 hours,
small cells typically rely on low-cost oscillators that can only maintain phase accuracy
for a few minutes [23].

As 5G continues to expand and new applications emerge, synchronization re-
quirements are becoming increasingly specialized to specific services. Unlike previ-
ous generations, there is no single standard synchronization requirement that must
be met across all 5G technologies. One of the most challenging requirements for 5G
is carrier aggregation time alignment error, which measures the accuracy of time syn-
chronization across different cell sites. The required time alignrnent error for carrier
aggregation is stringent, with a maximum limit of 260 nanoseconds for inter-site syn-

chronization and 130 nanoseconds for intra-site synchronization [24].

While GNSS-based timing distribution has been the go-to solution for many in-
dustries, it may not be accurate enough for the most demanding services in 5G, neces-
sitating the deployrnent of more advanced techniques like common view (CV) time
transfer or other alternative approaches. However, implementing these solutions will
irnply on-site calibration and perforrnance monitoring to ensure that the quality of
the solution is met in the field.

As of today, the most accurate standardized packet-based time transfer proto-
col over optical fiber (IEEE 1588-2019 High Accuracy, based on WR) meets the most
stringent requirements of the industry in terms of accuracy. However, its original
irnplernentation lacked interoperability and reliability features that have hindered
its adoption in the telecommunications sector for many years. The inclusion of the
methods that help WR achieve its perforrnance as a High Accuracy profile in the
latest IEEE 1588 PTP standard is an important leap towards improving interoperabil-
ity. Additionally, the developrnent of redundancy and resiliency features in industrial

WR devices with a suitable technology readiness level will help overcome the cur-
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rent limitations and enable the integration of WR technology into current and future

infrastructure.

2.2.1.2 Finance

The rise of modern information technology and communication networks has rev-
olutionized the financial industry, rnaking almost instant trading possible ona glohal
scale. However, this disruptive change has also led to new challenges, including an
arms race among certain sectors to achieve the lowest possible latency and fastest re-
sponse times to changing market conditions [25].

Fintechs, particularly those involved in High Frequency Trading (HFT), rely on
minimizing their latency with respect to the market and optimizing the reaction times
of their decision—making devices because the slightest additional delay in their market
orders can have signiﬁcant impacts on their transactions. HFT relies on the ability to
execute trades in milliseconds or even microseconds, and state-of-the-art technology is
critical for achieving an advantage with respect to the rest of the market participants.

Regulatory efforts such as the Markets in Financial instruments Directive (MiFID)
[26] have been putin place hy the European Securities and Markets Authority (ESMA)
to ensure fairness, transparency, and stability in financial markets, partly as a response
to the practices mentioned in this section. MiFID has been instrumental in ensuring
post-trade transparency by requiring the recording and timestamping of all events,
cross-venue order monitoring, and the detection of market abuse. Entities subject
to Regulatory Technical Standard 25 [27] must store records of their transactions,
systems and algorithms for a minimum of five years. Some other requirements of the

directive are relevant for the content of this work:

= Business clocks that timestamp any reportahle event must be synchronized with
UTC or the timing signals of a satellite system, provided that any offset from

UTC is accounted for and removed from the timestamp.

. Operators, members and participants of trading venues must eornply with a
maximum divergence from UTC of 100 microseconds, with a timestamp gran-

ularity of 1 microsecond or better.

= Asystem of traceability to UTC must be established by documenting the system

design, functioning, and specifications.

It is important to note that the regulations require traeeability of the source of

time to UTC. Any measurement of time must be related to a UTC realization through
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an unbroken chain of measurements, each with its associated uncertainty. This de-
mand for traceability at all times emphasizes the need for reliable timing solutions in
the financial industry. To ensure this reliability, multiple time sources are preferred,
and the installation of robust oscillators with a substantial guaranteed holdover time
can benefit this sector, allowing it to operate even during outages of their primary

time references.

2.2.1.3 Power industry

The Smart Grid is a representation of an advanced electrical grid that uses mod-
ern technology, such as digital communications and automation, to improve the ef-
ﬁcicncy, reliability and sustainability of elcctricity production and distribution [28].
The integration of information and communication technologies enables comprehen-
sive control and monitoring systems, lcading to more efficient energy generation, par-
ticularly when a larger portion of energy is generated from renewable sources that
cannot be adjusted to accommodate instantaneous demand. Real-time Visibility of the
grid’s state facilitates the management of load and generation fluctuations. Addition-
ally, the impact ofoutages can be mitigated by enhancing the situational awareness of
grid managers, who can then isolate faulty areas and prevent cascading failures. All of
these capabilities rely on a common time notion distributed across the system.

Not all Smart Grid applications impose stringent timing requirements. For ex-
ample, customer-side intelligent metering can tolerate a significant offset without
any quantiﬁable effect. However, other applications in the generation and distribu-
tion sectors are much more sensitive. Synchrophasor measurements supply the system
with estimates of electrical signal waveforms in magnitude and pbase. Grid operators
install Phasor Measurement Units (PMUs) at dispersed points within the electrical sys-
tem to provide the monitoring layer with real-time data on Voltage and current wave-
forms relative to UTC [29], and accurate time synchronization is crucial for PMUs
taking samples of waveforms throughout the power system.

According to the IEC/IEEE 60255-118-1:2018 (for International Electrotechnical
Commission / Institute of Electrical and Electronics Engineers) standard [30], “a time
source that reliably provides time, frequency7 and frequency stability at least 10 times
better than values corresponding to 1% Total Vector Error is highly recommended”.
In numerical terms, the required accuracy is at least 2.6 microseconds. Additionally,
the standard requires a granularity of at least 1 microsecond and traceability to UTC.
Other capabilities, such as line differential protection and sampled analog values, also

necessitate comparable accuracy levels. However, these capabilities only require rel-
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ative accuracy to other points within the network and do not impose traceability to
UTC [31].

For the use case of the electrical grid, deploying a time synchronization system
over a fiber optic network is an efficient solution that leverages the existing network
infrastructure that is already deployed for other necessities. A resilient time distribu-
tion network is also a cost-effective solution considering the cost of deployrnent and
maintenance of GNSS-based receivers in a large number of remote and uninhabited
locations, which can be an easy target for hostile agents. Considering this, the IEC
has developed several technical documents that support the deployment of network
time protocols on power infrastructure. For example, the IEC 61850 [32] standard
for communication networks and systems in substations recommends using precise
time synchronization protocols like PTP, and defines in its clause 61850-9-3 the PTP
Power Utility proﬁle, which aims at an accuracy better than one microsecond after
crossing 15 network bridges with transparent clocks [20]. This profile supports pre-
cise timestaming ofvoltage and current measurement for differential protection, wide
area monitoring and protection, busbar protection and event recording [20].

As for redundancy, the development of Smart Grid techniques has driven the ad-
vancement of Ethernet-based high-availability protocols. The IEC has also developed
standards such as IEC 62439-3 [33], which defines the High—availability Seamless Re-
dundaney (HSR) and Parallel Redundzmcy Protocol (PRP) to enhance the reliability
and fault tolerance of communication networks used in power systems. Their princi-

ple of operation and capabilities are addressed in section 4.6.

2.3 Common ground: definitions and terminology

Before exploring in more depth the intricacies of the state-of-the-art advance-
ments in time synehronization7 it is necessary to establish a common foundation of
understanding that will allow us to ensure clarity and consistency in terminology.
This introduetory section aims to provide concise definitions and explanations ofkey
technical terms and concepts, such as oscillators, noise, and frequency stability, which
are fundamental to our discussion. To the greatest extent feasible, the concepts and
mechanisms presented in this section are based on those found in existing technical
documents and standards. This approach offers the benefit of increased consistency
and clarity when compared to other publications, as well as building upon established

knowledgc and practices in the field.
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2.3.1 Noise model of a time signal

A signal source has a sine wave output that is described by the expression [34]:

V(t) = [V + €(t)] sin[2mwvot + ¢(t)] (2.1)

where Vj stands for the nominal peak amplitude of the signal, €(¢) represents the
amplitude deviations of the signa], g is the nominal frequcncy and ¢(t) encompasses
all the phase deviation processes.

In the field of time synchronization and frequency stability, the focus is put on

the ¢(t) term, from which we can derive the instantaneous frequency [34].

v(t) =y + o dt (2.2)

And the fractional frequency deviation can be derived from the instantancous

frequency as in:

Af  v(t)—w 1 d¢ dx

= = — 2.3
f Vo 2y dt dt @3)

where x(t) = ¢(t)/2mvy are the time fluctuations derived from the phase fluc-
tuations [34]. This x(t) term is, in essence, the magnitudc that is measured by lab
instrumentation and represents an array of equally spaced samples of the time error

mcasurcd.

2.3.2  General definitions

» Accuracy: a sense of closeness of a measurement to the true value of the quantity
being measured. In the case of an oscillator, the accuracy refers to the frequency
deviation with respect its nominal value [35]. Since phase fluctuations are in-
herent to frequency sources, the accuracy must be evaluated over a period of
time and not based on its instantancous value. Also, note that high accuracy

does not imply high precision.

» Drecision: a sense of reproducibility and consistency of a set of measurements
(note: high precision does not imply high accuracy). In the case of the frcqucncy
of an oscillator, a precise result does not refer to whether the output has a larger
or a smaller offset with respect to an ideal reference, as long as it stays the same

over time [35]. Note that high precision does not imply high accuracy.
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- Stabi]ity: related to the previous term, the term stability refers to the capa-
bility of an oscillator to produce the same time or frequency offset over time,
regardless of its accuracy. This concept can be illustrated by thinking of a stable
oscillator that, unless adjusted, produces a frequency with a large offset. On the
other hand, an unstable oscillator that is periodically adjusted might be able to
keep a high accuracy for a short period of time. Figure 2.2 helps illustrate this

COIlCﬁpt.

. Synchronization: the process of aligning the clock of one device to that of an-
other device with high accuracy. In other words, synchronization ensures that
the time kcpt by two clocks is the same or very close, rcgardlcss of their under-

lying timebase or frequency [36].

] Syntonization: the process ofaligning the ﬁ‘cqucncy of two clocks. This is par-
ticularly important in systems that require high frequency stability and accu-
racy [36]. Note that the syntonization process does not require the time base to

be aligned at any moment.

Time Time Time Time
Stable but Not stable and Accurate but Stable and
not accurate not accurate not stable accurate

Figure 2.2: Relationship between accuracy and stability. From [35]

The following definitions are a free interpretation of terms derived from the ITU-T
(International Telecommunication Union - Telecommunications Sector) recommen-

dation G.810 Definitions and terminology for synchronization networks [37]:

= Jitter: short-term variations of the defining events in a timing signal from their

ideal positions in time.
» Wander: same definition as jitter but applied to long-term variations.

L] Phasc noise: an inherent phenomenon n ClOCk and frequency SyStCIl’lS that

refers to the random fluctuations in the phase of an oscillator or signal.

L] Synchronous Il€tWOI'kZ a network in Wthh all ClOCkS hﬁVC th(’, same 10ng—term

accuracy.
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» Free running clock: one that is not being controlled by any syntonization pro-
cess and has no access to stored data that could be derived from a previously

COl’ll’lﬁCl’.Cd €XECI1’1&1 reference.

» Holdover mode: an operating condition of a clock which is no longer being
synchronized to its reference and is using stored data that was acquired while

it was locked, to minimize its phase and frequency variations.

» Locked clock: one that is being actively controlled so that the time error to an
external reference is bounded, and the long term average frequency equals the

one of the reference.

» Frequency stability: “the spontaneous and/or environmentally caused frequency

change within a given time incterval”.

» Time error: the difference between the time of one clock and a reference clock,
considered ideal. This concept can also be generically referred to as offset in this

document. Time error is represented as a:(t) in section 2.3.1.

2.3.3 Noise characterization

The noise sources that degrade the stability of an oscillator can be modeled as
a combination of processes that can be differentiated as a sum of power-law noises
that are characterized by the spectral density of the fluctuations of their fractional

frequency y(t) as in:

Sy(f) =hoof 2 +h_1f ' +ho+hif+haf>+-- (2.4)

where Sy (f) is the power spectral density (PSD) of the fractional frequency fluc-
tuations at Fourier frequency f, and hy are the coefficients of the power law processes.
The PSD of a time series z(t) describes the distribution of its power into the frequency

Components that conforrn that signal:
1 T/2 )
Sza(f) = lim — / a(t)e 2 dt 2.5)
T—oo T —T/2

The noise type has a different effect and receives a different name according to its
exponent (Table 2.1. PM stands for phase modulation, while FM stands for frequency

modulation). An example of the most common of these noises can be seen in Figure 2.3,
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which can help understand how averaging contributes to remove noise in a time data

set.
POWER-LAW NOISE SPECTRA
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Figure 2.3: Examples of different power-law noises contained in a signal. From [34].

Table 2.1: Characterization of noise processes according to their power—law compo-

nents [38].

Noise Type Exponent
Random Run FM -4
Flicker Walk FM 3
Random Walk FM -2
Flicker FM -1
White FM 0
Flicker FM 1
White PM 2

From the power spectral density of the fractional frequency fluctuation, the PSD
of the phasc fluctuations and ultimatcly the singlc side band phasc noise can be ob-
tained [39]. This can also be used to connect the power-law noise coefficients with a
time-domain stabi]ity statistic such as the Allan Variance (AVAR) [39]. While in some
fields the stability of the data can be estimated from the standard variance of the data,
this solution can be on]y applied with data whose results are time independcnt and
under certain assumptions of the noise characteristics. In oscillator data, which con-
tains time—dependent noise, the mean and the standard deviation will not converge

over time to any particular value.
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For that reason, non-classical statistics such as the AVAR and the Maximum Time
Interval Error (MTIE) serve as a way to provide a quantitative measure of a clock sta-
bility over different intervals of time. These metrics, among others, are used to char-
acterize the stability of time signals because using other traditional statistical tools
such as the standard deviation do not converge under the presence of certain types of

noise.

Allan Variance

The Allan Variance 02(7) of a time series y (also commonly found as its square
root, the Allan Deviation or ADEV) is a statistical measure defined as the two—sample

variance of the difference in frequency between two equally spaced time intervals [34]:

N-1

. _
oo(r) = AN ; (i1 —vi), (2.6)

where 7 is the sampling interval, and N is the number of samplcs in the time

series. Or, in the case of a dataset of phase measurements:

M-—2
1 Z
i=1

The ADEV is a useful tool to identify different kinds of phase noise. There are sev-
eral types ofphase noise that produce a unique distribution in their power spectrum
and have different effects on the ADEV. The slope of the ADEV can help determine
the interval of averaging needed to remove the noise types defined in Table 2.1 (Fig—
ure 2.4). In other words, ]:)y measuring the ADEV over different averaging times, it is
possible to identify the type of phase noise that is present in a signal, reveal long-term
effects that may not be apparent in short-term measurements, determine its possible
sources and characterize its impact on the frequency stability. Beyond the stochastic
processes that cause noise, the ADEV can also reflect systematic effects that would be
hard to tell otherwise. For example, a heating system cycling every few hours will be

reflected in the ADEV plot as a bump in the periodicity of the heating cycles.

Maximum Time Interval Error

While the AVAR is a metric of the statistical stability of an oscillator, the time
error (TE) of a clock, with respect to a frequency standard, is defined as the difference

between the time of that clock and the frequency standard one [37]. The TE z(t) of a clock
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log(oy(t))

White PM /
Flicker PM
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log(z)

Figure 2.4: Different noise processes are characterized by their slopes in the ADEV plot.
A modified version of the ADEV is necessary to discriminate the white PM noise from
flicker PM noise.

that generates T'(t) in relation to a reference Tref(t) is defined as:

2(t) = T(t) — Thes(t) (2.8)

Based on the model of the signal of an oscillator that was provided in section 2.3.1,
we can Conceptualize a model for the time error that includes systematic errors in the

initial synchronization, the frequency offset and the frequency drift [40]:

D — Dreftz + ¢(t) - ¢7“ef(t)

t) = — Yoref)t 2.9
z(t) = zo + (Yo — Yoref)t + 5 ST (2.9)
and if we assume the reference to be ideal (i.e., that Tref (t) —t=0):
D t
z(t) = zo + yot + =2+ L) (2.10)

2 2T Vnom

where xq is the initial time error, yg represents the initial fractional frequency
offset, and D is known as the frequency drift (a linear estimation of the rate of change
of the fractional frequency deviation, essentia]ly attributed to aging and environmen-

tal conditions [37]) from a specified initial value. The TE is the initial function from
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which many other stabi]ity parameters can be calculated, and it is a useful metric to
characterize the error that is expected over an observation time. The Maximum Time
Interval Error (MTIE) is a function that obrains, as its name implies, the maximum
peak-to-peak delay variation of a given timing signal with respect to an ideal timing signal
within an observation time for all observation times of that length within the measurement pe-
riod [37]. The expression of the MTIE in all che possible observation intervals 7 within

a measurement period T is defined as:

MTIE(7,T) = max { max [z(t)]— min [aj(t)]} (2.11)
0<to<T—1 | to<t<to+r to<t<totT

This figure is commonly used in the industry to characterize the time stability

properties of time sources, specially in the field of telecommunications networks. By

quantifying the maximum error over a specified interval, the MTIE provides an ex-

pected worst-case scenario for the performance of a time or frequency source over a

time interval (Figure 2.5).

X(t)

observation time

measurement period T

Figure 2.5: Visual representation of the MTIE of a time signal.
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234 Types of oscillators

After discussing the fundamental concepts of noise characterization and the re-
lated stability metrics, it becomes necessary to consider these principles in the context
of the devices that show these behaviors: oscillators. Different classes of oscillators
have unique properties that give rise to specific noise characteristics and stability be-
haviors. Understanding these variations is essential for proper oscillator selection and
subsequent system design, mainly determined by performance requirements and bud-
get constraints.

Oscillators are devices that generate a periodic signal of a given frequency, built
around a physical phenomenon [41]. Imperfections and random processes cause their
output to always include some level of noise. The type of oscillator, its design, and
the underlying physical principles all contribute to define the noise proﬁle7 thereby
impacting on the oscillator stability. From the ubiquitous quartz crystals to the latest
research on optical clocks, every clock source has properties that makes it suitable for
a range of applications.

Quartz oscillators function based on the piezoelectric properties of quartz crys-
tals. An electric field causes the quartz to generate a steadily oscillating signal. These
oscillators are compact, economical, and reliable, which makes them commonplace in
consumer electronics. However, they are prone to aging and are sensitive to environ-
mental factors including temperature, humidity, and pressure [41]. A more advanced
variant, oven-controlled crystal oscillators (OCXOs), mitigate some stability issues
ofquartz oscillators hy housing the quartz crystal in a controlled temperature casing,.
The stable temperature minimizes frequency variations caused by environmental tem-
perature change. While OCXOs offer better short-term stability, they also have larger

size, higher power consumption, and cost more than their simpler counterparts [41].

The atomic clocks mark a signiﬁcant leap n timekeeping technologyi They use
microwave emissions from specific atoms to create an extremely precise frequency
signal [42]. Rubidium clocks7 for example7 use the hyperﬁne transition of electrons in
rubidium-87 atoms. Cesium atomic clocks, on the other hand, use the frequency of
microwave spectral lines emitted hy cesium atoms, and hydrogen maser clocks oper-
ate similarly, relying on the emission frequency of hydrogen atoms [42]. These clocks
offer exceptional long—term stability, though they are often impractical for many ap-

plications due to their size, power draw, and cost.

The Vanguard of the timekeeping technology is currently heing pushed by opti-

cal clocks. These devices also leverage the oscillations of acoms or ions transitioning
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between energy states, but at much higher frequencies in the optical range of the spec-
trum. These higher frequencies imply that the slices of time that they measure with
their ticks is much finer, resu]ting in greater precision and accuracy for timekeeping.
Compared to cesium and rubidium cloks, optical clocks offer significantly improved
stabiiity [43]. While cesium clocks have been the primary standard for defining the
second for several decades, there is a high degree of probability that the second will

be defined in terms of optical clocks in the future [44].

It is noteworthy to mention that every type of oscillator is characterized by dif-
ferent stability behavior over short and long timescales. Short-term stability is often
affected by random noise and environmental factors, while long—term stabiiity can
be compromised by systematic errors and the inherent limitations of the oscillator’s
physical principles. Figure 2.6 gives an overview of the relative stability levels of dif-

ferent types of clocks.
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Figure 2.6: Stability performance of the classical microwave atomic frequency standards
compared with temperature-compensated (TCXOs) and oven-controlled (OCXOs) crys-
tal oscillators. Reprinted with permission from [41]
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2.4 Time transfer: principles, techniques and protocols

The previous section has made clear that in any system, clocks are subject to var-
ious sources of errors, instabilities and other factors that cause them to drift apart,
leading to discrepancies in timekeeping between different systems. To maintain syn-
chronization, it is necessary to continuously monitor and correct these discrcpancic&

Furthermore, when time information is transmitced between two clocks, it must
travel through a medium, be it a nerwork cable, a ﬁber—optic link, or even the at-
mosphere. The propagation delay of the medium is the time it takes for the time
information to travel between the source and the destination. This delay can be in-
fluenced by factors like the physical distance, the medium’s characteristics, and the
transmission speed of the signal. Accurately accounting for these propagation delays
is essential to achieve accurate time synchronization.

Besides the performance of the oscillators involved and the delay introduced by
the transmission medium, there are other factos that may impact the accuracy and
precision of a time transfer system. Environmental factors can introduce instabilities
in the delay of the transmission medium, and electronics and software can introduce
jitter and noise that limit the accuracy of the measurements done. In some cases like
GNSS time dissemination, even relativistic effects play a role, and the motion of the
satellites and the gravitational potential difference between the satellites and the re-
ceivers must be taken into account.

Time transfer tcchniqucs are dcsigncd to overcome these Challcngcs by provid—
ing methods to measure and compensate for the errors and delays associated with
timckccping and signal transmission. These tcchniqucs can be broadly classified into
one-way and two-way time transfer methods, each with its own set of advantages and
limitations In the fol]owing sections, we will cxplorc the undcrlying principlcs of the

methods and their most common implementations.

2.41 One-way time transfer

Consider the most simple scenario in which clock A is a reference clock and clock
B is physically distant from A, and not synchronized to it, as depicted in Figure 2.7.
In the case of one-way time transfer, Clock A sends a time signal to clock B through
a medium that introduces a delay oap.Ifa high degree of accuracy is needed, clock B
must consider the propagation delay between them. In this scenario, clock A sends its
time signal as measured by its timebase, and clock B receives it as measured by its own

timebase. Under this circumstances, we can name ¢ the time of departure of the time
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signal from clock A, ¢2 the time of arrival according to clock B, and offset4p as the
time offset between both clocks. Thus the offset can be estimated and used to adjust
clock B:

to =t1 + dap + offsetap (2.12)
offsetap =to —t1 — 0aB (2.13)

The one-way time transfer delays are limited by the granularity of the clocks in-
volved, and by the estimation of the dc]ays involved. The dcsigncr of such a system
must consider that not only the propagation through the communication channel
must be considered, but also the internal delays of the transmiter and the receiver.

Also, this scenario is a simplificd case that would only pcrform adcquatcly if the
delay between the clocks is static. Otherwise, more information needs to be added
to solve the equations for time. Still, this principle of operation is what allows GNSS
receivers to acquire time from the satellite constellations. In that case, either the loca-
tion of the receiver is accuratc]y known, or the Visibility of several satellites is needed

simultaneously to solve the equations for both position and time.

2.4.2 Two-way time transfer

In the case that both clocks can send their time signals to one another, each of
the clocks can measure the time of arrival of the time signal according to their own
timebase. Under those circumstances, if we keep the notation of t1, to, delay 4 5 and
offsetgp from the previous section, and we add ¢3 and ¢4 for the time of departure
and time of arrival of the time signal sent from clock B to clock A, and considering
that the propagation dclays might be asymmctrical, therefore considcring dclayBA as

a distinct variable. This scenario is shown in Figure 2.8 and leads to the equations:

to =11+ dap + offsetap (2.14)

Clock A Clock B
delayA— B

Transmission medium

Figure 2.7: One way time transfer.
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Clock A Clock B

delay A —» B

Transmission medium

delay B —» A

Figure 2.8: Two way time transfer.

ty =t3+ 0pa — offsetap (2.15)

and the offset 4 g can be calculated as
. 1
offsetgp = 5((752 —t1) — (tg — t3) — ((5,43 — 53,4)) (2.16)

which only holds true if the delays in both directions are equal. The time transfer
mechanims that implement two-way exchanges can determine both the offset and the
round-trip time (RT'T = (tg —t1) + (t4 — t3)) of the propagation medium, but they
do not have a mechanism to calculate the asymmetry in each of the directions of the
delay. Also, the transmission and reception delays at both ends of the exchange have

not been considered in chis analysis.

243  Techniques and protocols

The fundamental principles of one-way and two-way time transfer have been im-
plemented into a diverse ecosystem of techniques and protocols. These methods vary
Wiidiy in terms of their propagation medium, accuracy and precision and ease of de-
ployment, each of them catered for different use cases and applications. First, we will
describe the fundamental characteristics of the most common GNSS and satellite-
based time transfer techniques. After that, we will enumerate other techniques based
on analog signals and optical fibers. Lastly, we will expand on protocols designed
for deployment in packet—switched telecommunications networks, placing particular

emphasis on WR; as it constitutes the basis of the present work.
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2.43.1 Satellite-based tcchniqucs
One way GNSS time transfer

GNSS time transfer, a widely utilized method for time dissemination, relies on
satellite navigation systems such as GPS, GLONASS, and Galileo. These systems
transmit RF signals containing essential timing, navigation, and ephemeris data that
enable GNSS receivers to accurate]y determine their location and time.

Under typical circumstances, a GNSS receiver requires data from a minimum of
four satellites to solve the psecudorange equation, thus obtaining a precise measure-
ment of location and time. However, in the context of GNSS time dissemination, the
receiver’s position can be predetermined and accurately established. Consequently,
one-way data from a single satellite suffices to acquire the time reference from the
highly precise acomic clocks incorporated within the satellites. Still, the ionosphere
and troposphere introduce variable delays depending on day/night time and elevation
angle. The navigation messages broadcast by the satellites contain a model to compen-
sate for the ionospheric delays, but instabilities as large as tens of nanoseconds may
remain [45].

The accuracy of the GNSS time transfer varies grcatly dcpcnding on the spcciﬁc
hardware and techniques used. While geodetic techniques using multi-frequency an-
tennas and receivers (which improves the model of the propagation dclays) can achieve
precisions of near 100 ps and accuracy of about 3 ns, the standard GPS service guar-

antees an accuracy below 40 ns for 95% of the time [46].

Common-view GNSS time transfer

This approach is an improvement on top of the one-way technique to compare
two clocks at remote locations [45]. Adhering to the naming conventions of previous
sections, Clock A and Clock B measure their time difference with respect to a GNSS
satellite visible from both locations simultaneously. Subsequently, the clocks exchange
their measurements to compute the difference. Ideally, GNSS time cancels out, as
delay fluctuations between the satellite transmitter and the two receivers are highly
correlated.

[t is important that the measurements be made at the same time, and using the
same satellite as “pivot”, to prevent the stability of the satellite clock from becom-
ing a factor. The common-view technique surpasses one-way GNSS time transfer
by reducing common-mode errors. This method performs optimally when the dis-

tance between receiver stations is small relative to the distance to the satellite, as the
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Figure 2.9: Principle of GNSS common view time transfer. When the baseline between
the stations A and B is short, the ionospheric and tropospheric errors are highly corre-
lated.

propagation paths exhibit greater simi]arity when the baselines are shorter.

T\VO Way Sle'C”itC TilﬂC 1ll’1d FFC(IUCHC)' Tr:msf't'r

Two-way Satellite Time and Frequency Transfer (TWSTFT) is a technique used
to compare time and frequency references between different locations. The method-
ology is centered around the exchange of signals between two ground stations via a
geostationary satellite. Typically, the first ground station transmits a time-coded sig-
nal to the satellite, which receives and retransmits it to the second ground station.
Upon receiving the signal, the second ground station compares the received time sig-
nal with its local atomic clock. This process is simultaneously performed in the op-
posite direction, which allows the stations to calculate the round-trip time and the
offset between the stations following the principles of two-way time transfer. Assum-
ing that the signals traverse symmetrical paths, many of the errors can be considered

ncgligiblc because thcy are in the reign of common-mode [47].

Other GNSS techniques

While common-view GNSS Time Transfer and TWSTFT are techniques that have
proven highly effective, they are not without disadvantages. CV GNSS time transfer

requires the simultaneous observation of a same GPS satellite by two clocks at dif-
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Figure 2.10: TWSTFT using a geostationary communications satellite. From [47]

ferent locations, which restricts its operation to certain time windows and makes it
susceptible to errors from the satellite’s clock. On the other hand, TWSTFT, alchough
it offers continuous measurements and eliminates the satellite error clock, it involves
amore complex setup and higher costs, but these are not the only available techniques
that allows users to increase the performance of GNSS systems regarding the genera-
tion of a more precise time source or comparing remote timescales.

PPP (Precise Point Positioning) [48] is a technique used to improve the positioning
and time accuracy of the data provided by a GNSS by using precise satellite clock cor-
rections and orbital data using a single receiver. This technique uses a global network
of reference stations to calculate errors in the GPS satellite’s clock and the satellite’s
actual position compared to its prediction. The corrections are then applied to the
measurements made by a singlc GPS receiver to improve its position estimate. PPP
is a method that calculates the clock and position information in a post-processing
approach7 which makes it unsuitable for real-time conditions.

In contrast, PPP-RTK (PPP - Real Time Kinematic) [49] is a Closely related tech-
nique that aims to equally improve the positioning and timing accuracy of the GNSS
receiver, but the PPP-RTK technique relies on real-time data from the reference sta-
tions, in addition to precise satellite orbits and clock data, information about the
satellite phase biases. Thus, instead ofrequiring a convergence time of hours, the as-

sistance of an instantaneous stream of data allows PPP-RTK to operate in real time
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conditions.

These are just two of the advanced techniques to reduce the errors of the computed
position and time of a GNSS receiver. Several others also involve the use of differential
GPS, csscntially improving the pcrformancc of a receiver by mitigating the common
errors shared between a stationary receiver at a known location and a mobile receiver

that receives the corrections.

Other satellite constellations

All GNSS constellations have installed their space segment in Medium Earth Or-
bit (MEO) with an altitude between 19 000 and 24 000 kilometers. The satellites that
conform these GNSS constellations feature atomic clocks with very stable long-term
behavior, and their orbit is distant enough that their orbit can be predictably modeled
and corrected. At a lower alticude (below 2 000 km), many Low Earth Orbit (LEO)
formed by a larger number of satellites provide communications, positioning, naviga-
tion and timing capabilities for terrestrial receivers akin to GNSS. Given their lower
altitude, the signal of these satellites reaches the surface of the earth with a much
higher power level, often up to 1 000 times higher, which makes them more robust
than GNSS signals. However, this does not comes without advantages. The lower
orbit causes the satellites to suffer a largcr atmosphcric drag, which makes the orbits
more unstable and requiring corrections more often. Also, these constellations do not
have time sources with the stability of GNSS, and rcly on other time sources (like
GNSS, among others) for their operation. A profound analysis on the LEO satellite
clocks is available in [50].

In addition, efforts like the European Horizon 2020 DEMETRA project proposed
the use of geosynchronous satellites as one of several timing services that address spe-

cific needs of potential users in the industry [51].

Vulnerabilities of satellite-based time transfer

The widespread use of GNSS time dissemination has led to an increasing reliance
on its accuracy and availability in a variety of sectors, including critical infrastructure
such as the electrical grid, telecommunication networks and defense. However, the
broad availability of the signals originatcd in satellites thousands of kilometers away
from the surface of the Earth comes with the problems derived from the weakness of its
signals. These signals are vulnerable to jamming, spoofing and unwanted interference

[17], which poses a significant risk to both safety and security.
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The term jamming refers to intentional interference caused by powerful radio fre-
quency tramsmitters tuned at the same frequency as the GNSS signals. The conse-
quence of such attacks can be severe, potentially disrupting the critical infrastructure
[52] and causing system failure. Moreover, these attacks are difficult to mitigate and
they can be executed using low-cost, commercially available equipment, which make

them an effective weapon in areas involved in geopolitical tensions [53].

Another more sophisticated approach to disrupting the GNSS signal data is spoof-
ing, which refers to the transmission of counterfeit GNSS signals designed to deceived
the receiver into accepting false time and position information. This can be achieved
by simply retransmitting the authentic time signals after a certain delay (meaconing)
[54], or using more complex techniques that may lead to misrouting or causing a time

error in the victim of the atctack [55].

Other effects that may impact the normal operation of GNSS systems include, but
are not limited to, natural interference (scintillations) and multipath effects, spccially
in dense urban environments that favor the appearance of so-called urban canyons.

More details on GNSS threats and the proposcd solutions can be found in literature

[5].

2.43.2 Analog signals

One prevalcnt approach for implcmcnting one-way time transfer involves the uti-
lization of a network of timing cables to disseminate time signals (e.g., single or mul-
tiple pulses per second) from a master clock to the connected nodes. The electrical
signal serves as a reference for the slave node’s timebase. Since the analog signal lacks
Time of Day (ToD) information, these systems often rcly on an alternacive parallcl
method to acquire the ToD, or the master may encode the information by modulat-
ing the analog signal, as cxcmpliﬁcd by the case Oflntcr—rangc instrumentation group

(IRIG) timecodes [56].

The use of ana]og signals, owing to their simp]icity7 has become a standard across
numerous industries. However, the transmission delay associated with this approach
dcpcnds on the calibration of the cabling, which is both time-consuming and prone
to errors, making it unsuitable for large-scale systems with hundreds or thousands of

nodcs.
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2.43.3 Optical fiber links

In the recent years, optical fiber links have been used for frcqucncy dissemination
between metrological institutions, which allows them to compare optical signals with
brcaking—cdgc accuracy and stability. These applications are the Vanguard of research
on diverse fields of physics such as possible violations of the equivalence principle of
General Rclativity [57]7 or even possiblc time variations of the mass ratio between
clectron and proton [58], and are made possible by disseminating the frequencies gen-
erated by the latest generation of optical clocks over optical fibers, achicving uncer-
tainties below 10712 over hundreds of kilometers [59].

Significant steps have been taken to practically demonstrate the capability of Tong-
distance frequency comparisons over fiber links. Notably, the Observatoire de Paris (OP,
SYRTE department) and Physikalisch-Technische Bundesanstalt (PTB) in Germany have
been key players in these developments. As part of the European Metrology Research
Program (EMRP) project “International Timescales with Optical Clocks” (ITOC), a
10ng distance, stable optical fiber link of 1415 km was established between the PTB
in Braunschweig and OP. This link enabled the frequency comparison of a strontium
optical lattice clock at the PTB with a similar clock at OP, illustrating the promising
capabilities of these links in precision timekeeping [60].

Beyond metrological comparison of frequency standards, there are other optical
solutions based on active compensation of fiber delay fluctuation that allows fiber
optic time and frequency dissemination over hundreds of kilometers that achieves a
time stability below 30 ps over 30 days of operation, and an accuracy calibration below
50 ps [61]. Still, these solutions are based on custom and costly hardware implemen-
tations that hinders their adoption in a commercial scale. As an alternative, time
transfer based on network protocols can often be implemented in software or make

use Of‘Oﬂ"—thC—Shle‘nCtWOIk COl’l’lpOl’lCl’ltS that case its dcploymcnt and 1imits COStS.

2.43.4 Network protocols

Typically, time protocols are designed to be network-independent and can be en-
Capsulatcd across a diverse range of both residential and industrial network scandards.
For example, both NTP and PTP can be utilized over any network that employs the
Transmission Control Protocol/Internet Protocol (TCP/IP) suite. This suite serves as
a global benchmark for data transmission across networks. Moreover, PTP provides
expiicit support for fieldbuses such as DeviceNet, ControlNet, and PROFINET [62].

However, it’s crucial to note that the precise characteristics of the physical and link

39



CHAPTER 2. STATE OF THE ART

1ayers can influence time performance. For this reason, this analysis presumes the use

of an Ethernet network wich an optic fiber as the transmission medium.

Network Time Protocol

Network Time Protocol (NTP) [63] is, most likely, the most widely deployed syn-
chronization protocol in the world. It follows the principles of two-way time transfer
for its operation, where a client exchanges packets with a known server and the re-
sult of the transaction is, at its most essential form, the offset berween clocks and the
round—trip time of the exchange. Its use since the beginning oi‘generalized computer
networking in the 1980s has lead to a large variety of implementations, usually com-
pleteiy hairclwzlire—agnostie7 that is focused on providing service to a massive amount
of users. Depending on the specifics of the architecture, NTP can typically main-
tain time to within tens of milliseconds over the puhiie Internet, to a few hundred of
nanoseconds under controlled environments [64].

NTP employs a hierarchical, distributed architecture to maintain accurate time-
keeping across a network. This tiered structure consists of stratum levels, ranging from
stratum O to stracum 15. Lower stratum levels indicate higher accuracy and reliability.
The hierarchical structure also assists in load distribution and redundaney, ensuring
that the failure of a single server does not disrupt time synchronization across the
entire network. Primary servers, also known as stratum 1, synehronize direct]y with
reference clocks (stratum 0), which include atomic cocks or GPS receivers. Secondary
servers, or stratum 2, synehronize with stratum 1 servers, inheriting their time infor-

maiton. The hierarchy continues downward to lower stratum levels.

This protoeol implements a combination of algorithms thac help improve the ac-
curacy and stability of the time synchronization. These algorithms including Clock
Selection, to assist the client in choosing the best possible server according to net-
work conditions and the information provided by the clock server, Clock Filter, that
processes multiple time samples from a server to estimate the most accurate offset an
delay, and Clock Discipline, to adjust the local clock based on the calculated offset and
delay variation employing a phase—loeked loop (PLL) or frequency—loeked 100p (FLL)
mechanism [65]. Still, the accuracy of NTP is limited unless dedicated hardware is em-
ployed, and the assumption ofequal path delays for both directions also introduces a

systematic offset.
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Precision Time Protocol

Precision Time Protocol (PTP), also known as IEEE 1588 [62], is another protocoi
used to synchronize clocks over computer networks that is considered to address a
segment of the market where neither NTP nor GNSS solutions providc an adcquatc
solution. This protocol is used mainly in industrial environments where NTP cannot
achieve the required accuracy, and GNSS-derived time may not be a sensible solution

due to the necessary capillarity of the application.

Like N'TP, the principle of operation of PTP is based on the two-way time trans-
fer achieved by exchanging network packets containing specific information about
the protocol, the capabilities of each device and, most importantly, the timestamps
that determine the time of departure and arrival of the frames. Although it is not
mandated by the standard, most PTP implementations base their accuracy on the
generation of hardware-assisted timestamps. This removes a large source of uncer-
tainty caused by the lack of determinism in the processing time introduced by the
software implementation. PTP implementations using this approach typically reach
sub-microsecond accuracies, while some of them, under tightly controlled conditions,
can achieve accuracies below 100 ns.

The first version of the protocol was published in 2002 (IEEE 1588-2002) and
is not compatible with the newer ones: IEEE 1588-2008 (PTPv2) is the most Widciy
supported version to date, and IEEE 1588-2019 (PTPv2.1) is the most recent version
and maintains backwards compatibility with the 2008 version. PTPv2 introduced the
concept of PTP profiles, predefined sets of parameters and configurations that improve
intcropcrabiiity between vendors by ensuring that they can cornpiy with spcciﬁc pro-
tocol configurations (e.g. limited message rates, mandated network topology or trans-

port protocol, requiring some features and prohibiting others...).

This protocol is based on a master/slave hierarchy, where the master serves as the
primary reference source for slave clocks, and there are multiple clock types defined
within PTP: Ordinary Clocks (OC) are end devices with a single network connec-
tion, Boundary Clocks (BC) act as both masters and slaves with multiple network
connections, and Transparent Clocks (TC) are intermediate devices that measure and

COl’anl’lSRtC fOl‘ nctwork dciays.

PTP uses a set ofrncssage types to facilicate clock synchronization, inciuding Sync,
Follow_Up, Delay_Request, Delay_Response, and Announce messages. Sync and Follow_Up
messages are used for clock synchronization, while Delay_Request and Delay_Response

messages are employed to measure the propagation delay. Announce messages help in
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the selection of the best master clock based on factors such as clock accuracy and
user-defined priority. Notice that PTP supports both one-step and two-step opera-
tion: one-step operation includes the timestamps of transmitted frames on the fly,
while two-step uses Follow_Up messages to include the timestamp of the previous mes-
sage. Figure 2.11 shows the PTP standard message exchange for one-step and two-step
operation. The naming of the events is coherent with Section 2.4.2 for the sake of
simplicity.

The selection of the best master clock in PTP is performed by the Best Master
Clock Algorithm (BMCA). Its principle of operation is discussed in the following

section.

PTP grzmdmustcr selection: the Best Master Clock A]gorithm

The basis of PTP time transfer is the master-slave message exchange (as described
in the previous section). It follows that the time dissemination in a PTP network is
a hierarchical process in which a device is synchronized to a master and, if suitable,
provides time to its slave nodes. Ultimately, this scheme results in a logical tree topol-
ogy in which all nodes refer their time from the same, single device. The PTP master
that serves as ultimate reference of time in a PTP network is called gmndmaster. As
the name implies, a grandmaster is the highest-ranking clock within its network, and
typically, it obtains its time from an external source.

A network with such features becomes subjcct to a largc problcm: the timing of
the whole network is reliant on a single device. If the grandmaster fails or there is a
network outage in a vital link, the whole network will lose its reference. To mitigate
this sicuation, PTP specifies that supporting devices must implement the BMCA. PTP
relies on the BMCA to determine the best reference clock in a PTP domain. It is a
distributed algorithm that continuously evaluates the quality of available time sources
to elect the most accurate and stable timckccping device.

Each PTP device in the network has a set of properties associated with its clock,
which determine the outcome of the BMCA decision-making process. These key prop-
erties include the Clock Identity, which is a unique identifier; the Clock Class, defin-
ing the clock’s accuracy and type; the Clock Accuracy, providing an estimation of
the clock’s timekeeping error; and the Clock Variance, indicating the clock’s stability.
Also, each device maintains its own Priorityl and Priority2 values, which are user-
conﬁgurable and help determine the grandmaster in case of a tie.

The BMCA operates in a distributed manner, with cach PTP device in the net-

work executing the algorithm independently. Devices exchange Announce messages
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Figure 2.11: PTP message exchange.

at regular intervals, containing their clock properties and information about the cur-
rent grandmaster. Upon receiving an Announce message, a device compares its clock
properties with those of the sender and the current grandmaster. The comparison fol-
lows a predefined hicrarchy, prioritizing Clock Class, then Clock Accuracy, followed
by Offset Scaled Log Variance and finally considering the user-defined priorities.
The BMCAs distributed nature provides resilience against network failures and
adaptability to changing conditions. If a grandmaster fails or its clock properties de-
grade, the BMCA enables the network to quickly elect a new grandmaster, minimizing
disruption to the time synchronization process. Additionally, the BMCA allows for
seamless integration of new devices with superior clock properties, ensuring that the
PTP network consistently maintains the highest possible time accuracy and stability.
However, the reconfiguration time can pose challenges for critical applications
that demand continuous service. During this period7 clock synchronization across the
network may be disrupted or degraded, leading to potential inconsistencies. Criti-
cal app]ications such as those found in telecommunications, industrial automation on

financial crading systems rely on consistent timekeeping to ensure proper operation,
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Table 2.2: PTP parameters in use by the BMCA. The specification of values for Clock
Class and Clock Accuracy can be found in Table 4 and Table 5 of the PTP standard.

Parameter Value Description

Clock Class 0-255 Clock quality indicator
Clock Accuracy From <1 ps to >10 s Estimated clock accuracy
Offset Scaled Log Variance log2(s) Estimated clock stability
Priorityl 0-255 Clock priority, user-specified, pt.
Priority2 0-255 Clock priority, user-specified, pt.

safety, and regulatory compliance. These use cases can benefit from the use of seamless
redundancy protocols that provide zero time recovery. These protocols enable devices
to receive time synchronization messages from multiple sources simultanecously, en-

suring continuous operation in the event of a device or network failure.

2.4.3.5 Introduction to the White Rabbit prot()col

Many new features have been made part of PTP in the latest 2019 version. Among
others, the inclusion of performance statistics monitoring as part of the protocol, or
the support for multiple simultanecous domains (i.e. instances of the PTP protocol).
But the most relevant newly supported feature of IEEE 1588-2019 in relation to this
work is the inclusion of a High-Accuracy Delay Request-Response Default PTP pro-
file, which formalizes WR as part of the IEEE 1588 standard. In the following section
we describe the characteristics of WR in more depth.

WR was born as part of an open initiative led by CERN in which other scientific
institutions, metrological institutions, universities and private companies also took
part to develop a time synchronization protocol that could comply with the stringent
requirements needed for the timing system of the CERN accelerator complex [7]. The
specifications of the products, the software and hardware design of WR devices are
open source, all Compilcd in the Open Hardware Repository (OHWR)l.

Leaving the recent standardization as the High Accuracy profile of PTPv2.1 aside
[66], WR was implemented as an extension on top of PTPv2 aiming for time accu-
racy below 1 ns and a precision of a few dozen picoscconds for distances of up to 10
kilometers. The results shown in the first published experiments [7] demonstrate the
achieved performance over three cascaded 5-km links.

As an extension to PTPv2, WR operates on the same principle as PTP, which in-

! hteps://www.ohwr.org
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volves essentia]ly exchanging frames containing information about timestamps. How-
ever, there is an unique set of closely intertwined techniques that allow WR to achieve
a significantly improved performance with respect to the protocol in which it is based.

In this section, we will discuss of the key factors that contribute to WR’s superior
accuracy and precision. These include the use of syntonization of the physical layer
clocks, an enhanced timestamping mechanism that can measure the phase re]ationship
of the signals, and an improved link delay model that leads to more sophisticated

calibration capabilitiesr

Syntonization of physical l:lyer

In section 2.3.2, the difference between the concepts of syntonization and syn-
chronization was already established. The first step in the synchronization process
of WR is rnaking sure that the clock of a slave is frequency—locked to the clock of its
master, in a similar manner to how it is done in Synchronous Ethernet (SyncE). In
fact, the WR clock does not comply with the SyncE specification because the latter is
burdened with lots oflegacy requirements that would hinder its performance.

If'a WR slave receives a message that identifies its master as a WR-capable device,
the syntonization process is started. The clock and recovery circuitry (CDR) of the
slave generates a copy of the clock that the master device used to encode its Ethernet
stream, and the slave will use a software—implernented PLL (SoftPLL) to lock the local
oscillator clock to the one recovered from the master. The data used to steer the local
frequency is a discrete stream of phase measurements performed by means of a series
of DDMTDs (Digital Dual-Mixer Time Difference). Thus, in a WR network, all the
nodes share copies from the clock of the Grandmaster device. The syntonization of
the physical layer is extensively discussed in section 4.2.2.

It is worth noting that the recovery clock circuit is also put in use in the master
side. The slave uses its local copy of the master clock to encode its Ethernet stream. At
the master side, the “loopback” clock is recovered back by the master, and the phase
relationship between the master clock and the “loopback” clock is used to enhance the

timestamp resolution and ultimately align the phase of the slave clock.

Enhanced resolution of timestamps

One of the shortcomings of PTPv2 is the limited resolution of the hardware-
generated timestamps. Considering the equations 2.14 to 2.16, one finds that the

determination of the offset and the round-trip time of a PTP link is limited to the
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Figure 2.12: Schematic depiction of a WR network showcasing the multiple roles and
connections of the same device in different locations of the topology. The red and blue
arrows represent the duality of the control data (in red) and the WR time network (in
blue). From [67].

resolution of the clock with which the timestamps are generated. In the case of Giga—
bit Ethernet, this would mean that the theoretical precision would be limited to 8 ns.
WR takes advantage of the previously mentioned syntonization of the physical layer

to measure the phase relationship between the master and the slave clocks.

Once the clock of the slave is frequency-locked, the WR protocol will proceed
with the exchange of PTP messages that are timestamped for their transmission and
reception time. While the transmission time is synchronous to the clock that gov-
erns the transmitting side, the reception timestamp is composed of a number of clock
cycles plus a phase remainder. The DDMTDs [68] that continuously monitor the syn-
tonization of the clocks can be used to enhance the resolution of the timescamps with
the phase component. This information is shared between both parts of a WR link to
calculate the phase re]ationship between clocks that was mentioned in the previous

section.

The low-level syntonization and synchronization mechanisms in WR are scudied

in more depth in 4.2.1, where we identify the factors that limit the resiliency capabil-
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ities of WR devices extending the pathway found in literature [69], [70].

Enhanced link model

Another limitation of the PTPv2 protocol (or any packet-exchange based protocol
for the matcer) is that asymmetries cannot be calculated. The cndpoints of a PTP link
do not have any mechanism to determine whether the time of flight of the master-
to-slave path is the same as the time of ﬂight of the slave-to-master path. For that
reason, asymmetry is neglected, and both paths are assumed to be symmetrical. This
is a limitation in the achievable accuracy that WR solves by having a more dertailed
and controlled link model.

The link model of WR is comprised of two types of delays (see Figure 2.13): fixed
de]ays and dynamic delays. The fixed delays are attributed to the electrical paths inside
the FPGA, the electronic board in which the components are mounted and the small
form-factor pluggab]e (SFP )transceiver. Therefore, for a given link, these components
can be separated into four: Aygyy, for the fixed transmission delay of the master side,
Apgs for the fixed reception delays of the slave side, Ay for the fixed transmission
delays of the slave side, and A4y, for the fixed reception delays at the master side.
The values of these components are considered a constant and depend on calibration.
On the other hand, the transmission medium delays Oms and gy, are variable, and
they are evaluated with every packet exchange.

However, as in the case of PTP, WR cannot tell if d,,5 and d,, have different
values. To compensate this asymmetry, the WR link delay model assumes that the
communication is done using a single optical fiber for both directions, and that each
direction will Cmploy adifferent Wavclcngth. Under this assumption, the refractive in-
dex depends on the wavelength of propagation, which results in different propagation

dc]ays Oms and Ogp,. This difference is prcdctcrmincd in the asymmetry coefficient o
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Figure 2.13: White Rabbit Link Model. From [71].
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5
= oms = ms g (2.17)

dsm Nsm
where n is the refractive index associated to the propagation wavelength in each
direction. The o parameters are calibrated in laboratory conditions for the selected

wavelengths of transmission and type of fiber used.

2.44 White Rabbit over long distance

The WR design was initially conceived for links spanning up to 10 km. However,
the utilization ofoff—thc—shclfequipmcnt allowed users to substitute components lim-
iting the transmission to 10 km with those rated for greater distances. Nonetheless,
Cxtcnding the link length introduces a myriad of challenges.

Numerous experiments have been conducted to assess WR links over long dis-
tances in controlled environments. The Finnish rnetrology laboratory VTT deployed
a dual fiber link across 950 km of the Finnish research network FUNET, achieving an
accuracy of less than 2 ns compared to their GPS PPP reference [72]. Additionally,
within an active telecommunications necwork in the Netherlands, a 2x137 km link
was established between VSL and Nikhef sites, resulting in an uncertaincy budget of
8 ns, while similar experiments have also been performed by the German ISP Deutsche
Telekom [73] and the Swedish Netnod [74]. OP has also investigated and validated a
series ofoptimizations for WR devices geared towards enhancing long—range link per-
formance, with tests conducted on laboratory setups ranging from 25 to 500 km [75].
Notably, the longest WR link to date was deployed between Chicago and New Jer-
sey (1,350 km) through a collaboration between Seven Solutions and Optiver US [76].
This link achieved a mean offset of 2.98 ns and a standard deviation of 10.4 ns when
measured against a GNSS reference with a 15 ns root mean square (RMS) jicter.

In the aforementioned long—rangc dcployments by the scientific community, main-
taining accuracy across a public network is accomplished by developing a highly pre-
cise model of each intermediate component, calibrating the delay introduced hy ev-
ery part of it, and occasionally employing components specifically customized for this
purpose.

These intermediate components are necessary for two reasons: one of them refers
to the transmission of the signal towards longer distances, requiring arnplification and
the associated specific hardware. The second is related to managing the transport of
the signal through network equipment that not only introduces asymmetries, but is

also capable of dynamically switching the optical path. The focus of the current WR
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link model is on addressing the linear effect introduced loy the use of different wave-
lengths and the fixed delays at the end of the link. Although this approach is suitable
for simple point-to-point connections, it falls short when dealing with deployments
that involve amplification, optical switching, and other networks components. These
additional modules can significantly impact the link overall latency and asymmetry,
making the current link model insufficient for accurately Characterizing and correct-
ing these effects.

Besides the difficulties of accomodating the new components into the link model,
calibrating every component is a practice suitable only for scientific or experimental
deployments. Such methods are generally incompatible with the policies of network
operators, who are not only exceedingly hesitant to grant access to their network ar-
chitecture and equipment, but thcy may also modify the optical path without prior
notification, deeming the effort useless. The unique challenges associated with WR
long—rangc time transfer over typical network equipment found in an ISP’s core net-

work are extensively discussed in the following section.

2.5 Introduction to fiber optic transmission in long-haul net-

WO I'kS

The overview of the WR protocol in the previous section stated the initial require-
ments for the design of the project. Regarding the reach of working links, the only
original requirements were related to ensure the use of off-the-shelf ethernet com-
ponents and a reach of 10 kilometers maximum. The final design is able to compl 7
with those requirements, but is also easily extended to longer distances if the adequate
hardware is selected. The study also reviewed some of the experimental deployments
that have been done by metrological institutions, and stakeholders in the industry
such as telecommunication networks operators.

The results of that analysis led us to the following conclusion: the deployment of
WR links over long distances is possible7 and the accuracy and stability of the time
service can be maintained only if there is a close control of the network architecture
over which the WR link is to be dcployedi However, this control involves overcoming
new challenges that the original WR link model did not consider. Mainly, we can
discern two different main challenges: there is the need to have a precise model ofevery
network component in between, which may be difficult if the network in which the
link is to be deployed is owned by a external party that cannot disrupt the service, and

also this external party will have deployed mechanisms that can dynamically change
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the optical path for the purposes of ensuring the operation of the network in case of
maintenance or unexpected failure.

For better understanding of the transmission options that we have, let us define
define some terms related to the transmission options in fiber. One of the main char-
acteristics of the core networks is that it is a shared infrastructure that agglutinates
the signals from other regions of the network with a very high level of Capillarity.
Therefore, the network will have multiple points in which those signals are inserted
and extracted from the network.

The name given to the method by which multiple signals are combined into the
same shared medium is called multiplexing. This method is used by network operators
to increase the capacity and eHicieney of the fibers. Hence, the data streams from the
final users are logically aggregated into different physical channels, and those channels
are aggregated into a common physical medium (in this case, an optical fiber). The
most commonly used multiplexing technique in the industry for the current genera-
tion of networks is Wavelength Division Multiplexing (WDM), which utilizes multiple
Wavelengths (or colors) oflight to transmit multiple signals simultaneously. Inside chis
realm, we can distinguish between Coarse and Dense Wavelength-Division Multiplex-
ing (CWDM and DWDM):

» CWDM systems use a wider channel spacing, typically around 20 nm. The ITU
recommendation G.694.2 [77] defines 18 wavelength channels between 1271 nm
and 1611 nm. The larger channel spacing allows for the use of less sophisticated
and less expensive optical components. However, the CWDM systems allow for
a lower total capacity because of their less efficient use of the spectrum. The
initial WR specifications indicate the use of the CWDM channels correspond-
ing to wavelengths 1310 nm and 1490 nm, although other channels can be used
if the necessary considerations regarding network design and link asymmetry

are metc.

= DWDM systems, on the other hand, use a much narrower channel spacing, typ-
ically between 0.8 and 1.6 nm (100 GHz and 50 GHz channel spacing) [78],
enabling a signiﬁcantly higher number of channels. One drawback of the dense
channel spacing is the need for more precise optical components such as the
lasers of the transmitters. A DWDM laser transmiter implements a control
system and a cooling mechanism to precisely stabilize the wavelength of the
signal. As the discussion unfolds, we will discover that the more demanding re-

quirements of these systems are an advantage for the purposes of maintaining
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accuracy and precision in a time transfer system.

The CWDM and DWDM grid systems serve as an stable and reliable means of
transmitting multiple data channels over the same fiber. Nevertheless, with the ad-
vent of increased data rates, the 50 GHz grid became a limiting for newer, more com-
plex modulation schemes for rates beyond 100 Gbps. To efficiently accomodate the
newer systems and signals, the I'TU-T proposed a flexible, finer grid where bandwidth
resources can be dynamically associated to optical signals depending on its require-
ments. Given the finer bandwidth slices of the flexible grid, the attainable efficiency
and total capacity of a network is higher than that of a static DWDM system, as is de-
picted in 2.14. The flexible DWDM grid is also defined in the latest version of ITU-T
G.694.1 [78].

However, since the WR equipment is not compatible with the newer, higher-rate
transmission speeds and modulation schemes, the scope of the study will be limited
to the static DWDM grid and its associated components. Transmission systems that
support flexible grid have different requirement and optical components, an overview
thereof can be found in [79].

Another technology that impedcs the dissemination of physical laycr clock fea-
tured by WR is the Optical Transport Network (OTN) [80]. This is a ITU-T recom-
mendation that defines a series of network elements connected by optical fiber links
to provide functionality of transport, multiplexing, routing and monitoring of opti-
cal channels carrying client signals. One of the functionalities provided by OTN is
to aggregate several lower-rate signals into a single higher-rate stream, encapsulating
the lower-rate signals frames into a digital wrapper. Since this application modifies
the physical layer of the WR Ethernet stream, the correct operation of WR cannot be
guaranteed.

Beyond wavelength selection, there is another basic configuration choice to make
when designing an optical fiber network or when dcsigning an application on top of
it of the like of a WR time service: the use of one fiber per direction of propagation,

or the use of one fiber for both directions:

» Unidirectional transmission, which uses one fiber for each propagation direc-
tion, is common in public networks such as the ones owned hy ISPs or edu-
cational and research institutions. For time transfer purposes, it has the main
drawback of difiiculting the estimation of link asymmetry. The length of the

master-to-slave and the slave-to-master paths can be considerably different.
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Figure 2.14: Fixed DWDM spacing grid vs. flexible DWDM grid. The dynamic nature
of the flexible grid allows the network management to optimize the system capacity,
allocating no more than the necessary bandwith for each application.

» Bidirectional transmission, on the other hand, uses the same fiber for both di-
rections. While less common in long-distance deployments over public net-
works, this configuration is more advantageous for the time transfer applica—
tions: the bidirectional transmission ensures that both directios have the same
optical length, and any transient fluctuations in delay will impact both direc-
tions equally. For these reasons, the usual WR links are deployed using two

different Wavelengths over bidirectional transmission.

Foilowing these definitions, the scientific community Cmploys two common terms
to refer to long distance time or frequency transfer link: dark fiber and dark channel
[81]. Dark fiber refers to unused (therefore unlir) opticai fibers within a fibcr—optic
cable containing several fibers. These fibers are considered “dark” because they are
not transmitting any data. Dark fiber can be leased to organizations that need to
expand their network capacity or deploy new applications, such as the case of a time
or frequency transfer system. The dark fiber approach gives the users the possibility
of more control of the link because the fiber is not shared with any active application.
On the other hand, dark channel refers to the lease of a dedicated channel within the
DWDM grid of a fiber that is used to transmit data. This is a much cost-effective
solution, although the restrictions put in place by the manager of the network are
higher.

Once these concepts have been introduced, we can continue our discussion with

the general factors that limit the transmission of data over fiber.
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2.5.1 Limiting factors in fiber optic transmission

Fiber optic technology has revolutionized the field of data communication, pro-
viding unparalleled speed and bandwidth for transmitting vast amounts of informa-
tion across large distances, and it is still a very active research field where records are
periodically broken in terms of capacity (319 Tb/s over 3000 km in June 2021 [82])
and transmission speed (99.8% of the speed of light with hollow-core fibers, [83]).
However, despite its many advantages, the fiber optic medium is not without its chal-
1enges. The design of a reliable fiber optic network requires a deep understanding of
the various effects that can impact the performance and integrity of the transmitted
signal.

Some of these effects, such as attenuation and chromatic dispersion, are well-
known and widely studied. However, there are numerous other phenomena that war-
rant consideration when designing a fiber optic network. These include polarization
mode dispersion (PMD), scattering, nonlinear effects, bending loss, connector losses,
absortion and mode coupling, among others. More importantly, some of these effects
may have negligible effects for data transmission, while having a larger impact on the
dcsign of a time transfer link. In the foliowing sections we are going to review and
discuss the most noticeable of these effects from the point of view of the design of a

WR time transfer link, and the strategies to mitigate them.

2.5.1.1 Acttenuation

Light traveling in a fiber loses power over distance due to causes such as intrin-
sic absorption (interaction of the 1ight with the silica mo]cculcs), extrinsic absorption
(interaction of the light with impurities introduced in the fiber during the manufac-
turing process or by contaminants such as water) and scattering (caused by fluctua-
tions in the density and composition of the material and by the presence of impurities)
[84]. Attenuation is one of the key reasons that define the wavelengths used in fiber
optic communication, because it depends strongly on wavelength and, consequently,
only the lowest attenuation parts of the spectrum are used for transmission. Figure
2.15 depicts the dependence of attenuation with wavelength and the historical three
windows for which opticai components are manufactured.

As a reference value, the SMF-28 Ultra fiber from Corning, one of the main man-
ufacturers of optical components for scientific and industrial applications, specifies a
maximum loss of 0.32 dB/km for 1310 nm, 0.21 dB/km for 1490 nm, and 0.18 dB/km

for 1550 nm. Together with the distortion mechanisms, attenuation is one of the two
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Figure 2.15: Relation between transmission wavelength and fiber attenuation. The three
transmission widnwos refer to the wavelengths at which data can be transmitted more
efficiently. The 850 nm window is typically used for short-distance communications.
The second window allows for longer distance transmission, but the 1550 nm window is
the typical choice for long-haul systems due to its lower attenuation and compatibility
with common amplification technologies. From [85].

main effects that limits the maximum possible distance of transmission before the

signal needs to be amplified or regenerated back to an appropiate level.

2.51.2 Chromatic dispcrsion

Chromatic dispersion is an inherent limitation of fiber optic transmission systems
and, in fact, is a limitation that will be found in every transmission medium besides the
vacuum. Chromatic dispersion is an effect of an intrinsic property of the silica glass
of which fiber is manufactured: the refractive index of the medium is a function of
the wavelength of the propagating light [86]. The refractive index n is, by definition,
the rclationship between the spccd oflight in a vacuum ¢, and the spccd oflight ina
transparent material v:

n= (2.18)

c
v
The relationship between the refractive index n and the wavelength of propa-

gation A can be described by the Sellmeier equation, which models the dispersion

characteristics of the material:
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where A, B, C, D and E are the Sellmeier coefficients for the material. [87].
Using the same reference fiber as in the previous section, for Corning SMF-28 Ultra
the effective index of refraction is 1.4676 for 1310 nm and 1.4682 for 1550 nm. Note

that the Sellmeier coefficients show a slight dependence with temperature, which then

n?(\) = A+ (2.19)

make the refractive index vary slightly with temperature changes.

Optical sources do not generate an ideally a pure light that is composed of an exact
Wavclcngth. Instead, a modulated light signal is composed of a certain slice of wave-
length spectrum. The consequence of this is that each of the wavelength components
of the optical signa] will find a slightly difference refractive index, and therefore thcy
will cravel at slightly different speeds. Ultimately this effect leads to pulse broadening
[84] and is the other main 1imiting factor of transmission in fiber systems. Given a
sufficiently long link, the energy of one symbol and the next one will be spread over
time and the receiver is not able to tell symbols apart, as exemplified in Figure 2.16.

This effect is called material dispersion.

Besides material dispclrsion7 there is another dispcrsion factor known as waveguide
dispersion. This rises from the fact that the energy that traverses the core and cladding
of the fiber find slight differences in the refractive index of the material, and therefore

travel at different speeds [84].

The sum of these two terms is known as chromatic dispersion (CD), and is charac-
terized as a function of the wave]ength, measured in ps/(km nm). The most commonly
deployed fiber in network, compliant with ITU-T G.652, has a small chromatic dis-
persion in the wavelengths around 1310 nm, but it has a larger CD in the 1550 nm
window. Dispersion in these fibers limits the maximum transmission length without
compensation techniques in DWDM networks. Consequently, other fibers were de-
signed with different dispersion profiles: G.653 is designed for the lowest dispersion
in the 1550 nm window, but it presents a higher occurrence of other nonliner effects
that render them useless for the deployment of DWDM. Another design, specified in
G.555 for Non-Zero Dispersion Shifted Fibers (NZDSF), were designed to suppress
the nonlinear effects and have reduced dispersion in the 1550 nm window, although
they are not suitable for use in the region of 1310 nm [86]. See Figure 2.17 for an es-

timation of‘dispcrsion values over different Wavclcngths for the most common kinds

of fiber.

Beyond pulse broadening that limits the distance of operation, chromatic disper-
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Figure 2.16: Depiction of pulse broadening. The energy of the pulse is spread over time
with longer distances, impacting on the capability of the receiver to tell symbols apart.
From [86].

sion has a direct impact on the accuracy of a WR link that goes unnoticed if we only
focus on data transmission. If we recall the link model of a standard, bidirectional WR
link, we will find the & parameter that is in charge of correcting the asymmetry intro-
duced by the propagation of different wavelengths in each direction. This parameter is
an estimation of the chromatic dispersion for a given fiber. The calibration procedure
of WR enables the user to estimate the asymmetry parameter in a lab environment,
but this is not suitable for long distance links, while definitely a considerable source
of error. Assuming a 80-km link over a G.652 fiber with Dep = 17ps/(km nm),
the introduced error over the 160-km round trip is of 2.72 nm per every nanometer
of separation between Wavclcngths in the DWDM grid. This can be as small as 2 ns
error using adjacent channels, or 154 ns in the worse case scenario (71 channels apart)

using dense, stable DWDM wavelengths.

2.5.1.3 Polarization Mode Dispersion

A light signal at a given Wavclength ina singlc—modc fiber actually is transmit-
ted through two orthogonal polarization states. While they are initially aligned at the
beginning of their path over the optical fiber, these two modes will eventually be mis-
aligned due to having travelled at different cransmission speeds. This phenomenon is
called polarization mode dispersion and is caused by irnperfections in the manufac-

turing process of the fiber (slightly elliptical cores) or by the birefringence properties
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Figure 2.17: Relation of chromatic dispersion with wavelength for the most common
fiber types. From [86].

of the material, that is, changes in the refractive index depending on the polarization
and propagation direction of light. PMD increases with the square root of the dis-
tance, and for Corning SMF-28 Ultra the PMD is limited to 0.1 ps/v'km. The effect

of PMD drifts slowly with time in a random way, and it is difficult to compensate.

We assume that PMD is unlikely to significantly affect the performance of a WR
link, based on the premise that the anticipatcd value of PMD in the fiber is inherently
low. Following the analysis in [88], we expect the random fluctuations in delay due
to PMD to be obscured amidst other, more substantial sources of instability in the

system.

2.5.1.4 Nonlinear effects

Many other nonlinear processes impose limitations on the performancc of an op-
tical transmission system, but their impact is already limited in a properly designed
optical network and therefore its effect on timing pcrformance is considered negli—
gible [89]. Some of these effects include nonlinear inelastic scattering processes like
stimulated Raman scattering and stimulated Brillouin scattering. Others are the con-
sequence from interactions between a high power optical signal and the glass fiber

material, like se]f—phase modulation, cross—phase modulation and four-wave mixing.
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2515 Sagnac effect

The Sagnac effect, named after the French physicist Georges Sagnac [90], is an
interferometric effect that is observed in a system rotating relative to an inertial frame
of reference. Esscntially, it demonstrates the effect of rotation on the spced of light.
If we imagine a stationary circular path and we send two beams of light from a given
point in opposite directions, they will meet at the same point (assuming that both
beams have identical optical properties and the medium is ideal). However, if the
circular path is rotating, the light beam traveling in the same direction as the rotation
has to cover a longer path than the light traveling in the opposite direction, causing a
phase shift when the two beams are combined again.

Although this effect is not relevant for data transmission purposes, it becomes of
importance for long—distance time transfer methods due to the rotation of the Earth.
Under the scenario here described, an East-West link can be seen as a fragment of a
rotating fiber ring along the Earch surface, and the beam oflight traveling in the East-
West direction will take slightly less time than the West-East counterpart. The impact
depends on the topology of the link and the latitude, but the contribution to error is

estimated as 500 ps for every 100 km in worst case conditions [91].

2.6 Mechanisms and methods involved in redundancy and re-
siliency

This section presents a discussion of the methods and mechanisms that can be used
in packet-based networks to increase the reliability and resiliency of a time transfer
service dcploycd on top of it. The analysis is based on two principlcs: ensuring that
a single failure of a link or device does not entail that the whole system is vulnerable
to downtime or gcncral failure, and ensuring that, in case of a link failure, the nodes
of a hierarchical timing network can continue operating autonomously for a limited
period of time. These two are necessary but not sutficient requirements in order to
switch from one primary time source to another in the case of failure or disruption,

be it manually or autornatically.

2.6.1 Redundant networks

This section introduces the principles, methods, protocols and terminology to-
wards the end of achieving reliable and resilient time transfer. There are several re-

dundant network topologies that offer more than one physical path to ensure network
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availability. These are brieﬂy described here:

Mesh topology

Mesh topologies are described in various ways, ranging from extreme definitions
where each device is interconnected to every other device, to more broad definitions
that encompass any network that allows for some level of link redundancy [92], [93].
The former rarely applies in modern networks, while the latter can arguably envelop
other topologies. Yet for our purposes, we adhere to the broad definition, focusing on
networks that feature at least a single redundant path between nodes, as such networks
must accommodate the redundancy for seamless operation.

These mesh networks employ efficient load balancing and routing capabilities to
optimize the use of their redundant pathways, managing the excess of‘potcntiai com-
munication routes. Without proper routing, data packets could congest the network
via suboptimal paths, lcading to 1atcncy issues and potcntialiy causing system failure
in adverse scenarios like broadcast storms.

Mesh network redundancy is typically managed using various iterations of the
Spanning Tree Protocol (STP), or leveraging shortest-path algorithms via protocols
like Shortest Path Bridging (SPB) or Transparent Interconnection of Lots of Links
(TRILL).

The STP family, including its Rapid Spanning Tree Protocol (RSTP, IEEE 802.1D-
2004) and Multiple Spanning Tree Protocol (MSTP, IEEE 802.1q) variants [94], [95],
are designed to prevent loop formations in Ethernet networks. They operate by block-
ing redundant links to establish a single active route between network devices. If a
link fails, these protocois recalibrate the active routes to sustain traffic flow without
loop creation.

Conversely, SPB employs a link state protocol enabling network devices to ex-
changc information about the network’s topoiogy. Each device builds a full network
map, and the protocol identifies the shortest route between any two devices [96]. SPB
uniqucly allows all links to remain active for traffic forwarding7 ensuring more efh-

cient resource utilization.

Link aggregation

This topoiogy involves combining muitipie physical links between network de-
vices to form a singie iogicai link with higher bandwith and redundancy capabiiities.

Usually, these kind of topologies are not only used for the purposes of redundancy but
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also because they provide load baiancing capabiiities. Switch-to-switch aggregatrion
is a specific type of link aggregation that is used to connect two switches together
to create a higher-speed connection. The standard protocol for link aggregations is
the Link Aggregation Control Protocol (LACP), which was last reviewed for IEEE
802.1AX-2020 [97], and was initially derived from the proprietary implementation
by Cisco, EtherChannel. Other proprietary impiementations of link aggregations are
tied to the network equipment vendor, as in the case of Split Multi-Link Trunking

Technology by Avaya, or Juniper’s Aggrcgated Ethernet.

Ring network

A ring is a network topology in which each device is connected to exactly two
other devices, forming a closed loop. This disposition ensures that all the devices
are connected even after the failure of one of the links, while reducing the cost of
cabling. However, the reduced cost in cabling and network equipment may be coun-
terbalanced with the increased complexity of the end nodes, that need to integrate
switching abilities.

A ring network can be seen as a special case of mesh network and, therefore, can
operate on the basis of the spanning tree protocol by blocking a single link of the net-
work. However, there are protocols specifically designed to leverage the ring topology
to the point of achicving seamless rcdundancy. High—avaiiahility Seamless Redun-
dancy (HSR), as mentioned in section 2.2.1.3, is a protocol specifically designed to en-
sure high—avai]ahiiity and real-time pcrformancc in industrial automation and control
systems. The protocol achieves fault tolerance by relying on the parallel transmission
of data over the two redundant paths of the ring topology. It was standardized under
the TEC 62439-3 [33] and aims to achieve zero recovery time in case of failure. In an
HSR network, every frame transmitted by a node is duplicated, one for each path of
the ring. The receiver checks for duplicates and discards the second frame. As a result,
HSR guarantees that at least one copy of the frame will reach the destination node

even in case of a single link failure.

Parallel rcdundancy

The standard TEC 62439-3 does not only define HSR but another protocoi to
achieve seamless redundancy by means of duplicated network infrastructure. By con-
necting nodes through two disjoint paraliel networks, the Parallel Redundancy Pro-

tocol (PRP) can be deployed with the same goal of zero recovery time in the event of
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network failure.

In a PRP network, each node is connected to two different local area networks
(LANSs). When a source transmits data, it sends duplicatc frames simultancously over
both networks. The receiving node will identify and eliminate the duplicate frame
while ensuring that one copy of the frame is received, even in the event of failure.

The main disadvantage of this approach is the higher cost of deploying and main-
taining two physically disjoint networks, although it provides more ﬂexibility than the
ring option. To maximize the reliability, other aspects of the network such as power
sources, manufacturer of equipment and configuration can be managed independently
to avoid any common vulnerability to affect both networks simulcaneously.

Detailed operation of the PRP protocol can be found in [33].

2.6.2 Holdover

The ability to transfer frequency and time from a reference device to a slave de-
vice hinges on the slave’s capacity to periodically measure its accuracy with respect to
the reference and adjust its local clock and timebase accordingly. However, when the
communication link between master and slave is disrupted, this comparison cannot be
performed. In such cases, holdover serves as a mechanism ensuring continuous opera-
tion and maintaining a stable time and frequency reference when the reference clock
is unavailable or compromised. The primary goal of holdover mode is to maintain
the time and frcquency output of the signals within acceptable accuracy and stability
limits for a defined period until the reference signal is restored, or, in worst-case sce-
narios, providc sufficient time for an ordcrly downtime preparation that minimizes
service impact.

Holdover relies on a local oscillator that has been previously synchronized to the
primary reference. When the device enters holdover mode, the local oscillator main-
tains its frequency and time outputs based on the historical data acquired during the
time of normal operation, as well as on information provided by local sensors.

Based on this definition and the concepts defined in section 2.3, Chapter 4 expands
on the analysis of Cballcngcs and limitations that a holdover implcmcntation must

consider, and presents an experimental holdover solution for a time transfer network.

2.6.3 Switchover and failover

In [hC context ofredundant networks, especially Wheﬁ tl’lCSC are a Vital part Ol:@l’l*

suring the availability of the network in case of‘disruption, switchover and failover are
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the mechanisms that allow for seamless transition between redundant components,
while maintaining the stability of the network and the services deployed atop.

The difference between these two concepts resides on the event that triggers the
transition. A switchover is a planned, controlled transition of network craffic from
one component or path to another. Switchover situations are typically executed to fa-
cilitate maintenance, upgrades, or optimizations in the network infrascructure while
minimizing the disruption of the services that the network provides. In the specific
case of time networks, switchover can happcn in terms of a different time source. In
contrast, failover is an automatic reactive process that is triggered upon the detec-
tion of a failure or pcrformancc dcgradation in the system, aiming to ensure service
continuity or minimize the impact of the disruption.

Successful failover or switchover operations rcly on the presence of well impic—
mented redundancy mechanisms and failover. In the case of failover, the device that
detects the pcrformancc dcgradation or failure needs the rcdundancy mechanism to
promptly (or even seamlessly) provide access to the backup resources. Throughout the
rcconﬁguration time, an :1dcquatc]y dcsigncd holdover mechanism compicmcnts the
effectiveness of failover and switchover operations by mitigating the degradation of
the time signais by maintaining a stable and accurate clock Signai until the Visibility

of a reference time source is restored.
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Materials, methods and tools

This chapter begins by introducing the materials used in the analysis and devel-
opment of the thesis project. As the project’s objectives are centered around achiev-
ing long distance synchronization over an optical medium using the White Rabbit
(WR) protocol, we present the speciﬁc materials for cthese applications as well. Next,
we describe the development framework and tools utilized to achieve the scientific
and technical objectives outlined in section 1.2, along with the rest of the equipment
and measurement instrumentation employed. In addition to describing the materials
(both hardware and software) involved, we provide a general overview of the common-
alities shared by all experimental work in subsequent chapters7 as well as defining the
indicators used to quantify the performance of timing signals generated by the devel-
oped solutions, and discussing the metrics and statistical figures that are relevant for

analyzing the resulting data.

31 Hardware platform: the White Rabbit Switch

The deployment of the WR protocol requires the use of dedicated hardware. For
the purposes of implementation and development in this project, the White Rabbit
Switch (WRS, Figure 3.1) has been selected as the reference hardware platform.

The WRS follows the principles of openness that are one of the main features
of the WR project. The design of the WRS was commissioned by CERN to Seven
Solutions, and its hardware design and firmware are openly available!. The WRS, in

addition to its data Switching capabilities, includes the necessary hardware elements

'https://ohwr.org/project/wr-switch-hw/wikis/home
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Figure 3.1: The White Rabbit Switch.

to support WR operation in all 18 of its ports. With its ability to disseminate its time
signal using off—the—shelfnetworking gear and standard protocols, with selected com-
ponents the device can achieve a distance of more than 100 km in a single hop while
keeping the time accuracy below one nanosecond. The internal architecture of the
WRS is comprised of an Advanced RISC Machines (ARM) processor that operates
on an embedded Linux OS, and a Xilinx Virtex-6 FPGA. An embedded Linux OS
hosts the necessary drivers, configuration tools and general purpose services for the
WR implementation. The programmable hardware contains, among other elements,
the Dual-Mixer Time Difference (DMTD) phase measurement modules that provide
enhanced timing capabilities, Ethernet endpoints, switching core logic, and the Real
Time (RT) subsystem responsible for time-sensitive operations. The RT subsystem in-
cludes the logic that generates the local time signals of the device, and a LatticeMico32
(LM32) softCPU that handles real-time phasc measurement data and che syntoniza-

tion mechanism. The next sections expand on this brief overview.

3.1.1 Software

The WRS software architecture comprises several daemons running on the em-
bedded Linux system, operating on the ARM processor. These daemons interact
with the FPGA—imp]emented devices via an External Bus Interface (EBI) bus, with

the FPGA serving as a software accelerator for the software in terms of time syn-
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Figure 3.2: High level diagram of the WRS.
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Figure 3.3: Software architecture of the WRS. From [98]

chronization, data switching and management of hardware components. A Hardware
Abstraction Layer (HAL) manages the communication between the various software
components and the FPGA.

The ARM CPU runs several key daemons that are relevant to this work. The PTP
daemon (PTP Ported to Silicon, PPSi) retrieves hardware—gcncrated timestamps from
the timestamping unit (TSU) and implements the WR-PTP protocol, while the rout-
ing table unit (RTU) daemon manages the routing table governing the Switching Core.
Figure 3.3 shows the general architecture of the WRS software and its relationship
with the FPGA-implemented modules and the rest of the hardware. The pulse-per-
second generator (PPSGen) module implements the timebase of the device, serving as
the clock of the device, and the low-level phase syntonization is complemented by the
round-trip phase measurements computed by the PTP software daemon and commu-
nicated to the software-implemented PLL via the HAL mechanisms (represented in

the figure as HPLL and DMPLL for helper and main).

3.1.2 Hardware and FPGA architecture

The WRS consists of two boards: the switch core board (SCB) and the Mini Back-
plane. The SCB is the main printed circuit board (PCB) that contains the FPGA and

CPU components, as well as the clocking resources specific to WR. The Mini Back-
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plane is an extension of the SCB board, designed to host 18 SFP cages in the final
device. Figure 3.2 provides a high-level diagram of the switch’s architecture.

The WRS FPGA is responsible for managing the critical components of the WR
protocol that are closely linked to the physical layer, such as phase measurement,
timestamping, and syntonization. Additionally, it handles the switching logic that
is essential to the operation of an Ethernet switch. The FPGA is comprised of several

submodules that are briefly explained as follows.

= The RT subsystcm is rcsponsiblc for managing the time synchronization com-
ponents. It includes the LM32 SoftCPU that implements the SoftPLL software,
the hardware side of the SoftPLL, and the PPSGen module that manages the de-

vice’s time counter registers and generates output time signals.

» The Endpoints module includes 18 ports, cach of which is dedicated to imple-
menting physical coding sublaycr (PCS) and Medium Access Control (MAC)
functionality for the Ethernet ports. It interfaces with the Gigabit Transceivers

and generates precise timestamps for incoming and outgoing frames.

= The network interface controller (NIC) serves as an interface between the ARM

Linux kernel and the FPGA-implemented endpoints.

L] ThC RTU 1carns thC routes Of through trafﬁc bascd on EhC opcration O{: tl’lC

address resolution protocol (ARP) and can also be configured manually.

» The Switching core stores and forwards frames according to the rules defined

by the RTU.
For more in-depth information on the WRS architecture, readers can refer to [98].

3.1.3 White Rabbit Switch - Low Jitter & Expansion Board

One advantagc of the open hardware initiative is that users are able to fork, adapt,
and improve existing platforms to better suit their needs. In a previous study, Rizzi et
al. [69] ana]yzcd the 1imiting factors of the WRS in terms of noise, stabi]ity, and fre-
quency transfer characteristics. The study concluded that several feasible and straight-
forward adaprations could be made to improve the WRS’s performance. As a result,
certain experimental developments were made to enhance the short-term stability of
frequency transfer, which were later published in another paper by Rizzi et al. [70]

Many of the improvements proposed in these publications, among others, have been
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incorporated into a new revision of the WRS main board design. This new product
is called the White Rabbit Switch - Low Jitter (WRS-L])%. Throughout this thesis,
the relevant limitations of the WRS and the improvements implemented in the new
WRS-L] design will be reviewed in greater depth. Notably7 the WRS-L] includes a new
connector that accommodates an expansion board, enabling the device to use differ-
ent experimental oscillators as the reference clock for the device, which can enable
new functionalities regarding the resilience of the time service. The novelties of the
WRS-L] and its associated expansion board will be explored more deeply in Chapter
4. Figure 3.4 highlights the novelties of the new hardware design.

Beyond the WRS, Seven Solutions offers a broader family of devices under the
WR umbrella. The WR-Z16, WR-ZEN, and WR-LEN are among these other mem-
bers, expanding the WR device landscape for diverse needs and use cases. While our
primary focus in this book is the WRS, we will occasionally touch upon these other
devices. Whenever such references occur, we will clearly specify the particular device

in question to maintain clarity and precision.

3.2 Development environment

The development environment for working with the WRS is complex due to the
need to manage the FPGA-implemented modules, ARM, and the SoftCPU inside the
FPGA simultaneously. Communication between these subsystems is critical for real-
time processes such as syntonization and phase measurement. This communication
occurs through a Wishbone bus structure to which multiple registers and devices are
connected.

In addition to the internal communication challenges, each subsystem must be
programmed using specific toolchains and Integrated Development Environments
(IDEs). The Virtex 6 series of FPGAs requires the use of Xilinx ISE3, a software tool
for the synthesis and analysis of Hardware Description Language (HDL) designs. Al-
though Xilinx ISE has been discontinued since 2013, its use is necessary when targeting
FPGAs from the 6-series, such as the Virtex inside the system being developed. Al-
ternatively, the Xilinx Vivado design suite can be used for more recent FPGA series.
The design flow for Xilinx ISE is similar to Vivado and involves initial synthesis of
a solution from source code and constraint files, followed by optimization, mapping,

placement, and routing of the synthesized design in a model-specific implementa-

’https://ohwr.org/project/wrs-1j-hw/wikis/home
*https://www.xilinx.com/products/design-tools/ise-design-suite.html
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Figure 3.4: Detail of the SCB and holdover expansion board of a WRS-LJ with its top
cover open and front casing removed. The main features are highlighted.

tion pbasc. The final step involves generating a binary file for programming into the
FPGA. The ARM Linux system is generated using Buildroot®, a tool that automates
the process of building and customizing embedded systems by providing Configura—
tion tools, handling dependencies, generating a bootloader, and providing a cross-
annpﬂedtookﬁunn.ThelﬁA325SoﬁijPLLontbe(mbcrband,doesnotcontaniany()S
and the software that runs is completely standalone. Therefore, the LM32 toolchain
is the only tool needed to obtain and deploy the software.

In terms of debugging tools, there are two areas of focus: the SoftPLL code and
FPGA design modifications. The SoftPLL code is a bare metal application that runs in
the HDL-described CPU and does not have the same debugging tools as those available
for other options more intcgratcd with the hardware vendor such as Microblaze CPUs
using the Xilinx XSCT tool. Instead, the debugging process has relied on informal
methods such as printing values and monitoring the thousands of phase measurements
that are generated every second through a custom visualization tool that caprures all
SoftPLL data piped out via a User Datagram Protocol (UDP) data stream.

For FPGA design modifications, ISE provides simulation capabilities whereby the
user provides the source code of the module and a suitable testbench to serve as stimu-
lus for the module under test. Xilinx also provides debugging Intellectual Property (Ip)
cores, known as ChipScope ILAs (Integrated Logic Analyzers)[99], to probe certain

‘https://buildroot.org
*https://www.latticesemi.com/en/Products/DesignSoftwareAndIP/Intellectual
Property/IPCore/IPCores02/LatticeMico32.aspx
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signals and sampie them with a set periodicity. However, informal methods were used
to test the modifications and developed modules due to two limitations. The first
limitation concerns the challenge of considering the vast amount and complexity of
the stimulus required to simulate network transactions invoiving PTP and enhanced
phase measurement of the WR protocol. Additionally, accurately reproducing the
random noise conditions present in real-world scenarios poses an even more signiﬁ—
cant challenge. Even if the complexity of developing the testbenches were something
that could be faced, the computing power that would be needed to effectively obtain
useful results would be prohibitive for currently available computing resources. As a
result, validation of FPGA module operation was conducted using a real prototype
whose correct behavior was verified by probing the status of internal signals using
ChipScope debugging tools and producing stimulus from real hardware.

The design and development process of the software and FPGA firmware in this
study can be modeled as a multifaceted iterative workflow as depicted in Figure 3.5.
This process begins with the system design phase, where the solution is translated into
an initial code draft. During this stage, high-level designs and requirements are trans-
formed into an actual software and firmware code iteration that can be impiemented
on the LM32 SoftCPU and Virtex-6 FPGA respectively. Architectural concepts, data
flow diagrams and functional specifications help envision the structure of the system
before addressing the building phase.

The initial coding framework is then developed, elaborated and refined. This is
where the IDE of choice, the Xilinx ISE tools and the LM32 toolchain come into piay
(System Design in Figure 3.5). ISE provides a comprehensive environment to implement
and analyze the FPGA-based designs. It allows the translation from the hardware de-
scription using languages such as VHDL or Verilog into the components and connec-
tions that map the mentioned design into the FPGA components. At the same time,
the LM32 toolchain provides a suite of tools for programming the LM32 softCPU that
is part of the FPGA project, including compilers, assemblers, and linkers.

Following the System Design phase, the system transitions into the Implementation
& analysis stage, which involves a close evaluation of the designs as implemented on
the hardware. The designs are synthesized and mapped into the FPGA, followed by
an elaborate timing and methodological analysis to ensure that the design meets the
system requirements. At this point, any issues or bugs that arise are addressed, result-
ing in a series of iterations that incrementally improve the design’s performance and
functionality.

The final stage is the deployment of the software and firmware into the actual

70



3.3. INSTRUMENTATION AND OTHER MATERIALS

hardware. After successful implementation and analysis, the system 1is tested on the
WRS to ensure it operates as expected. Here, our debugging tools like ChipScope Pro
are critical in examining internal signals in the FPGA, but the performance of the
timing solution is also measured using real world equipment and laboratory instru-
mentation. The cycle then repeats starting with design changes, implementation and
analysis, and deployment until the system’s performance meets the defined require-

ments.

3.3 Instrumentation and other materials

To ensure that the dcvcloped solution functions as intended and monitor its per-
formance, external laboratory equipment validation was used. Such equipment is ex-
pcctcd to be calibrated, functional, and unbiased, making it a reliable method of val-
idating the obtained solutions. To simulate realistic scenarios where long distance
WR time dissemination is required, typical network elements found in production
networks and long fiber spools can be utilized to establish Ethernet links spanning
hundreds of kilometers while staying in the lab environment and having both ends of
the link available for the measuring instruments. While the long distance equipment
is only brieﬂy described here, its physical signiﬁcance will be extensively discussed in

Chapter 5.

331 Long distance testbench

The network equipment used in the Ethernet links forming the backbone Net-
work or the Core Network differs from that commonly used in consumer and en-
terprise gradc LANSs. In this work, long distance experiments were conducted using
CWDM and DWDM SFPs, which convert the electrical Ethernet signal into the optic
domain for transportation. CDWM is typically used in WR links for distances up to
ten kilometers, whereas DWDM is prevalent in the Backbone network for effectively
multiplexing large amounts of Ethernet data streams into a single—mode fiber.

The use of DWDM equipment in conjunction with access to a series of G.652
D. fiber spools of lengths ranging from 5 to 50 kilometers enabled the simulation of
links ofup to 150 kilometers in the laboratory. These fiber spools are accompanied by
DWDM add/drop filters, dispersion compensation modules (DCMs), erbium-doped
fiber amplifiers (EDFAS), optical power meters, and other auxiliary elements. Depic-

tions of these elements can be found in the corresponding section of Figure 3.6.
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Development Platform —‘

|
|
& Mico32

>

System design

Implementation
& Analysis

- - \ Debugging
b A mmnnnnnnnannr
\_/O CﬁlypScope Pro
Experimental validation /

Figure 3.5: Development platform and stages of the development methodology. The
core components of the WR firmware are highlighted (Xilinx Virtex 6 FPGA, an LM32
softCPU and a Buildroot embedded Linux environment). The figure also depicts an
schematic view of the iterative development process from system design to functional

verification.
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Please note that this brief metion of the 1ong—distance testbench is just a part
of the methodology description. However, the comprehensive details and in-depth
explanation of this testbench will be provided in Chapter 5. The mention here is

solely for context, to give a more complete picture of our methodology.

3.3.2 Luhoratory instrumentation

Throughout the deveiopment and validation phases of this project, we primariiy
utilize instrumentation to measure time differences and other significant statistics
in anaiog electrical signals. This purpose requires the use of]aboratory equipment
ranging from the most general and versatile, to some more specialized devices for this
field (bottom part of Figure 3.6). To this end, we employed digital oscilloscopes as the
staple, versatile tool for determining not only time properties of signals but also as a
debugging tool that confirms the presence and levels of the analog signal.

Additionaliy, we utilized time and frequency counters, such as the Keysight
53230A°, to acquire data from periodic signals like frequency, time offset, and their
associated statistics. The two main benefits ofusing this equipment are the effective
absence of dead time between triggering events, and the ability to program data ac-
quisition for periods ranging from seconds to days. This allows the user to extract
relevant events in a comma separated values (CSV) file that can be further processed
in software.

Finaily, we also utilized a Microsemi (now Microchip) 3120A Phase Noise probe7.
This device can measure the amplitude, phase and frequency stability of a clock sig-
nal and generates compiex statistics that are useful for the anaiysis of the obtained
solutions. The significance of the parameters here described is discussed in section
2.3.3.

In addition to measurement instrumentation, we empioy a climate chamber to
simulate varying environmental conditions and assess their impact on the accuracy of
the time distribution solution. Speciﬁcaily, we expose parts of the network deploy—
ments to changing environmental conditions, as modifications in these conditions can

significantly affect the solution’s accuracy.

https://www.keysight.com/us/en/product/53230A/350-mhz-universal-frequen
cy-counter-timer-12-digits-s-20-ps.html

’https://www.microsemi.com/product-directory/phase-noise-and-allen-devia
tion-testers/4131-3120a
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333 Clock references

Inatime synchronization system, reference oscillators piay a crucial role, not only
in devices that disseminate time signals but also in the verification instrumentation
used to assess accuracy and stability. However, these elements have inherent limi-
tations, since they are electronic components subject to imperfections during fab-
rication and various random processes that generate different types of noise during
normal operation. Noise in oscillators is a complex field beyond the scope of this
work, although some notions are bricﬂy providcd to hcip frame its relevance in the
experimental methodology section.

Our work Cmploycd muitiplc oscillators from different sources, including
temperature-compensated crystal oscillators (TCXO), oven-controlled crystal oscilla-
tors (OCXO), a passive hydrogcn maser (PHM) from the Time and Frequency Transfer
Laboratory at Universidad de Granada, and other oscillators such as rubidium scandards
and miniature cesium clocks in collaboration with partners of the WRITE project.

Having oscillators based on different physical principles is significant because no
oscillator is perfect. Referring back to the observations made in section 2.3.4, each
type of oscillator suffer from noise, albeit at different levels within different periods.
For instance, while the signal from an OCXO is more stable than that from a cesium
standard in the short term (i.c., seconds or minutes), it will drift furcther apart in the

medium or 10ng term, being outperformed by the cesium standard.

3.3.4 Software tools

This section applies mainly to further processing the data obtained from the lab
instrumentation. This was pcrformcd using generai purpose software and scripting
using, among others, MATLAB, GNU/Octave, bash scripts, and Python. Two pieces of
software that must also be mentioned due to the provided service are the AllanTools®
(a set of Python scripts to process and plot stability statistics of time-related signals)

and the instrument software of the Microsemi 3120A Phase Noise probe.

3.4 Experiment design and methods

The successful design and execution of experiments in any scientific field is highly
dependent on the thoroughness and quality of the preliminary research conducted. In

the context of studying synchronization solutions over distant locations, a critical

https://allantools.readthedocs.io/en/latest/index.html

74



3.4. EXPERIMENT DESIGN AND METHODS

Long distance testbench

==

Climate chamber

Figure 3.6: Representation of elements of the long distance testbench, laboratory in-
strumentation and software tools used in this study. In the top half, the long distance
testbench, whose components are detailed in Chapter 5, is complemented by the use
of the PHM frequency reference, as well as the climate chamber that allows the mod-
ification of environmental conditions. In the bottom half, the lab instrumentation is
represented, along with screenshots and logos of the main software tools used to process
the data obtained from instrumentation.
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component of this pre]irninary research is the state-of-the-art review. However, this
analysis is not merely a static summary of existing research findings at a given point
in time. Rather, it is a neverending and iterative process that can greatly inform and
enhance the experimental and methodological design.

The field of application of this work is constantly evolving, and new findings and
innovations are regu]ariy emerging,. Therefore, it has been essential to revisit and up-
date the state-of-the-art review regularly to ensure that the research remains relevant.
Moreover, by keeping up with the latest developments in the field, the researcher can
identify any knowledge gaps and potential areas for further investigation. These in-
sights can be used to address these gaps and ultimately lead to more impactful and
significant contributions.

The next section will integrate the most up-to-date information gathered from the
state-of-the-art review with a meticulous Cxpcrimcntai dcsign, to tackle the signiﬁcant
challenges and meet the scientific objectives established earlier. This will be preceeded
by a section containing basic definitions that will help set common ground between
the reader and the author.

It is important to note that this section will provide a broad overview of the ex-
pcrimcntai dcsign7 while the spcciﬁcs will be discussed in the Corrcsponding sections.
Before moving on to the overview of our experimental setup, the reader is encouraged

to review the time concepts, naming conventions and metrics discussed in Chaptcr 2.

3.4.1 Expcrimcntal dcsign Overview

Although all experiments and tests conducted in the context of this project are
related to evaluating the performance of a time transfer setup, there are distinct dif~

ferences among the experiments in each chapter or topic.

» The first part of Chaptcr 4 experiments focus on the pcrformancc of the slave
node of a link when the connection to the master is lost. In this context, the
most relevant metric is the accumulated time error since the link was lost, and

the stability of the time signal.

» In contrast, results involving the redundancy of the data paths not only involve
the measurement of the time transfer accuracy, but also the reaction time in the

case Ofﬁ lll’lk disruption zll’ld other network heaith and performance parameters.

L] Experiments Of Chapter 5 are Centered around thC inﬂuence Of Cnvironmental

conditions of a functioning long distance WR link. Therefore, the experiments
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involving this chapter will be done over a working WR link in which the compo-
nents are put under certain stress. Under these premises, other variables beyond
time transfer accuracy such as link delay, determinism, indirect measurements

of dispersion and temperature coeflicients are significant.

= In Chapter 6, an integral Time as a Service (TaaS) dcployment is evaluated
under real world conditions, therefore the usual access to both ends of the link
do not apply and other approaches (i.e. auxiliary GNSS-based time transfer)

that posed their own challenges had to be followed.

Time transfer performance

The essential metric that is evaluated in virtually every work in this domain is
the performance of the time transfer, which is determined based on the results of an
experiment as depicted in Figure 3.7. The broadest description of the setup configura-
rion encompasses a master device that serves as time reference, and a slave device that
aims to synchronize its clock to the master. Depending on the specific configuration,
there might be more than one node between the master and the slave, or there may be
singular features in the devices or the network in between that make the setup worth
of research. With chis setup the goal is to evaluate the time error between the devices,
and to obtain a large data series that facilitates the characterization of the time signal,
and the identification of possible anomalous phenomena including glitches, drifts or
any other.

The time error between the devices is computed externally by means of the one-
pulse—per—second (1-PPS) analog output. This is an electrical signal that rises abruptly
once every second, and the precise timestamping of the rising edge can be determined
through employmenr of a time and frequency counter (or an oscilloscope). It is crucial
to consider the length of the cables utilized, as even a 20 em segment of coaxial cable
results in an additional delay of one nanosecond, which is significant when dealing
with the levels of accuracy that are dealt with in this context.

The electrical properties of the analog signals are equally important. The slew rate
(change ofvoltage per unit of time) is limited by the properties of the signal ampliﬁers
in use. To ensure the slew rate does not introduce a significant source of error, it is
preferred to use identical hardware in both the master and slave components when
possible. Moreover, the instrument’s acquisition setup must be configured with care
o guarantee precise timing,. Specifically, the trigger should be set to occur when the

slope of the 1-PPS signal is at its maximum, which minimizes uncertainty.
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Figure 3.7: This diagram shows a schematic view of a setup in which time synchroniza-
tion data can be recorded using a time and frequency counter.

Taking into account all these factors, the time and frequency counter can serve
as a useful tool for acquiring a data set of the 1-PPS time error between the master
and slave devices, evaluated for every occurrence of the 1-PPS signal. This time series
allows for a quick assessment of whether the system is synchronized, especially if the
dispersion between occurrences is low or at least constant in the case of uncalibrated
devices. However, this data can also be analyzed using more advanced statistical tools
such as the ADEV and the MTIE to gain a deeper understanding of the properties of

the time transfer setup regarding noise and stability.

Holdover evaluation

Starting from the most basic setup described in the previous figure (single , direct
link between two devices), the communication between the master and the slave de-
vices will be interrupted to force the slave into holdover mode. This means that the
slave device will attempt to maintain its output frequency and stability without new
data from the reference signal. The data collected by the time and frequency counter
will have the same nature as in the previous setup, measuring the time error between
the master and the slave. However, there are two important considerations to address
in this test.

Firstly, the measurement of the device under holdover mode is strong]y influenced
by stochastic processes that alter the instantaneous frequency of its system oscillator.
This means that replicating a given test under the same environmental conditions can

result in different outcomes. To characterize the typical and worst cases, it is necessary
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o repeat experiments multip]e times.

Sccondly7 the stability of the master reference is a limiting factor in this setup.
The oscillator of the master device is also subject to various types of noise and envi-
ronmental factors that impact its frequcncy stabilityi This creates a signiﬁcant issue
when trying to measure the time error between the slave and the master. To address
this problern7 it is very important to have access to a reference source that is at least
one order of magnitude more stable than the device under test. Otherwise, instead of
Characterizing the stabi]ity of the slave, the instabilities of the clocks at both ends of

the link will be combined and added up in the data acquired.

Fault-tolerant network topologies

The last part of the chapter dedicated to resiliency mechanisms, that is, section
4.6 discusses high-availability and fault-tolerant network topologies and protocols. In
addition to timing considerations, necwork data performance is also a relevant fac-
tor to evaluate in these topologies. Specifically, in a high-availability redundant ring
topology, nodes must be able to forward frames quickly to minimize the delay intro-
duced by each node of the ring, and the redundancy data protocol mechanisms must
be processed efficiently to reduce resource consumption destined to storing frames so
to deliver frames to the destination application as soon as possible. The three metrics
considered for these tests are data latency, frame loss and data bandwidch.

To test the performance of this topology, a network comprising six WRS devices,
each with custom HSR—Capable firmware is set up. One of these devices has the role of
grandmaster, while the remaining devices are doubly synchronized slaves. Data latency
is characterized by using the internal timestamping capabiiities of WR devices, while
the bandwidth and frame loss tests is determined by a using general-purpose network
benchmarking tools between two PCs attached to different nodes of the ring. One PC
injects data through a UDP stream, while the other acts as receiving end and evaluates
the integrity of the received data.

The timing anaiysis focuses on assessing the scalabi]ity of time transfer accuracy
across all the nodes of the ring, as well as the switchover capabilities in the event of a

network disruption on one link.

GNSS-assisted measurements

In the context of Chapter 6, ensuring traceability to UTC and determining the

time error between the location of the time service customer and the time source are
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challenging due to the distance between them. Although the Viability of the deployed
service has been verified in lab environments that can recreate an optical link spanning
hundreds of kilometers, there is still uncertainty due to the independent ISP that owns
the medium and can change the apparent length of the link. This can be disruptive
for the timing service, even though it is harmless for the ISP’s typical service.

One possihlc approach to overcome this limitation is deploying another WR link
back to the point where the time source is located, via different locations. This would
allow us to Verify that the time signal can be dcploycd through different points of
the network and travel back to the point of origin, where we could measure the time
error between the time source and a slave device colocated where the time master
rests. However, the cost of renting exclusive DWDM channels from an ISP makes this

approach impracticali

Therefore, we opt to check the WR time service against a GNSS time source lo-
cated at the premises of the customer. Using calibrated components that are verified
by a metrology institution, we can guarantee traceability to UTC within a certain mar-
gin. However, this approach suffers from limitations typical of GNSS clock sources,
such as the delay of the GNSS signals traveling through the ionosphere that cause
a time error with a daily periodicity (bound to £ 10 nanoseconds). In the deployed
setup, the 1-PPS time signal coming from the slave is compared to the 1-PPS generated
by the GNSS time source using a time and frequency counter (Figure 3.8). It is im-

portant to observe that the GNSS timing source is a much larger source of instability

\,
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Figure 3.8: Schematic diagram of a experimental setup evaluating the performance of
a long distance WR-based time service, assisted by a GNSS time reference.

80



3.5. CONCLUSION

than the WR link, and only the time average over a long—terrn is useful dara.
This overview of the setup based on GNSS measurements is brief but provides a
solid grasp of the overall methodology used in this study. Please consider that this

section is just touching the basics. The finer details are saved for Chapter 6.

3.5 Conclusion

In this chapter, we have provided a Comprehensive overview of the hardware plat—
form, tools, laboratory equipment, and workflow that will be used to develop and
validate the proposed solutions. Additionally, we have provided clear definitions of
the concepts that will be used throughout the thesis to ensure that the author and
reader share a common understanding. Overall, this methodology chapter sets the
foundation for the rest of the thesis, providing a clear understanding of the research
methodology, tools, and equipment used in our study. The three upcoming chapters
build on this foundation to present a thorough analysis of the research problems and

potential approaches to address them.
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CHAPTER

Mechanisms for Improved Resiliency in
the White Rabbit Switch: stability,

holdover, and redundant capabilities

Resiliency

in the node.

41 Introduction

The ability of White Rabbit (WR) to achieve sub-nanosecond accuracy has been
proven under many different use cases. Some of which have been highlighted in the
previous Chapters, and many others that fall outside the scope of this study [67], [100].
Despite the proven effectiveness of WR, the technological landscape continues to
evolve, demanding enhancements of the solution’s robustness and reliability, particu-

larly in challenging scenarios such as network reconfiguration or time source failure.
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A critical feature that is required for the adoption of WR in new markets concerns
the development of methods and algorithms that guarantee the stability and accuracy
of the timing signals in the absence of an active time reference. The development of
a new model of the White Rabbit Switch that improves the phase noise and stability
of its time outputs is the basis for the development of a holdover mechanism acop.
The reduced noise levels of the time signals, initially devised for more demanding
scientific applications, serves as an ideal starting point for the reliability mechanisms,
since the cleaner clock signal allows for reduced initial frcqucncy error when no master
time reference is visible. An overview of synchronization and syntonization in WR
precedes the mentioned developements, which helps to accurately frame the problem
that we aim to solve.

The chapter also outlines a series of mechanisms that have been developed to
achieve seamless redundancy in a WR network with emphasis both timing and data.
These mechanisms allows the WR devices to form a network that avoids single points
of failure in selected topologies — an imperative in industrial networks, Smart Grid,
and the Industrial Internet of Things. The implemented mechanisms enable devices to
switch from one time reference to another without signiﬁcantly impacting the quality

of the time signals.

4.2 Background

421 Synchronization and Syntonisation in White Rabbit

One of the key features that enable WR to achieve its high level of accuracy is
the close relationship between the physical layer and the time synchronization mech-
anism. The synchronization in WR is achieved by exchanging PTP messages between
the master and slave devices, while the syntonization process is performed at the phys-
ical laycr.

As detailed in Chapter 2, synchronization occurs when the internal time coun-
ters of both the slave and master devices display the same values at a given point
in time. However, they will only continue displaying the same values if their incer-
nal clocks operate at the same frequency. To ensure this, a syntonization mechanism
is needed between them. Often, PTP implementations only periodically correct the
time counter values of the slave device but do not tune the frequency of the internal
clock.

A functioning WR link relies on two simultancous processes. First, the clock of
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the slave node is syntonized to the clock recovered from the physicai Ethernet signai
sent by the master. Then, once syntonized, PTP frames are exchanged, enabling syn-
chronization. Once synchronized, the slave phase-aligns with the master according to
precise information about the link 1ength contained in the PTP frame exchange. Once
established, the link accuracy can be maintained by adjusting the clock’s phase with-
out altering the time counters. A prerequisite for phase alignment is that the devices
must be accurately calibrated to account for any internal delays they may present.
The result of this process is that the slave clock remains phase-aligned at all times
while the WR link is active. This clock also serves as the device’s reference clock, which
supports any applications running on it. These applications may be performing criti-
cal tasks that cannot tolerate disruptions in the clock thcy use, thus necessitating more
reliable mechanisms. In this way, the applications can continue using the system’s ref-
erence clock in case ofsystern reconﬁguration or lack ofvisibiiity of the master clock.
Since the most decisive element in maintaining WR synchronization is the phase
tracking mechanism, the foilowing section will describe it in detail. For more details

in the general operation of the WR protocols, readers can refer to [98].

4.2.2  White Rabbit syntonization (DDMTD and SoftPLL)

This section provides an overview of the WR PLL design. The WR PLL can be
considered as consisting of two main components: the Digital Dual Mixer Time Dif-
ference (DDMTD) and the SoftPLL. The DDMTD is implemented as physical pro-
grammable hardware modules that accurately measure the phase difference between
two clock signals, while the SoftPLL serves as the core of the clock syntonization con-
trol system, processing the raw phase measurements and commanding the tuning of
the clock frequencies.

The DDMTD is implemented in the FPGA and generates phase tags to measure
the phase difference between the local clock and the master clock, which is recovered
from the Ethernet bitstream. In Grandmaster operation, the DDMTD can also di-
rectly measure the phase difference of the external clock input. Two inputs of close
frequencies are needed, and these are mixed and low-pass filtered in order to obtain a
signal that has a lower frequency but maintains the same phase relationship as in the
highcr ﬁ‘cqucncy ones. The use of siightiy different frequcncics to amplify the reso-
lution of the measurement is a technique that is akin to a vernier caliper in the time
domain. Further details on its implcmcntation can be found in [68].

The phase tags are input into a control loop running on an embedded LM32 CPU,

which impiements a software-based I’roportiona]—lntegra] (PI) controller. Figure 4.1
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shows a simplified block diagram of the SoftPLL, which comprises two separate con-

trol loops: Helper and Main.
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Figure 4.1: Overview of the WR phase-locked loop design. From [69]

The DDMTD requires a clock signal that is very close in frequency to the clocks
whose phase relationship is being measured. To fulfill this requirement, the Helper
PLL generates the DMTD clock. The Helper control loop functions by comparing the
difference between consecutive phase tags to the expected ideal period of the DMTD

signal, following the relation:

2N

— 4.1
2N +1 (4.1)

fomTD = fref X

Here, frep represents the system’s reference clock and N is a custom parame-
ter that controls the frequency offset between fpuyrp and frep. Adjusting the N
parameter involves balancing the precision and stability of the measurements [101],
with higher s increasing the frequency with which measurements are done and the
magnifying effect in the phase measurement, at the expense of lower bandwidch. Witch
the current frequencies of operation and selected parameters of the DDMTD in the
WRS devices (N = 14), the resolution of the phase tags is of 976 fs and these are
generated every 3.814 kHz.

The primary objective of the main PLL is to generate a local copy of the clock sig-
nal recovered from the physical Ethernet signal of a WR master. This is accomplished
by comparing the phase tags of the DDMTD reference clock channel with the phase

tags of the recovered Ethernet clock. The PI control loop secks to maintain a con-
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stant phase difference berween these two channels over time, taking into account a
so-called setpoint that allows for programmable phase shifts between master and slave.
The setpoint information is derived from the precise link delay measurement, which is
obtained from the WR PTP packet exchange.

It is important to note that the system described is subject to various sources
of noise at each stage, which may be ampiified in subsequent stages if not carefuily
designed. The noise sources that contribute to the phase measurement mechanism’s

noise levels are listed as follows:

» The noise of the common clock of the DDMTD. This has been analyzed in depth
by M. Rizzi in [101]. The analysis shows that the DDMTD in the typicai con-
figuration used in the WRS achieves 4 ps RMS single-shot precision.

» The low-voltage differential signaling (LVDS) input stage of the DDMTD clock

into the FPGA, which introduces flicker noise.

= The DDMTD deglitching algorithm [98]. The D-type flip flops in which the
DDMTD is implemented are sensitive to horizontal phase noise, or jitter. To
minimize the impact of the glitches in the phase measurement, there is a
deglitching algorithm that, alcthough effective at filtering glitches and reject-

ing noise, has its limitations [68].

= The SoftPLL output precision is limited by the resolution of the digital-to-
analog converter (DAC), which introduces quantization noise into the voltage

signals that tune both the helper and the main clocks’ frequency.

» The PI controller constants, if not correctly optimized, will degrade the phase
noise profile of the device and introduce undesirable effects like poor stability
or even divergence in the output phase and frequency that ultimately cause the

CiOCk to Ul’liOCk from EhC reference.

= The contribution of the GTX transceiver both in the transmission side and in

the clock recovery circuitry of the receiving end into the additive phase jitcer.

» The use of the mixed-mode clock managerMMCM PLL (configurable clock gen-
crators/managers inside the Virtex-6 FPGA), which has significantly higher lev-

els of noise than an external dedicated chip.

= The intrinsic noise of the main local oscillator, which, on top of it, is affected

by the airflow of the fans inside the WRS enclosure.
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The literature has extensively analyzed and characterized these sources of noise in
WR devices [69], [70], [101]. In situations where the device loses communication with
the master clock due to network malfunction or reconfiguration, it can only rely on
past data to adjust the main clock and maintain holdover for as long as possible. To
ensure accurate holdover operation, it is critical to minimize system noise. Otherwise,
the cumulative noise of each stage will be incorporated into the holdover data and
ultimately impact the holdover time signals performance.

For example, M. Lipinski’s analysis of holdover requirements in his thesis [102] re-
veals that the standard WRS main oscillator can maintain sub-nanosecond accuracy
for a maximum of 100 milliseconds after a network rcconﬁgurarion event is triggcrcd.
However, this time window is clearly insufficient for applications that require valid
time signals during network reconﬁguration. Additionally7 the random processes suf-
fered by the WRS local oscillator dominate over the effects that can be modeled and
compensated to extend holdover time.

Based on these analyses, it is not advisable to use the standard WRS as a devel-
oping platform. Instead, the WRS-LJ! is the product designed by Seven Solutions
that addresses the limitations mentioned above, and therefore serves as the hardware

platform for our contributions.

4.3 Noise improvements in the WRS-L]

The White Rabbit Switch Low-]Jitter (WRS-L]), as introduced in section 3.1.2,
represents a new hardware iteration based on the v3.4 design of the WRS. It aims to
confront the limitations of phase noise performance discussed in the literature [69],
which restrict the applicability of WR in projects requiring more demanding short-
term stability. The FPGA and software architecture modifications are kept to a min-
imum to facilitace maintainability and Cornpatibility with future firmware releases of’
the WRS.

The two most significant factors in phase noise addressed by the WRS-L] design
are the elevated phase noise of the Grandmaster mode in the WRS (which is conse-
quently propagated throughout the entire network) and the poor stability and intrin-
sic noise characteristics of the main oscillator control loop.

The high noise levels in Grandmaster mode can be attributed to the WRS requir-
ing a 62.5 MHz signal to lock to an external reference, while the industry-standard

solution is accepting 10 MHz signals. To provide the SoftPLL with the 62.5 MHz sig-

'https://ohwr.org/project/wrs-1j-hw/wikis/home
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nal that it needs to lock onto, the 10 MHz signal is passed onto a FPGA input, and it
serves as input to an internal PLL of the FPGA. However, the analysis by M. Rizzi in
[69] shows that the internal PLL introduces considerable phase noise power located in
the region between 10 kHz and 2 MHz. While this noise can be easily filtered out by a
low-pass filter as typically integrated in analog PLLs, this is not the case in the digital
implementation that uses the DDMTD and the SoftPLL. The unfiltered noise is ulti-
mately aliased over the operating bandwidth of the SoftPLL. This issue is solved in the
WRS-L] by including an external AD9516-4 chip by Analog Devices® that can multi-
ply the frequency of the 10 MHz output and successfully filter out the high-frequency
components of the phase noise.

charding the selection of the main oscillator, the same anaiysis [69] demonstrated
that the Mercury VM5383 was responsible for the accumulation of phase noise be-
tween 1 Hz and 5 Hz, while it has also been observed that the air flow generated by the
WRS fans substantially affected its performance. In contrast, the Connor-Winfield
DOTO50V-020M? in the WRS-L] demonstrated superior performance. Experimental
tests revealed that its casing was more robust against turbulent air currents, and encap-
sulating itina po]ymer that provided thermal mass and protection against turbulent
air had no noticeable effect. The new oscillator also had a narrower tuning range and
better stability characteristics against aging, temperature, and Voltage. Final]y, the
SoftPLL PI controller constants were optimized for the new oscillator’s characteris-

tics, achieving the lowest possible phase noise.

To showcase the improvements in terms of phase noise, the setup depicted in
Figure 4.2 was configured. Two standard WRS were used (one grandmaster and one
slave), while a deployment of up to nine WRS-L] were analyzed (one Grandmaster and
cight layers of cascaded slaves). The reference used for this setup is a Morion MV89
OCXO* and a Microsemi 3120A Phase Noise Test Probe was used to measure phase

noise.

Integrating the phasc noise over the entire spectrum supported by the measuring
instrument (1 Hz to 100 kHz), as summarized in Table 4.1, reveals a tenfold improve-
ment in RMS jitter. Moreover, examining the details of the results in Figure 4.3 shows
that the improvement in the 1 Hz to 20 Hz Fourier frequencies ranges from 15 to 20 dB.
These reduced noise levels have the unintended consequence of exposing previously

hidden sources of noise: the periodic spikes visible between 20 Hz and 300 Hz are

*https://www.analog.com/en/products/ad9516-4.html
’http://www.conwin.com/datasheets/tx/tx395. pdf
*https://www.morion-us.com/catalog_pdf/mv89.pdf
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introduced by the Ethernet management interface of the WRS and disappear when
the device establishes a working connection.

Table 4.1: RMS Jitter results for WRS and WRS-L]

(b) WRS Low Jitter

(a) Standard WRS Device RMS Jicter (ps)
Device RMS Jitter (ps) WRS GM 0.9
el AT
WRS SLAVE 10.0
.\;(./RS SLAVE 8 38

The conducted experiment effectively demonstrates the efficacy of the modifica-
tions made to the clocking electronics of the WRS. This substantial reduction in phase
noise levels not only validates the proposed approach but also opens up new poten-
tial applications for WR devices. However, it serves as an intermediate step in our
quest to enhance the reliability of the devices when the visibility of the master clock
reference is lost.

The Connor-Winfield oscillator, which serves as the main clock of the WRS-
L], offers considerably improved stability compared to its predecessor. However, as
a Voltagc—controllcd tcmpcraturc—compcnsatcd crysta] oscillator (VCTCXO), it still
lags behind other oscillator families in performance and it is not stable enough to

support hOldOVCI‘ at thC TCqUier frcqucncy accuracy that a WR nctwork rcquircs.

4.4 WRITE expansion holdover board

From the analysis of the previous section, it was verified that the phasc noise of
the WRS-L] is improved by the use of a better oscillator and an optimized control
loop. Still, the stability of a VCTCXO is not enough to sustain holdover capabilities.
To evaluate the performance of other commercially available oscillators with better
performance, the hardware team at Seven Solutions developed the WRITE Holdover
expansion board within the context of the Resilient Time Transfer work package of
the WRITE project. This board is designed to accommodate an alternate oscillator as
the main oscillator for the WRS-L], with functions identical to those of the surface-
mounted main oscillator of the WRS-L]. In other words, the oscillators from the ex-

pansion board must undergo phase measurement and tuning by the WR PLL, while
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ﬂ ‘@ 1-PPS & 10 MHz Grandmaster
i Slave 1
Slave 2
10 MHz

Slave 3
Slave 8

| [

Additive

phase noise

Figure 4.2: Experimental setup for determining the additive phase noise introduced by
the WRS and the WRS-LJ
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Figure 4.3: Comparison of phase noise levels for a Grandmaster and a Slave in both
standard WRS and WRS-LJ.
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the system’s other modules will use the clock derived from this oscillator as the ref-
erence clock for all applications. The WRITE Holdover expansion board features
physical footprints for up to eight different oscillators, a DAC that converts SoftPLL
data inco an appropriate voltage for clock tuning, various ampliﬁeation stages that
adapt the DAC output to the correct voltage range for each oscillator, and connectiv-
ity for Universal Asynehronous Receiver/Transmitter (UART)—capable oscillators. To
accommodate the most power-demanding options, the expansion board is powered
directly from the WRS-L] power supply.

The clock signal originating from the expansion board oscillator is fed to the
WRS-L] input clock generator and distributor via a miniature coaxial Hirose u.FL
cable. Remarkably, this implies that an advanced user can use the same cable to feed
the WRS-L] with any other clock source that meets the voltage level specifications and
can be steered with the information provided by the expansion board’s DAC output.

During the dcsign phasc of the WRITE holdover expansion board, we solicited
recommendations from other partners of the WRITE project for a list of oscillators to
consider supporting. We valued the inclusion of oscillators from various vendors and
types, as well as the availability of resources among the partners. Since the goal is to
implement an internal holdover solution by adapting the SoftPLL implementation,
we excluded off-the-shelf holdover-capable oscillators that can be fed with a 1-PPS
signal. Table 4.2 summarizes the features of the devices supported by the holdover
expansion board. Stability and aging notation have been taken verbatim from the
datasheets.

Ofall the compatible devices, we had the Abracon AOC]Y—IO.OOOS (as depicted in
Figure 4.4) and the Morion MV341° available for testing in our labs. Other partners
of the WRITE project also tested the same holdover implementation that has been
developed with their own oscillators. A summary of their results can be found in

Deliverable D2 of the project [103].

4.5 The development of a holdover mechanism

The use of the improved clock circuitry of the WRS-L], along with the improved
short-term stability of the experimental oscillators compatible with the WRITE ex-
pansion holdover board are two features that can be leveraged to improve the re-

silieney of a WR network by implementing an experimental holdover mechanism.

https://abracon.com/Precisiontiming/A0CJY.pdf
®http://www.morion-us.com/catalog_pdf/mv341.pdf
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(a) Detail of the WRITE Holdover expansion board. The footprints for all the compatible
options are visible.

(b) View of the WRS-LJ with its top cover removed, showing the installed holdover expansion
board and the Abracon OCXO.

Figure 4.4: The WRITE Holdover expansion board with a surface-soldered Abracon
AOCJY-10.000 OCXO.
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Table 4.2: Compatible oscillators with the WRITE Holdover expansion board and

main stabi]ity characteristics

Model Type Temp. stability Aging

Abracon  AOCJY- OCXO +5 ppb (0to50°C) =£100 ppb yearly
10.000

Microsemi  CSAC ~ Cesium  chip-scale n/a < 10 ppb yearly
SA.45s atomic clock

Microsemi ~ MAC  Rubidium  Minia- Up to < 0.07 ppb Up to 1 ppb yearly
SA.3x ture atomic clock

Morion MV341
Morion MV216
1QD IQOV-164
Oscilloquartz 8661

Oscilloquartz
OCXO 8663

OCXO

Double OCXO

OCXO

OCXO

OCXO

Up to =£1 ppb
(0 to 55 °C)

Up to <£0.05 ppb
(0 to 55 °C)

£1 ppb (=30 to
75 °C)

Up to < 4ppb (0 to
60 °C)

Upto < 1ppb(0to
60 °C)

Up to £10 ppb

yearly

Up to <=£5 ppb

yearly

< 100 ppb yearly
< 100 ppb yearly

< 30 ppb ycarly

This mechanism is intended to providc a usable time signal during the events in
which a network event has interrupted the WR operation in a device, and awaits until
the network is restore or during the network reconfiguration to use a different clock

source.

In this section we will explore the factors that affect the performance of a holdover
mechanism and the techniques used to increase holdover time, namely temperature,
mechanical strain and other random processes. Foiiowing, we describe a commoniy
used model to account for the most relevant factors that can be adapted into the Soft-
PLL implementation. Then, we will analyze how the mentioned factors and tech-
niques can be controlled or implemented in our hardware platform. Afterwards we
will provide an detailed overview of how the selected holdover strategies were im-
plemented in the hardware piatform, and the results obrained in our experimentai

environment.
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4.5.1 Factors aﬁécting holdover perfbrmance

Being precise in the description of factors that affect holdover performance is
challenging because the precise effects of these factors depend greatly on the material
of the resonator, manufacturing technology, and other aspects that fall outside of our
area of expertise. While we can group these factors into broad categories, their specific

impact cannot be determined with absolute certainty.

Short-term instabilities

Section 2.3 provided an overview of the different types of noise fluctuations that
affect a time signal, but it did not explain the causes of said noise. The origins of these
instabilities uitimately stem from intrinsic electronic noise, such as thermal noise,
shot noise, and flicker noise present in the electronic components that are part of the

oscillators and the systems in which they are integrated [39].

Temperature

The core element of a quartz oscillator is the piezoelectric resonator. Changes in
temperature affect the resonant frequency of this element, consequently impacting the
frequency stability of the oscillator. Various techniques exist to mitigate the impact
of temperature changes, but a small component will always remain [104].

The effect of temperature can also be mitigated by plaeing temperature-sensitive
components inside a thermally stable enclosure, also known as an oven. This gives rise
to the term OCXO, which stands for oven-controlled crystal oscillator. OCXOs offer a
>1000x improvement in stability compared to uncompensated oscillators [104]. For
the purposes of this work, an OCXO is an excellent choice for achieving good fre-
quency stability within a budget. However, it presents a challenge: the temperature
inside the casing is no 10r1ger correlated with what we can measure inside the WRS
enclosure, making it difficult to find correlations between the SoftPLL data and the
device enclosure temperature. There are experimental workarounds for this issue, such
as sensing the current drawn by the OCXO [105], but they have not been considered

in our hardware platform.

Pressure and mechanical strain

QUELTEZ resonators ShOW dependence Wlth atrnospheric pressurc dUC to changes in

its elastic properties and accumulated mechanical stress. Therefore, the frequency of
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an oscillator can be impacted by weather-related Changes in atmospheric pressure, or
by changes in altitude. Also, the stability of an oscillator can be largely impacted by
accelerations that can be originated by shocks, acoustic noise and vibration such as

the ones caused by a moving vehicle [104].

Aging

In addition to short-term noise (which, by definition, is modeled as a set of ran-
dom processes) and medium-term dependencies (which can largely be attributed to
environmental changes), aging is a mechanism that affects the oscillator on the scale
of weeks, months, or years. According to [104], many aging measurements have been re-
ported, but few have included a detailed scientiﬁc or statistical study of' the aging processes.
Aging is largely actributed to mass transfer due to adsorption and desorption of con-
taminants on the surface of the resonator, and the relief of mechanical stress within
the mounting structure over time. Other effects with lesser impact are also reported.
The aging rate of an oscillator is reported to be highest when it is new and evolves

with an approximately logarithmic dependence [106].

4.5.2  Types of mechanisms to improve holdover

Of the factors considered in the previous section, only aging and temperature
can be characterized with the information available for the WR PLL. Furthermore,
the two oscillators available for testing on the holdover expansion board are of the
OCXO type, meaning that the temperature inside the enclosure is kept constant with
respect to the outside. In this situation, the SoftPLL cannot correlate the temperature
inside the oven with the rest of the variables. Therefore, only the effect of aging can
be measured and compensated for in this context.

Let us revisit the time error equation that was first described in section 2.3.3:

(D - Dref) [¢(t) - ¢7‘ef(t)]
> T St

x(t) =x9 + (yo - yoref)t + (4.2)
If we assume that the reference clock is ideal (or, at least, that its dcgradation
sources are negligible) all the “ref”named variables in Equation 4.2 are equal to zero,

and the equation remains:

Do o)
x(t) = o + yot + =12 + ————
R L

where g is the initial time error, yg is the fractional frequency offset with respect

(4.3)
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to the reference (due to errors or finite frequency settabi]ity of the clock), D is the
linear fractional frequency drift rate (used to model oscillator aging effects) and ¢(t)
agglutinates all the random phase components. Given that the value of D is susceptible
to temporal variations due to factors such as aging and temperature, it is necessary
to maintain a continuously updated estimation. This ensures that in the event of a
holdover, the most recent estimate is available for accurate system performance.
When comparing the terms of the time error model with the situation of the WR
PLL in the first instant that it loses visibility of its reference and holdover time starts,

we find the following situation:

= The initial time error g is ideally zero. At the moment when the slave loses
visibility of the master clock, the WR link is considered to have been functional
up until that point. Since calibration is not a perfect procedure and there is
a finite level of precision, a few dozens of picoseconds of initial error can be
expeetcd under real-life circumstances. Therefore, there is no issue to be solved

regarding the initial time error.

» The fractional frequency offset yg is proportional to the unbiased output vari-
able of the SoftPLL that commands the frequency tuning of the main clock. In
an ideal scenario without noise, this variable would take a constant value in the
mid-range of the 16-bit register of the DAC. However, the real world is noisy,

and the SoftPLL output variable also includes the additive effect of ¢(2).

= To understand what the linear fractional frequency drift rate D of the time
error model is concerning the WR PLL architecture, we need to consider a list
that includes all the frequency words that the output has sent to the DAC over
a certain amount of time. The parameter D represents the slope of a linear

regression over that list of corrections.

Figure 4.5 offers illustrative examples of time error evolution in different scenar-
ios. These scenarios relate to the fractional frequency drift D and the initial fractional
frequency offset Yo, two of the fundamental parameters of the model in use. The term

y(t) represents the instant frequency offset when the random processes are not con-

sidered:

= Dt 4.4
T Yo + (4.4)

In Figure 4.5a, the initial fractional frequency offset yo is presented. Here, the

fractional frequency drift is non-existent (D = 0). However, the perfect determi-
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nation of yo is impeded due to random processes and the limited resolution of the
DAC. The scenario in Figure 4.5b offers a contrasting view where yg is perfectly de-
termined, but a non-negligible fractional frequency drift rate D is introduced. This
demonstrates the influence of the fractional frequency drift rate D on the time er-
ror evolution. Lastly, Figure 4.5¢ presents a composite case where both yp and D are
constant and non-zero. This represents a more complex scenario where these two
parameters simultancously affect the evolution of time error.

Consequently, assuming an ideal scenario where temperature effects can be dis-
regarded, there are still two variables that need to be determined in order to extend
holdover time in the WRS-LJ: the one responsible for minimizing the fractional fre-
quency offset yp and the variable that models the change of that fractional frequency
offset as a linear regression, D. Let us now explore the commonly used methods to

estimate these parameters in the industry before discussing our irnplcrncntation.

Fixed holdover and DAC limitations

This simple approach consists of setting a fixed predetermined value in the ac-
tuator that controls the frequency of the clock. In the case of the SoftPLL, this is
equivalent to setting a fixed DAC value. Of course, this approach does not minimize
the fractional frcqucncy offset (unless by chance), it does not consider the drift rate
D, and it is not updated with information from the locked operation of the clock in
any way. However, this approach is substantialiy better than 1caVing the control 1oop
in charge, which would cause the frequency to drift further apart to the most extreme
possibic tuning positions.

Another slightiy more sophisticated version of this approach relies on indcﬁnitcly
using the last good known correction. Although this is better than using a constant
value regardless of the previous state of the control system, this method will be greatly

affected by the random component and the quantization error of the control system.

x(t) o > ya g
i x(t) X(t)/ -
: , § ~— IFJ'/AJ 5
\ )
t t t
(@) y=y0,D=0 (b) yo=0,D >0 (c) yo <0,D >0

Figure 4.5: Illustration of time error evolution in different scenarios.
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Additionally, determining the last good correction relies on failure detection, which

isa Challenging topic on its own.

Adaptive algorithms

The adaptive methods for frequency control involve adjusting the control signal of
the OCXO based on historical data and predictive algorithms to maintain frequency
accuracy and stability during holdover. For the operation of these methods, the time
error of the last measurements must be available. Different approaches can be used
for the prediction algorithm. Some solutions use extrapolation methods or prolong
an interpolation function, while others are based on regression curves [107]-[109].
The predictive Kalman filtering algorithm is also used by many published solutions
[110], but this solution is suboptimal in the presence of noise that is other than white
and gaussian. In more recent years, some efforts are being invested in using Machine
Learning techniques for extending holdover time in packet-based networks [111]. This
last work claims to sustain accuracy over intervals of 1000 seconds “within reasonable
limits” using SyncE-assisted PTP and OCXOs in two different temperature scenarios.

Indeed, the WR protocol offers a significant advantage in the context of holdover
implementations due to its close integration of the physical layer syntonization and
PTP packet exchange. This allows for a more precise model and abundant informa-
tion about the phase measurement between the master and slave clocks, enabling the
estimation of the desired parameters with a high degree of confidence. Consequently,
WR-based solutions can potentially outperform other methods that rely on less inte-
grated protocols or fewer data points.

Furthermore, the WR protocol’s precision in time synchronization enables the
consideration of the initial time error zq as negligible, which simplifies the holdover
problem and allows for more efficient and effective solutions. Overall, the unique
features and capabilities of the WR protocol make it well-suited for holdover imple—

mentations, providing a solid foundation for further advancements in this area.

4.5.3 WRS-L] Experimental Holdover Implementation

In this section, we will discuss the modifications made to the SoftPLL in our pro-
posed approach and the validation of these contributions through an experimental
setup, building upon the concepts outlined earlier.

To briefly summarize the key ﬁndings from the previous section, the WR PLL

control system of the WRS-L] is at a stage where the initial time error, denoted as
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I, at the onset of holdover mode is considered negligible. The subsequent challenges
involve accurately determining the output frequeney that minimizes the fractional
frequency offset yg relative to the reference signal, and, upon successful estimation of

this parameter, addressing the drift rate represented by D.

Software modifications

As outlined in section 4.2.2, the SoftPLL is the software running on the LM32 soft
processor within the WRS-L] FPGA. This software calculates the phase difference be-
tween its local clock and the master reference clock, utilizing the stream of phase tags
gcncrated by the DDMTDs at a rate of several thousand phase tags per second. Given
the limited capabilities of a soft CPU and the scarce memory resources in the FPGA,
it is impraetieal to store the vast amount of information consumed by the SoftPLL
indefimitely. A potential future implementation of this mechanism will greatly bene-
fit from access to a largcr amount of memory and FPGA-assisted data processing to
improve the accuracy of the model.

To keep the processing requirements minimal and efficient for the LM32, only the
two primary variables within the main loop of SoftPLL operation are saved. These in-
clude the phase measurement error between the local clock and the master-recovered
clock, as well as the output control values commanded by the SoftPLL for clock tun-
ing.

Furthermore, to preserve storage space, the structure that maintains the history
ofpast corrections and error measurements is implcmented as a circular buffer with
a capacity of 128 positions. This means that only 128 error measurements and 128
frequency corrections can be stored within the SoftPLL. The circular buffer is an op-
timal data structure for this application, as it retains the most recent data up to its
capacity while overwriting older data. Its inherent ﬁrst in, ﬁrst out (FIFO) properties
also ensure that data is consumed in the same order it was stored without requiring
additional control mechanisms. Figure 4.6 provides a schematic representation of the
circular buffers that store the SoftPLL holdover history.

Since phase tags and frequency corrections at the default rate of the WRS-LJ oc-
cur approximately twice every millisecond, the history buffer would be completely
overwritten in less than 34 milliseconds with the current size of the circular buffers.
To address this limitation, we have implemented a mechanism that only stores data in
the buffer for one out of NV executions (refer to Table 4.3). As the primary objective of
the circular buffer is to store sufficient information for minimizing the fractional fre-

quency offset Yo, it is essential to ensure that the window of stored data is extensive
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|
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I

Figure 4.6: Schematic view of the circular buffers that are used to store the latest n
measurements and outputs of SoftPLL history.

enough to eliminate any short-term transient or oscillatory behavior, thus ensuring

that the SoftPLL operates under a "steady-state” condition.

Figure 4.7 shows a diagram of the SoftPLL functions involved in the main clock
control loop, with a focus on the holdover operation. During normal WR operation,
the SoftPLL operates normally, evaluating phase error and steering the DAC to com-
pensate for it, as well as establishing a setpoint to phase align master and slave clocks.
In addition to its normal operation, the holdover buffer is being populated with data
from the measured error and the applied corrections. This operation is controlled by
the ho_update function. Once holdover mode is triggered, the SoftPLL main control
loop can no longer command the DAC, and the operation is only controlled by the
ho_update function using just the data stored in the holdover buffer up to that mo-
ment. The software implementation includes placeholders for several holdover func-
tions that may be needed by other partners of the WRITE project, but only replaying
the circular buffer has been tested with the oscillators detailed in this section. Sim-
pler holdover techniques such as fixed holdover were considered and evaluated, but

quickly dismissed upon examining the first results.

Table 4.3: Examples of total buffer length with several undersampling parameters.

1:N Undersampling Approx. Time Window of Circular Buffer

1 33 ms
16 536 ms

256 8.6s

4096 137 s
65536 36.7 min
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mpll_init mpll_start mpll_update mpll_set_phase_shift mpll_shifter_busy
Initializes SoftPLL  Starts SoftPLL Updates SoftPLL Sets phase shift Checks shifter status
SoftPLL

Uses holdover buffer
Holdover Buffer
Pushes data Pops data Updates holdover
ho_buf_push ho_buf_pop ho_update
-—"“_.‘
Selects update function Selects update function Selects update function Selects update function

ho_update_0 ho_update_1 ho_update_2 ho_update_3

Figure 4.7: Diagram showing the most relevant functions of the main SoftPLL control
loop, including the holdover implementation modifications.

In addition to the limitations imposed by storage capacity, the system also faces
constraints in setting an accurate frequency value due to the limitations of the DAC
detailed in section 4.5.2. The WRS-L] is equipped with an AD5664 DAC’ that, ac-
cording to the following analysis, hinders the operation of the holdover implementa-
tion.

Given the critical role of the WRS/WRS-L] DAC in managing the frequency of
the clock, it is important to understand its limitations, which are amplified within
the context of holdover operation. The current DAC in the SoftPLL architecture, de-
spite its 16-bit resolution, guarantees accuracy only within 212 LSB (least significant
bits). While the impact of this limitation might be less noticeable in a closed-loop
system where errors are rapidly compensated, in a holdover operation, these errors
can accumulate over time.

Let’s consider the example of one of the compatible oscillators of the WR holdover
expansion board, the Abracon AOCJY-10.000, which operates at a frequency of 10
MHz and has a pull range of 1.4 ppm pcak—to—pcak. Assuming ideal conditions, the
oscillator can be adjusted to frequencies between 999993 and 10000007 Hz, offering
a 14 Hz range. With a 16-bit DAC, this range is divided into 216 steps, implying that

"https://www.analog.com/media/en/technical-documentation/data-sheets/AD56
24_5664.pdf
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cach LSB ideally corresponds to a step of 214 pHz in frequency.

However, the DAC’s limitations introduce uncertainties in this scenario. Its lim-
ited precision means that no sing]e data word will accurately represent the ideal fre-
quency without introducing some amount of accumulating time error, even in a noise-
less scenario. Moreover, the guaranteed accuracy of 212 LSB introduces an element
of uncertainty, limiting the applicability of computations based on the history of pre-

vious data words.

When this £12 LSB uncertainty is factored in, the error rate per second becomes:

214uHz x 12 _10
= =92, 1 4.
error rate 10 My 56 x 10 (4.5)

In a worst-case scenario, compliant with the DAC’s specifications, this introduces
an error of 256 ps/s, underscoring the impact of DAC limitations on holdover oper-
ations. This accumulating error greatly limits the usefulness of a fixed holdover im-
plementation, which would reach 1ps in only 65 minutes considering just the DAC
imperfections, with no other noise sources.

The proposcd approach to overcome the limitations of DAC resolution involves
repeatedly using the entire buffer of frequency corrections as the estimate for min-
imizing the fractional frcqucncy offset. This method offers several advantagcs over
more complex alternatives: it eliminates the need for calculations in either fixed or
ﬂoating point and serves as a valid method for obtaining the average value of the en-
tire buffer. Moreover, this approach ingeniously overcomes the limited resolution of
the DAC. Although any calculations pcrformcd on the data within the buffer would
be constrained by the 16-bit counter of the DAC, the repeated use of the stored 128
data positions as valid corrections idcal]y increases the granularity of the DAC input
by 7 additional bits. Furthermore, since the stored corrections exhibit the same noise
properties as those applicd during locked operation, the non-linearities introduced by
the DAC will be minimized by reusing data with consistent characteristics. Still, the
Virtually increased resolution can only address one of the two identified limitations
introduced by the DAC, and the lack of accuracy in its four LSB imply that any data
processing, even if as simple as calculating the average value of the whole buffer, can
suffer from a bias that cannot be detected during holdover operation.

The software implementation also features a bus interface that allows users to
enable or disable holdover mode, select the undersampling rate of the circular buffer,
and enable or disable the learning process when the device is in a locked state. When

holdover mode is activated, the phase tags generated by the DDMTD are no longer
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processed, and the sole source of data becomes the stored history of measured errors
and corrections.

In the following section, we present the results of a real world deployment of the
proposed method for minimizing the fractional frequency offset yo. Specifically, we
tested two distinct OCXO models under various operating conditions. We then eval-
uate the performance of our method in relation to the intended use case and discuss

its limitations as well as potential improvements.

4.5.4 Results

In this section, the experimental setup delineated in Section 3.4.1 is employed as
the fundamental reference configuration. The system comprises a WRS-L] acting as
the Grandmaster, which obrains its external time output from a more stable exter-
nal reference clock. The Grandmaster WRS-L]J supplies a time reference to a second
WRS-L] via a WR link. This second WRS-L], which is the device under test (DUT),
is equipped with a holdover expansion board. To assess the time error, the time offset
between the 1-PPS outputs of both the time reference and the DUT is measured using
a Keysight 53230A Time and Interval Counter. An illustration of the experimental
setup can be found in Figure 4.8.

Holdover is launched via a software command that triggers the holdover mode
and simultancously disables the WR network interface. Since one of the objectives of
this study is the implcmcntation of a holdover solution that can providc time signals
with a degree of accuracy comparable to WR, once the time error of a run exceeds 100
ns the measurement is aborted and saved in that intermediate point.

In order to circumvent Wraparound issues with the time counter instrument, an
artificial time offset was introduced to the slave device. During the data processing

phasq tl’lC measurements were tl’lCﬁ unbiased.

4.54.1 Abracon AOCJY-10.000

The Abracon AOCJY 10 MHz is a compact surface-mount device (SMD) OCXO
with dimensions of 25 x 22 x 12 mm and an electrical frequency pull range of £0.7 ppm.
Its steady-state power consumption is 1.4 Watts.

The test of this oscillacor was pcrformed in the laboratories of Seven Solutions
during a period of COVID-19 prevention measures. The testing environment had
windows and doors open when more than one person was present, and efforts were

made to shield the devices from air flow. Therefore, the temperature of the equip-
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WRS-LJ +
REF WRS-L] Exp HO Board

10 MHz + 1-PPS WR

1-PPS 1-PPS

A

Time & Interval counter

Figure 4.8: Experimental setup for the evaluation of holdover performance. The device
under test is the slave WRS-LJ, that includes the expansion holdover board.

ment during the experiment is uncontrolled. Due to pandemic-related constraints, a
Morion MV89 served as the time reference for this OCXO. To ensure stability, the
reference was operated for over 24 hours in an enclosed space prior to use, while the
remaining equipment was allowed to warm up for two hours. It was assumed that
environmental conditions would remain relatively constant once the devices reached
a thermally stationary state.

Various refresh rates were examined, incrementing the undersampling factor from
20 ¢0 21 which corresponded to a 60-millisecond to 18-minute window. As a general
guide]ine, time counter measurements were recorded until the time error exceeded
100 ns. Additionally, it is important to note that the rates were tested in ascending

window length, ranging from 1:1 to 1:214,

First minute

Figure 4.9 illustrates the progression of all available measurements during the ini-
tial 60 seconds of holdover mode activation. The ﬁgurc indicates that all analyzcd
rates can operate in holdover mode for at least 1 minute while maintaining the error
below 1 WR system clock cyclc (16 ns). A]though there is no signiﬁcant difference in
the performance of most executions, the largest intervals exhibit inferior short-term
performance. Two of the executions with the greatest error after one minute corre-
spond to the two runs with the largest intervals between samples (rates 214 and 213).
Prior to these rates, the execution with rate 212 does not exhibit a signiﬁcantly larger

error, but the slope of the frequency corrections is greater than those with shorter
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intervals.

It is significant to highlight that in all trials, save one, the time error remained
under 1 ns for a duration cxcccding 55 seconds. Given that the typical time rcquircd
for a WR synchronization from its initial state falls below 40 seconds, the experimen-
tal holdover solution Cmploying this oscillator proves to be sufficicntly robust. This
solution is capable of maintaining a switchover operation whilst ensuring the synchro-
nization impact on the time signals, and any potcntial slave devices connected to the
device in holdover, stays within the sub-nanosecond range.

Disregarding the shortest and largest rates, which appear to exhibit worse per-
formance, and focusing solely on the central rates, the results are more reproducible
(Figure 4.10). While larger time windows seem to be noisier, it is also suspected that
data from the shortest history windows were collected before the device’s warmup was

Complete7 as they all exhibit a similar short-term drift that vanishes in later runs.
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Figure 4.9: Time error in holdover mode using the Abracon OCXO during the first 60
seconds. Rates 1:N can be observed in the legend of the figure. rxxxxx represents rate
1:x, while r00000 represents an additional run of rate 1:1

First 10 minutes

Upon examining a more extensive time span of up to 10 minutes since the ini-
tiation of holdover operation (Figures 4.11 and 4.12), it becomes evident that the
short-term noise is less prominent because other factors have become more signifi-
cant. During this period, the shortest time windows again display a similar behavior.

Considering that the shortest time windows were the first runs to be measured after
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Figure 4.10: Time error in holdover mode using the Abracon OCXO during the first 60
seconds. Data shown represents the medium sized time windows (from 1:64 to 1:2048)
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Figure 4.11: Time error in holdover mode using the Abracon OCXO during the first 10
minutes. The run with rate 1:4096 shows a sudden phase shift after 9.5 minutes that has
been likely introduced during the postprocessing stage. For the sake of transparency,
this run is included as observed.
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Figure 4.12: Time error in holdover mode using the Abracon OCXO during the first 10
minutes. The only data represented are the medium-sized history windows.

the setup and the warmup period, this suggests that the warmup period may not have
been cntircly completed when the measurements were taken (2-4 hours since power
up). After the first 10 minutes, 56% of all holdover runs maintain a time error below 10
ns, which is reduced to 50% when considering only the medium-sized windows. The
time error in different runs is dispersed with varying slopes7 ranging from approxi-
matc]y 3 ns/minute to -3 ns/minute, with numerous intermediate slopes. According
to our model and the DAC limitations, this can be explained as a correct estimation
of initial frcqucncy minimizing Yo, and an additional random component caused by
the lack of accuracy of the DAC that results in uniformly distributed slopes in the TE
in different runs. It is important to note that these measurements were conducted
using a suboptimal reference clock in a room with uncontrolled temperature and air
currents. These issues will be addressed in the subscqucnt measurements prcscntcd in

Section 4.5.4.2.

The 10-minute window reveals a sudden phase shift in the experiment with rate
1:4096. We believe that the phasc jump has been introduced due to a bug during the
postprocessing stage where data is unbiased and PPS overlaps are fixed back together.
However, we have decided to maintain the data from that run with the observed phase
shift and transparently refer to the phase as an invitation to critically examine the

limitations and uncertainties of the used methodology.
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Figure 4.13: Time error in holdover mode using the Abracon OCXO up to 90 minutes.

First 90 minutes

ThC data ﬁ'Ol’I’l thC subsequent 80 minutes Of runs essentially COI‘I‘ObOI‘atCS tl’lC

observations made during the analysis of the initial 10 minutes:

» The magnitude of the fractional frequency offset y(t) appears to increase over
time, with on]y three executions exhibiting a changc in the sign of their y(t)
parameter throughout the run. Ideally, this change in sign would prevent the

time error from perpetuaﬂy increasing.

= Identifying a feasible drift rate D parameter seems improbable, as the drift ap-
pears to have opposite signs depending on the run. This contradicts our model
unless the frequency changes are dominated by random processes that cannot
be predicted or modeled. The behavior could also be partially attributed to
an imperfect time reference that may introduce its own inaccuracies into these

results.

Analysis of MTIE

The MTIE of all measurements taken with the Abracon OCXO (Figure 4.14) ex-
hibits a similar pattern in how the MTIE increases with higher taus. Interpreting
these MTIE results is challenging, as the behavior of most runs appears fairly consis-
tent. However, it is noteworthy that, for taus greater than 20 seconds, the MTIE of all

runs exhibits a strikingly similar slope. In contrast, greater variability is observed in
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MTIE Plot

Time Interval (s)

Figure 4.14: MTIE figures for all the Abracon AOCJY-10.000 holdover runs.

the smallest taus (1 to 10 seconds). This is likely an artifact caused by the time counter
instrument when the 1-PPS signals overlap, and the instrument must compare the
edge of one 1-PPS signal with the edge of the subsequent signal. The instrument then
relies on its internal clock for an entire second, adversely impacting the results due to
its inferior stability. Conversely, the data series without 1-PPS signal overlap does not
display this behavior.

In addition to the MTIE, Table 4.4 demonstrates that the smallest time windows
do not excel in cither the short term or longer term. Windows derived from rates of
1:24 and larger take the longest time to reach a 100 ns TE. Coincidentally, an MTIE
below 100 ns is the threshold below which a clock complies with the holdover speci-
fications rcquircd for a Primary Reference Time Clock (PRTC), as defined in ITU-T
G.8272 [112]. Moreover, it is evident that the largest analyzed windows exhibit the

pOOI'CSt short—tcrm pcrformancc.

Discussion

The Abracon AOCJY is a OCXO that significantly enhances the holdover capa-
bilities of WR devices and can be adaptcd Casily into the existing hardware platforms.
The mechanism for estimating the fractional frequency offset yo is sufficiently accu-
rate to maintain a TE below 1 ns in most analyzed scenarios for over 60 seconds, which
is adequate for performing network reconfigurations without disrupting the delivery
of timing signals. Furthermore, the tests indicate that the drift rate of the fractional

frequency is unlikely to be modeled as a constant, since different runs suggest opposite
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Table 4.4: Summary of time elapsed to reach 1, 10, and 100 ns TE thresholds for all
the analyzed runs. The color gradient of each cell is relative to the best and worst case
in each column. The 100 ns threshold in the 1:2048 run was never exceeded during

the length of the measurement.

Rate seconds to 1 ns seconds to 10 ns | seconds to 100 ns
1 85 444 1346
2 60 255 1346
4 83 420 1286
8 106 922 2517
16 118 1246 2727
32 252 859 3407
64 157 526 1418
128 86 294 1022
256 294 618 1512
512 140 251 1511
1024 119 1125 2829
2048 185 3815 Unknown
4096 201 1430 9207
8192 20 213 2336
16384 58 2409 5024
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signs for the D parameter needed to compensate y(t). However, readers should take
into account that the experimental conditions for the Abracon tests were far from
optimal, given the instability of the lab conditions and the use of a less-than-ideal ref-
erence, which may have influenced the results to some extent. These limitations are
addressed in the following section, featuring another OCXO with similar technology
but utilizing a more stable reference and a thcrmally stable environment.

With the current architecture of the SoftPLL and its limitations, this OCXO and
its associated experimental holdover implementation can serve as a means to maintain
accurate timing signals and ensure the operation of the WR device during short dis-
ruption events that trigger a network reconfiguration towards a different clock source.
Its feasibility as a platform to extend holdover operations for longer times (i.e. 6, 12,
24 hours) is a topic yet to be proven.

While the experimental switchover solution demonstrates a meritorious capabil—
ity in maintaining sub-microsecond accuracy for durations extending up to tens of
minutes, it falls short in achieving this precision over an extended period of hours.
Nevertheless, in the context of our specific application, this performance is a great
improvement with respect to the initial state of the WRS. In comparison, superior so-

8 may offer enhanced accu-

lutions, such as those based on Rubidium (Rb) oscillators
racy over longcr durations. However, considcring the balance between functionality,
complexity, and the practicalities of our use case, the selected oscillator adequately

fulfills our needs dcspitc not bcing the optimal choice in an absolute sense.

4.5.4.2 Morion MV341

The MV341 is an OCXO manufactured by Morion, offering short-term stability
of up to 1.5 x 10713 at 1-second tau, a pulling range of £0.3 ppm, and consuming
up to 3 W of power during steady-state operation.

Its evaluation was conducted using a setup identical in topology to the one de-
picted in Figure 4.8. However, for this OCXO, we could rely on the more stable per-
formance of a Vremya-CH 1008” passive hydrogen maser, which provides a much more
stable time reference compared to the one used for the Abracon OCXO. Additionally,
instead of a lab with open windows and doors, the measurements taken in this sec-
tion were carried out in a room with no air currents and a non—opcrational heating,

ventilation and air conditioning (HVAC) system.

Shttps://www.microchip.com/en-us/product/mac-sa53
‘https://www.vremya-ch.com/index.php/en/products-en/passivehm-en/vch-100
8-en/index.html
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In order to examine the differences caused by using a shorter or longer history
data window, only two values were utilized for the history window on this occasion:
1:64, which overwrites the entire buffer in 2.1 seconds and shown in blue in the figures,
and 1:1024, which takes 34 seconds to fill it and shown in red.

First minute

A total of 16 test runs were conducted, with minimum lengths of 12 minutes. In
the first 60 seconds (Figure 4.15), there appears to be no discernible difference between
the short and long windows used to estimate the initial fractional frequency offset. In
comparison to the experiment with the previous OCXO, these results seem to be more
reproducible: we observe that random noise fluctuations are weaker, and the data
a]igns better with the model. The ﬁgure demonstrates that the primary challenge, at
least on this timescale, is determining the correct frequency value that minimizes yo.
The time error increases linearly with slopes arbitrarily determined to be between
+1.4 ns/min and -2.0 ns/min in the worst cases. Assuming the error accumulation is
ideally linear, this corresponds to a fractional frequency bound between 2.2 x 10~
and —3.3 x 10711 during the initial 60 seconds. Table 4.5 provides further details
regarding the statistical values obtained for the fractional frequency offset.

Interestingly, despite the lower cost of the Abracon AOC]JY, it demonstrated a
slightly superior performance in terms of time error after a 60-second interval. Only
the worst two runs of the Abracon run exceed the 2 nanosecond time error after 1

minute, while 7 out of the 16 Morion MV 341 executions exceed this threshold.

First 10 minutes

The first ten minutes of execution (Figure 4.16) do not exhibit significant differ-
ences compared to the initial 60 seconds. The previously observed trend in the initial
seconds of holdover run remains consistent throughout this period, despite minor fre-
quency deviations due to random fluctuations. These fluctuations are evidenced by
TE traces overtaking each other and can be confirmed by zooming in for a closer in-
spection (Figurc 4.17). The fluctuations, particularly evident in the c]osc—up ﬁgurc,
ultimately constrain holdover performance, as the oscillations are beyond the esti-
mation capabi]itics of the current hardware. If the fluctuations were caused by oven
artifacts, they could potentially be modeled. However, if these fluctuations are ran-
dom, there is no viable solution.

[t is important to note that there are no visible differences between longer and
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Table 4.5: Summary of the statistic parameters of the Morion MV341 holdover exe-
cutions. In this analysis, the observation time always starts ac ¢t = 0 for any tau.

7 = I minute 7 = 10 minutes

Miny —3.2x10711  —39x 107!
Meany 7.3 x 10713 —3.3 x 10712
Maxy 2.4 x 107! 3.6 x 10711
Stdevy 1.6 x 10711 2.1 x 10711

Time error (ns)
o
T

5 I I 1 I I 1
0 10 20 30 40 50 60
Time from start (s)

Figure 4.15: Evolution of the TE for the MV341 in holdover mode during the first 60
seconds since launch.

Time error (ns)

0 100 200 300 400 500 600
Time from start (s)

Figure 4.16: Evolution of the TE for the MV341 in holdover mode during the first 10
minutes since launch.
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shorter windows using this OCXO.

Regarding the performance comparison with the Abracon AOCJY, when extend-
ing the evaluation window to 10 minutes, the performance dynamics between the
Morion MV341 and the Abracon AOCJY 10 MHz oscillators shift. In this ionger
timeframe, the worst-case time error scenarios for both oscillators converge, exhibit-
ing very similar values. This observation suggests that while initial pcrformancc dif-
ferences may exist in shorter timeframes, these disparities tend to diminish over ex-
tended pcriods. This ﬁnding underscores the importance of considcring the temporai

dynamics of performance when selecting and implementing holdover mechanisms.

Long term

Regarding long-term experimentation, two holdover runs were executed for sig-
nificantly extended durations (Figure 4.18) for the sake of completeness, although data
from the previous sections suggest that the usefulness of the current holdover imple-
mentation is limited in these time frames. Regrettably, these runs were among the
worst performers in terms of Y estimation, leading to a more substantial TE growth
from the onset of execution. The sudden change of slope in one run’s time error af-
ter 1150 seconds is not attributed to the holdover mechanism or reference but rather
to the measuring instrument. The slope change results from an overlap between two
1-PPS signa]s, since the time counter needs to compare one second from one device
with the next one from anocher, and one whole second elapses in between. Conse-
quently, the poorer stability of the instrument’s internal clock becomes apparent. Re-
gardless of this issue, the two longest runs exceed the 100 ns threshold after no more
than 40 minutes, and the 1 p15 TE cap is exceeded after 4.7 and 5.4 hours.

As for the feasibility ofestimating the drift of the fractional frequency offset, this
also seems unfeasible with the Morion MV341. Although the longest run in 4.18 seems
suitable for a polynomial fit, and the time error fitting with a grade 2 polynomial looks
promising, the second—longest run dispiays an inflection point in the TE, ultimately
dismissing the idea of estimating a constant (or at least, locally constant) fractional

frequency drift rate.

Ana]ysis of MTIE

As in the case of the previous OCXO, the Morion MV341 shows an almost identi-
cal rate ofgrowth in the MTIE with higher taus among all the holdover runs. However,

the MTIE values are significantly lower in the case of the Morion MV341. The best
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Figure 4.17: Closeup of the TE evolution during the first minutes of runs for the Morion
MV341 OCXO. Although almost unnoticeable in the previous figure, there are random
frequency fluctuations that change the instant rate of frequency offset.
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Figure 4.18: Evolution of three runs of the experiment that were run for longer periods
(between 4.5 and 12 hours).
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MTIE Plot
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Figure 4.19: Calculated MTIE for all the holdover runs of the Morion MV341 OCXO.

run for the Abracon would be placed in the category of mediocre when compared
with runs from the Morion OCXO. All the runs of this oscillacor are better than 100
ns for a tau of 1000 seconds (which is the limit for holdover operation for a PRTC). In
this case, the data has also suffered from the overlap in 1-PPS signal that deteriorates
the data set when the measuring instrument has to rely on its internal oscillator for a

whole second, instead of just a few nanoseconds.

Discussion

The resules discussed in this section provide insights into the potential of the
Morion MV341 as an OCXO to support holdover time in WRS and related devices.
While the Morion MV341 shows on paper certain advantages in frequency stability
compared to the Abracon AOCJY, the differences are not as pronounced as initially
expected, particularly over extended periods. This suggests that both OCXOs can
reliably deliver time signals during necwork reconfiguration or brief network disrup-
tions. The parameter Yo can be estimated with reasonable accuracy, though there is
room for further refinement. This refinement may be related to both the software
implcmcntation and the resolution of the tuning electrical signal. The utility and fea-
sibility of estimating the fractional frequency drift rate remain open questions, and

furcher investigation is warranted to address these uncertainties.
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4.6 Redundant timing system with low—]atcncy data Capabili—

ties

As introduced in section 2.2, Smart grid integrates digital communication, infor-
mation technology and automation into all the segments of an increasingly diverse
electrical power grid, from generation to the consumer, with the intention of enhanc-
ing the efﬁciency7 re]iability and sustainabi]ity of the electrical power system.

The proliferation and seamless integration of the multifaceted technologies
that constitute a smart grid necessitate the establishment of robust, reliable, and
Widcsprcad communication network infrastructure. The smart grid ecosystem en-
compasses a multitude of interconnected devices, advanced metering infrastructure
and diverse data analytic tools that impose the utilization of dcpcndab]c and tried-
and-tested network infrastructure like Ethernet. This study presents one of the prac-
tical use cases of such smart grid architecture, where we demonstrate that WR, with
the necessary research and development, can operate despite the highly demanding re-
quirements for rcdundancy and zero time recovery for both timing and data, thcrcby
ensuring seamless system operations under all circumstances.

The data transmitted within a smart grid communications network encompasses
not only control information for system management but also safety-critical signals
that maintain system integrity. Lost or corrupted messages have potential repercus-
sions extending beyond system inefficiency to personal injuries, substantial economic
losses, and even widespread grid failure. This level of risk requires the implementation
resilient mechanisms within the network infrastructure that can mitigate the chances
of single points of failure and improve system fault tolerance.

In addition to the mentioned factors, the synchronization of devices that make up
the smart grid is key for its effective operation. Maintaining a common time reference
across all components facilitates a chear and coherent understanding of the sequence
and timing of events within the network. Accurate synchronization ensures that these
diverse elements can function as a cohesive whole, guaranteeing timcly fault detection,
rapid response to anomalies, and effective execution of preventative and corrective ac-
tions. In terms of time synchronization, the highcst accuracy requirement comes from
phasor measurement units (PMUs)[113]. For reasons also discussed in Chapter 2, the
use of an alternative method to GNSS using terrestrial systems is recommended [114],
and regarding fault tolerance and availability, IEC 61850 suggests the implementation
of redundancy protocols to meet the demanding Smart Grid requirements, namely

the parallel redundancy protocol (PRP) and the high-availability seamless redundancy

118



4.6. REDUNDANT TIMING SYSTEM WITH LOW-LATENCY DATA CAPABILITIES

(HSR) protocol for seamless redundancy with zero time recovery. The criticality of
smart grid data mandates this challenging recovery time in case of a failure, deeming
the performance of other Ethernet redundant protocols insufficient [115].

This work aspires to achieve superior synchronization precision, essential for in-
dustrial applications, and to increase system fault tolerance y implcmcnting the pos-
sibility to recover from a system failure. Furthermore, it becomes necessary for Con-
trol Systems and Smart grid to duplicatc timing references and also data, as elaborated
by H. Kirrmann et al. in their published contributions [116], [117]. During the time
that this study was pcrformcnd, just a few products offered this Comprchcnsivc set of
features, with their time accuracy not exceeding beyond the lower limit of 30 nanosec-
onds based on standard PTP [118]-[120].

This section examines the details of the WR HSR protocol implementation
in terms of data redundancy mechanisms, and of the time synchronization and
switchover processes, followed by results for both timing and data redundancy con-
figurations. The work described in this section presents a collaborative research effort
conducted in conjunction with other esteemed researchers from the Department of
Computer Engineering, Automatics and Robotics (ICAR, by its acronym in Spanish)
from Universidad de Granada, where this author was previously affiliated. The findings
of this research were published in the article titled White Rabbic HSR: A Seamless Sub-
nanosecond Redundant Timing System With Low-Latency Data Capabilities for the Smart
Grid, which appeared in the prestigious journal IEEE Transactions on Industrial Infor-

macics [121].

4.6.1 Redundancy protocols and White Rabbit

Over the past few years, improving fault tolerance in industrial network has be-
come increasingly important. Various methods and technologies have been adopted
to not only recover from system outages and link or device failures, but also to im-
prove the availability of network services. This fact remains relevant when applied
to time-dependent services, as a consistent time notion across a domain is vital for
precise capturing and triggering of events.

Two notable protocols facilitating these needs are PRP and HSR. PRP, used in tree
topology networks, requires each node and link to be duplicated to ensure redundancy
for time and data transfer. In contrast, HSR is applied in ring topologies and only
needs an additional link to close the ring in terms ofdcploycd infrastructure, withourt
necessitating duplication of every node or link.

However, the implementation of HSR requires the development of complex hard-

119



CHAPTER 4. MECHANISMS FOR IMPROVED RESILIENCY IN THE WHITE RABBIT
SWITCH: STABILITY, HOLDOVER, AND REDUNDANT CAPABILITIES

ware and software that can handle the switching of duplicated frames. In terms of
timing, to ensure interoperability, there is a dedicated profile for the use of PTP in
HSR and PRP protocols (Annex C, [33]).

Given the cost-effectiveness of HSR in relation to PRP, the HSR implementation
was chosen as the redundant protocoi for timing and data redundancy. The guidelines
and recommendations from the standards [33], [122], [123] have been followed during

the development of the WR-HSR protocol presented in this study.

4.61.1 PTP clock types in WR-HSR

Before continuing with the details of the WR-HSR implementation, it is necessary
to consider and give an overview of the different clock types in PTP. Each of these

clock types can play a different role in the timing network:

. Ordinary clock (OC): this is a device with a sing]e network connection that can

be used as a master or as a slave for synchronization.

» Boundary clock (BC): a boundary clock has multiple network connections and
can act as a master clock on some and a slave clock on others. BCs receive their
timing information from the master clock, synchronizc their local clock to i,

and then distribute the timing information further down the network.

= Transparent clock (TC): a transparent clock has muitiple network connections
and measures the time taken for PTP events to pass through the device. It ad-
justs the correction field in the PTP event message to account for this delay
(residence time), thereby improving accuracy in relation to a PTP-unaware de-
vice that might enqueue the PTP frames for undetermined, variable intervals.
TCs do not synchronize themselves, and they do not influence the synchroniza-
tion hierarchy because they do not modify the sync message content other than

the correction field for the residence time.

» Hybrid clock (HY): a hybrid clock has multiple network connections and op-

erates as a BC in some of them, and as a TC in others.

Likewise, PTP establishes two different methods for managing delay measurement
in the network, nameiy end-to-end (E2E) and peer-to-peer (P2P). The choice berween

E2E and P2P often depends on the specific network architecture and requirements:
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» End-to-end: in E2E, the master and slave clocks directly measure the round-
trip delay. This method does not account for individual network path delays

between intermediary devices.

= Peer-to-peer: in P2P, each pair of devices on the network measures the delay
specific to their connecting link. This method provides a more precise mea-
surement of path delay since it accounts for individual link delays, making it
more suitable for complex networks with multiple hops between the master

and slave clocks.

The WR implementation in the WRS was created as a PTP BC two-step clock
device using the E2E mechanism to compute the delay of each link. Therefore, ev-
ery node synchronizes to the clock information received from its immediate upstream
WRS, and sends its own synchronized clock reference to the downstream devices. The
implementation of PTP on top o the HSR protocol for the WRS; as suggested by [33],
suggests the use of TC/HY clocks to ensure compatibility and scalability. Although
the WR protocol provides specific mechanisms that may deem the P2P mechanism un-
necessary, for the sake of compatibility, the WR implementation of the HSR protocol
uses P2P TC and HY clocks [124].

4.6.1.2 Implementation of WR for redundant ring networks

The development of the WR-HSR protocol regarding timing is based on three
main points: the syntonization of the entire ring using syntonization at the physical
laycr, the synehronization of HYs forming aring topology using the cxchangc of WR
messages, and the implementation of a switchover mechanism.

Since TCs do not synchronize and therefore there is no timing signal that can be
compared to the master reference, the evaluation of the WR-HSR protocol was done
using HYs instead of TCs. This is a fundamental difference with respect to standard
PTP due to the utilization of WR, where all devices syntonize their clocks in order to
have a common frequency reference across a network.

Section 4.2.1 introduced the details of the syntonization process in WR. The main
difference between the standard tree topology and the ring irnplernentation is that all
ports of the ring, in terms of syntonization, are slaves except for the two grandmaster
ports that are set as master. Furthermore, the SoftPLL must compare the local clock
frequency to its right and left reference to guarantee the redundancy of the physical
layer syntonization. For this reason, the syntonization process was modified to make

the syntonization process possible in slave-slave links (although there is only one active
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time reference, and the backup reference is continuously Computed but not appiicd
to the local clock). When the syntonziation process is accomplished in the entire ring,
all the devices are doubly syntonized to the Grandmaster clock signal and they all share
the same notion of time. Then, the synchronization process can compute the clock
offset between the master and the slave.

Synchronization is carried out using the WR-PTP implementation. The delay
between two adjacent nodes and the offset from the slave to the ring Grandmaster are
computed from the PTP message exchange.

The initial phase of ring synchronization entails the assembly of a cascade of HY
WRSs. Each of them will iteratively compute the offset to the master clock based on
the message exchange until they reach sub-nanosecond accuracy. Subsequent to syn-
crhonization, their sole task is to monitor the modification in the clock phase to re-
main within the synchronization established limits. Once synchronized, the master’s
fiber link is connected to the last WRS’s link of the ring that remains, effectiveiy clos-
ing the link network. This enables all devices to receive PTP frames from their other
port, which is considered the backup time reference. Here, the role of the backup link
is to calculate the offset to the backup master by only considering the clock phase
variations. During normal operation, oniy the offset as calculated from the primary
time reference is applied to the local oscillator. The backup reference is computed but
is oniy used to estimate an average offset that will be applicd in the case of loss of the

primary reference, ensuring continuous operation.

4.6.1.3 Switchover in the WR ring network

Introduced in section 2.6.3, switchover is, in the context of time synchronization
networks, the process of transitioning between different sources of time or clock ref-
erences. It involves switching from one primary time source to a sccondary backup
source in case of failure or degradation of the primary source.

IEC 61850 [123] mandates switchover to be carried out in less than 10 ms to min-
imize impact in the time signais during holdover operation. The switchover process
would greatly benefit from the work of the previous sections of this chapter where
the WRS hardware and software was improved with the focus on extending holdover
time. However, due to external constraints, this section was developed prior to the
holdover improvements. Despite the potcntiai benefits, the stringent schcduiing pre-
vented the realization of these benefits. This highlights the challenges of managing
academic research within industrial sectings, where practicai constraints such as ver-

sion compatibility and predefined timelines dictate the research direction. Regardless,
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the switchover process was implemented over the standard WRS that, as asserted in
[102], counts with a holdover time of approximately 100 ms.

The mechanism for switchover in ring topologies was adapted from a version of
the switchover mechanism suitable for parallel network topologies and developed at
CERN [102]. This mechanism ensures that switchover happens in a matter of mi-
croseconds and the change from primary to backup source is performed before the

holdover time is exceeded.

The ring topology imposes the propagation of this mechanism to all nodes in the
ring as soon as possible, since only the nodes directly affected by the device or link
failure will be aware of the event. All the remaining nodes would begin to drift un-
til they receive a switchover alert and change their active reference. In collaboration
with the main author of [121], three different mechanisms were considered for che
dissemination of the switchover trigger message: sending control messages from the
CPU, setting a timeout limit for the time a note is not receiving PTP frames, and
sending Ethernet control symbols controlled by a FPGA module. The first and sec-
ond methods were rejected after Verifying that they would exceed the holdover time of
the WRS oscillator. Hence, the switchover propagation mechanism is implemented as
a FPGA module that inserts custom Ethernet control symbols to ensure its propaga-
tion in hundreds of nanoseconds. The author had the role of leading the data FPGA
development side of the project and contributing to the experimental tests. Those
interested in the details of the timing switchover implementation are encouraged to

refer directly to our collaborative work in [121].

4.6.2 Data implementation of HSR

Effective data distribution is an essential feature of distributed control systems,
as significat transmission delays or the failure to receive control messages could esca-
late into system failure. This section details the strategies to enhance data reliabilicy
for distributed applications. These approaches address and satisfy the demanding
requirements for data dissemination in both industrial settigns and research facili-
ties, made possible by the use of the HSR protocol for data distribution. All devel-
opments concerning data redundancy have been implemented exclusively within the

WRS FPGA as a VHDL IP core.
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4.6.21 HSR Overview

HSR operates based on the principle of duplicate send and duplicate accept, where

data craffic is duplicatcd, and each duplicatc 1s sent scparatcly over two indcpcndcnt

paths.
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Figure 4.20: HSR network operation with multicast traffic. From Wikipedia, uploaded
by H. Kirrmann, 2017, licensed GPL.

A key component of HSR is the Double Attached Node (DAN). Each DAN is
connected to a ring network through two separate ports, and transmits every frame
of data twice, once on each port. By doing so, the system ensures that even if one
path encounters a fault, the data can still reach its destination via the alternate path.
Conversely, a DAN must be designed to accept the first copy of a frame that it receives
and reject any subsequent duplicates. A simplified version of this exchange is depicted
in Figure 4.20.

RedBoxes are another essential element of the HSR protocol. They function as
gateways between the HSR network and any conventional Ethernet networks. A Red-
Box also has two ports connected to the HSR ring but includes an additional port that
connects to a regular Echernet link. The HSR implementation of WR serves as a Red-
Box, where the WRS will convert the traffic from an additional connected device into
HSR traffic when it enters the ring. More complex applications may require a Quad-
Box, an element that includes four ports for connection to two separate HSR rings.

The identification of duplicates is integral to the correct functioning of the HSR
ring. This is achieved by embedding a sequence number in the HSR tag (see Figure
4.21) inserted in every frame of data sent by a DAN. This sequence number remains
consistent across both the duplicated frames sent along different paths. As a DAN

or RedBox receives incoming data, it checks the sequence number against a list of
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previously received frames. If it identifies the sequence number as already having been
received, the system knows that this is a duplicate frame and discards it. The DAN
must also be in charge of removing the HSR tag and delivering the data frame to the
upper layers.

> -

_ =
i HSR Tag original LPDU )
A
Sl LLC‘ payload “ FCS

= .
HSR-ET | @ time
=3

‘ preamble | destination ‘ source Size

number
oclet position 0 [} 12 14 16 18 20

Figure 4.21: HSR frame format including the 6-byte HSR tag. From Wikipedia, up-
loaded by H. Kirrmann, 2017, licensed GPL.

The HSR tag is inserted before the frame original Ethertype and is composed of
the following fields: a 16-bit Ethertype identifier (0x829F), a 4-bit path identifier, a
12-bit frame size field, and a 16-bit sequence number.

The HSR data components that hold all the HSR data activities have been imple-
mented as a VHDL core placed transparently in the preexisting switch architecture.
The core is called link redundancy entity (LRE) following the recommendations from
[33]. Since it is only relevant for the operation of the ports involved in the ring, it only

affects two of the eighteen ports in the WRS.

4.6.2.2 Link Redundancy Entity (LRE)

In this section, all the different units found inside the LRE (see Figure 4.22) are
described in terms of function. The parts that are related to the operation of incoming
traftic (fast forwarding unit (FFU), dropper and untagger) are first enumerated, while the
ones that are related to outbound traffic (tagger and arbiter) are discussed in second
placc. The fast switchover unic (FSU) is discussed in a separate section since its op-
eration, although implemented in the FPGA, is independent of the operation of the
LRE.

Fast Forwarding Unit (FFU)

The FFU is the first module that a frame thar comes from another node in the
ring will find. Its purpose is the quick detection and decision of the destination of
the frame. If the frame has to be forwarded to the next HSR node in the ring, the
FFU will generate a copy of the frame that will be sent through the other LRE porrt,

through the arbiter. This module introduces no additional delays in the incomming
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Figure 4.22: Diagram depicting the Link Redundancy Entity and its relation with its
interfaces in the WRS FPGA project. From [121].
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traffic path. The FFU acts in a cut-through manner, i.e., if the channel is available the
data frame is bridged to the other LRE port as soon as enough information regarding
the destination of the frame is extracted. The FFU considers destination and source
of unicast, multicast, and broadcast Ethernet MAC addresses to make the bridging

decision.

Dropper

The dropper is the module that contains the most complex logic within the LRE.
[ts purpose is 1etting the first copy of each HSR frame pair reach the upper layers
while discarding the duplicate one. This entails that there is the need to implement a
memory with shared access for both LRE ports in which source MAC addresses and
sequence number information is written for every incoming frame. To accelerate the
lookup time, it is implemented as a three-port content-addressable memory (CAM)™®.

The dropper memory can accomodate up to 32 devices in the ring. The maximum
delay after requesting a lookup operation is of 136 ns. The memory stores the full 16-
bit sequence number of the last received frame from a given device of the ring. The
management of the frames is implemented in a window-like fashion: assuming that in
a singlc ring there are no cases in which two frames coming from the same source can
overtake cach other, frames with a sequence number equal to the last accepted frame

or slightly lower than the last accepted one will be discarded.

Untagger

The untagger removes HSR tags from acccptcd incoming frames to providc the
upper layers with standard Ethernet frames cransparently. The dropper commands the
untagger whether a given frame has to be untaggcd. This operation is pcrformcd with

zero additional delay.

Tagger

As suggested by its name, the operation of the tagger is reverse to the untagger. This
module appcnds HSR tags to outbound frames. The tagger introduces the 6—bytc tag

described at the beginning of this section.

“https://docs.xilinx.com/v/u/en-US/xapp1151_Param_CAM
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Arbiter

The arbiter is the unit that duplicates frames (outbound frames must come out of
WO physical network interfaces) and handles the demultiplexing from four incoming
data paths to two outbound ones. Two of the incoming data paths come from each
tagger, and there are two additional sources of traffic due to the FFU between the
ports needed by the HSR protocol.

The arbiter introduces variable delays that depend on frame size and are impos-
sible to bypzlss7 since its normal operation involves setting traffic back to avoid colli-

sions.

4.6.2.3 Fast Switchover Unit (FSU)

Although outside of the LRE, the Fast Switchover Unit (FSU) is in charge of a
crucial task inside the WR-HSR operation. It is in charge of link failure detection,
and Conscqucntly promptly commanding the device to switchover to the backup time
reference, as well as send or forward the control message that is used to command and
broadcast switchover to the rest of the ring.

When the FSU detects that one of the links attached to the ring is down, it sends
a control symbol to the CPU inorder to activate the switchover mechanism. At the
same time, that same control symbol is sent throught the functioning port to the rest
of the nodes. This symbol is generated at the PCS layer to ensure its dissemination
with the minimum possible delay.

When anode with two functioning ports detects a switchover control symbol, this
is forwarded through the other port with no delay, as well as sent to the CPU, which
will command the start of the switchover procedures.

This forwarding process is ultimately limited by the transmission speed in the
fiber. In the case of a 6-WRS ring with 2-m fiber patches, the procedure takes no

more than hundreds of nanoseconds.

4.63 Results

In this section, the results of the performed experiments regarding timing and
data are presented. The experimental setup consists of six WRS arranged in a ring
topology as depicted in Figure 4.23. The hardware version of the WRS is v3.4, while
the firmware version used as the starting point of the development is v4.0.

The timing performance is evaluated by comparing the 1-PPS output between

the Grandmaster of the ring and the slave under test. The custom firmware version
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was calibrated before performing the tests using Axcen AXGE-1254-0531 and Axcen
AXGE-3454-0531 SFPs with bidirectional transmission over a single fiber. These pa-
rameters remain valid for all che tests.

As in the case of other experiments in this Chapter involving time offsets, these

have been measured with a Keysight 53230a Universal Frequency Counter/Timer.
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Figure 4.23: Experimental setup for the redundant topologies experiment. The ring is
comprised of one grandmaster and six doubly-attached slaves. From [121].

4.6.3.1 Switchover timing results

Previous to the switchover experiments, all the nodes are synchronized one by one
from the Grandmaster to the last WRS, and the correct synchronization is verified.
After the last node is correctly synchronized to the Grandmaster from its “primary”
time reference port, the ring is closed by connecting the last node, directly, back to
the Grandmaster. The results show that the accuracy of the timing signals has been
unaltered by the closure of the link. These can be found in [121] for more details.

Once the ring is stable and synchronized, a worst case scenario is simulated by
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physically disrupting the link that connects the Grandmaster to the first slave. This
represents the worst case because all the remaining WRSs must switchover from the
primary to the backup reference. The results for the offset between master and slave
after the switchover are very positive for all the switches in the ring. All che devices
keep their synchronization accuracy below 1 ns, and the synchronization of their os-
cillators do not show any signiﬁcant phase shift. The maximum phase shift, as shown
in Table 4.6 and graphically represented in Figure 4.24, is of 170 ps. The obtained re-
sults demonstrate that the WR-HSR protocol implementation is capable of maintain-
ing the paramount feature of WR, the sub-nanosecond accuracy, even after switching

from a primary time difference to a backup one.

Table 4.6: Change of offset before and after switchover

Slave  Before Switchover After Switchover PPS Shift

Slave 1 150 ps 85 ps 65 ps
Slave 2 140 ps 310 ps 170 ps
Slave 3 122 ps 20 ps 102 ps
Slave 4 61 ps -87 ps 149 ps
Slave 5 72 ps 178 ps 105 ps
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Figure 4.24: PPS offset between Grandmaster and each of the slaves during a worst
case switchover scenario. From [121]
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4.63.2 Data rcsilicncy results

The setup for the data experiment starts from the ring setup used for the timing
experiments, to which two PCs are connected, one each, to two adjacent WRSs. The
PCs communicate with the WRSs with the help of copper SFP adapters that allow the
exchange of Ethernet frames between the PC and the WRS. The latter act as RedBoxes
for the PCs, and the topology is such that there is a three-hop link between the PCs
via the shortest path of the ring, and a seven-hop link via the longest one. In order to
evaluate the performance of the WRS HSR ring, three metrics were selected: latency,
bandwidth, and frame loss.

Latency measurement is realized by comparing the transmission and reception
timestamp of a frame that travels throughout the whole ring and comes back to the
WRS that injected it.

Bandwidth has been determined by exchanging bursts of UDP frames between the
two PCs using the network software tool iper, M and analysing the reports providcd
by the tool.

Frame loss is measured in two different ways: first, the bandwidth tests during
normal operation of the closed ring must reveal whether frames have been lost during
the length of the tests. In addition, the ring must demonstrate its zero-delay recon-
figuration, i.e., no frame can be lost after failure of one link or device. This is proven
by disconnecting one of the links during bursts of ping floods.

Latency results, summarized in Table 4.7, show that the simplest case of two WRSs
introduce a latency of 1880 ns. Then, every additional hop adds 1430 ns to the total
latency. These delays are composed in three parts: transmission delays due to the
transmission medium (1 ns every 20 cm of fiber), forwarding delays between HSR
ports (1008 ns), and fixed delays of the electronic circuitry (around 450 ns). The re-
duction of frame latency in the HSR implementation presents a reduction of 50% in
contrast to the standard WRS firmware (from 2.2 [1] to 1.0 microseconds).

In relation to bandwidth, the results that can be found in Table 4.8 show that the
ring of 6 WRSs under test can sustain traffic with a rate of up to 680 Mbps, a point
after which frames start to be lost. Note that the physical duplication of all data frames
leads to the insertion of twice as much frames in the ring as the amount generated by
the PCs.

During the data tests, link failures were thorough]y simulated by brcaking the ring

in both paths while these were exchanging bursts of Internet Control Message Proto-

"https://iperf.fr
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col ICMP) ping messages. The results of these experiments show that no frames were
lost due to any single—link failure, verifying the correct zero—delay reconﬁguration re-

quirement.

Table 4.7: Latency results for HSR WR Switches

Two WRSs Three WRSs Three WRSs Four WRSs  Five WRSs
Latency 1.88us 3.31us 4.74us 6.16s 7.59us

Table 4.8: Bandwidth results for a HSR WRS ring with six devices

Frame Size Bandwidth Frames Sent Frames Recv  %Lost

288 bytes 99.5 Mb/s 1113 844 1113 844 0.0%
288 bytes 199 Mb/s 2229670 2229 670 0.0%
288 bytes 299 Mb/s 3351341 3351341 0.0%

288 bytes 400 Mb/s 8126 971 8126 971 0.0%
288 bytes 498 Mb/s 5572979 5572979 0.0%
288 bytes 603 Mb/s 6798 765 6798 765 0.0%
350 bytes 682 Mb/s 6 664 160 6 664 160 0.0%
372 bytes 700 Mb/s 5306 220 5170 491 2.56%

4.7 Conclusion

In this Chapter, we have investigated the mechanisms responsible for the excep-
tional syntonization capabilities of the WR PTP implementation, the prevalent indus-
try methods for ensuring reliability against network failures such as holdover, and the
close relationship between these two aspects. We have identified the key components
of the WR syntonization mechanism and their impact on holdover performance, and
we have examined the main factors that enhance the stal:)ility of WR time signals. This
analysis serves as a preparatory stage for the development of an experimental holdover
solution and for understanding the challenges associated with its performance. From
this analysis we have also obtained information about the current limitations of the
system, and the components to improve in future iterations where the holdover mech-
anism is more deeply integrated within the system.

We have developed a novel holdover mechanism capable of extending the current
WRS capabilities by a factor of over 200. While previous studies determined that the

standard WRS could not maintain the sub-nanosecond accuracy for more than 100
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ms, the worst obtained case in our data set maintains this accuracy for 20 seconds,
and less than 10 ns error is routinely held for more than 10 minutes for selected con-
figurations. Likewise, if we ignore the worst result after 60 seconds (which can be
done Considering that it is an extreme Conﬁguration case), all the rest of runs for the
Abracon OCXO show that the sub-nanosecond holdover TE can be kept for at least
55 seconds, which is enough to perform a WR synchronization from scratch and suc-
cessfully perform a switchover operation. This is achieved through the utilization of
new hardware components and the adaptation of the software PLL that governs the
node’s reference frequency. Our implementation is centered around the selection and
reuse of historical data once the connection to a master device is lost, ensuring the
accurate delivery of timing signals during network reconfiguration and other disrup-
tions even in the absence of a visible reference clock. The usefulness of the obtained
implementation is demonstrated as a mechanism to ensure the delivery of accurate
time signais during the network rcconfiguration that follows a network disruption or

a node failure.

Despite the considerable advancements made in holdover performance for WR
devices, this holdover solution solution is not without limitations. The estimation of
the initial frequency is limited by the current iteration of hardware of the devices,
and restricts the usefulness of compensating other parameters such as temperature
and drift rate. Future research could concentrate on addressing these limitations by
enhancing the initial frequency estimation and increasing the estimators’ complexity
by incorporating new parameters, as well as improving the accuracy and precision of
the DAC stage. Additionally, the development of mechanisms to detect failure events
without corrupting data history and the integration of this holdover mechanism with

existing switchover solutions warrant exploration.
g p

Regarding the collaboration of the author in the implementation of redundancy
mechanisms for data and timing, the integration of the HSR protocol within a WR
network represents a significant advancement in the field of accurate synchroniza—
tion for industrial applications and Smart grid. This development provides a robust

solution for fault tolerant systems while ensuring sub-nanosecond synchronization.

The implementation of the HSR protocol for WR devices marks the first time
that such a redundancy protocol has been applied to WR technology. This work has
resulted in a system that maintains the typicai WR accuracy even in the event of a
switchover from a primary to a backup time reference. This level of accuracy signif-
icantiy surpasses previous HSR PTP implementations, which typicaiiy achieve accu-

racy not below 30 ns.
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Furthermore, the seamless switchover mechanism adapted for ring topologies en-
sures that the Change from the primary reference to the backup one occurs within mi-
croseconds. This rapid switchover time is well below the holdover time of a standard
WRS. The integration of the experimental holdover solution within this development
is a work yet to be done, and the robustness of the HSR implementation would greatly
benefit from the advantages of an extended holdover time as well as a more stable clock
signal.

In conclusion, this chapter presents signiﬁcant advancements in the field of reli-
ability in WR networks, introducing new tools that can serve as the foundation for

further innovative rcliability mechanisms.
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CHAPTER

Analysis and modeling of existing error
and asymmetries mn long distance

network equipment

As stated in Chapter 2, National Metrology Institutes (NMIs) and research labs
in related fields maintain frequency standards derived from atomic clocks and they
have the need to compare the output of clocks in different geographical locations. To
achieve that, before the current level of deployment of fiber optic networks, these
institutions resorted to global navigation satellite systems (GNSS) techniques also
overviewed in Chapter 2 like tWo-way satellite time and frequency transfer (TWSTET)
and phase comparison of GNSS signals. However, satellite comparison methods re-
quired at least 20 days to reach the most stringent requirements of uncertainty for

microwave clocks [125].
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The newer generation of optical clocks, which tick with higher frequencies than
atomic frequency standards, slice time with finer granularity. The achievable uncer-
tainty for comparison of optical clocks using satellice methods was deemed insufh-
cient, and therefore the community resorted to optical fiber links [81], [126], [127].
The application of optical fibers for the purpose of frequency comparison and dis-
semination has been demonstrated in literature for microwave—frequency modulated

lasers, and the direct transmission of optical carrier frequencies.

Citing [81], “a major Challenge of the broad deployment ofoptical links is the dif-
ficulty (and the related high cost) to access dedicated fibre link between laboratories”.
The cost of deploying dedicated links for the dissemination of frequency standard
and time services is unattainable, so the laboratories resorted to using fibre links em-
bedded in existing public communication networks. However, the dissemination of
metrology—gracle frequency signals requires the propagation from one side of the link
to another in exactly the same fiber so that phase noise can be measured and com-
pensated. For the metrology purposes, this has been achieved through the means of
bypassing the optical network components that do not comply with this requirement,
and deploying alternate devices. Currently, the consortium in project CLONETS-DS
[9] is in the effort of defining a network architecture for disseminating optical fre-
quency standards on top of the European National Research and Educational Net-
works (NRENS).

Although White Rabbit (WR) does not require noise compensation mechanisms
like the ones used for frequency dissemination, time transfer comes with its own
specific challenges that does not affect the applications of frequency dissemination.
Namely, accurate time transfer requires the precise measurement of transmission de-
lay in the fiber in both directions. WR does not have an strict requirement of using
the same fiber throughout all the optical path for its correct operation, but all the
delay asymmetries need to be compensated via calibration.

In section 2.4.4, the review of existing long distance WR links mentioned that all
the existing WR links over public networks rely on either a complete control on the
network architecture, allowing the users to install, rnodify and calibrate their own
equipment as needed, or on dividing a long link into several cascaded shorter links
with intermediate WR regeneration stations.

Although operationally viable, these approaches are not scalable, and the gener-
alization of deployments of long distance WR would not be feasible unless the WR
service is treated as any other traffic by the optical network equipment of a public

network to the maximum possible extent. As studied in 4.2.1, the performance of WR
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is, in part, based on the physical Ethernet signal that encodes a clock. For the time
transfer link to operate correctly, the clock that encodes the Ethernet signal must be
unaltered. In this chapter, we aim to overcome this problem by analyzing the chal-
lenges that the deployment of WR links over puhlie networks present, and aiming to
address specific factors that impede the use of WR over public networks using the
current link model and calibration mechanisms.

We hegin this chapter by building on top of the analysis of factors lirniting trans-
mission in fiber optic medium from section 2.5, conducting an extensive review of the
optical network components that are used to transport the optical signal throughout
the network. In the context of fiber optic network, transport equipment refers to
the physieal hardware and devices used to transmit, receive, and manage data signals.
This comprehensive review will provide the necessary background to understand the
Challenges ofrnaintaining high—perforrnance time synchronization over long distance
fiber optic networks.

To put in practice the elements found in the analysis phase, we design and deploy
a testbench, located in the facilities of Seven Solutions (nowadays, Safran Electronics
and Defense Spain). This testbench will enable us to analyze the impact of various
network configurations and components in terms of delay, asymmetry, and thermal
dependenec. The insights gained from the experimental setup will help us idcntify the
factors affecting time accuracy performance and develop strategies to mitigate these
issues. The results of this chapter will serve as one of the basis for the dcployment ofa
pilot time service over a public network in the metropolitan area of Madrid that will

bC presented in tl’lC next cha‘ptcr.

51 Optical network elements for long-distance links

The leap from 10 km WR links to running a WR link through an internet service
provider (ISP) public network entails the use of multiple new elements that have to
deal with the speeifies oflong—distance transmission described in section 2.5.1, as well
as adaptations in other elements that were already in use. Depending on the need
of arnplification/regeneration (or absence thereof) and the use of unidirectional or
bidirectional transmission, the different link cases can be classified into three main
categories. Ofthern, two can be calibrated with proven and verified techniques (Figure
5.1) under the assumption that we have a certain degree of control over the network,
while the remaining one poses the Challenges that are heing analyzed and modeled in

this work.
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» Bidirectional link without need for amplification. Since the fiber is shared in
both transmission directions, the asymmetry in the link is only introduced by
chromatic dispersion, which can be theoretica]ly calculated or empirically de-
termined in a laboratory. In the upcoming section, we discuss a scientific use
case that makes use of this approach for WR links over distances of up to 173

km while maintaining accuracy under 2 ns.

» Unidirectional link without need for amplification. Under these conditions,
the asymmetry of the link that causes the time transfer error is caused by the
difference in the optical dclay between the forward and reverse directions. Still,
since there are no elements that force unidirectional transmission, the asymme-

try can be determined by using the ﬁber swapping t:echnique[lZS].

. Long—haul links that require amp]iﬁcation OT regeneration. The difficulties in-

troduced in this scenario are the topic of discussion of this chapter.

In the following section, we are going to review what elements come with the
use of long-haul links, the purpose they serve, and the potential problems they may
introduce for the operation of WR. Figure 5.2 contains pictures of most of the elements

referred to in this study.

5.1.1 Equipment transceivers

SFPs (Small Form-factor Pluggab]e) are compact, standardized, hot—swappable
devices that convert electrical signals into optical signals, and vice versa. Their optics
are Comprised of a transmitter that includes their laser source, and a photodiode that
serves as a receiver.

WR typically is deployed using coarse wavelength division multiplexing (CWDM)
SFPs rated for transmission of up to 10 km and wavelengths of 1490 nm and 1310 nm,
these being two of the CWDM channels as specified in section 2.5 [77]. Although the
performance of this kind of SFP is enough for keeping the accuracy below 1 ns in the
distances for which they are rated, they are not without limitations. A publication
from P. Boven [129] showed that the uncertainty of the Wavclcngth of the SFP (that
is, the deviation from their nominal value) between different units of the same model
was too large for the WR use cases over long distances, stating that they would require
calibration of each individual unit. Also, N. Kaur [128] found the spectrum of the
CWDM SEPs to be very poor, spreading over tens of nm and non-compliant with

their rated specifications.
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(b) Unidirectional link without need for amplification

Figure 5.1: WR links over long distance without need for amplification. Courtesy of
Safran Electronics and Defense Spain.

As an alternative, the dense wavelength division multiplexing (DWDM)
transceivers present a more pure spectrum (0.03 nm maximum for the units ana]yzed
in [128]) and they implement a temperature control system in order to achieve the
needed precision in their output wave]ength. According to the results of [129], the
dependence of SFP wavelength with temperature is two orders of magnitude smaller
in DWDM when compared to their CWDM counterparts.

In addition to their better performance, the use of DWDM is a very frequent
requirement when the deployments are made in a dark channel approach for the sake

of compatibi]ity.

Maximizing reach, accuracy and stzlbility: WR and DWDM for SKA1 timing distri-
bution

The Square Kilometre Array (SKA) [130] is an international project in charge of
building the radiotelescope with the largest collecting area in the world. Its first phase

consists Of two I'ZldiO telescopes, each Of them made up ofnumerous I'€C€ptOI'S (artist

depiction in Figure 5.3). Each of these receptors need to share a very precise time and
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(a) A DWDM SFP transceiver with unidi- (b) A MUX/DEMUX device providing ac-
rectional (two fiber ports) interface. cess to eight DWDM channels as well as a
monitoring CWDM channel.

(c) An OADM that allows insertion or ex- (d) EDFA in-line amplification module
traction of one single channel from the with its open case.
common line fiber.

Figure 5.2: Manufacturer-provided pictures of some of the common elements in DWDM
systems for long-haul operation. From Fiberstore.
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frequency reference over distances of up to 173 km.

In 2018 publication [129], the design of the time distribution for the SKA1 phase
is described, resulting in, using the naming conventions previously introduced, a bidi-
rectional, dark fiber, long distance time transfer system. The use of DWDM optics enable
the designers to achieve the 2 ns accuracy objective even in the longest links and assuming
the worst temperature excursions (173 km and 0 to 50 °C). The design proposes the use of
DWDM optics in combination of 1-channel filters that allow to combine the stability
and accuracy of the DWDM optics with the simplicity and ease of calibration of a

bidirectional link. Figure 5.4 serves to illustrate the proposed topology of the links.

5.1.2  Optical transponder

In many cases, the DWDM “domain” does not start from the terminal equipment
that generates and receives data. Instead, the terminal equipment has a low-cost SFP
transceiver that generates a signal not suitable for long-distance transmission. In these
cases, optical transponders are used to adapt the client-side interface to the DWDM
domain.

A transponder is a device that has the ability to transform a signal into another
wavelength or different standards [86]. For instance, they can convert a multi-mode
signal into a wavelength suitable for single-mode transmission, convert bidirectional
streams into unidirectional and vice versa, or simpiy change the Wavelength of the
stream. This is achieved by means of optical-electrical-optical (OEO) converters, that
receive an optical signal, convert it into the electrical domain, and they use this elec-
trical signal to modulate the laser of another transceiver [86].

Transponders can also integrate modules that provide the functionaiity that is
characterized in this section by self-contained, discrete components such as amplifi-
cation or dispersion compensation. The impact of transponders in a WR time link is
not limited to the introduced, undetermined asymmetry, but also in terms of possible
time indeterminism introduced by the OEO (variable delays depending on conditions

of operation), and possible dependence with temperature.

5.1.3 Optical routing and switching

The DWDM signai that is generated from the WR devices must be aggregated
with many other sources into one single fiber that contains many channels simulta-
neousiy, and aiong the way there might be situations that require disaggregating the

channel, inserting it onto another fiber, or any other possibility that involves routing
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Figure 5.3: Artist’s impression of the 5 km diameter central core of SKA antennas.
From SKA Project Development Office and Swinburne Astronomy Productions, CC-
BY 3.0.
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Figure 5.4: Schematic view of a DWDM bidirectional link. The output of the DWDM
is designed for unidirectional fibers but the optical filters recombine and segregate the
desired wavelengths

the optical signals. DWDM systems have the possibility of configuring the routing
of the channels directly in the optical domain without conversion into an electrical
signal, and depending on the specific manipulation that is to be achieved, there are

multiple dCViCﬁS that cover all the necessary cases.

DWDM multiplexers/demultiplexers

A DWDM multiplexer/demultiplexer (MUX/DEMUX) is a passive device that can
combine or separate mulitple optical signals from diverse DWDM channels into/from
a single fiber. The principle of operation of these devices is based on difraction: thin-
film filcers, diffraction gratings or fiber Bragg gratings (FBG) are used to lead each
wavelength component into the common fiber (or, in the case of demultiplexing, sep-

arating the multiple wavelength components into their own paths) [84]. Figure 5.5
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depicts the principle behind the diffraction grating of a MUX/DEMUX.
In the case of a WR deployment, the two main problems that can be atcributed
to MUX/DEMUX devices are the uncontrolled asymmetry they introduce, and the

potential thermal variations they may introduce that will be analized in this chapter.

Optical Add/Drop Multiplexers

Optical Add/Drop Multiplexers (OADMs) are devices used in optical networks
to selectively add and drop specific wavelengths of light signales from a fiber optic
link. They are useful when one channel needs to be diverted in a specific location,
or when there is the need to give special treatment to one of the channels. This is
the case in some of the experimental metrological deployments for long distance time
and frequency dissemination, as in the case of the link between Laboratoire de Physique
des Lasers (LPL) from Université Paris 13 on the infrastructure of the French research

network REFIMEVE shown in Figure 5.6 [81].

Reconfigurable Optical Switches

The capacity to redirect, insert and separate optical signals shown in the previous
two components is not limited to passive, static devices. The development of wave-
lcngth selective switches (WSS) has made possiblc the manufacture of devices that
can dynamically switch the desired number of signals that is routed from its com-
mon port to any of its N multi-wavelength ports, and vice versa. These 1xN WSS can
be used as building blocks for more complex configurations, leading to devices like
rcconﬁgurablc OADMs (ROADMs) or optical cross-connects (OXC) [79].

Fibers Diffracted wavelengths

M —— /

A2

ANI:I

Incident beam A1+A2....+AN Diffraction gratings

Lens

Figure 5.5: Principle of operation of diffraction gratings applied to signal routing. From
Optically Multiplexed Systems: Wavelength Division Multiplexing. Creative Commons
attribution
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Figure 5.6: Bypassing unidirectional amplifiers using OADMs to redirect the frequency
signal over custom bidirectional amplifiers in a metrological experiment. From [9].

The WSS achieves its function using a combination of optical components and
technologies, including diffraction gratings, lenses, and microelectromecanical sys-
tems (MEMS). While the operation is similar to the one of static devices, the main
difference introduced by the WSS is the inclusion of 2-D arrays of MEMS mirrors that
can be individually operated to direct the individual Wavelength channels to the de-
sired output ports [131]. Other alternative methods of achieving the selective switch-
ing are Liquid Crystal, Liquid Crystal on Silicon, and phase arrays [132].

The use of reconfigurable devices in the paths of WR links does not only introduce
unknown dclays unless calibrated, but the nature of the switching mechanism entails
that the apparent delay of the link can be dynamically changed, introducing a source

of asymmctrical dciay that can be subjcct to variations.

514 Amplification and regeneration

After a given distance, scattering and absorption mechanisms cause the optical
power of the signal to be reduced. To maintain signal integrity, regeneration or am-
plification of the signal may be necessary.

Regeneration was done before the dcploymcnt of fiber ampliﬁcrs was popular,
and it involved converting the signal from the optical domain to an electrical format,
only to reconvert it to an optical format with a restored opticai power. However, the
development of optical amplifiers allowed to increase the level of the signal directly
in the optical domain.

One of the most commonly used mechanisms to amplify the signals is by using

erbium-doped fiber amplifiers (EDFA). These devices consist of a relatively short seg-
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ment of optical fiber (approximately 10 to 100 m) chart is doped with erbium, a rare
earth element. This element exhibits optical properties that allow it to amplify optical
signals in the region of the spectrum used by DWDM systems. A pump laser is used to
provide the additional energy that is needed to amplif:V the signal. This laser excites
the Erbium ions, and creates a population inversion. When the incoming optical sig-
nal reaches the EDFA, it interacts with the excited erbium ions, which drop back to
a lower energy level and release their excess energy in the form of photons with the
same wavelength, phase and direction as the optical signal [86].

It is known that some of the ions will decay back to its ground state without
the presence of an stimulating photon. This phenomenon is known as spontanecous
emission. This recombination is the origin of a broad spcctral background of pho—
tons that get amplified along with the desired signal[86]. EDFAs are characterized by
their noise ﬁgurc (NF), which measures the dcgradation of the signal—to—noisc ratio
(SNR) between the input and the output of the amplifier. A typical NF value for a
commcrcially available in-line EDFA is of 4.5 dB'.

It is worth mentioning that EDFAs typically are dcsigncd so that they can on]y
work in one direction because that is the predominant network architecture of its use
case as in-line amplifier, although bidirectional EDFAs are commercially available?
and are used for other applications such as the experimental frequency transfer link
depicted in Figure 5.6.

As in the case of previous elements, the EDFAs are discrete network components
that introduce an additional delay that will impact a WR link, may introduce an un-
determined asymmetry, and the relation of the de]ay with temperature variations is a
subject that will be studied in the upcoming sections. However, bidirectional EDFAs
and other bidirectional amplification techniques are not without risks. The presence
of bidirectional ampliﬁcation by EDFAs was analyzed by [133] as a potential source
for interactions between signals, and the coexistence between unidirectional data sig-
nals and other non-data services is a topic of active discussion within the commu-
nity. Besides EDFA, the cited analysis includes other amplification methods based
on non-linear effects such as Stimulated Raman Scattering and Stimulated Brillouin
Scattering, whose description can be found in [84].

Regarding regeneration, although we are not considering it as a scalable technique
for data networks, it is a valid approach to dcploy WR links over networks that can be

accessed, bypassing potential network equipment that may degrade the accuracy of the

'As per the specifications of the EDFA in the long distance testbench of this work.
*https://www.keopsys.com/portfolio/bi-directional-fiber-amplifier/
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service. Several of the most relevant long distance deployments that were discussed
in section 2.4.4 made use of WR devices as intermediate devices that consume the
timing signal and regenerate it for the next hop. Figure 5.7 provides an schematic of

the 10ngest WR link in the world making use of the regeneration approach.

.5 Dispersion compensation

Section 2.5.1.2 introduced the concept of dispersion, and Figure 2.17 showed the
chromatic dispersion values for the most commonly deployed fibers. When accumu-
lated dispersion is too high for ensuring the effective data transmission, network de-
signers can resort to dispersion compensation modules (DCMs) to manage the levels
of dispersion in the optical signal. DCMs are specially designed fiber components that
exhibit dispersion characteristics opposite to that of the transmission fiber, thereby

counteracting the accumulated dispersion effects [84].

DCMs Cmploy fibers with a high negative dispcrsion coefhicient, typical]y dis-
persion compensating fiber (DCF) or FBGs. DCF is a kind of fiber that is manufac-
tured with different refractive index characteristics, rcsu]ting ina dispcrsion proﬁlc
that is opposite to the transmission fiber, and also more pronounced (D around -
100 ps/(km nm) opposite to around 17 ps/(km nm) ofCOIning SME-28 Ultra at 1550
nm)[134]. This means that DCF can compensate approximately 6 unit lengths of trans-
mission fiber dispersion per unit length of DCF. Besides, FBGs are periodic structures
fabricated in the fiber core that reflect a specific wavelength range, creating a tailored

dispersion proﬁle.

DCF modules are not without drawbacks. Its attenuation parameter is higher, and
the different fiber proﬁlc used in DCFs is more sensitive to other nonlinear effects
and PMD. Additionally, their presence in a WR link can be very disruptive, since they
amount to very 1argc changcs in the effective 1cngth of the optical link due to DCF

modules containing several kilometers of fiber in a compact enclosure.

In the upcoming section, we show the experimental setup that was built in the
premises of Seven Solutions to recreate a long-distance WR link, and the modeling
work that was done to estimate the error that these techniques may cause into the

timing signals.
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GNSS GNSs
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Figure 5.7: Schematic view of a WR link between two points in the metropolitan area
of New York City and Chicago, using WR devices as intermediate regeneration stations.
Courtesy of Safran Electronics and Defense Spain.

5.2 Temperature dependence and time error in unidirectional

long distance WR links

With the purpose of verifying the applicability of the devices and components
overviewed in the previous section, a long distance testbench was deployed under con-
trolled conditions and using fiber spools to recreate a round trip link fiber spanning
up to 100 km over unidirectional fibers. Figure 5.8 shows a depiction of the testbench.
Two WRS were used as master and slave endpoints of the link, and the specifics of the

long—distancc testbench are detailed in the following list:

» Three pairs of DWDM SEPs rated for 80 km transmission over the channels 54,
57 and 59.

= Two pairs of MUX/DEMUX devices for DWDM channels from 53 to 60. Each
pair is needed for aggregation and separation for each of the two fiber that

comprises a unidirectional link.
= One add/drop multiplexer for a single channel.

= Two DCMs using a loop of DCEF rated for compensation of 40 km of G.652
fiber.
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Figure 5.8: Long distance testbench. Three WRS are shown on top of the rack, and
MUX/DEMUX devices, OADM, EDFAs and DCMs follow from top to bottom. Spools
of fiber are contained in the grey metal cases, and the device in the right side corner is
a climate chamber that allows us to establish a precise temperature of operation.

» Two inline EDFAs rated for 17 dB gain over the DWDM Wavelengths of opera-

tion.

= Several fiber spools (not all of them were shown in the picture) with lengths of

5, 20 and 50 km.
» A climate chamber capable of setting the desired temperature from 10 to 60 °C.
» Additional temperature probes for more precise monitoring of the temperature.

» Attenuators of varied values to achieve an adequate optical power level for the

receiver side.

The first test that is carried out is an indirect analysis of the accuracy of the real
wavelength of selected CWDM transceivers. We do not have access to the necessary
equipment to directly observe the spectrum of the laser, but we can use the effect
of dispersion in the WR link to empirically determine the time offset introduced by
using different units of the same model of transceiver. In contrast, we show a mech-
anism to estimate the link asymmetry based on the precise wavelength of DWDM
transceivers and the capabilities of WR to measure the link length with a precision of
picoseconds.

Next, for the analysis of the delay and thermal variations of the network com-
ponents, a reference setup has been deployed that contains most of the components

simultaneously. Since the dimensions of the climate chamber are a limiting factor, we

148



5.2. TEMPERATURE DEPENDENCE AND TIME ERROR IN UNIDIRECTIONAL
LONG DISTANCE WR LINKS

only introduce two 50-km fiber spools inside the chamber, while the rest of the devices
are kept under uncontrolled room temperature. After the analysis of the reference
setup, each of the network components will be placed inside the climate chamber to
analyze its contribution to the link total delay and its variability with temperature.
The analysis of the reference setup and all the network components involved
serves not as a precise model of their behaviour that can be used to suppress their
impact. Instead, the chosen apprach onsists on charactcrizing the thermal response
of the WR link altogether, and subsequently propose a series of simpler setups that
providc the information to isolate the contribution of each device isolated from the
rest of the elements. Still, the results of this section can be consider an upper limit to

the contribution to the error budgct of a link.

5.2.1 Precision of CWDM/DWDM wave]ength reproducibility

Several WR users [128], [129] have verified the lack ofspcctral purity and accuracy
of the CWDM SFPs by observing its power spectral density (PSD) using an optical
spectrum analyzcri Despite the unavailability of the requisite instrumentation in our
laboratory, we can verify the poor accuracy of the transceivers and conducting a repro-
ducibility test. The poor accuracy of the lasers in the CWDM SFPs can be indirectly
quantified by measuring the difference in round-trip time and/or time error obtained
by using different units from the same model for the transmission. The Changes in
round trip time, assuming constant temperature along the duration of the test, is at-
tributed to variable errors between the nominal and the real transmission Wavelength.
Due to chromatic dispersion, signals transmitted with slightly different wavelengths
experience a different time ofﬂight.

In this experiment, a simple reproducibility test was set by evaluating the error
introduced in the PPS output in a link consisting of two CWDM SEPs of wavelengths
1490 and 1550 nm over a 40 km link. The delay of the WR devices are calibrated, but
the asymmetry parameter (¢ is set to Zero to suppress its influence in the determination
of dispersion and reproducibility. Also, attenuators were inserted to accomodate the
signal power to the range of the receiver. The results are presented in Table 5.1.

Although the number of samples is limited with just four different pairs of SFP,
the worst case of time error introduced by the SFPs over the 40 km link is of 1651
ps of difference between pair 4 and pair 3, and the standard deviation of these four
pairs is of 770 ps. With the observed results, the use of CWDM is not suitable for
long—distance WR links due to the lack ofreproducibility in the results, which could

only be solved by calibrating the real wavelength of each unit. This process would be
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Table 5.1: Reproducibility test of CWDM SFPs

Run 1 Run 2 Run 3 Average
Pair 1 | 17467 ps | 17663 ps | 17647 ps | 17652 ps
Pair 2 | 18252 ps | 18294 ps | 18305 ps | 18284 ps
Pair 3 | 16663 ps | 16687 ps | 16685 ps | 16678 ps
Pair 4 | 18312 ps | 18335 ps | 18340 ps | 18329 ps

time consuming and would require the use of specialized lab instrumentation.

The obtained results are in line wich the link error budget calculated for the 10ng
distance WR deployments in the SKA radiotelescope project [129], which estimated
1240 ps of error for 80 km links using these same transceivers. In the same conditions,
the error budget is reduced in a 7.75-fold reduction to 160 ps of uncertainty over 80 km
if DWDM transceivers are used.

5.2.2  Reference setup: 50 km unidirectional link

The reference setup for these tests contains all the elements that are part of the
long distance testbench alcogether (Figure 5.9). The master-to-slave path departs from
the DWDM transceiver, goes through a 2-meter fiber patch to the first MUX. The
signal leaves the MUX through the common transmission fiber that spans 50 km. Af-
terwards, it is ampliﬁed by an EDFA and is compensated for distortion by the DCM
afterwards. The last step connects the output of the DCM to the slave WRS. The
Teverse path7 from slave to master, is nominally identical although an unknown asym-
metry in the link delay is expected. To accomodate the signal to the accepted range of
the SFP receiver, attenuators were deployed after the amplification stage. The delay
introduced by the attenuators was measured as a static, additional contribution to the
round-trip time of 220-240 ps.

The SFPs (channel 57 for forward transmission and 59 for reverse, 1531.90 and
1530.33 nm, 1.57 nm apart) transmit their optical signal with a power of 0 dBm. The
obtained data consist of the same set of measurements for not only the reference setup
but for all the experiments: an array of logged temperatures over time, the round-
trip time as provided by the WRS monitoring software, and the existing time offset
between the two WR devices. The time offset is measured by comparing the 1-PPS
output of the devices with a Keysight 53230A time and frequency counter. The climate
chamber was configured for four 12-hour setpoints: 15, 30, 45, and finally 22 °C as
room temperature. The results are graphically summarized in Figure 5.10.

Probably the most important limitation of this experiment is the difficulty to
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Figure 5.10: Variation of the measured RTT and the 1-PPS output of the reference
setup. Data spans roughly 48 hours.
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provide heat to the fiber spools in an even fashion. The outcome of placing two fiber
spools (with no plastic jacket and uncased) into a climate chamber is substantially
different than the temperature changes that an underground cable from a telecom-
munications operator may face up. Underground cables are buried beneath the soil,
which provides a natural insu]ating layer that helps maintain a re]atively stable tem-
perature around the cable. Morcover, the soil surrounding underground cables has
significant thermal mass, and this property helps dampem the temperature variations
over time. In contrast, the fiber spools in this experiment are subject to extremely
abrupt changes in temperature. Still, the evenness of the changes in temperature in-
side the climate chamber is a challenge: the topology of the spool leads to the core
segments of the spool being protected by the outer layers, and heat gradually reaches

the core ofcylindcr. This process has no cquivalcnt in real world dcploymcnts.

Therefore, we can assume that the unevenness of the heat distribution is an ex-
treme situation, a worst-case scenario that poses an upper bound to the uncertainty
that can be expected in the much smoother and damped temperature changes that

fibers in production networks suffer.

Although the mctodology presents the limitations just mentioned, the results ob-
tained are still significant and noteworthy. The evolution of the round-trim time
agains temperature demonstrates that the round—trip time (RTT) is essentially a func-
tion of the temperature, and its evolution is directly related to the energy absorbed
by the fiber spools. Over the two 50-km spools, the round-trip time has a range of
91 ns. In contrast, the time error introduced by these abrupt temperature changes is
much more complex‘ Instead of being just a function of temperature, the time error
depends on the distribution of heat throughout the spools, and only the final tail of
every temperature step can be considered out of the transient regime. In any case,
transients in the time error due to uneven temperature distribution are limited to
950 ps peak-to-peak after 50 km and two consecutive shifts of opposite sign, and they
are kept below 500 ps fora single ZO—degree shift. The limited impact is favoured by
the use of close DWDM channels that limit the effect of dispersion. Compared to the
tests of section 5.2.1, the impact in the time error of transmission using DWDM SFPs
in the worst point of the temperature transient is smaller than the error introduced
by different pairs of CWDM SFPs under stationary conditions.

In summary, from the 30 °C variation in the reference setup we estimate a lin-
carized positive slope of 31 ps/(km K) or 3132.5 ps/K for the whole link, that leads to
a 91.1 ns of span in the round-trip time. At the same time, the time error of the link

has suffered a total span of 0.263 ns including the transients.
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5.2.3 Impact of the WR devices

The topic of the impact of temperature in the WR devices was subject of research
for the radioastronomy users who need the devices to operate under harsh temperature
conditions. The analysis obtained a temperature coeflicient of 8 ps/K for the WRS and
4 ps/K for the WR-ZEN [129]. A similar test was done in our long distance thermal
testbench for the sake of reproducibility (Figure 5.11), with a temperature variation
between 15 and 40 °C.

Our results are in the same order of magnitude than the data referenced in the
literature, with a measured temperature coefficient of 14 ps per degree for the WRS.
We cannot Cxplain the difference between the results in the literature and our own,
but it could be caused by slight differences in the methodology, since we ignore how
the experiment of the referenced document was set up.

More precisely, the obtained data reflects a slope in the round-trip time of 4.49

ps/K over 25 K, and a 356 ps error over the same temperature gradient.

524 Impact of DWDM MUX/DEMUX modules

The setup for the MUX/DEMUX, as depicted in Figure 5.12, is limited to plac-
ing the case of the device inside the climate chamber, and connecting the minimum
necessary fibers for the correct operation of the device under test. Several repetitions
were made using different pairs of transceivers.

The results indicate no correlation berween temperature and the round—trip time
or the time error of the link. However, the delay introduced when using SFPs of
channel 57 varies approximately 500 ps when compared to the delay of using SFPSs of

channel 59. This can be easily actributed to internal asymmetries in the fiber segments

Climate chamber

- o o o S O o e . o oy

WRS slave

WRS master

15-40°C

o - - - - o e e e o .

Figure 5.11: Schematic view of the thermal analysis of the WRS.
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that connect the front panels of the MUX with the proper components. It is worth
noting that 500 ps of time error is equivalent to a fiber delay of just 10 cm. Detailed
data can be found in Table 5.2.

Table 5.2: Additive RTT and time error analysis with MUX/DEMUX devices

DWDM pair CH | Temp (°C) | Time error (ps, uncalibrated) | Additive RTT (ps)
57 13 -1544 56812
59 13 -1033 57827
57 28 -1558 not available
57 44 -1543 58828
59 44 -1031 57733

5.2.5 Impact of EDFAs

The reference test of the erbium-doped amplifier, depicted in Figure 5.13, consists
on a master-to-slave path that includes the 17-dB EDFA placed inside the climate
chamber, while the slave-to-master path is a simple, direct fiber patch. This setup
made necessary the use of attenuators that reduce the optical power to an adequate
level for the working regime of the amplifier, as well as for the SFP receiver. The
temperature was changed from 15 to 40 °C.

The results, as graphically depicted in Figure 5.14, show that the thermal response
of the EDFA is Virtually unmeasurable within the introduced changes with our test-
bench. There is, however, a clear correlation between the round-trip time data and
the WRS FPGA temperature log. This only reinforces the thesis of the signal proper-
ties being unaffected by the temperature change introduced by the climate chamber,
since the 3 °C difference in room temperature that suffer the WRSs are more notable
than the 25 °C temperature shift introduced by the climate chamber to the EDFA.
The only measurable contribution of the EDFA in this testbench are the increase in
round-trip time, which accounts to 87 additional nanoseconds with respect to the
simplcst setup (ewo WRS dircctly connected with DWDM SFPs), and an estimation
of RTT dependence with temperature that results in 60 picoseconds of RTT change
(Figurc 5.15, experiment rcpcatcd months later as a verification ofprcvious sccmingly
uncorrelated data.). Since the variation of time error with temperature would be a
fraction of the overall changcs in RTT, and these are barely within the resolution of
the measuring instrument, we can conclude that the influence of temperature changes
in the EDFA time error response are neg]ibible in the case that the EDFAs for each di-

rection of a two-fiber link are located in the same environment, or kept under similar
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Figure 5.12: Schematic view of the thermal analysis of the DWDM MUX/DEMUX.

temperature conditions.

5.2.6 Impact of DCMs

Lastly, the analysis of the DCMs is performed in the same way as the previous
analysis of the EDFA. The DCF is placed in the master-to-slave direction, while the
slave-to-master path is left unaltered except for the use of attenuators. Figure 5.16
shows a schematic depiction of the setup.

The DCM module is the element that shows the greatest divergence in both RTT
and time error along the temperature tests. Although expected due to the nature of
the DCMs as a discrete spool of fiber with a distinct and opposite dispersion profile,
this is particular]y relevant since DCMs are often located asymctrically over the span
of a long distance link. That is, a par of DCMs can be located in different places
for each direction in the pair of fibers of a unidirectional link. These DCMs might
suffer from different temperature conditions and even compensate for different fiber
lengths. Therefore, they can introduce a large amount of offset error, which would
require on-site data to be accounted for.

Results show (Figurc 5.17) that a DCM that is rated for compensating the disper—
sion of 40 km of G.652 fiber introduces an additional 22.8 microseconds of link delay.
Assuming rough]y equa] transmission spced, this is equivalcnt to an additional 4.5 km
of effective link length. The dependence of the RTT with the temperature gives a coef-
ficient of 199 ps/°C. For the calculated additional link length, the thermal coefficient
of the DCF is 46 ps/(km °C), which is slightly higher than the coefficient obtained in
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Figure 5.13: Schematic view of the thermal analysis of the EDFA.
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Figure 5.17: Results of the thermal analysis of the DCM in terms of time error.

the reference setup for the transmission fiber (31 ps/(km °C)).

Nonetheless, the higher (and opposite in sign) dispersion values of the DCF causes
that, although the dcpcndcncc of RTT with temperature is approximatcly cquivalcnt
than in transmission fiber, this does not hold with the time error, and we find a higher
dependence of the introduced asymmetry with temperature. Data shows that over the
25 °C span in temperature, the time error introduced by the change in temperature
amounts to -2.632 ns. This is equivalent to a coefficient of -100 ps/°C, and it is the

largest source of asymmetry found in the long distance testbench.

5.2.7 Summary

For the sake of readability, the results and coefficients obtained from all the ex-
periments performed in the 1ong distance testbench are summarized in Tables 5.3 and
54.

5.3 Conclusion

In chis chapter, we conducted an extensive review of the phenomena that impede
transmission in fiber optic networks, such as attenuation and dispersive mechanisms,
along with a discussion of the optical network components that compensate or mit-

igate these effects. We proposed and deployed a testbench in the facilities of Seven
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Table 5.3: Summary of RTT data and thermal coefficients.

Setup AT (°C) | RTT av. (ns) | Temp Coef. RTT
Reference 30 525776 31pskm~tec!
WRS slave 25 950 45ps°C!
MUX/DEMUX 25 1059 negligible
40 km DCM 25 23751 46 ps km~teCc™!
EDFA 25 1037 24 ps°C1

Table 5.4: Summary of time error data and thermal coefficients.

Setup AT (°C) | A PPS (ns) | Temp Coefl. time error
Reference 30 0.263 0.175 ps km~1 °C~1
WRS slave 25 0.356 14 ps°C™!
MUX/DEMUX 25 negligible negligible

40 km DCM 25 -2.632 105 ps km ™t ec™!
EDFA 25 negligible negligible

Solutions that enabled us us to analyze round trip time and time error, both in static
and thermal scenarios.

Through the testbench setup, we performed a comprehensive analysis and char-
acterized the behavior of the devices, including the calculation of a temperature co-
efficient for each of them. These coefficients can be used for future modeling and
compensation in a highly managed WR network. Our experiments also demonstrated
the significant improvement in long-distance performance when using temperature-
stabilized DWDM equipment over low-cost CWDM transceivers.

One key validation from our analysis is that WR can effectively function over
networks managed by telecom owners, relying on commercially available WR devices,
without any additional modifications. In such scenarios, maintaining sub-nanosecond
accuracy in long-distance WR deployments mandates a precise network model and
strict control over its management to prevent alterations to the model. This is achiev-
able by interested parties such as telecommunications companies or tcchnological
stakeholders with control over metro area networks, given they can supervise or man-
age the temperature of the end nodes.

In relation to temperature, the obtained analysis over very extreme conditions
and abrupt temperature changes are promising. The conditions for the tests of this
chapter are a worst case scenario. In real-world conditions, where network equip-
ment is placed in actively controlled environments and the fiber cables are deployed

underground and protected from rapidly changing weather conditions, it is feasible
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to design a link with a rarget accuracy of less than 2 ns. Still, the applicability of the
laboratory conditions are limited, and more valuable data will be obtained in the pilot
deployment in the next chapter.

In contrast, the calibration of delay asymmetry in long—distance WR links over
public networks poses a challenge that cannot be addressed simply by brute-forcing
very complex network topologies that can dynamically change. These asymmetries,
while having an impact on the accuracy, are stable, which is a crucial point of consid-
eration. Their stability over time means thcy can be cffectivcly Cornpcnsated, allowing
for a maintained level of accuracy. An alternative approach for this category of links
could entail a black-box calibration that encompasses all the dclays of each direction
of the network within a single parameter. This approach will inherently require re-
liance on alternate time sources for calibration, such as those assisted by augmcntcd
GNSS timing techniques. In this case, the accuracy would inherently be constrained
by the precision of the GNSS time equipment.

While we have successfully established that WR can operate effectively within
telecom public DWDM networks, our analysis also revealed the presence of devices
responsible for fault mitigation that can trigger network reconfiguration. Such net-
work reconﬁgurations could signiﬁcantly impact the timing system if not appropri-
ately managed. It is imperative to have robust resiliency mechanisms in place to han-
dle these scenarios, such as redundant time references and a robust holdover solution.
These will ensure that the system continues to function effectively during network
reconfiguration, thus preventing disruptions and maintaining accuracy at all times.

The insights gained in this Chapter will be applied in the fbllowing one, where
we will design, deploy, and evaluate an experimental time service over the Madrid
metropolitan area. Overall, this research contributes to the understanding of the lim-
itations of the current calibration approach of WR, and to characterizing the error

budget that can be expected over public networks.
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6.1 Introduction

In recent years, the financial industry has undergone signiﬁcant changes as tech-
nology has made the action move from the raucous trading floors of Wall Street to the
humming and b]inking iights of suburban datacenters. There, amidst rows of relent-
less machines, the transactions happen at a pace that makes human intervention obso-
lete and quaint. One particular area of interest has been the use ofhigh—precision time
synchronization in the management and tracking of financial transactions. As the vol-
ume of these continues to grow, the need for precise and 1ega11y traceable timestamps

has become crucial. Regulatory bodies are increasingly requiring financial institutions
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to provide proof of accurate timestamps tied to a universaily accepted reference.
White Rabbit (WR), a technology initially designed for synchronization and data
transfer in scientific institutions, has found its way in the world of finance. Its unique
ability to provide precise time synchronization over the optical media makes it a
promising solution to the chalicngcs currcntiy faced by the industry. In this Chap—
ter, we explore the competitive and regulatory forces that push towards the adoption
ofprccisc time transfer systems in the financial industry, and we discuss the technical
details that are specially relevant due to regulatory pressure. After that, we describe
a pilot deployment that was made in the framework of the TOWR project, showcas-
ing the operation of the resiliency mechanisms that have been previously described in
this work, and dcmonstrating the fcasibiiity of the use of WR over a pubiic opticai

network to guarantee the access to traceable, precise and robust timing signals.

6.1.1 Overview oftiming in the fintech industry

For most part of human history7 trade primarily relied on human intervention, as
agents engaged in the exchange of goods were required to be physically present in a
centralized location, such as a bustling marketplace or a trading floor.

Nonetheless, as early as the advent of telecommunications networks, technological
advancements have Continuaiiy been empioyed to bridge the gap imposed by physicai
limitations. A notable example of this can be traced back to the 1930s, when a tele-
graph cable was strategically laid between Newfoundland, Canada, and the Portuguese
Azores archipelago [135]. This connection enabled brokers to receive updates on the
disparities of stock quotations on cither side of the Atlantic, using the information
on spread prices to their advantage.

In more recent times, with the dcvciopmcnt of modern information tcchnoiogy
and the ubiquitous reach of computer networks, trading has moved from the trading
floor to electronic markets. Still, the principic ofopcration of a stock market remains
unchanged from its non-electronic predecessors. An electronic market transfers own-
ership of stocks from one investor to another, and the role of the market operator is
to provide the platform to accomodate the transactions, ensuring that the integrity
and fairness of the market is maintained. In the basic scenario of a limit order book,
the market lists all the pending buy and sell orders, showing the number of shares and
the price that buyers and sellers are Wiliing o accept. Bids represent the buy orders in
the order book, while asks represent the sell orders. When a buyer and a seller agree
on a price, a trade occurs, and the respective orders are removed from the order book.

The priority for orders to be executed is typically based on two parameters: price, and
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then time.

The will to outperform other market actors in relation to those two metrics has
resulted in ever-increasing tcchnoiogicai dcvcloprncnts. Since the advent of electronic
trading and the transition from traditional trading floors, financial markets have un-
dcrgonc a signiﬁcant transformation. The move to electronic markets has facilitated
faster, more efficient trading, and this shift has sparked a technological arms race, with
various actors sceking to dcvciop the most effective algorithms and achieve the fastest
possible response times. Algorithmic systems automatically place orders to buy and
sell foiiowing predefined stracegies without human intervention. By 2019,algorithrnic
trading accounted for 93% of total market volume in the United States [136]. More
specificaiiy, a subset of these aigorithmic trading systems has drawn the attention of
the public and regulators: high frequency trading (HFT).

High frcqucncy trading is one of the kcy drivers behind this tcchnoiogicai race. It
can be loosely defined as a kind of algorithmic trading that involves a very high amount
ofopcrations in a very short-term horizon. HET actors capitaiizc on minuscule price
differences and fleeting market inefficiencies, making profits by rapidly entering and
exiting positions. In this context, network iatcncy is of critical importance as access to
information a few nanoseconds before a competitor can be the key to a successful bid.
Consequentiy, HET firms have been investing hcaviiy in technoiogy infrastructure
such as low-latency network connections and powerful trading servers located near
exchangcs (known as co-location). These investments aim to minimize the time it
takes for trade orders to be transmitted, executed, and confirmed, allowing traders to
react more quickiy to changes in market conditions. The pursuit of faster execution
has even led to the deployment of low-latency microwave transmission links and free
space laser links, which can transmit data faster than traditional ﬁber—optic cables
[137], but the performance is not limited to the latency parameter: response times of
less than 100 nanoseconds were registered by 2018 in the German operator Deutsche
Borse co-location [138].

However, this technological struggle has raised concerns among regulators and
market participants. Back in 2010, the United States Securities and Exchange Com-
mission (SEC) raised the question whether HET has led to an uncquai piaying field
where smaller firms and individuals do not have the resources to compete with better-
funded institutions [139]. Additionaiiy, the rapid pace of trading and the potentiai
for algorithmic unintended consequences have raised concerns about market stabil-
ity and the possibiiit}7 of flash crashes, where markets experience sudden and severe

price drops within a short period[140], [141]. Since then, the US market regulator has

163



CHAPTER 6. TIME AS A SERVICE FOR FINANCE BASED ON WR

1800

1600

1400

1200

1000

200

Q
0.0306 0.0308 0.0310 0.0312 0.0314 0.0316 0.0318 0.0320
2018-10-23T06:30:11

Figure 6.1: Order book depth chart from a currency exchange. The x-axis reflects the
unit price, while the y-axis depicts the cumulative order depth. Bids are shown in green,
while asks are shown in red. From “Order book depth chart”, Wikimedia Commons,
CC-SA-AT

proposed new rule changes but this is as of the time of writing an ongoing topic [142].

In the European side, the MiFID II (Markets in Financial Instruments Directive
II) [143] and MiFIR (Markets in Financial Inscruments Regulation) [144] pushed by
the European Securities and Markets Authority (ESMA) came into force in July 2014
in the European Union. Among other goals, the directive aims at closer monitoring
of algorithmic trading. The MiFID directive explicitly defines algorithmic trading
and HFT firms subject to stringent risk controls including pre-trade risk checks, real-
time monitoring, and post—trade reporting (Article 17 of MiFID II). The directive also
obliges trading venues to provide equal access to the co-location services, as well as
keeping transparent and non—discriminatory fees for these, among other provisions
aimed at increasing transparency and ensuring market transparency. In particular,
Regulatory Technical Standard (RT'S) 25 [145] details the requirements relative to time
synchronization with which HFT firms must comply. A selection of key provisions

include:

P1 Clock synchronization requirements: RT'S 25 mandates that trading venues and
market participants including algorithmic trading firms syncl'lronize their busi-
ness clocks according to a common reference source. For trading venues in the
EU, the reference time source is Coordinated Universal Time (UTC), or the
timing signals of a satellite system, provided that the offset from UTC is ac-

counted for.

164



6.1. INTRODUCTION

P2 Granuiarity oftimestarnps: trading venues and market participants involved in

HFT must recort their timestamps with an accuracy of at least one microsecond.

P3 Maximum divergence: RTS 25 sets limits on the maximum divergenee between
the trading venue or market participant clock and the reference time source.

The limit is set to 100 microseconds for trading venues and HFT firms.

P4 Record-keeping and traceability: trading venues and market participants are
required to maintein records of their clock synchronization processes, including
the procedures and tools used to synchronize their clocks, and any deviations

frorn the I'CfCI'Cl’lCC time source.

In che following section we provide an brief overview of the technical difficulties

and implications of each of the requirements of the previous list.

6.1.2  Technical requirements of a financial timing service

Many of the topics of this section have been discussed before in this work. For the
sake of simplicity, we will mention all of them and point to the dedicated section if

neeessary.

Synchronization with UTC

UTC is the global primary time standard Currently in use, conformed by contri-
butions from over 400 atomic clocks maintained by national metrology labs and other
timing centers from all around the world such as the National Institute of Standards
and Technology (NIST) in the United States, the Physikalische Technische Bunde-
sanstale (PTB) in Germany, and the Real Observatorio de la Armada (ROA) in Spain.
Each of the physical realizations of UTC is refered to as UTC(k), and UTC is only cal-
culated a posteriori from Weighted averages of the times reported by the Contributing
timing centers.

UTC is, in fact, derived from International Atomic Time (TAI) after a correction
of a given amount of leap seconds in order to keep the difference between UTC (based
on ﬁxed—length day) and the mean solar time at 0 Meridian below 0.9 s due to the
irregularities in the Earth’s rotation period.

The selection of the UTC(k) local representation to be considered as reference is
a previous necessary step in the design of the timing system and is necessary to fully
Compiy with the listed provision P1. In some cases, this selection may be determined

by regulation mandating the use of a national representation of UTC. The design of
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the timing system must include the capabilities to compare the time reference used at

the customer facilities to a concrete UTC(k) implementation.

Divergence from UTC

As extensively discussed in Chapters 2 and 4, every physical clock is imperfect
and does not “tick” with an ideal period. Even more, it will slightly change its rate
over time due to several random processes. Consequently, two different clocks will
inevitably drift from each other if left uncorrected. In order to align a time source to
UTC, it is necessary to correct its timebase and also its frequency (synchronization
and syntonization). To overcome this problem, a mechanism that repeatedly corrects
the error must be established (section 2.4.3). As any observant reader could predict,

the time service that is being described in this chapter is based on WR.

Traceability

The requirement of estabiishing a system of traceabiiity to a realization of UTC
implies that the measurement of a magnitude at the customer side can be related
ot the time reference (UTC(k) or the riming signai of a satellite system) through a
documented unbroken chain of calibrations, each contributing to the measurement

uncertainty. The traceabiiity of the measurement relies on three elements [146]:

» Calibration: the internal dciays of the components of the timing system must

be documented and compensated.

» Determination of uncertainty: every measurement must be accompanied by an

indication of the quaiity of the result.

» Monitoring and storage: continuous polling of the system parameters and per-
manent storage of the timestamped relevant events serve as a way to detect

malfunctioning and enable future auditing.

Another requirement not directly mentioned in the regulations but essential for
any service is avaiiabilityi A system aims to ensure a certain level of operational up-
time, typically agreed in a service level agreement (SLA). Redundancy in parts of the
system and contingency measures to minimize the impact of failures are exampies of

mechanisms to improve the availability of a service.
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6.1.3 Time as a Service

From the previous discussion and the contents of the previous chapters, it is casy
to conclude that the implementation of a traceable and robust time dissemination
system is not trivial. For that reason, many Internet Service Providers and metroiogi—
cal centers are providing outsourced time solutions to customers in what is known as
time as a service (TaaS). In chis approach, the Taa$ provider is in Charge oftransport—
ing a traceable, highiy—accurate time reference to the facilities of the customer, and
guarantees its reliability and integrity. The rise and deveiopment of cloud computing
and the increasingly prominent role of the data center has favoured the development
of Taa$ solutions that the cloud providers or data center management provide to its
customers. This strategy allows data center compaines to provide different tiers of
service according to appiication requirements, and the shared infrastructure between
many customers is more cost-effective for businesses that can access highly-accurate
time synchronization services without incurring the capitai and opcrational expenses
of building and maintaining their own infrastructure [147] [148].

Many actors involved in the dissemination of time, such as NMIs, have partnered
with Internet Exchanges (IX, i.e. locations where ISPs and other network operators
interconnect their networks to Cxchangc traffic and providc better connectivity to
their customers) to provide accurate, traceable Taa$ solutions as part of the offerings
of the IX. Many financial firms choose to co-locate their servers in data centers in
IX points to connect directly to other financial firmas and trading platforms without
having to go through third—party networks. This service allows the financial firms
to outsource the time system to a reputable source that guarantees the integrity and
reiiability of time signai. Some exampies of Taa$ providing companies with customers

in the finance sector include:

= NPLTime: this is a time service provided by the National Physical Labora-
tory (NPL) from the United Kingdom. It provides its customers with a time
service distributed using IEEE 1588-2008, achieving an accuracy better than
100 ns traceable to UTC(NPL) along dedicated channels and PTP-compatible
switches [149]. The time service includes monitoring and backup references in

intermediate points of the link.

. Hoptroff Traceable Time as a Service (TTaa$): this network-delivered time syn-
chronization solution achieves an accuracy of up to 100 ns using PTP. The ser-
vice is designed to integrate with existing hardware and software infrastructure,

not only oriented to timing but also to media broadcasting and gaming, among
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others. It receives its satellite reference from GNSS systems, but also counts
with terrestrial feeds from the NMIs from Sweden and the United States. The
service includes telemetry and diagnostic solutions, and provides compliance
for the regulatory requirements of reporting and monitoring,. The timing in-

frastructure and data storage are secured under ISO 27001 information security

standard [150].

» Equinix Precision Time, a time service provided by the global datacenter com-
pany Equinix that provides NTP and PTP time in all the areas served by Equinix
private networks. The clock source is derived from GNSS sources and dis-
tributed using WR technology, but the last mile is disseminated only using NTP
and PTP. For that reason, the expected accuracy is of 30-40 microseconds for
NTP, and 1-10 microseconds for PTP. Redundancy capabilities are provided in
all the supported regions. Although the service is compliant with MiFID, the
typical accuracy levels are not guaranteed as it depends on various factors such as
geogmphic location, Equinix Fabric characteristics and customer-side equipment, ac-

cording to the service documentation [151].

» GTT time service: in this case, a reference clock is continually steered to
UTC(NIST), the representation of UTC from NIST; via GPS time transfer
[152]. Tt achieves time uncertainty of less than 15 ns at the point of the grand-
master clock. The time is distributed by the grandmaster close to co-location
centers to customers using PTP or NTP. Holdover achieving 1 microsecond er-

TOT 18 provided at the grandmaster side and traceability to UTC(NIST) is cer-
tified.

In this context, the next section describes the project that was carried out to de-
plO}7 a project time service in the Madrid rnetropolitan area. After an overview of the
project, we discuss the details of the link architecture, focusing on the time dissemi-
nation aspects from the site of the time source to the customer destination, and the

associated resiliency and monitoring features.

6.2 TOWR project

The pilot described in this chapter relates to the TOWR project. The objective
of TOWR is the development of a robust and accurate time distribution service via
optical fiber using WR over the Madrid rnetropolitan area, keeping traceability to a

UTC realization. This project was a joint effort between GMV, who was in charge of
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the time source generation, and Seven Solutions as an expert in highly accurate time
distribution via optical fiber.

The pilot was dcsigncd with the banking and finance applications in mind, in or-
der to fulfill the business clocks synchronization requrements that have been discussed
in section 6.1.1

In this context, a pilot project was carried out by Seven Solutions and GMV to pro-
vide time and frequency services in the Madrid metropolitan area combining GNSS
time transfer, redundancy features, and state-of-the-art time distribution via opticai
fiber. A detailed description of the time dissemination side and the results of its op-

eration can be found in the foliowing section.

6.2.1 Link overview

The deployed time service is located in the northwest area of Madrid, connecting
the site of the primary references to the datacenter of the customer. The fiber patch
has a length of 44 km between Tres Cantos and Las Rozas bordering the Monte de el
Pardo. The primary references are located at GMV facilities, and the customer for this
pilot project is Bolsas y Mercados Espanoles (BME), the operator of all stock markets
and financial systems in Spain. Figure 6.2 shows a map of the time source generation

site, the destination, and the path of the 44-km link.

6.2.2 Time server hardware

One of the distinctive features of this time service is its aim ot mitigate the weak-
nesses of the satellite solutions. GNSS is not directly used to disseminate a time ref-
erence. Instead, the time is generated from autonomous atomic clocks, while GNSS is
used only for fine corrections by means of time comparison to UTC.

The time server yhat provides the time reference for the system is a passive hydro-
gen maser (PHM). This atomic clock generates a very stable signal that is fed to a phase
and frequency generator, while common-view GNSS time transfer (see section 2.4.3.1)
is used to obtain the difference between the local time reference and the remote UTC
timescale. The corrections are gradually applied to steer the output frequency of the
maser toward UTC. Then, a distribution amplifier is used to provide signals for the
WR grandmaster clock, which is the role performed by WR-ZEN.

To achieve full redundancy, all the hardware involved in the generation of the time
signals at the time generation side is duplicated, from the PHM to the grandmaster

WR devices. A brief schematic view of the time server hardware can be found in
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Figure 6.2: Map showing the time source generation site, the customer datacenter site,
and the link path.

Figure 6.3, but readers are refered to the associated literature since the involvement of
Seven Solutions in the implementation of the Time Server was not predominant [153].

The reference contains details on the time server hardware, calibration and operation.

6.2.3 Nerwork time dissemination

Each of the hardware stacks in the time server ends up in a WR-ZEN node that
acts as WR Grandmaster. Both are connected to a time distributing device (WR-Z16)

via one link each. This device acts as a gateway between the time source site and

Figure 6.3: Schematic view of the time server hardware, demonstrating the redundant
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elements. Courtesy of Safran Electronics and Defense Spain.
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the destination site, and it accomplishes two main roles: first, it performs the Best
Master Clock Algorithm (BMCA, section 2.4.3.4) and selects the time server that is
disseminated throughout the network based on quality parameters reported by the
devices. In case of failure of the selected reference, the WR-Z16 performs a failover
operation and disseminates time recovered from the backup reference. The other role
of this device is to provide a fan-out for multiple customers or devices hy means of

WR, PTP and NTP protocols.

Ideally, the two time sources would be routed throughout the destination using
different routes for the main and backup links. However, due to budget constraints,
it was decided to keep one single link from the time source site to the destination,
and the BMCA is done at the source site. This introduces a single point of failure in
the system, but allows us to extend the time of operation of the pilot by reducing the

costs of the link. Figure 6.4 depicts an overview of the link architecture.

Once the time signals are enconded as an Ethernet stream, they are sent to the
customer site by means of a dedicated optical channel through a public network. The
service provided by Colt, Private Wave, refers to the concept of dark channel intro-
duced in section 2.5, although the access to the core network is not direct. The physical
realization of the link is done in a DWDM unidirectional link, but the connectiv-
ity between the WR devices and the core network is done via a multi-mode 850 nm
short-reach link to a transponder. This means that the information about the wave-
length used and any other specifics of the optical transport network is unknown for
the time service management. In any case, since the main section of the link is done us-
ing unidirectional links whose lengths, asymmetries and equipment are unknown, the
calibration technique for this link must to be medium-agnostic. This will be further
discussed later.

In addition, Chapter 5 performed an analysis on the sensitiveness of optical net-
work components to temperature changcs. In the TOWR link we expect changcs to be
both daily (day/night temperature difference) and seasonal. For this reason, the tem-
perature in the endpoints of the link and local weather conditions in the surroundings
of the link path were monitored. This effect is mitigated in the end nodes because
data centers are temperature controlled, but weather can cause the round-trip time
to vary as much as hundreds of nanoseconds, as proved in section 5.2.2. The results
determined that over a 50 km unidirectional link every additional Kelvin causes an
increase of 3.1 ns in the round-trip time, but less than 10 ps error in the 1-PPS sig-
nal of the WR devices. Translating these results into the 44 km link, and assuming a

pessimistic 30 °C difference for buried fiber between the hot and the cold season, the
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error in the time output is estimated at 231 ps. Thus, the impact of weather conditions
in the timing performance remains below the uncertainty of the calibration described

in the following section.

6.2.4 Customer side and Calibration

The link ends at the facilities where BME holds its datacenter. The endpoint of
the link, after the transponder stage of the ISP, is a WR-ZEN that acts as slave of the
WR link. Here, the time reference is reconstructed from the Ethernet stream, and the
device generates different signals and protocols to accomodate the services required
by the customer, such as WR links to other devices, 10 MHz and 1-PPS analog signals,
PTP and NTP.

The internal delays of the WR devices and the delays introduced by the SFPs were
calibrated prior to the deployment of the link, and so were the cables involved in mon-
itoring and calibration. The only component of time error yet to be calibrated is the
asymmetry between both unidirectional fibers. In order to align the time differences
on both sides of the 44 km link, the calibration at the customer end was assisted by
a WR-capable GNSS receiver that uses GPS time as a reference. This device, called
DOWR!, has its antenna, cables, and internal delays calibrated with respect to a setup
certified by PTB. The calibration procedure takes several days due to processing and
compensation of the ionosphcric dclay and has an uncertainty of +10ns. Since the
time servers are steered daily to follow the disseminated reference UTC(PTB), and
the difference between the GPS time and the German realization of UTC is published
by time centers, the time output at the client side can be aligned to the one provided
by the active time server, ultimatcly kccping the traccability back to UTC(PTB). The
average measured asymmetry between the two fibers of the link was determined as
13.15 ns, which translates to an estimated asymmetry length of 5.37 m assuming an es-
timated group refractive index of 1.468 (from Equation 2.16 and its relationship to the
RTT). The achieved accuracy is compliant with the provisions stated in P3 with a mar-
gin of more than three orders of magnitude with respect to the maximum acceptable
divergence as defined in provision P3 from section 6.1.1.

It is important to note that the DOWR, the GNSS receiver used for the cali-
bration of the link, does not support the common-view GNSS time transfer tech-
nique. This omission introduces a minor offset between the received time reference

and UTC(PTB), the UTC realization from the German NMI that is selected as refer-

'https://sevensols.com/dowr/
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ence for the Taa$S time servers. While these deviations are minimal and can be recti-
fied a posteriori through post-processing techniques, they constitute an unnecessary
source of systematic uncertainty. It would be possible to eliminate these discrepancies
from the onset by employing a GNSS receinver that is capable ofsupporting CV tech-
niques. By utilizing simultaneous observations of the same GNSS satellite from two
different locations, CV allows for the direct comparison of clocks at two locations,
hence eliminating the error associated with the GNSS satellite clock and the delays in
the GNSS signal propagation. This enhancement could facilitate an even more robust
traceability chain to the primary source of time.

Figure 6.5 provides an example of normal operation of the link over 25 days. Nei-
ther the time server nor the WR time transfer deviates from its original calibration.
The main contributor for the delay oscillations is the variable ionospheric delays in-

troduced by the GNSS-based monitoring device, and average to zero over time.

6.2.5 Resiliency features

A key strength of the proposed solution resides in the autonomy and resiliency
of the time servers, minimizing the system’s dependence on GNSS. In the TOWR
project, the role of GNSS is specifically limited to daily time transfer operations rather
than its use as a continuous time source. This daily process involves checking and cal-
culating the error with respect to the GNSS time reference, followed by a gradual
steering process designed to minimize the difference. In addition, since the PHMs
are highly stable sources of time, the corrections done in the steering process are pre-
dictable to some extent. Consequently, the reference not only becomes robust against
jamming (the model of the time source [153] predict that the time servers can operate
autonomously for up to a month before the time error reaches 10 ns), but also against
spoofing. The location of the GNSS antenna is very accurately known, and a spoofing
attack would need to have the necessary level of sophistication so that the spoofing
signals serve as a valid solution at the location of the antenna, and that solution must
be illegitimately correct over time. Also, a sudden change in the nature of the steering
commands would raise warning alerts. This dcsign enhances both the self-reliance and
the resiliency of the time servers, effectively increasing the system’s overall stabilicy
and security.

The second feature to increase the fault tolerance of the service against failures
consists of fully duplicating the time servers. During normal operation, both stacks
are independently functioning, and the frequency steering is calculated and app]ied

individually. The boundary clock will swap the time reference that provides the time
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Figure 6.5: Offset between the customer node and the monitoring DOWR over 25 sum-
mer days. The 24-hour periodicity is due to the variable ionospheric delays introduced
by the GNSS receiver. Courtesy of Safran Electronics and Defense Spain.

service when a contingency is detected using the BMCA. The ideal scenario for this
situation is to have at least three autonomous time references, convert this situation to
a Byzantine failure problem7 and determine the consensus on the fai]ing component
via majority voting. However, the time server are costly pieces of equipment that
cannot be implemented in multip]e instances without eonsidering budget constraints.
In the current configuration of the pilot, the degradation of service is communicated
by the grandmaster through the clock class parameter in the PTP Announce exehanged
messages.

Figure 6.6 shows the behavior of the 1-PPS of the time signal at the customer side,
in an event where the time server reference was changed four times over the course
of 20 minutes. The graph shows that the 1-PPS is not received during reeonfiguration
(hence the large spikes, representing timeouts of the measuring instrument), and a
slight time offset is appreciated in the mean time error levels between the active and
the backup time server.

Finaily, in the case ofany kind of service disruption detected at the client side, the
customer side WR-ZEN is equipped with a commercial solution to improve holdover
time based on an oven-controlled crystal oscillator. This holdover oscillator is Capable
of providing a 1-PPS reference with up to 1.5-microsecond-bound time error for 24
hours usign a proprietary adaptive algorithm. Figure 6.7 shows data from a series of
holdover executions. Since the link was disabled during the test, a DOWR in the
client side is considered as reference. After 12 hours of holdover operation, the worst

observed case stays below 100 ns, and the 1-microsecond threshold is broken after 26
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Figure 6.6: Time output at the customer site during a period of succesive time server
failover events. Spikes in the 1-PPS signal represent lack of 1-PPS signal during re-
configuration. Holdover capabilities are disabled. Courtesy of Safran Electronics and
Defense Spain.
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hours in the worst observed case. In contrast, Figure 6.8 shows the typical operation of
the link, where tests were limited to market holidays and weekends to comply with the
established SLA and restored before market hours. The holdover mechanism ensures
that the node equipment is ready to operate autonomously for days before reaching

the 100-microsecond accuracy limit stated in provision P3.
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Figure 6.7: Comparison of five holdover executions of TOWR holdover in different
weekends. The maximum expected error of 1.5 microseconds after 24 hours is high-
lighted in red. Courtesy of Safran Electronics and Defense Spain.
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Figure 6.8: Daily time error reported for the month of December. Every Saturday the
link is automatically disabled to evaluate the performance of the holdover solution. The
limits of the time error established in the SLA (a maximum of 15 seconds error from
initial calibration) are shown as horizontal red bars. Holidays and weekends when the
market is closed are shown in grey. Courtesy of Safran Electronics and Defense Spain.
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6.2.6 Service monitoring

As stated in P4 from section 6.1.1, the MiFID II directive mandates that financial
firms must keep records of their clock synchronization and timestamping processes for
at least five years. This obligation is critical for regulatory authorities to assess eornpli—
ance and perform audits and forensics in the case of any relevant reportable event. The
records should include details on the time sources used, the procedures employed for
synchronization and timestamping, and any configuration changes, software updates,
or any event that may have affected the synchronization process, but also documenta-
tion on the detected discrepancies and corrective actions taken, as well as records of
regular monitoring and testing activities.

Regarding monitoring, entities subject to this regulation must conduct periodic
assessments of the synclironization mechanism to Verify its accuracy, reliability and
traceability to UTC, implement automactd tools to monitor the business clocks and
identify deviations from the required level ofaeeuraey7 and develop contingency plans

to address failures or disruptions promptly.

The pilot presented on this project irnplernents a monitoring system that checks
the health status of the link and the end devices at each side. All the parameters
are polled every 2 seconds, and data is seeurely stored in external servers, available
for record purposes and potential audits. Besides the GNSS steering that is done in
the time servers and also has the function of monitoring with respect to an exter-
nal reference, the time servers themselves are duplicated. In the server side, there is
scientifie—grade instrumentation dedicated to the continuous monitoring of the time

signals compared to a GNSS-calibrated receiver.

Also, the SLA document establishes a series of metrics that can be objectively
determined, such as the availability of the service, the tolerable offset to UTC, and
the correct operation of the contingency mechanisms. The management system of the
time service computes the data from which these metrics are derived, and the results
are stored for future use. Additionally, periodic reports are shared with the customer
regarding the performance and the detected events. Besides these reports, alerts are
issued to the customer as soon as the agreecl service level is eornprornisecl.

The monitoring system and its associated data is kept separate from the timing
network, as depicted in orange in Figure 6.4. This segregation ensures that even in
the event of unexpected disruption or system failure, the timing network remains
unaffected and l(eeps providing service at the customer. Likewise, were the network

disruption originated by a timing node or event, the monitoring system can still send
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alerts and provide crucial information for troubleshooting and forensics purposes.

6.3 Conclusion

This chapter presents the motivation, architecture and results of the operation
of a pilot time service dep]oyed to the Spanish stock markets operator, following the
Taa$ in which the customer outsources the deployment and management of the timing
network and equipment.

We began by examining the driving forces behind the finance industry’s adoption
ofprecise time systems for their operations. Our analysis revealed that the motiva-
tions come from both competitive and regulatory pressures. Importantly, the legal
obligations of traceability and accuracy apply not only to the cutting-edge actors that
benefit from it, but to all industry players in order to ensure transparency and fairness
in the sector.

Addressing the technical challenges faced by operators due to the geographically
extensive nature of finance firms, we identified that commonly deployed solutions
struggle to achieve the required accuracy or can be susceptible to external interference.
To overcome these limitations, our pilot scenario successfully implemented a solution
that combined redundant acomic clocks aligned to UTC via GNSS time transfer with
optical fiber time transfer using WR technology. This approach provides customer
end nodes with highly accurate time Capabilitics dcploycd over a public ISP network.

The customer side was calibrated making use of GNSS techniques to within 10
ns of the observed reference, and WR time transfer transmitted the reference from
the atomic time servers with an accuracy 1000 times more stringent than the lim-
its imposcd by rcgulation. Regarding holdover, the time can be kcpt up to 60 times
more accurate than these same limits after 24 hours of autonomous operation of the
slave side equipment. In summary, the deployed time service solution not on]y meets
current requirements but is well-equipped to handle the demands of the foresecable

future.
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CHAPTER

Conclusion

This concluding chaptcr synthesizes the primary ﬁnclings, discussions, and contri-
butions of the thesis. Initially, a summary of findings is provided, offering a succinct
recapitulation of the outcomes from each chapter. Next, the main contributions sec-
tion evaluates the extent to which the initial objectives have been fulfilled, providing
a clear linkage between the goals set and the outcomes achieved.

Following this, a list of scientific publications related to this work in which the
author has made a contribution is presented, signifying the research’s reach and impact
in the academic community. The chaptcr concludes by idcntifying potcntial future
research directions, highlighting areas where the robustness and applicability of the

WR tcchnology can be furcher cxplorcd.

71  Summary offindings

The journey of this thesis, from the definition of the gcncral concepts of time and
frequency transfer to the broad and tangible applications thereof, as demonstrated by
the redundancy protocol implcmcntation for Smart grid or the pilot of a time service
for the financial industry, has been both a rewarding challenge and an immense learn-
ing experience for me. I would like to start the conclusion chaptcr by acknowlcdging
everybody who has supported me in any way during these last few years, and I would
like to extend my deepest gratitude to the WR team at CERN and the whole commu-
nity of the OHWR, whose pioneering work laid the foundation for my research.

This thesis presents a comprehensive study of the time and frequency transfer
methods over long distance optical fiber links, with a focus on resilience and redun-

dancy features as a vehicle to extend the adoption of WR in applications involving
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critical infrastructure management. The work presented here builds upon a founda-
tion of understanding timing concepts, methodology, and the technical details of the
best-performing time transfer mechanisms over the optical medium. The WR proto-
col is emphasized as the preferred choice for the advancements made in this work, with
a detailed examination of its implementation, performance, and challenges in long-
distance deployments. The state-of-the-art study is complemented by an analysis of
synchronization requirements in key sectors such as technology finance, telecommu-
nications, and the power grid.

The research methodology, hardware platform, tools, and laboratory equipment
were presented in Chapter 3. This sets the stage for the development and validation
of the proposed solutions. The three subsequent chapters build on this foundation
to present a thorough analysis of the research problems and potential approaches to
address them. These three chapters deal with distinctively different areas of the chal-
1enges. Chapter 4 is related to improvements within the WR devices (hardware and
code), while Chapter 5 is related to all the phenomena manifested outside the device,
i.c., the optical signal and network considerations. Finally, Chapter 6 takes the lessons
learned and the mechanisms put in practice under laboratory conditions, and takes

them into operation using commercial equipment fora pilot TaaS deployment.

In Chapter 4, we researched the factors that limited the applicability of holdover
solutions in the standard WRS; for which we conducted a deeper analysis of the phase
syntonization and synchronization of the WR protocol. A new hardware platform,
in which the author had a significant role in its development, was designed at Seven
Solutions to address the hardware limitations of the standard design. Notably, this
new platform, referred to as WRS-LJ, significantly improves the phase noise of the
Grandmaster by 9 times (from 8.4 ps RMS jitter to 0.9 ps RMS), and by almost 7 times
(from 10.0 ps RMS jitter to 1.5 ps RMS) in the first slave. This improvement, among
other benefits, allows for an increased number of 1ayered (or daisy—chained) devices

to be deployed without increasing the noise with respect to the previous design.

The WRS-L] served as the experimental platform for the development of a
holdover solution. The challenge of minimizing the time error was approached us-
ing a quadratic model. While the precision in the estimation of the parameters was
constrained by hardware limitations, the results obtained were still estimated to be
at least 200 times better than the previous holdover capabilities of the WRS as de-
termined in [102]. However, the holdover capabilities of the standard WRS defaulc
oscillator were so limited that they barely factor into the comparison. This level of

performance is so far from the requirements of most applications that it is challenging
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to consider it a viable holdover solution. In stark contrast, the current experimental
setup, under the best configurations found (Abracon AOCJY 10 Mhz, undersampling
and reproducing the same corrections done prior to the launch of holdover mode),
demonstrates a time error of less than 1 ns after 1 minute in holdover mode using a
relatively affordable OCXO. The importance of this improvement is key as it enables
the device to perform a switchover, even from scratch, without a signiﬁcant impact on
the timing signals. This capability is crucial for maintaining the integrity and relia-
bility of time and frequeney transfer systems, partieularly in scenarios where network

disruptions or reconfigurations occur.

In terms of reliability, the implementation of a seamless redundancy protocol for
ring topologies suitable for data and WR timing using standard WRSs demonstrated
the feasibility of a time reference switchover with a sub-nanosecond impact on time
accuracy. This included the implementation of a firmware capable of handling the
redundancy features that ensure the reception of data and timing even in the event
of a single network failure. The results showed that the switchover can be eﬁectively
performed in the worst-case scenario of a ring of six WRS devices without enhanced
holdover capabilities. In the test scenario, the entire ring was able to switch to the
baekup reference in less than one microsecond since a link failure was detected. The
timing impact of the switchover in the ring topology was limited to 170 ps with respect
to its pre-switchover offset for the worst performing WRS in the ring. Remarkably,
this experiment was performed using standard WRS without enhanced holdover ca-

pabilities.

Regarding data transmission, the redundant capabilities of the HSR protocol
guarantee the delivery of data and control messages in the event of a link failure, with
zero data loss. The switching mechanisms of the WRS have been optimized for oper-
ation in ring networks, halving the lateney of switching in these topologies from 2.2
to 1.0 microseconds. The bandwidth results in the redundant scenario prove that the

redundant data delivery can be sustained for bandwidths up to 682 Mb/s.

In Chapter 5, we performed an extensive review of the previous efforts to dis-
seminate WR over long distances, and the latest developments to solve limitations on
reach and asymmetry determination [75], [129]. Since the analyzed implementations
are limited to private networks or laboratory conditions, we embarked on a full-scale
survey of the phenomena that impede transmission in fiber netwokrs, with focus on
attenuation and chromatic dispersion as factors that are present in substantial scale
even in a Well—engineered optieal network. Results show that DWDM equipment is

encouraged even for dark fiber timing networks due to the higher stability of the
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DWDM transceiver lasers. The analysis of this factor was done exclusively by review-
ing the literature due to the lack of specialized equipment, and a 7.7-fold reduction in
the SFP uncertainty budget was found for 80 km links. To complement this study, the
mechanisms and components that are deployecl in optical networks to mitigate unde-
sired effects and successfully transmit and route the optical signals were also analyzed.
The result of this review elucidated the important ofprecise network modelling and
strict network management control in long-distance deployments. For cases when
this is not possible, an estimation of the impact of every possible element of a long
distance testbench was modeled in terms of delay, asymmetry, and the changes in-
duced in these two variables by thermal Variability. From the analyzcd elements of the
testbench, thermal coefficients for the RTT delay range from negligible for discrete
elements such as a DWDM multiplexer, to 46 ps km 'K~ in the case of DCMs based
on DCFs. The contribution of the end nodes is estimated as 14 ps K™, Propitiously,
network equipment is usually located in climate-controlled rooms where the dclay and
asymmetry contributions can be considered static. Following this, our findings also
underscore the possibility ofusing alternate calibration techniqucs to compensate for
the unknown asymmetries in networks beyond the scope of our control with limited

impact on timing performance.

Finally, in Chapter 6, the knowledge and insights collected from the previous
chapters were applied to design, deploy and evaluate a pilot time service for the Span-
ish stock market operator. The pilot scenario succ€ssfully irnplementecl a solution
that disseminated time from redundant time servers to the remote datacenter of the
customer with optical fiber using WR across a shared public network. This system
provides the customer with resiliency features through extensive holdover capabilities
at the time server and at the customer side, and also through rcdundancy in the time
server hardware and dissemination. The service meets the current requirements man-
dated by rcgulation, and is Wcll—cquippcd to handle future demands: during normal
operation the traceability to UTC is guaranteed to a maximum time error of 15 ns. It is
important to note that chis 15 ns limitation is primarily due to the GNSS receiver used
for calibration. By employing a multifrequency GNSS receiver, this limitation could
be overcome, further improving the systcrn’s accuracy. The rcsilicncy mechanisms en-
sure that the system can endure a loss of GNSS reference for weeks while keeping the
time error below the requirements of current regulation. If the customer-side equip-
ment loses the visibility of the time server, data demonstrates that the customer-end
nodes are able to operate autonomously for up to 24 hours before the time error of

the time signal reaches one microsecond.
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It is important to highlight that all the development and mechanisms in this re-
search are built on devices that make use of standard Ethernet network equipment.
This means that the WR protocol can be used over existing telecom networks, main-
taining the mentioned timing performance without needing a separate, dedicated in-
frastructure or the deployment of non-standard industry equipment. This major ad-
vantage of WR provides a cost-effective way to integrate it into current systems. In
addition, the fact that the principles of operation of WR are part of the High Accu-
racy profile of the IEEE 1588-2019 standard is worth noting,. This alignment with a
well-known industry standard does not just attest to the robustness and relevance of
WR but also forecasts a future where numerous vendors will offer interoperable prod-
ucts. A wide vendor support guarantees long-term accessibility, an aspect invaluable
to system dcsigncrs that need to ensure project longcvity.

In conclusion, this thesis makes a significant contribution to the field of dissemi-
nation of highly-accurate time signals over optical links spanning long distances both
in private and public networks. The work presented here has demonstrated the po-
tential for advancements in resilience, redundancy, and performance required for the
extensive use of WR in new use cases in the metropolitan and long—haul scale net-
works. Furthermore, the research has highlited areas for future research to address

limitations and enhance the robustness of WR time transfer systems.

7.2  Main contributions

As we are in the middle of the conclusion chapter of this thesis, it is the perfect oc-
casion to revisit our starting points—the original ohjcctivcs that shapcd this research.
[t is important to see how these align with the contributions that have been achieved.
This is a chance to measure our progress and determine if the expectations we set for

ourselves have been met.

1. We conducted a review of resiliency and redundancy mechanisms regarding
time dissemination, with a partieular focus on critical infrascructure. Our anal-
ysis centered on the implications and specific needs of this industry segment.
We then cxpandcd our analysis to include the speciﬁc conditions and challcngcs
of long-distance WR links. This contribution is closely related to Objectives 1
and 3.

2. The noise response and clock circuitry of the WRS was improved in a new hard-

ware design. Although not directly stated in the objective, the reduction of

185



CHAPTER 7. CONCLUSION

noise and improvement in stability (summarized in section 4.3 is a requirement
for achieving Objective 4. The adaptation of the HDL design for this new hard-
ware to include new experimental oscillators is also an essential prerequisite for
the implementation of any holdover solution (Objective 4). The results of this
item have been published in the OHWR! as an open-source product, both hard-

ware and firmware.

. The main contributors to the degradation of the holdover time error were ana-

zed and modeled. An experimental implementation that estimates the initia

lyzed and modeled. An exp tal impl tation that estimates the initial
fractional frequency offset was developed7 improving its performanee with any
previous open source WR implementation and achieving at least 60 seconds of’
holdover time while maintaining the error below 1 ns. This is one of the goais
of Objective 4. This contribution was done in the framework of the WRITE
project, and, accordingly, the design and code is also available in the open source

community.

In collaboration with other researchers, the implementation of a seamless re-
dundant ring protocoi for both time and data enabled the use Ofcxperimcntai
seamless switchover was achieved. This contribution completes the achieve-

ment of Objectives 3 and 4.

In this same collaboration, we demonstrated the first use of WR in ring topolo—
gies, implementing novel clock roles for a WR network such as Transparent and

Hybrid Clocks. This aiigns with objectivcs 3 and 4.

. The appiicability of the redundant ring solution was demonstrated in a Smart

grid testbench and published in a peer-reviewed scientific journal [1]; satisfying

Objective 5 for the Smart grid case.

. A long distance testbench was deployed in laboratory controlled conditions.

From it, a model of additive delay, time error, and temperature dependence of

its components was derived. This translates directly to Objective 2.

A signiiicant milestone was achieved with the deployment of a real-world use
case in the finance sector, marking the first documented instance of a Taa$S
being depioyed over a public network using WR [15]. This pioneering appiica—
tion served as a verification of the principles and solutions analyzed and imple-

mented in previous chapters. The robustness of the double time server and the

'https://ohwr.org/project/wrs-1j-hw/wikis/home
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resiliency features in the customer site node were thoroughly tested against al-
ternative time sources and validated under real-world conditions. Importantly,
these features were validated without any impact on the customer’s perception
of the time service. This achievement, which directly maps to Objective 5, high-
lights the potential of our work and serves as a precedent for future deployments

of Taa$ over pubiic networks using WR.

When the objectives of this thesis were defined, we proposed a solution to the chal-
lenge of achieving high—accuracy iong distance time dissemination over optical fiber
links, aiming to exceed the performance of traditional satellite methods and network
protocols like PTP or NTP. Our hypothesis was that WR links could be deployed
with built-in fault-tolerance and resiliency, achieving accuracy and precision equiva-
lent or superior to GNSS systems, all while utilizing existing telecommunication fiber
networks. The multiple contributions enumerated in this section have affirmed the

validity of this hypothesis.

7.3 Publications

This section presents a series of publications generated over the course of this
doctoral research. The contributions listed below have undergone peer review and
have been publishcd in intcrnationally rccognizcd, high—impact academic journals and

conferences.

7.3.1 Journal contributions

= . L. Gutiérrez-Rivas, J. Lépez—]iménez, E. Ros and J. Diaz, “White Rabbit HSR:
A Seamless Subnanosecond Redundant Timing System With Low-Latency
Data Capabilities for the Smart Grid” in IEEE Transactions on Industrial Infor-
matics, vol. 14, no. 8, pp. 3486-3494, Aug. 2018, doi: 10.1109/T11.2017.2779240.

= F. Ramos, J. L. Gutic¢rrez-Rivas, ]. Lopez-Jiménez, B. Caracuel and J. Diaz, “Ac-
curate Timing Networks for Dependable Smart Grid Applications,” in IEEE
Transactions on Industrial Informatics, vol. 14, no. 5, pp. 2076-2084, May
2018, doi: 10.1109/T11.2017.2787145.

= F. Girela-Lopez, J. Lopez-Jiménez, M. Jiménez-Lopez, R. Rodriguez, E. Ros and
J. Diaz, “IEEE 1588 High Accuracy Default Profile: Applications and Chal-
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lenges,” in IEEE Access, vol. 8, pp. 45211-45220, 2020, doi: 10.1109/AC-
CESS.2020.2978337.

» ]. Lopez-Jimenez, J. L. Gutierrez-Rivas, E. Marin-Lopez, M. Rodriguez-Alvarez

7.3.2

and J. Diaz, “Time as a Service Based on White Rabbit for Finance Applica-
tions,” in IEEE Communications Magazine, vol. 58, no. 4, pp. 60-66, April
2020, doi: 10.1109/MCOM.001.1900602.

M. Jiménez-Lopez, F. Girela-Lopez, J. Lopez-Jiménez, E. Marin-Lopez, R. Ro-
dr{gucz and J. Diaz, “10 Gigabit White Rabbit: Sub-Nanosecond Timing and
Data Distribution,” in IEEE Access, vol. 8, pp. 92999-93010, 2020, doi:
10.1109/ACCESS.2020.2995179.

In preparation: a forthcoming paper, to be submitted to IEEE Transactions on
Instrumencation and Measurement, will providc and extend a detailed account of
our holdover implementation resules. The specific title and list of authors are

still under consideration at the time ofwriting this thesis.

Conferences

. ] Lépez—]iménez, J. Diaz and M. Rodrl’guez—z‘fslvmrez7 “Impact of network com-

74

ponent temperature variation on long haul White Rabbit links,” 2018 IEEE In-
ternational Symposium on Precision Clock Synchronization for Measurement,
Control, and Communication (ISPCS), Geneva, Switzerland, 2018, pp. 1-6, doi:
10.1109/1SPCS.2018.8543085.

E. F. Dierikx, Y. Xie, A. Savencu, |. Lopez and J. L. G. Rivas, “White Rabbit
Multi-Point Time Distribution Network,” 2021 Joint Conference of the Eu-
ropean Frequency and Time Forum and IEEE International Frequency Con-
trol Symposium (EFTF/IFCS), Gainesville, FL, USA, 2021, pp. 1-4, doi:
10.1109/EFTF/IFCS52194.2021.9604343.

Future work

The findings from this study open several ways for future research and develop-

ment. Probably the most evident path is furcher improving the robustness of WR by

combining the switchover and holdover implementations that have been proposed in

EhiS WOI‘k. Unfortunately, due to €Xt€1‘1’131 COl’lStI'ZliﬁtS, the development ofthe hOldOV@I’

implementation and the redundant network with seamless switchover capabilities
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were done in different points in time, and using different versions of the hardware
platform, therefore extending the estimated time for porting and adapting a solution
implementing the combined features. However, as a developer within Safran Elec-
tronics and Defense, cthe author is in a unique position to push for the integration of
these developed solutions into other commercial products and platforms. The abil-
ity to simultaneously track two WR references while having the improved holdover
capabilities available provides a great starting point for developing a powerful and
versatile failover/switchover mechanism with additional monitoring features.

Also related to holdover, there are improvements that can be done to improve the
behavior of the estimators of the model. First, a more sophisticated holdover mecha-
nism could be dcvcloped if the internal parameters of the OCXO control were visible
to the WR system. If this were not possible, another approach would be to find dif-
ferent hardware components that would allow the development of our own, inhouse
adaptive OCXO algorithm. The topic of early failure detection as a trigger condition
for holdover mode is a field in which further efforts will result in tangible improve-
ments, although this might need additional hardware or communication mechanisms

to achieve a sizable population for majority voting.

In relation to the modeling and extension of the WR link model to more diverse
and experimental scenarios, the use of WR over photonic bandgap fibers may be a
topic worth studying, since these are being considered in certain experimental sce-
narios as a way to achieve lower link latencies. Photonic bandgap (hollow core) fibers
show transmission speed close to the vacuum, but they are not cost effective at the

present moment and their reach is limited due to high attenuation.

Another promising avenue for future research lies in the exploration of alternative
time sources, particularly those based on Low Earth Orbit (LEO) satellites. Compa-
nies like Satelles® or Xona Space Systems3 provide secure time and location services
that could greatly enhance the resiliency of time systems for critical infrastructure.
This could provide arobust and secure alternative or supplement to traditional GNSS-
based time sources, offering potential benefits in terms of signal availability, global
coverage, and resistance to jamming and spooﬁng. Investigating the integration of
these emerging time sources with WR technology could open up new possibilities for
enhancing the reliability and security of time services. This could be particularly valu-

able in critical infrastructure and financial applications where high levels ofresiliency

’https://safran-navigation-timing.com/testing-confirms-resilient-timing-s
uccess/
‘https://www.xonaspace.com/pulsar
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and security are paramount.

Following the same line of more diverse scenarios for the dissemination of time
based on WR, alternate media such as millimeter wave or free—space lasers are topics
that are receiving attention for niche applications. The applicability of WR and the
associated challenges are topics of interest and tangentially related to this work, but
the fundamental differences with the guided optical medium favour a more bottom-

up approach.
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APENDICE

o/
Introduccion

Este primer capitulo tiene el fin de presentar una vision general del contexto en el
que se desarrolla el estudio presentado en esta memoria. Inicialmente en la seccién A1
se introduce brevemente los antecedentes y el contexto en el que se enmarca la tesis,
se proporcionan nociones a alto nivel que facilite comprender tanto las dificulcades
existentes a dia de hoy en el area de trabajo competente como las soluciones/mejoras
propuestas ¢ implementadas. La seccion A.2 recoge formalmente los objetivos cientifi-
cos que se ha propuesto conseguir, y a continuacion en la seccion A3 se complementa
esta introduccion con un resumen de los proyectos nacionales ¢ internacionales en los
que se ha colaborado durante el desarrollo de este trabajo. Por tltimo, se cierra esta
introduccion con una descripcion esquematica del contenido que puede encontrarse

en el resto de capitulos.

A.l Motivacion

La sincronizacion de tiempo precisa se ha convertido en una necesidad de relevan-
cia con areas de aplicacién cada vez mas amplias. Los niveles de precisién y exactitud
que hace unos afios eran requisitos propios de las infraestructuras cientificas mas exi-
gentes del mundo se han ido abriendo paso progresivamente hacia nuevas aplicaciones,
y a dia de hoy la necesidad de conseguir sincronizacion trazable a unos pocos nanose-
gundos se puede encontrar en segmentos de la economia tan diversos como las redes
de telecomunicaciones, los mercados financieros u otras infraestructuras criticas como
las redes eléctricas inteligentes (Smart Grid) [1], [2].

Dentro de esta diversidad en campos de aplicacién, se puede apreciar un punto en

comun en todos ellos: la extension de estos sistemas a lo largo de areas geograficamente
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amplias 0, en su defecto, la necesidad de interoperar con Otros sistemas distantes. A
menudo, los sistemas distribuidos en areas extensas tienen la necesidad de que sus
componentes operen de forma coordinada, para lo cual necesitan tener una nocion de
tiempo comun.

Desde un punto de vista historico, suele decirse que la idea de tiempo "moderna”,
esto es, de que en un area geografica exista una unica referencia maestra de tiempo a
la que se ajustan todos los relojes (en contraposicion al tiempo local solar que existia
anteriormente) es una creacion de la era industrial que surgié COomo respuesta a la ne-
cesidad de que los trenes dentro de una misma red de ferrocarriles compartan una hora
comun. Asi, en la década de 1840 surgi6 en Inglaterra el concepto del Railway Time o
tiempo ferroviario [3].Con el paso del tiempo el uso de la hora solar de cada localidad
cayo en desuso debido a las ventajas que entrana el uso del tiempo estandarizado. En
1884 el tiempo medio de Greenwich o Greenwich Mean Time (GMT) fue elegido co-
mo estandar de tiempo universal en la Conferencia Internacional del Meridiano y se
mantuvo como tal hasta 1972, cuando el estandar de Tiempo Universal Coordinado
(conocido por su pseudoacrénimo UTC) tomo el relevo y el mundo dejo de lado el
perfodo de rotacion de la Tierra como referencia para pasar a usar relojes atomicos.

Del mismo modo que a lo largo de estos dos tltimos siglos la Fisica y la Metrologia
han progresado enormemente con el objetivo de conseguir referencias de tiempo cada
vez mas precisas y estables, el trabajo de multitud de cientificos e ingenieros, incluyen-
do el presente estudio, ha consistido en desarrollar métodos y téenicas para diseminar
el estandar de tiempo de uso comun en cada ¢poca a las aplicaciones que lo requicren,
maximizando las métricas técnicamente posibles de acuerdo con cada periodo historio
y solucion (precision, extension, fiabilidad, etc.).

Volviendo al presente, a lo largo de las iltimas décadas han proliferado las infra-
estructuras de redes de comunicaciones, cuya capacidad en cuanto a ancho de banda,
numero de nodos a los que presta servicio y ubicuidad no ha dejado de crecer hasta
el dia de hoy. Estas redes son una tecnologia instrumental para el desarrollo de cuan-
tiosos sistemas distribuidos inteligentes. De la mano del crecimiento de la cantidad
y complejidad de estos sistemas deriva la magnitud de los datos que atraviesan estas
redes en las que, por disenio y debido a la necesidad de mantener compatibilidad hacia
atras, la importancia que otorgan a la sincronizacion o a la fiabilidad es bastante baja.

De hecho, en las redes Ethernet comtinmente en uso en la actualidad no existe
garantia de que los datos enviados a través de la red llegaran a su destinatario en el
mismo orden en el que se enviaron, ni se garantiza una latencia maxima. Aun mds, ni

siquiera se garantiza la entrega de datos al receptor [4]. Esto es lo que se conoce como
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mecanismo de entrega best ¢ffort o de mejor esfuerzo.

Esto es una aparente contradiccion ya que el funcionamiento normal de los siste-
mas distribuidos implica con frecuencia correlacionar datos de plataformas de senso-
res fisicamente distantes, lanzar la puesta en marcha de un proceso en un intervalo de
tiempo acotado, o simplemente monitorizar de forma precisa el estado global del sis-
tema para poder realizar un analisis forense que recomponga ordenadamente todos los
pasos recogidos. Para llevar a cabo tales tareas resulta imprescindible cumplir con el
requisito de compartir una base de tiempos comun. De lo contrario, los componentes
del sistema no serian capaces de etiquetar eventos temporalmente, ni de determinar el
tiempo que tarda un mensaje en Hegar a su receptor. Sin estas premisas, es imposible
garantizar la causalidad de los eventos que ocurren en el sistema.

Por lo tanto, los arquitectos de este tipo de sistemas deben incluir una solucion
especifica para mantener la sincronizacion a lo largo de la red. Los dos métodos mas
comunes en la actualidad para mantener la sincronizacion de los equipos son las téc-
nicas basadas en sistemas g]obales de navegacién por satélite (GNSS, de Global Na-
vigation Satellite Systems) o las técnicas basadas en el intercambio de paquetes en las

previamente citadas redes best CﬁfOTE.

La primera de estas tccnologl’as es, en s misma, un sistema distribuido: los siste-
mas globales de navegacion por satélite como GPS (del inglés Global Positioning System
o sistema de posicionamiento global) o GLONASS (de la transliteracion del ruso de
Global'naya Navigatsionnaya Sputnikovaya Sistema o sistema global de navegacion por
sacélite). Estos sistemas son cmpleados para distribuir no solamente la localizacion
del usuario final, sino tambi¢n el tiempo. Esta fuente de tiempo ofrece importantes
ventajas: su cobertura es g]obal, el grado de precisién es relativamente alto para la
inversion requerida y el mantenimiento de la fuente y su trazabilidad estan garanti-
zados por fuertes instituciones publicas. Sin embargo, las sefiales de GNSS, que son
recibidas por el usuario final como una débil senial de radio que fue transmitida des-
de una constelacion de satélites a varias decenas de miles de kilometros de distancia,
son vulnerables a toda una serie de posibles problemas o ataques deliberados. La serial
es susceptible a turbulencias atmosféricas, debe ser obtenida a través de una antena
ubicada en el exterior, y es vulnerable a interferencias o ataques de suplantacion.[5]

De este punto débil del tiempo distribuido por GNSS, unido a la criticalidad de
muchas de las infraestructuras que confian en ¢l para su funcionamiento, surge la ne-
cesidad de los gestores de estos sistemas de provisionarse o complementar sus fuentes
de riempo con otros distribuidos a través de otros medios, y/o de proveerse de equipos

que sean tolerantes a fallos y puedan gestionar varias fuentes simultaneamente.
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De entre las fuentes y métodos de distribucion alternativos a GNSS destacan aque-
llos que transmiten la informacion a través de las redes de comunicaciones. Dentro
de esta familia existe una variedad de téenicas y protocolos que, dependiendo de su
complejidad y de los requisitos para su implementacion, son capaces de dar un nivel
de exactitud y precision variable. El rango de error que puede conseguirse con estos
protocolos puede variar desde unos pocos milisegundos de error (como consiguen las
implementaciones de software que existen en muchos dispositivos electronicos de con-
sumo) hasta las pocas decenas de picosegundos que pueden conseguirse con otros pro-
tocolos de intercambio de paquetes asistidas con hardware especifico. White Rabbit,
una extension de PTPv2[6] que nacio para cubrir la necesidad de una infraestructura
cientifica de primer nivel (el Centro Europeo de Investigacion Nuclear o CERN), es

un Cjcmplo de estos ultimos [7].

Sin embargo, existen dificultades para conseguir el mismo nivel de prccisién cuan-
do el tiempo se ha de distribuir a largas distancias por dos motivos fundamentales: por
un lado, la naturaleza del medio de transmision hace que no se puedan alcanzar gran-
des distancias usando el mismo modelo de enlace que en unared a escala local dado que
lo imposibilitan fendmenos fisicos como la atenuacion y la dispersién de la senal. Por
otro lado, al emplear otras técnicas y otros dispositivos para habilitar la transmision de
la sefial hasta distancias mas 1ejanas, se introducen nuevos elementos en el modelo del
enlace que deben ser tenidos en cuenta. Existe una dificultad anadida a las anteriores
si la transmision se efectua a través de una red de transporte gestionada por tercero
(i.e. un proveedor de servicio o ISP) que puede alterar la red en cualquier momento.
Si bien estas modificaciones suelen ser transparentes en cuanto al servicio de datos,
que no se ve afectado, el impacto para un sistema de distribucion de tiempo puede
suponer la introduccion de fallos en las sefiales de sincronizacion y/o la interrupcion

del servicio durante un intervalo de tiempo.

Con respecto a la robustez del sistema de sincronizacion, cabe considerar que un
posible fallo en el sistema de distribucion de tiempo de las infraestructuras y los casos
de uso antes mencionados pucdcn dar 1ugar a mal funcionamiento o paradas complctas
de los sistemas y, en dltima instancia, a grandes perdidas econdmicas y responsabili-
dades legales. Para mitigar este riesgo existen diversas aproximaciones que aumentan
la resiliencia del sistema frente a fallos. Frente a la posibilidad de que una tnica fuente
de tiempo se vea comprometida Y se convierta en un punto tnico de fallo, se sugiere
la implementacion de téenicas de redundancia que permitan conmutar entre distintas
fuentes de tiempo (switchover y failover). Por otro lado, en caso de fallo repentino del

dispositivo o el sistema que se emplea como referencia de tiempo, se pueden imple-
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mentar técnicas con hardware especifico que garanticen que el error del oscilador local
de un equipo no exceda de un determinado umbral (holdover). Esto es necesario para
mantener la integridad la senal de tiempo durante el intervalo de conmutacién a una
fuente alternativa o, en caso de que no exista, para prolongar el estado de funciona-
miento de forma autonoma, sin recibir correcciones de tiempo del exterior, durante
el mayor tiempo posible hasta que el fallo se haya solventado.

Un sistema de tiempo que tenga en cuenta todos los conceptos y las dificultades
que se han descrito como parte de esta seccion de vision general se puede prestar como
un servicio. Las compaﬁl’as que lo requieren tienen necesidad de un sistema de sincro-
nizacion comp]ejo pero no posean la infraestructura o la experiencia necesarias para
garantizar una senal que cump]a con todos los requisitos de precisic’m7 exactitud, tra-
zabilidad y alta disponibilidad. Este tipo de soluciones se conocen como tiempo como
un servicio o Time as a Service (“TaaS”, por sus siglas en ingles). Bajo este concepro, el
tiempo es un producto suministrado por un tercero que se encarga de poner los medios
para demostrar la integridad de la sefial de tiempo en todo momento. Las soluciones
Taa$ son frecuentes en el campo de los servicios financieros. Dentro del marco de este
trabajo, se tuvo la oportunidad de colaborar en el despliegue y mantenimiento de un
proyecto piloto de un sistema de distribucion de tiempo como un servicio “TaaS” ba-
sado en la generacion de tiempo en un punto geograficamente distante al del cliente
final, la discribucion de una referencia de tiempo a través de la red pﬁblica de un ISP
manteniendo la trazabilidad a UTC, y mecanismos de redundancia y resiliencia tanto
en la fuente como en los nodos finales.

Para concluir esta introduccion, cabe destacar que la naturaleza de este trabajo
se centra en la extension de la tecnologia White Rabbit sobre redes de datos publi-
cas, una tarea desafiante dada la variabilidad y la falta de control inherente a estas
infraestructuras. A diferencia de otros trabajos presentes en la literatura, que se basan
en tener un control completo de la red, este estudio se adentra en la complejidad de
trabajar con redes publicas y como éstas pueden ser utilizadas para proporcionar sin-
cronizacion de tiempo de alta precisién y robusta. A través de este enfoque, buscamos
proporcionar una contribucion unica y valiosa a este campo de estudio que se define

en los objetivos descritos en la siguiente seccion.

A2 Objetivos

Esta tesis aborda el desafio de la diseminacion de riempo a larga distancia con alta

precision a través de enlaces de fibra Optica, un servicio que tradicionalmente depen-
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de de métodos satelitales o protocolos de red como PTP o Network Time Protocol
(NTP), que no pueden alcanzar el mismo nivel de rendimiento. Nuestra hipdtesis se
resume en que las implementaciones de enlaces WR pueden desplegarse utilizando
infraestructura de redes de fibra de telecomunicaciones existentes, implementando
mecanismos de tolerancia a fallos e incorporando caracteristicas de resiliencia tanto
en el nodo como en la red, logrando una precision y exactitud igual o superior a la de
los sistemas GNSS actuales. Este enfoque ofrece una solucion rentable que no depende
de la implcmentacién de infraestructura de red dedicada, es rﬁpido de dcsplcgar y al-
canza el alto nivel de capilaridad que las redes de fibra de telecomunicaciones pueden
proporcionar, asi como cumplc con los exigentes requisitos de mtﬂtiplcs industrias de
infraestructura critica como Smart grid o las financieras tecnoldgicas (fincech).

Nuestro objetivo es desarrollar métodos para desplegar enlaces WR de alta pre-
cision a traves de redes de acceso publico, tratados como trafico regular, mientras se
mantiene la integridad de la senal 6pticaA Dada la naturaleza dinamica de las redes
publicas, las caracteristicas mejoradas de resiliencia y redundancia son necesarias para
que los equipos WR resistan condiciones cambiantes y mantengan la integridad de la
senal y la disponibilidad del servicio. Las lineas de trabajo seguidas para alcanzar estos
objetivos estan representadas grz’tﬁcamente en la Figura 1.1.

Los objetivos cientificos se especifican en la siguiente lista, que reproduce los mis-
mos puntos que se definieron en el correspondiente Plan de Investigacion cuando se

. . e/
1M1C10 este pI”OyCCEOZ

1. Estudio de los elementos 6pticos utilizados en redes de larga distancia, asi co-
mo de los problemas de distribucion de la sefial de sincronizacion en el medio
6ptic0. Esto incluira la investigacién de los efectos de atenuacion, dispersivos
y cualesquiera otros que puedan afectar a la sincronizacion de tiempo en redes

Ethernet opticas.

2. Desarrollo de modelos de componentes y de red que permitan el despliegue del
servicio de sincronizacion en redes de fibra optica de larga distancia. Este mo-
delo pcrmitiré integrar informacion de componentes y equipos proporcionados

u obtenidos en laboratorio para determinar su efecto en el sistema final.

3. Analisis de las topologl’as de red y evaluacion de mecanismos de fiabilidad en
caso de fallo parcial o total de la red. Este analisis se realizara para distintas
aplicaciones, con especial ¢énfasis en las telecomunicaciones y las infraestructu-

ras criticas, y se disefiaran estrategias de mitigacion de riesgos.
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Figura A.1: Resumen grafico del contenido de este trabajo.

4. Disefio ¢ implementacion de mecanismos de seleccion de topologias y funcio-
nalidades de switchover/holdover para redes de larga distancia. Este objetivo
incluye el desarrollo de software y descripcion de hardware HDL para matri-
ces de puertas logicas programables en campo (FPGAs) de modo que se dote a los

sistemas WR de estas funcionalidades aplicables a redes de larga distancia.

5. Aplicacion y casos de uso. Validacion experimental de las soluciones desarro-
lladas y verificacion empirica con otros métodos de distribucion de tiempo y
frecuencia. Esto incluira la definicion de métricas de éxito, la realizacion de
pruebas de campo y la recopilacion y andlisis de datos para demostrar la efica-

cia de las soluciones propuestas.

A.3 Marco de trabajo

Este trabajo de investigacién se ha llevado a cabo en el marco de varios proyec-

tos de investigacion de ambito nacional y europeo. En este apartado se proporciona
una breve descripcion de estos proyectos CLONETS, AMIGA, TOWR y WRITE.

Ademas, esta tesis se ha financiado parcialmente por el Ministerio de Ciencia ¢ In-

199



APENDICE A. INTRODUCCION

novacion del Gobierno de Espania (MICIN) como parte del programa de Ayudas para
contratos para la formacion de investigadores en empresas (Doctorados Industriales)
en su convocatoria 2017 dentro de la compaiiia Safran Electronics and Defense Spain

(entonces conocida como Seven Solutions).

A3.1 CLONETSy CLONETS-DS

El proyecto CLONETS (CLOck NETwork Services, con ID 731107 de la convo-
catoria H2020-INFRAINNOV-2016-2017 de la Comision Europea) tiene por objeto
preparar la transferencia de la nueva generacion de tecnologia a la industria y reforzar
la coordinacion entre las infraestructuras de invcstigacién y las redes de telecomuni-
caciones de investigacion y educacion, con el fin de preparar el despliegue de una red
sostenible Y paneuropea que provea de servicios de tiempo de alto rendimiento a las
infraestructuras cientificas europeas [8].En este proyecto participa un consorcio for-
mado entre institutos mctrolégicos europeos, instituciones académicas, y actores de
la industria involucrados en la tematica. Esta red se disefiara para que sea compatible
con la distribucion de tiempo y frecuencia a una multitud de agentes que necesitan
servicios de menor rendimiento que la propia de las infraestructuras metrologicas, res-
pondiendo a las necesidades creadas por desarrollos como la computacion en la nube,
el internet de las cosas y la industria 4.0.

El proyecto CLONETS tiene una serie de objetivos de alto nivel mediante los
cuales se obtiene informacion de las infraestructuras de investigacion nacionales y sus
necesidades de tecnologias de tiempo y frecuencia y se analizan posibles aplicaciones
de una red de distribucion de tiempo y frecuencia para otras areas de la industria,
enfocado en la distribucion a través de redes de fibra optica. También tiene como ob-
jetivo definir hojas de ruta y estrategias que conduzcan a la definicién y construccion
de la red paneuropea de distribucion de tiempo y frecuencia.

Existe una continuacion de este proyecto, llamado CLONETS-DS (con ID 951886
de la convocatoria H2020-INFRADEV-2018-2020 de la Comision Europea [9]), enfo-
cado en la elaboracion de un estudio de diseno que recoja las necesidades de la comu-

nidad cientifica y defina la arquitectura de la red.

A32 TOWR

TOWR es un proyecto industrial cofinanciado por el programa NAVISP (Navi-
gation Innovation and Support Programme) de la Agencia Espacial Europea con las

compafiias GMV Acrospace & Defence y Seven Solutions [10] ¢ identificado con el
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cédigo de actividad NAVISP-EI2-033. El objetivo del proyecto es el desarrollo de un
servicio de distribucién de tiempo mediante fibra dptica en el Area Metropolitana
de Madrid. Esto se consigue mediante la generacion de una base de tiempos propia
a partir de osciladores muy estables, transferencia de tiempo GNSS para alinear los
osciladores de referencia, y el uso de tecnolog{a WR para distribuir la referencia de
tiempo hasta el cliente final a través de una red de comunicaciones pﬁblica. El proyec-
to pone el foco en los mecanismos de resiliencia y en la trazabilidad de la sefal para
cumplir los requisitos de sectores como el financiero. El despliegue piloto del proyecto
se llevd a término con el operador espafiol de los mercados de valores, BME.
Revisando la seccion A.2 puede verse que los objetivos de este proyecto se encuen-
tran alineados en gran medida con los de esta tesis. Muchos de los resultados obtenidos
se pudieron llevar a la practica en el despliegue piloto y se describiran en detalle en el

Cap{tulo 6.

A33 AMIGA
AMIGAG6

AMIGAG es un proyecto AMIGA (Analisis del Medio Interestelar de las Gala-
xias Aisladas) del Ministerio de Ciencia e Innovacion con ID AYA2015-65973-C3-1-R
liderado por el Instituto Andaluz de Astrofisica [11].

AMIGAG se basa en los resultados de proyectos anteriores de AMIGA y forma par-
te del trabajo preparatorio que esta realizando AMIGA para la explotacion cientifica
del radiotelescopio SKA [12]. Los ciclos de vida HI (nubes de hidrogeno acomico neu-
tro), tanto en galaxias aisladas como en grupos densos, siguen siendo poco conocidos
ya que sus columnas de baja densidad solo son alcanzables por SKA. Los principa]cs
objetivos de AMIGAG son: refinar los modelos de acrecion de gas frio utilizando gala-
xias aisladas, y analizar el papcl de la eliminacién de mareas HI en la SF (formacion de
estrellas) suprimida en los grupos compactos de Hickson. Como preparacion para el
reto que supondra la explotacion de los datos de SKA; AMIGA6 complementa la cien-
cia fundamental con la investigacion aplicada en 3 paquetes de trabajo, contribuyendo
ast a los consorcios de Big-Data SKA. AMIGAG esta liderado por la coordinadora de la
participacion espanola en el SKA, y retine a todos los grupos espafioles involucrados en
el ﬂujo de datos del SKA: Signal and Data Transport (SaDT), Central Signa] Processor
(CSP), y Science Data Processor (SDP). La relacion con esta tesis se enmarca dentro
del grupo de Transporte de Datos y Senales. En colaboracion con la Universidad de

Granada, se trabajo en una evaluacion de las tecnologias de transferencia de tiempo y
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las dificulcades propias dela arquitectura de red del proyecto de radiotelescopio SKA.

AMIGA7

El subproyecto de AMIGA7 Procesado de Datos en Hardware (ID RTI12018-
096228-B-C32 del Ministerio de Ciencia e Innovacion) [13] investiga técnicas de op-
timizacién y sintesis de circuitos que implementan en hardware reconﬁgurable tanto
algoritmos de procesado de sefial del CSP como algoritmos cientificos del SDP y los
Centros Regionales del radio interferémetro de SKA (Square Kilometre Array). AMI-
GA7 abarca un periodo clave para SKA, tras el final de los disenios de los consorcios y
el éxito de sus Critical Design Reviews, hasta el inicio de la construccion.

Los dispositivos reconﬁgurables estan firmemente asentados en la arquitectura de
los modulos del CSP de SKA, donde se utilizan profusamente. Los circuitos DSP sue-
len permitir el uso de formatos de coma fija que presentan mayores prestaciones y
menor coste y consumo que sus equivalentes en coma flotante. El proyecto plantea la
aplicacién de téenicas de andlisis de la sensibilidad de las senales segdn sus dependen—
cias para optimizar métodos automaticos. La aplicacion de estos métodos permitira
nuevos niveles de optimizacion de los mdédulos de CSP en su evolucion de cara a la
construccion de SKA.

Por otra parte, el posible uso de aceleradores de alta eficiencia energética basados
en FPGAs para el calculo cientifico en los Centros Regionales de SKA resulta de gran
interés para reducir su alto coste energético. En este contexto, el proyecto continta
el desarrollo del entorno Witelo para la sintesis y generacién automatica de VHDL
(Lenguaje de Descripcion de Hardware VHSIC o VHSIC Hardware Description Langua-
ge) para implementaciones de altas prestaciones en FPGA y soslayar ast las limitacio-
nes de las herramientas existentes. El objetivo es completar el entorno para permitir el
procesado iterativo en ’stream’ de mallas de datos no estructurados, optimizando los
accesos a las memorias externas e implementando operaciones locales de reduccion.

En un segundo frente, el proyecto evalta la viabilidad y la eficiencia de disefios en
FPGA de algoritmos cientificos de SKA. En concreto, el objetivo prioritario son los
algoritmos de inteligencia artificial usados en el analisis de las imagenes obtenidas con

SKA dado su posible alto nivel de paralelismo.

A34 WRITE

WRITE (White Rabbit for Industrial Timing Enhancement) es un proyecto de

metrologia europeo dentro de la iniciativa EMPIR (European Metrology Programme
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for Innovation and Research) del que fueron participes los institutos metrologicos de
seis estados curopeos (Italia, Reino Unido, Francia, Suecia, Paises Bajos y Finlandia)
junto con compaiias involucradas en el desarrollo de tecnologias de distribucion de
tiempo [14].

El objetivo general del proyecto es demostrar todos los pasos metrologicos nece-
sarios para la adopcion industrial de WR, incluyendo la mejora de los dispositivos y
el estudio de una implcmcntacién efectiva en infraestructuras informaticas industria-
les ordinarias sin degradacion del rendimiento de la técnica en comparacion con los
resultados obtenidos en laboratorios de invcstigacién controlados o utilizando infra-
estructuras de fibra dedicadas.

Existen dos objetivos especificos del proyecto WRITE que se relacionan de una
manera especialmente cercana con este trabajo. El primero de ellos consiste en el de-
sarrollo de técnicas validadas de transferencia de tiempo redundante y resiliente a los
usuarios finales de la industria mediante multiples enlaces de tiempo desde la fuente
hasta el usuario, y proporcionando fuentes de reloj alternativas; el segundo, el desa-
rrollo de nuevos dispositivos WR con rendimiento mejorado y que interactiien mejor

con los protocolos y normas industriales existentes.

A.3.5 Doctorado Industrial

Este proyecto de tesis se ha elaborado en el marco del Programa de Ayudas para
la formacion de doctores en empresas, conocido popularmente como Doctorado In-
dustrial, y cofinanciado entre el Ministerio de Ciencia y chnologl’a del Gobierno de
Espania (en el inicio de la convocatoria en cuestion, el Ministerio de Economia, Indus-
triay Competitividad) y la empresa Safran Electronics and Defense Spain (en el inicio
de la convocatoria, Seven Solutions).

El plan de investigacion presentado a la Universidad de Granada y que contiene los
objetivos descritos en la seccion A.2 fue empleado como base para el desarrollo de una
memoria cientifico-técnica escrita en colaboracion con la compafn’a Seven Solutions
y evaluada por expertos independientes de la Agencia Estatal de Investigacion.

Este programa, cuyo acceso se encuentra controlado por una rigurosa evaluacion
de las propuestas por parte de la Agencia Estatal de Invcstigacién, permite al par-
ticipante desarrollar un conjunto de capacidades y competencias singulares fruco de
la combinacién entre la investigacién y el mundo académico con la experiencia y el
enfoque practico propios del mundo industrial. Esta memoria trata de poner en va-
lor ambos aspectos para demostrar tanto las competencias académicas desarrolladas

como las implicaciones practicas de la investigacion.

203



APENDICE A. INTRODUCCION

Cabe destacar que este doble enfoque, académico y prﬁctico, abre la oportunidad
de participar en iniciativas de investigacion en el marco europeo, como los proyectos
anteriormente mencionados, desde una perspectiva tinica en la que el investigador esta
involucrado doblemente, tanto en el desarrollo desde un punto de vista teorico, como
en el mas cercano a la industria y a la gestion de proyectos.

Asimismo, este tipo de proyectos exigen que los resultados de la investigacion
asociada no solo sean difundidos en la presente memoria de tesis doctoral o en publi-
caciones de revistas cientificas, sino que estos resultados deben tener una componente
industrial que permita su explotacion mediante el desarrollo de productos y servi-
cios. En este contexto, el investigador se encuentra no solo al frente del trabajo de
investigacion propio, sino también integrado en un equipo de desarrollo de productos
actualmente disponiblcs en el mercado.

El programa del proyecto de Doctorado Industrial fue elaborado teniendo presen-
te que la correspondencia con los plazos del programa de doctorado de la Universidad
de Granada debia mantenerse en la medida de lo posible. Asi, se elabord una planifica-
cion tcmporal del proyecto de invcstigacién a realizar, descrito como lineas de trabajo
que culminan en hitos justificables con documentos entregables asociados. Este es-
quema se mantiene alineado con el Plan de Invcstigacién prcscntado a la Escuela de

Posgrado de la Universidad de Granada.

A.4 Estructura de los capl'tulos

Una vez prcscntada una vision gcnera] del campo de aplicacién y la motivacion
para este trabajo, la organizacion de este documento se reanuda con la escructura que

se detalla a continuacion:

» Enel Capftu]o 2 se presenta al lector el estado de la técnica. Esta conformado
por una revision de la literatura enfocada al trabajo preexistente y a un analisis
de las tecnologias de las que se pretende hacer uso en los desarrollos descritos

en los capitulos posteriores.

» El Capitulo 3 tiene el fin de presentar el entorno de trabajo: la metodologia em-
pleada, las plataformas que sirven como punto de partida y el universo de he-

rramientas cmpleadas.

» El Capitulo 4 presenta las técnicas y métodos desarrollados para incrementar la
fiabilidad de un nodo7 enfocado en extender su Capacidad de mantener la sin-

cronizacion en los intervalos de tiempo en que se ha perdido la visibilidad de la
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referencia yen C] desarro]lo dC tOpOlOgl/HS redundantes que permiten conmuta-

cion sin tiempo de reconfiguracion.

El Capitulo 5 esta enfocado en el analisis de las especificidades introducidas por

el medio optico propias de las transmisiones a larga distancia, y de los proble-
. . - . ! .

mas que puede introducir en la sefial de tiempo las técnicas empleadas por los

proveedores de servicio de la red de datos.

El Capitulo 6 describe el despiegue piloto de un servicio de tiempo Taa$ en cuyo
desarrollo Yy mantenimiento se participé, poniendo en valor en el mundo real
los conceptos desarrollados en los capitulos anteriores. El trabajo presentado en
este capitulo fue originalmente publicado en [15]. Aqui se presenta con mayor

detalle y en el contexto mas amplio de esta tesis doctoral.

El Cap{tulo 7 recoge las principalcs contribuciones de este trabajo y senala al-

gunas posibles lineas de trabajo futuras.
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Conclusiones

Este capitulo final sintetiza las principales contribuciones, estudios y aportaciones
de la tesis. En primer lugar, se ofrece un resumen de las aportaciones, que recapitula
brevemente los resultados de cada capitulo. A continuacion, la seccion de contribu-
ciones principales evalta la medida en que se han cumplido los objetivos iniciales,
estableciendo un vinculo directo entre las metas ﬁjadas y los resultados obtenidos.

A continuacion, se presenta una lista de publicacioncs cientificas relacionadas con
este trabajo en las que el autor ha contribuido, como representacion del alcance y
la rcpcrcusién de las tareas de invcstigacién en la comunidad académica. El capl'tulo
concluye identificando posibles direcciones futuras de investigacion, destacando areas

en las que se pucdc seguir Cxplorando la solidez y ap]icabilidad de la tccnologl’a WR.

B.1 Resumen de los resultados

El recorrido de esta tesis, desde la definicion de los conceptos gcncralcs de trans-
ferencia de tiempo y frecuencia hasta sus amplias y tangibles potenciales aplicacio-
nes, como se demuestra en la implementacion del protocolo de redundancia para la
red eléctrica inteligente o la prueba piloto de un servicio de tiempo para la indus-
tria financiera, ha sido tanto un desafio gratiﬁcante COmMo una inmensa experiencia de
aprendizaje para mi. Me gustaria comenzar el capitulo de conclusiones agradeciendo
a todos los que me han apoyado de alguna manera durante estos tltimos afios, y qui-
siera extender mi mds profundo agradecimiento al equipo WR del CERN y a toda la
comunidad de OHWR, cuyo innovador trabajo sentd las bases para mi investigacién.

Esta tesis presenta un estudio integral de los métodos de transferencia de tiem-

po vy frecuencia a través de enlaces de fibra optica de larga distancia, con un enfoque
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en caracteristicas de resiliencia y redundancia como un medio para extender la adop—
cién de WR en aplicaciones que involucran la gestién de infraestructuras criticas. El
trabajo presentado aqui se sustenta sobre una base de definiciones de conceptos de
sincronizacion, metodologia y detalles técnicos de los mecanismos de transferencia de
tiempo de mejor rendimiento a través del medio ptico. El protocolo WR se enfatiza
como la eleccion preferida para los avances realizados en este trabajo, con un examen
detallado de su implementacion, rendimiento y desafios en despliegues de larga dis-
tancia. El estudio del estado del arte se complementa con un analisis de los requisitos
de sincronizacion en sectores clave como finanzas tecnoldgicas, telecomunicaciones y
Smart grid.

La metodolog{a de investigacién, la plataforma de hardware, las herramientas uti-
lizadas y la instrumentacion de laboratorio se presentaron en el Capitulo 3. Este apar-
tado sirve como cimientos para el desarrollo y validacion de las soluciones propuestas.
Los tres capitulos siguientes se apoyan en dichos cimientos para presentar un anali-
sis exhaustivo de los problemas que se abordan en esta investigacion y los enfoques
potenciales para solucionarlos. Estos tres capitulos tratan areas muy diferenciadas de
los sistemas de transferencia de tiempo. El Capitulo 4 esta relacionado con mejoras
dentro de los dispositivos WR (hardware y codigo), mientras que el Capitulo 5 esta
relacionado con todos los fendmenos que se manifestados fuera del dispositivo, es de-
cir, la senal éptica y las consideraciones de red. Finalmente, el Capl’tulo 6 toma las
contribuciones de los capitulos anteriores y los mecanismos puestos en practica en el
laboratorio, y los lleva a un piloto en un entorno real utilizando equipos comerciales
para una implementacion piloto de TaaS.

En el Capitulo 4, investigamos los factores que limitaban la aplicabilidad de so-
luciones de holdover en el WRS estandar, para lo cual llevamos a cabo un andlisis mas
profundo de la sintonizacion y sincronizacion de fase del protocolo WR. Se disefid una
nueva plataforma de hardware en Seven Solutions, en cuyo desarrollo el autor tuvo un
papel Signiﬁcativo, para abordar las limitaciones de hardware del disefo estandar. No-
tablemente, esta nueva plataforma, denominada WRS-L], mejora significativamente
el ruido de fase del Grandmaster en 9 veces (de 8.4 ps RMS jitter a 0.9 ps RMS), y
casi 7 veces (de 10.0 ps RMS jitter a 1.5 ps RMS) en el primer esclavo. Esta mejora,
entre otros beneficios, permite conectar un mayor nimero de dispositivos en cadena

sin aumentar el ruido con respecto al disefio anterior.

El WRS-L] sirvio como plataforma experimental para el desarrollo de una solu-
cidon de holdover. El desafio de minimizar el error de riempo se abordé utilizando un

modelo cuadratico. Aunque la precision en la estimacion de los pardametros estaba li-
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mitada por ciertos componentes de hardware, los resultados obtenidos se estimaron
al menos 200 veces mejores que las capacidades de holdover anteriores del WRS, co-
mo se determind en [102]. Sin embargo, las Capacidades de reserva del oscilador WRS
estandar predeterminado eran tan limitadas que apenas pueden ser comparadas. El
rendimiento de holdover del oscilador del WRS estandar esta tan lejos de los requi-
sitos de la mayorl’a de las aplicaciones que es dificil considerarlo como una solucidon
de holdover viable. En contraste, la configuracion experimental de este trabajo, ba-
jo las mejores configuraciones encontradas (Abracon AOC]JY 10 MHz, submuestreo
y reproduciendo las mismas correcciones realizadas antes del lanzamiento del modo
holdover), muestra un error de tiempo de menos de 1 ns después de 1 minuto en modo
de reserva usando un OCXO relativamente asequible. La importancia de esta mejo-
ra es clave, ya que permite al dispositivo realizar un cambio de referencia de tiempo,
incluso desde cero, sin un impacto significativo en las sefiales de tiempo. Esta capaci-
dad es crucial para mantener la intcgridad y fiabilidad de los sistemas de transferencia
de tiempo y frecuencia, especialmeme en escenarios donde ocurren interrupciones o

rcconﬁguracioncs dinamicas de la red.

En términos de fiabilidad, la implementacién de un protoco]o de redundancia con
cero tiempo de recuperacion para topologias en anillo adecuado para datos y sincro-
nizacion WR usando WRSs estandar demostrd la viabilidad del proceso de cambio de
referencia de tiempo con un impacto de menos de un nanosegundo en la precision de
las sefiales de tiempo. Esto se consiguio la implementacion de un firmware capaz de
mancjar las caracteristicas de redundancia que aseguran la recepcion de datos y tem-
porizacion incluso en caso de un tnico fallo en la red. Los resultados mostraron que
el cambio se puede realizar efectivamente en el escenario de peor caso de un anillo
de seis dispositivos WRS sin capacidades de holdover mejoradas. En el escenario de
prueba, todo el anillo pudo cambiar a la referencia de respaldo en menos de un mi-
crosegundo desde que se detectd un fallo en el enlace. El impacto en la sincronizacion
de este cambio en la topologia de anillo fue limitado a 170 ps con respecto a su estado
previo para el WRS que tuvo el peor comportamiento de todo el anillo. Es destacable
que este experimento se realizé utilizando WRS estandar sin Capacidadcs de holdover
mejoradas.

En cuanto a la transmision de datos, las capacidades de redundancia del protocolo
HSR garantizan la entrega de datos y mensajes de control en caso de un fallo en el
enlace, garantizando cero perdida de datos. Los mecanismos de cambio de WRS se han
optimizado para operar en redes de anillo, reduciendo la latencia de cambio en estas

topologias de 2.2 a 1.0 microsegundos. Los resultados de ancho de banda en el escenario
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redundante demuestran que 13 entrega de datos redundantes N pquC mantener para

anchos de banda de hasta 682 Mb/s.

En el Capl’tulo 5, realizamos una extensa revision de los esfuerzos previos para
transmitir WR a largas distancias, y los ultimos desarrollos para resolver limitaciones
en alcance y determinacion de asimetria [75], [129]. Dado que las implemcntaciones
analizadas estan limitadas a redes privadas o condiciones de laboratorio, nos embarca-
mos en un estudio a gran escala de los fendmenos que impidcn la transmision en redes
de fibra, con enfoque en la atenuacion y dispersion cromatica como factores que estan
presentes incluso en una red dptica correctamente diseniada. Los resultados muestran
que el uso de equipos DWDM es recomendado incluso para redes de temporizacion
de fibra oscura debido a la mayor estabilidad de los laseres transceptores DWDM. El
analisis de este factor se hizo exclusivamente revisando la literatura debido a la falta
de equipos especializados, y se encontrd una reduccion de 7.7 veces en el presupuesto

de incertidumbre SFP para enlaces de 80 km.

Para Complcmcntar este estudio, también se analizaron los mecanismos y compo-
nentes que se despliegan en redes Opticas para mitigar efectos no deseados y transmitir
y enrutar con éxito las seniales épticas. El resultado de esta revision arrojé luz sobre la
importancia de un modelado preciso de la red y un estricto control de gestion de la
red en implcmcntaciones de larga distancia. Para casos en los que esto no es posiblc, se
estimo el impacto de cada posible elemento de un banco de pruebas de larga distancia
en términos de retardo, asimetria, y los cambios inducidos en estas dos variables por la
variabilidad térmica. De los elementos analizados del banco de pruebas, los coeficien-
tes térmicos para el RTT varian desde despreciables para elementos discretos como un
multiplexor DWDM, hasta 46 ps km 'K~ en el caso de DCM basados en DCF. La
contribucién de los nodos finales se estima en 14 ps K—1. Aforcunadamente, el equi-
po de red generalmente se encuentra en salas con control de temperatura donde las
contribuciones de retardo y asimetria se pueden considerar estdticas. Gracias a esto,
nuestros hallazgos también subrayan la posibilidad de utilizar técenicas de calibracion
alternativas para compensar las asimetrias desconocidas en redes mas alla del alcance

de nuestro control con un impacto limitado en el rendimiento de la temporizacion.

Finalmente, en el Capftu]o 6, el conocimiento y las contribuciones rccopiladas de
los capitulos anteriores se aplicaron para disefiar, implementar y evaluar un servicio
pi]oto de tiempo para el operador del mercado de valores espaﬁol BME. El escenario
piloto implementd con éxito una solucion que disemind el tiempo desde servidores
de tiempo redundantes hasta el centro de datos remoto del cliente con fibra ptica

utilizando tecnologia WR a través de una red de un operador de telecomunicaciones.
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Este sistema proporciona al cliente capacidades de resiliencia a través de implemen—
taciones de holdover tanto en el servidor de tiempo como en el lado del cliente, ast
como mediante redundancia en el hardware del servidor de tiempo y en la disemi-
nacion. El servicio cumple con los requisitos actuales establecidos por la regulacién
y estd bien equipado para absorber requisitos futuros: durante la operacion normal,
la trazabilidad a UTC esta garantizada con un error de tiempo maximo de 15 ns. Es
importante destacar que esta limitacion de 15 ns se debe principalmente al receptor
GNSS utilizado para la calibracion. El cmplco de un receptor GNSS multifrecuencia
seria suficiente para superar esta limitacion, mejorando atin mas la exactitud del siste-
ma. Los mecanismos de resiliencia aseguran que el sistema pucda soportar la pérdida
de referencia GNSS durante semanas mientras mantiene el error de tiempo por deba-
jo de los requisitos de la rcgulacién actual. Si el equipo del lado del cliente picrdc la
visibilidad del servidor de tiempo, los datos demuestran que los nodos en el extremo
del cliente pueden operar de manera autonoma hasta 24 horas antes de que el error de

tiempo de la sefial alcance un microsegundo.

B.2 Contribuciones principales

En este punto intermedio del capitulo de conclusiones de este trabajo, se vuelve
necesario revisitar el punto de partida — los objetivos originales que dieron forma
a esta investigacion académica. Es esencial comprobar el alineamiento de estos con
las contribuciones efectivamente llevadas a cabo. Este momento representa una opor-
tunidad propicia para evaluar el avance alcanzado y verificar si se han satisfecho las

expectativas previamente establecidas:

1. Realizamos una revision de los mecanismos de resiliencia y redundancia en re-
lacion con la diseminacion del tiempo, con un enfoque particular en la infra-
estructura critica. Nuestro analisis se centrd en las imp]icaciones y necesidades
especificas de este segmento de la industria. A continuacion ampliamos nuestro
analisis para incluir las condiciones y desafios espec{ﬁcos de los enlaces WR a
larga distancia. Esta contribucion esta estrechamente relacionada con los Ob-

jetivos 1y 3.

2. Larespuesta al ruido y la circuiteria del reloj del WRS se mejoraron en un nuevo
disenio de hardware. Aunque no se indica directamente en los objetivos, la re-
duccion del ruido y la mejora de la estabilidad (resumidos en la seccion 4.3) son

necesarios para alcanzar el Objetivo 4. La adaptacion del disefio HDL para este
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nuevo hardware para incluir nuevos osciladores experimentales también es un
P . . o/ . o/

prerrequisito esencial para la implementacion de cualquier solucion de holdo-

ver (Objetivo 4). Los resultados de este punto han sido publicados en OHWR!

como un producto de codigo abierto, tanto hardware como firmware.

3. Se analizaron y modelaron los principales Contribuyentes ala degradacién del
error de tiempo en holdover. Se desarrolld una implementacion experimental
que estima el error inicial de frecuencia fraccionaria, mejorando su rendimien-
to con cualquier implementacion WR de cddigo abierto previa y logrando al
menos 60 segundos de tiempo de holdover manteniendo el error por debajo de
1 ns. Este es uno de los objetivos del Objetivo 4. Esta contribucion se realizo en
el marco del proyecto WRITE y, en consecuencia, el disefo y el Cédigo también

estan disponibles en la comunidad de codigo abierto.

4. En colaboracién con otros investigadores, se logré la implementacion de un
protocolo de anillo redundante con cero tiempo de recuperacion para tiempo
y datos, demostrando el cambio de referencia de tiempo sin interrupciones en
las senales de tiempo del equipo esclavo. Esta contribucion completa el logro de

los Objetivos 3 y 4.

5. En esta misma colaboracion, demostramos el primer uso de WR en topologias
de anillo, implementando nuevos roles de reloj para una red WR, como relojes

transparentes (TC) e hibridos (HY). Esto se alinea con los objetivos 3 y 4.

6. Se demostro la aplicabilidad de la topologia redundante en anillo para Smart
Grid en un banco de pruebas y se publicé en una revista cientifica revisada por

pares [1], satisfaciendo el Objetivo 5 para el caso de Smart Grid.

7. Se desplegd un banco de pruebas de larga distancia en condiciones controladas
de laboratorio. A partir de esto, se derivo un modelo de retraso aditivo, error de
tiempo y dependencia de la temperatura de sus componentes. Esto se traduce

directamente al Objetivo 2.

8. Se logré un hito significativo con el despliegue de un caso de uso en el mun-
do real en el sector financiero, marcando la primera instancia documentada de
un Taa$ siendo desplegado en una red pﬁblica utilizando tecnologl’a WR [15].
Esta aplicacion pionera sirvio como verificacion de los principios y soluciones

analizados ¢ implementados en capitulos anteriores. La robustez del servidor
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de tiempo duplicado y las caracteristicas de resiliencia en el nodo del lado del
cliente fueron probadas exhaustivamente contra fuentes de tiempo alternativas
y validadas bajo condiciones del mundo real. Es importante destacar que estas
! . . . . ! . o/ .
caracteristicas fueron validadas sin ningiin impacto en la percepcion del clien-
te del servicio de tiempo. Este logro, que se corresponde directamente con el
Objetivo 5, resalta el potencial de nuestro trabajo y sirve de precedente para

futuros despliegues de Taa$ en redes publicas utilizando WR.

Cuando se definieron los objetivos de esta tesis, propusimos una solucion al desa-
fio de lograr la diseminacion de tiempo de alta precision a larga distancia sobre enlaces
de fibra optica, con el objetivo de superar el rendimiento de los métodos tradicionales
de sacclite y protocolos de red como PTP o NTP. Nuestra hipotesis era que los enlaces
WR podrl’an ser dcsplcgados con tolerancia a fallos y resiliencia intcgradas, logran—
do una precision y exactitud equivalente o superior a los sistemas GNSS, todo esto
mientras se utilizan las redes de fibra de telecomunicaciones existentes. Las mtﬂtip]cs

contribuciones enumeradas en esta seccion han afirmado la validez de esta hipotesis.

B.3 Publicaciones

Este apartado presenta una serie de publicaciones generadas durante el curso de
la presente investigacion doctoral. Las contribuciones enunciadas a continuacion han
sido objcto de revision por pares y han sido publicadas en revistas académicas de alto

impacto y reconocido prestigio internacional yen conferencias internacionales.

B.3.1 Publicaciones en revistas

= ]. L. Guticrrez-Rivas, J. Lopez-Jiménez, E. Ros and ]. Diaz, “White Rabbit HSR:
A Seamless Subnanosecond Redundant Timing System With Low-Latency Da-
ta Capabilities for the Smart Grid” in IEEE Transactions on Industrial Infor-
matics, vol. 14, no. 8, pp. 3486-3494, Aug. 2018, doi: 10.1109/T11.2017.2779240.

» F. Ramos, J. L. Guti¢rrez-Rivas, J. Lopez-Jiménez, B. Caracuel and J. Diaz, “Ac-
curate Timing Networks for Dependable Smart Grid Applications,” in IEEE
Transactions on Industrial Informatics, vol. 14, no. 5, pp. 2076-2084, May 2018,
doi: 10.1109/T11.2017.2787145.

» F. Girela-Lopez, J. Lopez-Jiménez, M. Jiménez-Lopez, R. Rodr{guez, E. Ros
and ]. Diaz, “IEEE 1588 High Accuracy Default Profile: Applications and
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B.3.2

B.4

Challenges,” in IEEE Access, vol. 8, pp. 45211-45220, 2020, doi: 10.1109/AC-
CESS.2020.2978337.

J. Lopez-Jimenez, |. L. Gutierrez-Rivas, E. Marin-Lopez, M. Rodriguez-Alvarez
and J. Diaz, “Time as a Service Based on White Rabbit for Finance Applica-
tions,” in [IEEE Communications Magazine, vol. 58, no. 4, pp. 60-66, April 2020,
doi: 10.1109/MCOM.001.1900602.

M. Jiménez-Lopez, F. Girela-Lopez, |. Lopez-Jiménez, E. Marin-Lopez, R. Rodri-
guez and J. Diaz, “10 Gigabit White Rabbit: Sub-Nanosecond Timing and Data
Distribution,” in IEEE Access, vol. 8, pp. 92999-93010, 2020, doi: 10.1109/AC-
CESS.2020.2995179.

En preparacion: un proximo articulo, que sera enviado a IEEE Transactions on
Instrumentation and Measurement, proporcionara y ampliara un informe detalla-
do de los resultados de nuestra implementacion de holdover. El titulo especifico
y lalista de autores atn estan bajo consideracion en el momento de escribir esta

tesis.

Publicaciones en conferencias

iE Lépez—]iménez, J. Diaz and M. Rodr{guez—Alvarez, “Impact of network com-
ponent temperature variation on long haul White Rabbit links,” 2018 TEEE In-
ternational Symposium on Precision Clock Synchronization for Measurement,
Control, and Communication (ISPCS), Geneva, Switzerland, 2018, pp. 1-6, doi:
10.1109/1SPCS.2018.8543085.

E. F. Dierikx, Y. Xie, A. Savencu, J. Lopez and J. L. G. Rivas, “White Rab-
bit Multi-Point Time Distribution Network,” 2021 Joint Conference of the
European Frequency and Time Forum and IEEE International Frequency
Control Symposium (EFTF/IFCS), Gainesville, FL, USA, 2021, pp- 14, doi:
10.1109/EFTE/IFCS52194.2021.9604343.

Trabajo futuro

. . . . / ~ . . .
Las COl’ltl’lbuClOI’lCS de este €Stud10 abren varias vias para futuras mvestlgaaones

y desarrollos. Probablemente el camino mas evidente sea continuar mejorando la ro-

bustez de WR combinando las implementaciones de switchover y holdover que se han
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propuesto en este trabajo. Lamentablemente, debido a restricciones externas, el de-
sarrollo de la implementacion de holdover y la red redundante con capacidades de
switchover sin interrupciones se realizaron en diferentes momentos y utilizando dife-
rentes versiones de la plataforma de hardware, lo que hace crecer el tiempo estimado
para la adaptacion y portabilidad de una solucion que implemente estas caracteristicas
combinadas. Sin embargo, como desarrollador dentro de Safran Electronics and De-
fense Spain, el autor se encuentra en una posicion tnica para impulsar la integracion
de estas soluciones desarrolladas en otros productos y plataformas comerciales. La ca-
pacidad de seguir en fase simultancamente dos referencias WR mientras se dispone de
capacidades de holdover mejoradas proporciona un gran punto de partida para desa-
rrollar un mecanismo de switchover y failover potente y versatil con caracteristicas de

. . ./ . .
monitorizacion ad1c10nalcs.

También relacionado con el holdover, hay mejoras que se pueden implementar pa-
ra continuar mejorando el comportamiento de los estimadores del modelo. En primer
lugar, se podria desarrollar un mecanismo de holdover mis sofisticado si los pardme-
tros internos del control OCXO fueran visibles para el sistema WR. Si esto no fuera
posible, otro enfoque seria encontrar diferentes componentes de hardware que permi-
tieran el desarrollo de un algoritmo OCXO adaptativo propio. El tema de la deteccion
precoz de fallos como condicion desencadenante del modo holdover es un campo en
el que nuevos esfuerzos daran lugar a mejoras tangibles, aunque para ello podrian ser
necesarios hardware o mecanismos de comunicacion adicionales a fin de lograr una
poblacién considerable para la votacion por mayorl’a.

En relacién con el modelado y la ampliacién del modelo de enlace WR a escenarios
mas diversos y experimentales, el uso de WR sobre fibras de nicleo hueco puede ser
un tema digno de estudio, ya que estas se estan considerando en ciertos escenarios
experimentales como una forma de lograr latencias de enlace adn mas bajas. Las fibras
de nucleo hueco muestran una velocidad de transmision cercana al vacio, pero no son
rentables economicamente en la actualidad y su alcance es limitado debido a la alta
atenuacion.

Otra via prometedora para futuras investigaciones radica en la exploracién de
fuentes de tiempo alternativas, particularmente aquellas basadas en satclites de orbita
terrestre baja (LEO). Empresas como Satelles® o Xona Space Systems3 ofrecen servi-

cios de tiempo y ubicacion seguros que podrian mejorar en gran medida la resistencia

’https://safran-navigation-timing.com/testing-confirms-resilient-timing-s
uccess/
‘https://www.xonaspace.com/pulsar
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de los sistemas de tiempo para infraestructuras criticas. Esto podrl/a proporcionar una
alternativa robusta y segura o un complemento a las fuentes de tiempo tradicionales
basadas en GNSS, ofreciendo posibles beneficios en términos de disponibilidad de
senal, cobertura global y resistencia a interferencias y falsificaciones. Investigar la in-
tegracion de estas fuentes de tiempo emergentes con la tecnologia WR podria abrir
nuevas posibilidades para mejorar la confiabilidad y seguridad de los servicios de tiem-
po. Esto podria ser particularmente valioso en aplicaciones de infraestructuras criticas
y financieras donde los altos niveles de resiliencia y scguridad son fundamentales.
Siguiendo la misma linea de escenarios mds diversos para la difusion del tiempo
basada en WR, medios alternativos como las ondas milimétricas o los laseres de es-
pacio libre son temas que estan recibiendo atencién para aplicaciones de nicho. La
aplicabi]idad de la WR y los retos asociados son temas de interés y tangcncialmcntc
relacionados con este trabajo, pero las diferencias fundamentales con el medio optico

guiado favorecen un Cnfoquc de desarrollo desde las ]oascs7 de aba]'o hacia arriba.
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