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A B S T R A C T

Internet of Things (IoT) is a key technology trend that supports our digitalized society in applications such as
smart countries and smart cities. In this study, we investigate the existing strategic themes, thematic evolution
structure, key challenges, and potential research opportunities associated with the IoT. For this study, we conduct
a Bibliometric Performance and Network Analysis (BPNA), supplemented by an exhaustive Systematic Literature
Review (SLR). Specifically, in BPNA, the software SciMAT is used to analyze 14,385 documents and 30,381
keywords in the Web of Science (WoS) database, which was released between 2002 and 2019. The results reveal
that 31 clusters are classified according to their importance and development, and the conceptual structures of
key clusters are presented, along with their performance analysis and the relationship with other subthemes. The
thematic evolution structure describes the important cluster(s) over time. For the SLR, 23 documents are
analyzed. The SLR reveals key challenges and limitations associated with the IoT. We expect the results will form
the basis of future research and guide decision-making in the IoT and other supporting industries.
1. Introduction

Internet of Things (IoT) is one of the key technologies supporting the
fourth Industrial Revolution and the concept of Industry 4.0 [1]. IoT
devices and systems allow large amounts of data to be sensed, collected
and stored for further processing using connected devices [2,3]. Gener-
ally, data is processed in cloud-based centralized servers [4] that are
powered by the latest robust techniques to ensure high performance, e.g.,
cellular network edge [4], mobile cloud computing [5], mobile edge
computing and energy harvesting [6]. The results can then be used for
decision-making at different levels [7] and facilitate real-time interaction
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between different sectors and supply chain partners [8]. Financial esti-
mations show that the economic impact of IoT will increase from $3.9
trillion to $11.1 trillion by 2025 [9,10]. The IoT can be used to improve
industries such as healthcare [11], transportation [12], energy [13,14],
supply chain [15], manufacturing [16], and other industries. Despite the
potential benefits of IoT, several challenges and limitations remain to be
addressed. Examples of such challenges and limitations include security
and privacy [17–19], communication, hardware and software,
IoT-related skillsets, regulation, legislation and culture [20].

To better understand IoT, researchers are working to understand its
applications, challenges, barriers and trends, as evidenced by existing
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literature reviews and surveys [7,21–42] and bibliometric analyses
[43–47]. However, to the best of our knowledge, no study has conducted
a complete analysis of the entire academic publication of the IoT
(2002–2019) (see Table 1 in section 2). The bibliometric analysis sup-
ported by Systematic Literature Review (SLR) is an appropriate method
to produce an overview of the research field and identify obstacles and
challenges, and inform future researchers. Therefore, in this study, we
conduct a Bibliometric Performance and Network Analysis (BPNA) and
then an SLR to fully understand the literature of the IoT.

As part of the study, we will provide new insights to support the
discovery of research opportunities and gaps in the literature. To this
end, we depicted the strategic themes, thematic evolution structure, key
challenges, and future research directions of IoT. As a result, 31 clusters
were plotted in a strategic diagram and classified according to their
centrality and density. According to findings in the literature, the most
developed and important motor themes in these clusters were discussed.
The thematic evolution structure presented the most significant cluster
over time in terms of centrality and density and an in-depth discussion
was made regarding the IoT history from 2002 to 2019. The SLR revealed
IoT's main challenges and difficulties from 23 review articles, which were
classified according to six factors specified by Uslu, Eren, Gür and €Ozcan
[21]. We also presented the number of publications over time, the most
productive and cited researchers, the universities and journals related to
IoT.

2. Methodology and dataset

To achieve our goal, we execute a BPNA supported by an exhaustive
SLR. For the BPNA, the software SciMAT was used to analyze all docu-
ments related to IoT. For the SLR, the PRISMA protocol was used to
analyze documents whose objectives were to identify the challenges of
IoT. The steps and criteria to perform the BPNA and SLR are described
below. For this study, we propose three (3) research questions:

RQ1: What are the strategic themes of IoT?
RQ2: How is the scientific thematic structure of IoT evolved?
RQ3: What are the main challenges and limitations of IoT?

The existing bibliometric analysis of IoT in Web of Science (WoS) is
shown in Table 1, presenting five (5) types of research. The coverage and
focus show the differences between the bibliometric approaches, high-
lighting the novelty of this work in the last line.
2.1. Bibliometric performance and network analysis

Although there are Google Scholar andmany databases (e.g., Scopus),
studies have shown that the Web of Science (WoS) database generally
indexes influential/higher quality academic journals [48]. Therefore, in
this study, we used the WoS database. One of the search terms was
“Internet of Things”. A filter was used to find documents containing any
of the search terms in the title, abstract and keywords. The document
types sought were articles, articles in press and reviews. Data were
Table 1
Existing bibliometric analysis of IoT in literature.

Study Coverage Focus

[43] 2000–2015 Identification of the most critical studies, research themes
and authors related to visions and applications of IoT

[44] 2006–2015 Applications of IoT and big data on the circular economy
environment.

[45] 2011–2018 Exploration of the applications of IoT in food safety
contexts.

[46] 2010–2017 Investigation of IoT field in the Arab countries.
[47] 2004–2017 Trends and innovations analysis of IoT patents.
This
paper

2002–2019 Holistic understanding of the strategic themes, thematic
evolution structure, main challenges and future directions.
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extracted on December 16, 2019, using the SciMAT (Science Mapping
Analysis Software Tool [49]).

Cobo, L�opez-Herrera, Herrera-Viedma and Herrera [50] analyzed
nine (9) existing bibliometric software applications, and revealed that
there was no existing software in the literature that can analyze all the
key elements of a science mapping. This problem forced the researchers
to use other software simultaneously to perform a complete bibliometric
analysis. Considering this research problem, the SciMAT was developed
by the same authors [49], which enables researchers to perform a com-
plete bibliometric process [51]. It uses procedures, algorithms and
measurements at all stages of science mapping, from preprocessing to
result visualization, and can also be downloaded for free [52–55].
Considering all benefits of SciMAT, a robust preprocessing module is the
most important since data exported from databases requires a rigorous
information preprocessing step to ensure quality data [56]. SciMAT can
also create strategic diagrams (Fig. 1a) to visually identify the most
important themes, the conceptual network structures (Fig. 1b) to un-
derstand the relationship between authors, keywords or references as
well as the thematic evolution structure (Fig. 1c), which helps to un-
derstand how the field evolves over time [57]. The results of SciMAT can
be used to enhance decision-making [58] and provide future trends,
literature gaps and future directions in any research field [59–67]. Key-
words were the analyzed items and the frequency of co-occurrence of the
keywords was extracted. We applied the equivalence index to calculate
similarity. The clustering algorithm used to identify themes was the
Simple Center algorithm. In the data collection, 14,388 documents were
exported and included in bibliometric analysis, including 33,489
keywords.

To discover the evolution of the research themes in the whole period,
the thematic evolution structure was studied. To create this thematic
evolution map, the inclusion index was used. Fig. 1c demonstrates a
classic map. Lines 1 and 2 (solid lines) depict that linked clusters share
the core themes, line 3 (dashed line) indicates the clusters share elements
that are not the core themes, and the non-existence of a line implies
discontinuity (new cluster). The thickness of the lines is proportional to
the inclusion index, and the size of the clusters is proportional to the
number of related documents [49]. The thematic evolution was divided
into four subperiods: 2002–2006; 2007–2011; 2012–2016 and
2017–2019.

2.2. Systematic literature review

The SLR of this work aims to identify the challenges and obstacles in
the field of IoT. This method is based on the Preferred Reporting Items for
Systematic Reviews and Meta-Analyzes (PRISMA) [68,69]. The PRISMA
is divided into four phases: identification, screening, eligibility, and in-
clusion. Fig. 2 shows the flowchart. For this SLR, we used the same
criteria used in BPNA in terms of database, period, and documents type.
From the 14,388 documents exported from WoS, we excluded three (3)
Duplicate Documents (DD) using Endnote. For the screening, documents
with titles containing “challenges”, “limits”, “limitations”, “difficulties”,
“obstacles”, and “barriers” were searched (461). Articles without these
words in the title were excluded (EX¼ 13,924). In the eligibility step, the
documents selected (461) were read and those vaguely related (VR ¼
438) were excluded. Finally, 23 documents were included for qualitative
analysis.

3. Bibliometric performance analysis of IoT

Fig. 3 shows the number of publications of IoT between 2002 and
2019. It can be observed that the first article was published in 2002 [70].
A number of studies were also carried out in the following years [71–74]
and continued to increase thereafter. This is not suprising as IoT has been
known to be one of the pillars of industry 4.0 [1]; for example, this
phenomenon may be related to the “advanced manufacturing partner-
ship” (AMP) plan launched by the US government in 2011 [75] and the



Fig. 1. Strategic diagram (a). Thematic network structure (b). Thematic evolution map (c).

Fig. 2. The flow of information through the SLR.

Fig. 3. The number of publications over time (2002–2019).

Table 2
Most productive/cited authors from 2002 to 2019.

Most cited authors Cit. Most productive authors Doc.

Atzori, L 6351 Rodrigues, JJPC 66
Iera, A 6113 Choo, KKR 54
Morabito, G 5888 Yang, LT 52
Xu, LD 5158 Guizani, M 51
Buyya, R 3791 Kumar, N 49
Palaniswami, M 3784 Zeadally, S 44
Vasilakos, A 2245 Park, JH 43
Guizani, M 2219 Sangaiah, AK 39
Li, S 2170 Wang, W 38
Zorzi, M 1999 Wang, ZL 37

Table 3
Journals and universities that publish studies on IoT.

Journals Doc. Universities Doc.

IEEE Access 1155 Chinese Ac. of Sciences 459
IEEE IoT Journal 1077 Beijing Univ. Posts Telecom. 282
Sensors 974 Univ. of California Syst. 222
Int. J. of E science 334 King Saud University 205
Int. J. of Dist. Sensor Net. 269 Univ. of Elect. Sci. Tech. of China 200
IEEE Tran. on Ind. Inf. 190 Univ. System of Georgia 194
IEEE Com. Magazine 178 CNRS 169
Wireless Personal Com. 174 Tsinghua University 169
Computer Networks 150 Xidian University 166
IEEE Sensors Journal 149 Indian Inst. of Technology 150
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“High-Tech Strategy 2020” formulated by the German government in
early of 2012 [1,76]. The citation performance shows an increasing
trend, highlighting positive prospects in the IoT field.

Table 2 lists the most productive/cited authors from 2002 to 2019.
JJPC Rodrigues is the most productive researcher in the field of IoT, with
66 publications, followed by KKR Choo and L.T. Yang. L. Atzori is the
most cited writer with 6351 citations, followed by A. Iera and G.
Morabito.

Table 3 lists the journals and universities that publish research related
to IoT. IEEE Access ranks first, followed by IEEE Internet of Things
Journal and Sensors. The most productive university is the Chinese
Academy of Sciences, followed by the Beijing University of Posts
679
Telecommunications.

4. Bibliometric network analysis of IoT from 2002 to 2019

In this section, the bibliometric network analysis of IoT is depicted in
the strategic diagram (4.1), the thematic network structure (4.2) and the
thematic evolution structure (4.3). Section 2 describes each topic for
better understanding.
4.1. Bibliometric performance and network analysis

Fig. 4 shows 31 clusters, ten (10) of which are classified as motor
themes, six (6) as basic and transversal themes, nine (9) as emerging or
declining themes, and six (6) as highly developed and isolated themes.
The size of each cluster is proportional to the number of core documents
associated with the theme, followed by the total of citations (in brackets).



Fig. 4. Strategic diagram of IoT (2002–2019).

Table 4
Journals and universities that publish studies on IoT.

Theme Core documents h-index Sum
Citation

AUTHENTICATION 289 34 6090
CLOUD-COMPUTING 252 30 4891
INDUSTRY-4.0 182 27 2760
6LOWPAN 142 25 3863
SMARTCITY 115 17 1005
MACHINE-LEARNING 116 13 683
PLATFORM 26 13 1508
INTEROPERABILITY 58 13 864
DISTRIBUTED-SYSTEM 46 11 1053
SOA 16 6 320
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Table 4 shows the performance analysis of the research themes and their
respective core documents, sum citation and h-index.

Motor themes are regarded as the ten (10) motor themes that
emerged from this analysis were “AUTHENTICATION”, “6LOWPAN”,
“INDUSTRY-4.0”, “SMART-CITY”, “CLOUD-COMPUTING”, “MACHINE-
LEARNING”, “DISTRIBUTED-SYSTEM”, “INTEROPERABILITY”, “PLAT-
FORMS”, and “SOA-(SERVICE-ORIENTED-ARCHITECTURE”. A total of
1258 core documents on these motor theme have been cited 23,357
times.
4.2. Thematic network structure of IoT

Fig. 5 shows the thematic network structure of the motor themes of
IoT presented in Table 4. The co-occurrence among keywords was deeply
analyzed and depicted in order to present hidden patterns.

4.2.1. Authentication (a)
The cluster “AUTHENTICATION” (Fig. 5a) is the most important
680
cluster in the strategic diagram due to its performance in terms of core
documents, h-index, sum citation, and that it is identified as a motor
theme. Authentication methods

can be seen as a series of adopted procedures to confirm an entity's
identity in a network [77,78]. In the IoT environment, security and pri-
vacy are the primary concerns. Since the equipment does not have many
resources to protect, data leakage is hindered, which makes it very
difficult to implement robust security systems. With this in mind, we can
explain the emergence of the most cited subthemes, “SECURITY” [79]
and “PRIVACY” [80]. Furthermore, “RADIO--
FREQUENCY-IDENTIFICATION” [81] has attracted a lot of attention
because RFID is one of the leading IoT technologies that help create
efficient and reliable systems. However, there are challenges surrounding
the development of low-cost encryption methods.

4.2.2. Cloud computing (e)
The cluster “CLOUD-COMPUTING” (Fig. 5e) uses internet protocols

as a model for consumption and delivery of technology resources. This
technology is characterized by on-demand accessibility of systems, large
data storage and high computer capacity [82]. The most relevant sub-
themes within this research theme are “FOG-COMPUTING” [83],
“EDGE-COMPUTING” [84] and “QUALITY–OF–SERVICE-(QOS)” [85].
Edge Computing refers to an approach in which storage and other re-
sources are physically closer to data producers. This method does not
replace cloud computing, but rather complements it by providing
communication efficiency and additional scalability [86]. The
co-occurrence of this concept with “FOG-COMPUTING” might be
explained by the fact that fog computing can be considered the highest
evolution of the principle of edge computing. Fog computing provides
distributed computing, storage control and networking capabilities
closer to the user. Furthermore, “QUALITY–OF–SERVICE-(QOS)” and
“HEALTHCARE” present a significant co-occurrence since QoS is an
essential factor in healthcare systems, especially in cloud computing in



Fig. 5. Thematic network structure of IoT (2002–2019).
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the IoT environment [87]. The application of QoS with cloud computing
improves IoT in healthcare through data exchange between devices, se-
curity and privacy, data storage, data management, and ubiquitous
access.

4.2.3. Industry 4.0 (c)
The cluster “INDUSTRY-4.0” (Fig. 5c) is a proposal developed by the

German government (High-Tech Strategy 2020) to build a new economy
based on high-tech technologies [1]. This concept accelerated the fourth
industrial revolution and is based on technologies such as cyber-physical
systems, IoT [88], big data and analytics [53], cloud computing [89],
sensors, machine learning, computer simulation, 3D printing, artificial
intelligence, augmented reality, real-time monitoring and
decision-making, cybersecurity, robotics, among others [1,52]. The most
important subthemes within this research theme are: “INDUSTRI-
AL-INTERNET–OF–THINGS-(IIOT)” [90], “CYBER-PHYSICAL SYS-
TEMS-(CPS)” [91], and “BIG-DATA” [92]. This co-occurrence may be
trivial since big data, CPS and IoT represent the leading technologies that
constitute the industry 4.0 concept. However, IIoT highlights a more
significant research effort in the industrial sector, where higher robust-
ness of technology is demanded in terms of complexity, legal regulations,
hardware and infrastructure aspects, device compatibility, more signifi-
cant investments, data network and security, among others.

4.2.4. 6LoWPAN (b)
The cluster “6LOWPAN” (Fig. 5b) is a Low-Power Personal Area

Network, which refers to devices with low energy consumption, com-
puter power consumption and memory. They communicate using low-
power wireless standards, such as IEEE 802.15.4 for IPv6 [93,94]. The
most important subtheme within this research theme is “WIRE-
LESS-SENSOR-NETWORK-(WSN)” [95]. Co-occurrences among clusters,
such as “6LOWPAN”, “IEEE 802.15.4”, “IPV6”, can be explained because
science has been using IEEE 802.15.4 standard and 6LoWPAN in the
WSN context. WSN provides low power connectivity to the internet by
wireless for IoT. In addition, the IEEE 802.15.4 standard provides lower
power consumption for these systems. 6LoWPAN gives an IPv6 for each
device, which can be connected through the Internet. “COAP” aims to
replace HTTP for lightweight and low-resource devices. It is a stateless
protocol, and combines 6LoWPAN and COAP to provide a web-oriented
protocol basis for embedded systems. The subthemes “RPL” and
“SMART-OBJECT” have a strong co-occurrence with 6LoWPAN as well.
In this perspective, 6LoWPAN helps connect these smart devices with an
adaption layer to the Internet and RPL, a distant vector protocol designed
for IPV6 on IEEE 802.15.4 standard. RPL manages data routing for de-
vices with lower resources and ensures bidirectional connectivity,
robustness, reliability, flexibility, and scalability [96].

4.2.5. Smart city (c)
The cluster “SMART-CITY” (Fig. 5d) concept emerged in 2012 [97]

and can be seen as using the IoT and other emerging technologies to
improve the functions of cities. IoT can be applied in heterogeneous
environments and is the best way to improve smart cities [98]. The most
important subthemes within this research theme are “SENSOR” [99] and
“SMART-GRID” [100]. A large number of studies using these technolo-
gies focus on building smart grid systems using wireless sensors to
automatically collect and take action on the available information on the
behavior of suppliers and consumers. The same situation occurs with
“INTELLIGENT-TRANSPORTATION-SYSTEM”, in which applications
mainly focuses on vehicle safety, network communication and traffic
management.

4.2.6. Machine learning (f)
The cluster “MACHINE-LEARNING” (Fig. 5f) can be seen as the most

representative algorithm of artificial intelligence [101]. This algorithm is
used to learn from data, make sense of data, and discover patterns that
can be used to predict what will happen in future situations [102].
682
Recently, the interest in using machine learning to improve IoT security
is increasing [103], which justifies the emergence of subthemes such as
“CYBER-SECURITY” and “INTRUSION DETECTION”. Other important
subthemes within this theme are “DEEP-LEARNING” [104], “DEEP--
NEURAL-NETWORK”, “ARTIFICIAL-INTELLIGENCE” etc. [105]. A
logical explanation for this co-occurrence pattern might be associated
with the large number of studies conducted to benchmark machine
learning algorithms using other techniques to evaluate performance in
IoT environments (e.g., resource utilization, efficiency, accuracy,
scalability).

4.2.7. Platforms (i)
The cluster “PLATFORMS” (Fig. 5i) facilitates exchanges, reduces

transactions cost, facilitates transactions between companies and provide
products and services [106]. IoT platforms integrate tasks into informa-
tion and provides services for IoT devices through cooperation with other
platforms [107]. The most important subthemes within this research
theme are: “NETWORK” [108], “ARCHITECTURE”, “CHALLANGE”,
“TECHNOLOGY” and “APPLICATION” [109]. Here, several applications
of IoT platforms rely on interconnected wireless sensor networks. It is
vital to have a robust IoT architecture for a proper connection between
these sensors. In this sense, the central purpose of an IoT architecture in a
system is to provide users with necessary real-time information. In order
for these data communications to be accurate and useful, anyone
requesting the platform's application must be properly authorized in
advance. In addition, IoT platforms are becoming more and more com-
plex, which puts forward higher technical requirements for organizations
to deploy these platforms.

4.2.8. Interoperability (h)
The cluster “INTEROPERABILITY” (Fig. 5h) is a property of a system

that shares data and communicates with other systems [110,111]. The
most important subthemes within this research theme are “SEMANTI-
C-WEB” [112], “BUILDING-INFORMATION-MODELLING” and
“ONTOLOGY”. Academia have developed semantic web models using
ontologies. Ontologies are used for semantic reasoning to provide
interoperability in several aspects. The semantic web allows bidirectional
transfer between cloud modes, promoting users to switch between
different clouds and controlling the authorization to share manufacturing
resources. In addition, it allows organizations to integrate three service
models after a Return on Investment (ROI) analysis to consider factors
such as manufacturing capabilities, business strategy and security issues.
Therefore, it is crucial to consider the use of the semantic web in inter-
operability schemes.

4.2.9. Distributed system (g)
The cluster “DISTRIBUTED-SYSTEM” (Fig. 5g) is a group of autono-

mous computers presented to its users as a single integrated system
[113]. Important roles of the distributed systems are storage, collabora-
tive computing and security. These systems have become the basis for
research in areas such as blockchain [114], multi-agents [115], smart
home [116], fog computing and cloud computing [117]. The most
important subthemes within this research theme are “BLOCK-CHAIN”
[114], “SMART-CONTRACT” and “MULTI-AGENT-SYSTEM” [115]’.
When “BLOCK-CHAIN” was created, specifically for Bitcoin, academic
interest began to increase due to its strong security structure. Researchers
then started to implement the technology in different fields. The above
co-occurrence was highly developed by researchers since “SMART--
CONTRACT” is a self-execution script that exists on the blockchain,
allowing for a chain with general computational purposes. The same is
true of “MULTI-AGENT-SYSTEM,” which makes it possible to enhance
autonomy, flexibility and higher integration of IoT systems. Unfortu-
nately, security vulnerabilities become a challenge, yet blockchain seems
to have been developed throughmulti-agent systems to enhance security.
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4.2.10. Service oriented architecture (g)
The cluster “SOA-(SERVICE-ORIENTED-ARCHITECTURE)” (Fig. 5j) is

a software architecture that allows the connection of resources to get or
give data on demand. It enables interoperability between various IoT
devices (SOA-based IoT systems) [118,119]. The most important sub-
themes within this research theme are “SERVICE-COMPOSITION” [118]
and “MICROSERVICES” [120]. These describe virtual entities that pro-
cess, exchange, or store information. Composite services are being used
in supply chain, virtual enterprise, accounting, finances, and e-science.
They are a merging of services that can be found in IoT applications. That
happens because users need more complex functions that only services
cannot perform. In this sense, microservices are a new way of creating
services. It makes an application be a collection of services. Also, SOA
provides guidelines for heterogeneous web services, which can be
integrated.
4.3. Thematic evolution structure of IoT

Fig. 6 shows the overlapping map and the thematic evolution struc-
ture of IoT. In the first subperiod (2002–2006), three (3) keywords were
used by authors; five (5) articles were published and the most significant
cluster is “ANT-COLONY-ALGORITHM”. This algorithm was used to
establish self-coordination as the dominant paradigm of operation for
ubiquitous computing [121]. However, this algorithm has the advan-
tages of local improvements, overall performance search, parallel
computing and can be used in combination with other optimization ap-
proaches [122]. The concept started to gain momentum in the IoT
environment years later when researchers used the algorithm to find
intelligent logistic paths in cyber-physical systems [123]; select the
shortest path to obtain the global importance of nodes and the optimal
path for sensors [124]; improve efficiency and picking distance in a
fishbone layout warehouse [125]; reduce the energy consumption [126];
or as a task scheduling strategy to maximize the benefit of workers [74].

In the second subperiod (2007–2011), 333 new keywords were used
and three (3) were lost. In this subperiod, 108 articles were published.
The cluster “INTERNET” and “FUTURE-INTERNET” highlights the dis-
cussion of the role of the internet in upcoming years and how IoT could
use the internet and emerging technologies to turn daily objects into
smart objects with the ability to recognize and act in response to the
environment [127]. The concept of the future internet was founded by
the European Commission [128] and was slowly evolved into IoT [129].
Fig. 6. Thematic evolution structure of IoT (2002–2019).
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In this sense, technical and non-technical challenges have attracted
attention, prompting the scientific community to put forward new ar-
chitecture suggestions to support topics such as security, mobility, per-
formance reliability and social content [130]. At the end of this
subperiod, IoT became one of the pillars of industry 4.0 [1], partly due to
the German government's strategic plan “High-Tech Strategy 2020” [1].

From the second subperiod to the third subperiod (shown in Fig. 6
below), 146 (44%) keywords were repeated, 187 were lost and 6.265
new keywords were used, totalizing 6411. Besides, 2832 articles were
published in the scientific literature. This subperiod is represented by five
(5) such as “SECURITY”, “CLOUD-COMPUTING”, “SENSOR”, “M2M”

and “SEMANTIC-WEB”. This subperiod highlights the use of IoT with
other industry 4.0 technologies and concepts. In this sense, industry 4.0
initiated the significant growth of IoT by attracting the scientific com-
munity to develop smart environments through Machine-to-Machine
Communication (M2M), a data transference among systems and sen-
sors in the cloud. When data transfer and management increase, the need
for security protocols becomes a challenge. In this sense, the most
representative cluster is “SECURITY”. If security is ignored, the devel-
opment of IoT will be restricted, and personal and strategic information
may be leaked [131,132]. Therefore, to ensure a secure IoT network,
properties such as availability, authenticity, confidentiality, integrity and
non-repudiation became attractive to researchers [133].

From the third subperiod to the fourth subperiod (shown in Fig. 6
above), 2503 (39%) keywords were repeated, 3908 were lost and 18,794
new keywords were used, totalizing 21,297. Besides, 11,440 articles
were published in the scientific literature. Eleven (11) clusters represent
this subperiod. These clusters will be used to provide an overview of
trends and propose future directions of IoT. The cluster “SECURITY”
continues to prevail, presenting more associated documents. We found
that documents of this cluster are most related to smart home, cloud
computing, blockchain and authentication. The second most discussed
cluster is “FOG-COMPUTING”. Studies on this theme are related mainly
to concepts, such as the industrial internet of things and edge computing.
The cluster “MACHINE-LEARNING” is related to big data and analytics,
artificial intelligence, deep learning and cybersecurity. The cluster
“WIRELESS-SENSOR-NETWORK” is mainly related to energy efficiency,
energy harvesting and consumption. The cluster “SMART-CITY” is
related to smart grid, sensors, sustainability, interoperability, and intel-
ligent transportation systems. The cluster “CYBER-PHYSICAL-SYSTEM”

is mainly related to the industry 4.0 context.

5. Main challenges, limitations and difficulties of IoT

In this section, an exhaustive SLR of the main challenges and diffi-
culties faced by IoT is presented. Twenty-three (23) articles were selected
for analysis. Table 5 presents the findings regarding the challenges and
difficulties classified according to 6 factors mentioned by Uslu, Eren, Gür
and €Ozcan [21]: communication, technology, privacy and security, job,
legal regulations, culture, and 26 related topics according to each factor.

Uslu, Eren, Gür and €Ozcan [21] investigated companies' IoT diffi-
culties using multi-criteria decision-making methods. The results showed
that challenges related to technologies (e.g., architecture, design, hard-
ware) are the main difficulties faced by experts. The second most crucial
difficulty was privacy and security using multi, followed by communi-
cation, job, legal regulations and culture.

Hameed, Khan, and Hameed [22] provided an updated overview of
IoT challenges in terms of security and privacy. The authors classified
five (5) security requirements: confidentiality, privacy, safe routing,
robust and resilient management and damage detection. They also pro-
vided future directions for each challenge.

Pereira and Pereira [23] explored the trends and challenges of IoT.
The main challenges were 6LoWPANs (20), data storage, software, cloud
computing infrastructure, and big data (volume, velocity, variety and
veracity).

�Colakovi�c and Had�ziali�c [24] conducted an exhaustive review to



Table 5
Main challenges, limitations and difficulties of IoT.

Factor Topics related Authors Sum

Priv. and
Sec.

Data Privacy
Network Security
IoT Device Security
Software Security
Conflict of Interest

[7,21,22,24–26,28–38,
40–42]

20

Tech. Architecture and Design
Heterogeneity of Devices
Hardware Structure
Fault Tolerance

[7,21,23–25,28,30,
33–36,38,41,42]

19

Com. Addressing
Data Management
Infrastructure
Software

[7,21,23–34,36,37,
39–41]

19

Job Business Model
Investing in Internet Develop. of
Objects
Economic Development
Opportunities and Problems
Customer Expect. And Service
Quality

[7,21,24,26,29–31,33,
35,36,38,42]

12

Legal Reg. Data Usage Rate
Ownership
Standardization
Global Cooperation of the Company
Obligation

[21,24,30,31,33,34,
36,39,40]

9

Cult. Ethics of Education and Teaching
Ethics
Confidence
Vandalism

[21,24,34] 3
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identify the challenges of IoT. The results show 13 research areas: stan-
dardization, system architecture, interoperability and integration,
availability and reliability, data storage and processing, scalability,
management and self-configuration, performance and QoS, identification
and unique.

identity, power and energy consumption, security and privacy,
environmental issues.

Raja, Rajkumar, and Raj [25] reviewed the challenges and issues of
IoT in literature. The main challenges highlighted the need to build smart
platforms, middleware to integrate devices, fog computing, data storage,
privacy and security.

Lee and Lee [26] explored the role of IoT, investments, challenges and
difficulties for companies. The results show five (5) main challenges: data
management, data mining, privacy, security and chaos challenge.

Tsai, Lai and Vasilakos [27] explored the future IoT, its main chal-
lenges and issues. The research describes five (5) main challenges: cloud
computing, social network, infrastructure, data management and
computational intelligence.

Miorandi, Sicari, De Pellegrini and Chlamtac [28] introduced appli-
cations, technologies and main challenges of IoT. The results highlighted
five (5) main challenges: computing, communication and identification
technologies, distributed intelligence, security and privacy.

Bujari, Furini, Mandreoli, Martoglia, Montangero and Ronzani [29]
explored the limitations of using IoT and highlighted possible solutions.
The authors pointed out four (4) main challenges: interoperability, lack
of a visible business model, privacy and security.

Hammoudi, Aliouat and Harous [30] highlighted the main challenges
of IoT and possible solutions to overcome these difficulties. This research
identified 12 main challenges: architecture, security, privacy, standard-
ization, the quantity of data, high energy consumption, storage, avail-
ability, reliability, management, interoperability and need for high
technology.

Silva, Khan and Han [7] reviewed the challenges, architectures,
emerging technologies in the IoT environment and possible solutions.
The results show seven (7) main challenges: availability, performance,
security, reliability, scalability, interoperability, and mobility.

Miloslavskaya and Tolstoy [31] investigated the challenges and
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solutions of information security in the IoT environment. The results
highlighted six (6) major challenges: a large number of Internet-oriented
IoT devices, the demand for high technology, lack of standardization,
data management, privacy and security.

[32] investigated trends and challenges of management architecture
for IoT. The authors highlighted eight (8) challenges: Security, load
balancing, energy consumption, QoS, the quantity of data, data man-
agement, mobility management and energy management.

Balaji, Nathani and Santhakumar [33] explored the role of IoT in
healthcare, smart city, industrial, agriculture, and the main challenges
and future directions related to IoT frameworks. This research high-
lighted eight (8) major challenges: the vast number of devices, cost,
maintenance, energy consumption, internet connections, interopera-
bility, security, and privacy.

Harlamova, Kirikova and Sandkuhl [34] investigated the challenges
of semantic web in IoT environment. The authors highlighted six (6)
major challenges: scalability, standardization, data processing, privacy,
data quality and data interpretation.

Xue, Li, Nazarian and Bogdan [35] developed a mathematical
modeling structure to identify IoT characteristics from amacro approach.
The authors highlighted six (6) major challenges: efficient sensing, cost,
robustness, energy efficiency and security and decentralized
computation.

Ryan and Watson [36] investigated the role of Operational Research
(OR) and how OR can support overcoming IoT challenges. This research
described 13 major challenges: business model, performance, cloud
computing, data management, availability, reliability, energy efficiency,
scalability, interoperability, architecture, mobility, security and privacy.

Ma, Liu, Zhou and Zhao [37] explored the main problems of IoT from
the perspective of networks. The challenges highlighted include:
internet, sensor networks, mobile support, network security, and
network imbalance.

Chen, Xu, Liu, Hu and Wang [38] investigated the role and status of
IoT in China. The main challenges are architecture, complex technolo-
gies, cost, energy consumption, standardization, privacy and security.

Ma [39] reviewed the role of IoT technologies and scientific chal-
lenges. The authors highlighted three (3) major challenges: data ex-
change, integration and service adaptation.

Bandyopadhyay and Sen [40] explored the state-of-the-art of the IoT,
key technologies, possible applications, future research and challenges.
This research points out nine (9) challenges: mobility, availability,
manageability, scalability, security, privacy, management and a large
number of devices and applications.

Hussein [41] explored the IoT technologies development, proposed
future directions and pointed out challenges. The results show seven (7)
major challenges: monitoring, processing, analyzing and managing data,
interoperability, privacy, and security.

Yao, Wang, Sheng, Dustdar and Zhang [42] proposed directions,
challenges, and recommendations for the IoT field. The author pointed
out five major challenges: dynamic context awareness, the requirement
of multiple types of IoT resources, security, privacy and interface.

6. Prospect of future research in IoT

The growing number of connected machines and devices requires
new levels of security and privacy, network routing and interconnection
between equipment and management systems [134]. This multiplicity of
authentications and data traffic transcends the levels of data manage-
ment usually used by organizations. This reinforces the importance of
ongoing research to support the development of management tools and
methods that can manage the diversity of devices and data in real time.
Technologies, such as cloud computing, distributed systems and machine
learning, are also trend themes (Fig. 4) that can be used to address several
IoT-related challenges. However, such technologies also present their
implementation, integration and management challenges and limita-
tions. Examples of recent cloud limitations are related to delay due to
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physical distances. Then, in order to enhance data processing in
cloud-based centralized servers [4], it is necessary to use more robust
techniques to ensure high performance, e.g., cellular network edge [4],
mobile cloud computing [5], mobile edge computing and energy har-
vesting [6].

Future works should pursue such issues in order to provide in-depth
investigations using BPNA and exhaustive SLRs. Although “AUTHENTI-
CATION” is a highly central and dense motor theme, discussions related
to the user and device authentication techniques are still a significant
challenge for smart organizations, especially regarding data security and
privacy (Fig. 6 and Table 5). The authentication challenge is closely
related to the cluster “SECURITY” (Fig. 5a), which is one of the key
themes in the fourth subperiod (Fig. 6). Besides, the most discussed
themes in recent years (subperiod 2017–2019) show that even though
many technologies, such as machine learning, fog computing, cyber-
physical systems and embedded systems, seem to be of great signifi-
cance to the technological transformation in organizations, the concern is
similarly critical when it comes to security and optimization. These
themes highlight the need for future research on IoT technologies and
their integration. From this perspective, new frameworks will be required
to optimize organizational processes and technological implementation,
as well as security techniques.

Hence, we recommend that future research be related to security and
authentication themes, as well as related to the clusters in the fourth
subperiod, because these themes are the most representative in today's
research field. The conceptual network structures (Fig. 5) can also be
extended in future research because they the interrelationships of the
main clusters related to IoT. More research on IoT applications can be
carried out in different scenarios and sectors, such as smart cities,
healthcare, industry, supply chain, public security, agriculture, and ed-
ucation. In addition, the use of such technologies should focus on
developing approaches to reach perspectives beyond productivity effi-
ciency. Such efforts must be able to act for the interests of sustainable
development and the satisfaction of enterprise stakeholders.

This research allowed us to find hidden patterns in a large amount of
data to propose future works in the IoT field using SciMAT and PRISMA
protocols. For instance, the strategic diagram in Fig. 4 helps understand
in which topics are the IoT scientific community putting the most effort
and which topics are the most important to advance the IoT field of
research. In this sense, future research related to motor themes
(authentication, 6LoWPANs, industry 4.0, smart cities, cloud computing,
among others) is particularly urgent and crucial. However, we also sug-
gest future research work on emerging or declining themes, such as 3D
printing, M2M communication, etc., to support new subjects to gain
momentum and mitigate the decline of promising themes.

The thematic evolution structure in Fig. 6 showed how themes are
evolved over time and how the number of keywords is increases. As for
future research, we propose to carry out research related to the last
themes (fourth subperiod), such as cyber-physical systems, fog
computing, machine learning, etc. However, old themes such as ant
colony (first subperiod) seem to gain momentum since the research
emphasizes the better applicability of the algorithm due to advances in
IoT technologies.

Table 5 highlighted that privacy and security are the main challenges
and difficulties of IoT as noted by researchers, followed by technology,
communication, job, legal regulations and cultural aspects. These results
reinforce the main challenges faced by Uslu, Eren, Gür and €Ozcan [21]. In
order to promote IoT security and privacy, we recommend future work
related to patterns found in Fig. 5a, which shows that researchers have
been committed to methods such as “ELLIPTIC-CURVE CRYPTOG-
RAPHY”, “AVISPA” and “PHYSICALLY-UNCLONABLE-FUNCTION”. The
development of authentication based on Elliptical Curve Cryptography
(ECC) is expanding since this is a low-cost method with smaller key size
and less memory footprint. ECC is also used as the basis of the digital
signature algorithm elliptic curve that provides entity and data-origin
authentication, non-repudiation services and integrity protection. The
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automated validation of internet security protocols and applications
(AVISPA) is a simulation tool that can simulate attacks to test the
authenticated protocols. Physically Unclonable Functions (PUFs) map an
entry to a unique exit and this kind of system offers a low cost and ad-
dresses challenges like privacy and security.

The results presented here make evident future work needs to address
the most frequently mentioned challenges (technology, communication
and security). In order to move forward exploiting the full potential of
IoT's benefits, efforts must focus on developing cultural challenges,
especially appropriate education and training on IoT methods and con-
cepts because of the high complexity of using IoT properly, which re-
quires the efforts from universities, governments and companies.

Our findings reveal several patterns related to security and privacy
issues, data management, interoperability, energy efficiency and con-
sumption, QoS, IoT technologies, and infrastructure. Therefore, is
reasonable to suggest that more research related to these topics be car-
ried out to support research in the IoT field of research. We also suggest
more empirical studies to understand the challenges and difficulties in
practice since only 1 document [21] of SLR presented reports from IoT
practitioners.

7. Conclusion

This research aimed to conduct a BPNA supported by an SLR into the
IoT field to investigate the strategic themes and its conceptual network
structure, thematic evolution structure, and the main challenges and
difficulties. Our findings presented many publications over time, espe-
cially after the emergence of the industry 4.0 concept. The most pro-
ductive and cited researchers and the universities and journals related to
IoT were also presented. Thirty-one (31) main clusters were plotted in a
strategic diagram and classified according to their centrality and density.
The most developed and important of these are related to security and
privacy, industry 4.0 technologies, development of smart cities and
software systems properties. The thematic evolution structure presented
the significant cluster over time in terms of centrality and density. The
SLR revealed the main challenges and difficulties of IoT.

The limitations of this research also must be noted. Only the major
themes and associated subthemes were examined. The analysis was
limited to papers and reviews in English, using only the WoS database.
Hence, a potential research agenda is to extend this research to include
publications in other languages and use other databases.

This research does not provide possible solutions to these challenges
and difficulties, nor does it discuss the performance of proposed solu-
tions. Future work may provide a cooperative network among re-
searchers, countries, and universities, which may help improve decision-
making in IoT research. We used only SciMAT to perform this science
mapping. Therefore, future studies can be carried out using other bib-
liometric software, such as VOSviewer, CiteSpace, Sci2tool, etc., in order
to find hidden patterns in databases and give contrast with our results.

Lastly, future research may further explore the subthemes of the
motor themes, as well as other themes (basic and transversal, emerging
or declining and highly developed and isolated themes), their challenges
and limitations, so as to support future research in the context of the IoT.
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