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a b s t r a c t

Integrated approaches to disaster victim identification (DVI) management have led to a need for technol
ogies to improve interaction among parties involved in post-mortem (PM) and ante-mortem (AM) data 
collection through better communication and coordination. Mobile Forensic Workspace© (MFW) is a col
laborative mobile system that not only facilitates the systematic collection of high-quality data, but also 
allows DVI professionals to coordinate activities and exchange data through secure real-time commu
nication at major disaster scenarios in accordance with security, privacy and legal protocols. MFW is 
adaptable to any communication format (text, voice calls, photographs, etc.) and is dynamically self-re
configurable when connectivity problems arise. It also allows data integration and backup through secure 
communication channels between local and remote servers. The feasibility of the system has been de
monstrated through implementation of MFW on the iOS platform for iPhone, iPod Touch and iPad terminals. 
A further strength of MFW is that it provides out-of-the-box support for INTERPOL DVI forms. The appli
cation of information and communication technologies for DVI was shown to be useful in improving DVI 
management by enhancing the quality of data collection and enabling non-Internet dependent real-time 
data sharing and communication.
© 2023 The Authors. Published by Elsevier B.V. This is an open access article under the CC BY-NC-ND license 

(http://creativecommons.org/licenses/by-nc-nd/4.0/).

1. Introduction

Identifying the victims of mass disasters constitutes a complex 
and challenging task for forensic scientists, not only because of the 
number of deaths and state of preservation of the human remains, 
but also because of the conditions in which these operations usually 
take place [1]. Lessig and Rothschild [2] stated that successful 
identification relies essentially on organization, experience, and 
documentation of the findings. According to the current INTERPOL 
DVI Guide [3], quality management of post-mortem (PM) and ante- 
mortem (AM) data collection is a crucial step in the disaster victim 
identification (DVI) process to ensure accurate, impartial and sci
entifically reliable findings that can withstand legal and judicial 
scrutiny. Poor-quality data (e.g. errors in the reproduction of original 
records, problems during electronic transfer, or manual entry errors) 
prevent matches, which may lead to false exclusion or incorrect 
identification [4]. In addition, there is a need to coordinate and 

organize DVI operations appropriately in order to avoid duplicate 
activities, fragmented communications, or delayed tasks [3].

With the aim of surmounting these difficulties, there have been 
attempts to incorporate technological advances in DVI processes. 
Specifically, software products have been used in recent years in 
operations for data collection and matching purposes [5–7]. A good 
example of this is KMD PlassData DVI (KMD A/S, Denmark), also 
known as DVI System International [5], a database application to 
specifically record, store, search and compare PM and AM data 
contained in INTERPOL DVI forms [8]. However, since collaboration 
is an inherent feature of forensic scenario work, technologies are 
also required to improve interactions among parties involved in the 
data collection process through better communication and co
ordination [9].

Accordingly, the main goals of the work reported here were: 1) to 
provide technological support for in-situ management of DVI in
formation, and 2) to create a dynamic forensic workspace that al
lows DVI professionals to coordinate activities and exchange data 
through secure real-time communication at major disaster scenarios 
in accordance with security, privacy and legal protocols.
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2. Material and methods

An iterative software engineering methodology was used to ra
tionalize the research and development work. This methodology 
comprises the following stages: analysis, design, implementation 
and maintenance.

2.1. Analysis

In functional terms, the outcomes established for of this research 
were to enable forensic professionals to: 1) collect and manage PM 
and AM data from DVI cases; 2) share and synchronize information, 
even at scenarios where connectivity is limited; 3) produce reports 
according to Interpol DVI standardized forms; 4) manage users, work 
teams and roles; and 5) store collected information in centralized 
servers owned by official agencies.

In addition, the system proposed here needed to fulfill three 
quality criteria. 1) The collected data was to be associated with 
timestamps and authoring marks in order to maintain the chain of 
custody. 2) The system was to work without an Internet connection, 
in order to operate in offline DVI scenarios (e.g., natural disasters, 
terrorist attacks, etc.). 3) Users needed to be able to interact with the 
system via mobile devices to improve usability and allow physical 
movement throughout the DVI scenario.

2.2. Design and implementation

Mobile Forensic Workspace© (MFW) was designed as a shared 
and secure mobile, collaborative workspace. The application was 
designed to be installed on mobile devices (i.e., smartphones, ta
blets, etc.) used by professionals in order to access the workspace, 
and to provide automatic data backup and communication routing. 
Data backup secures data by versioning it and storing information 
snapshots that can be restored in case of failure. Communication 
routing allows offline operation by interconnecting the devices in a 
DVI scenario through Wi-Fi and Bluetooth. In case an Internet con
nection becomes available, the data collected most recently can also 
be stored on remote servers. Additionally, multiple servers can also 
be configured as replicas, to ensure that in case of critical failure of 
any server, the replicated servers will be available without loss 
of data.

The current version of MFW was implemented in the iOS plat
form, using native platform frameworks, Swift programming lan
guage and the Xcode integrated development environment. 
Communication routing and data backup were implemented with 
the BlueRose middleware-based platform [10,11], which was pre
viously developed by the authors to overcome issues concerning 
communication dynamicity, multiparadigm communications, het
erogeneous technologies, and real-time interactions. Given that the 
existence of a network infrastructure cannot be taken for granted in 
contexts where incident management tools are needed at DVI sce
narios, Mobile Ad-hoc NETworks (MANETs) were used as a support 
for the mobile collaborative system.

2.3. Software maintenance and iterations

The implementation work produced five prototypes of the soft
ware, which were gradually improved in overall quality and re
quirement fulfillment. The prototypes were tested in simulated 
scenarios using iPad devices, with up to twenty forensic and police 
force professionals interacting at the same time. In order to better 
organize future maintenance operations, a versioned code repository 
was created. In addition, a bug reporting forum was set up to 
document software failures and future improvements for sub
sequent analysis and implementation.

3. Results and discussion

3.1. DVI data collection and management

Information management is a critical feature of the DVI process, 
given that the data collected will be utilized throughout the duration 
of the operation [3]. The origin and quality of the information col
lected tend to vary; moreover, data presentation formats may also 
vary in the form of texts, images, sketches, tables, etc. In addition, 
different types of text information often come into play, including 
texts that report measurements (meters, kilograms, etc.), dates, 
scannable texts (barcodes, QR-codes, etc.), and yes/no information. 
The MFW system is able to handle any type of PM or AM data, and 
enables the direct recovery and recording of data on a single form in 
an accurate and precise manner, in compliance with current re
commendations [12]. Therefore, MFW also helps to reduce repetitive 
activities such as data transcription after paper-based scene data 
collection – a task that can be physically and mentally draining for 
DVI practitioners [13].

Within the workspace, a set of integrated applications are 
available to manage DVI data (i.e. creating, modifying, sharing, etc.), 
thus providing users with effective tools for cooperation. True co
operation capabilities exist in MFW because the following three 
basic inherent functionalities are available: communication (instant 
messaging or phone calls), collaboration (the simultaneous editing 
of information on a victim by several users), and coordination (the 
direct addition of footnotes to photographs shortly after being ob
tained). The fact that the system allows users to collaborate and 
manage documents via mobile platforms (smartphones or tablets) 
presents significant advantages over current systems of data col
lection and management, such as DVI System International [5], in 
terms of usability. Moreover, it should not be forgotten that com
munication between experts participating in a DVI operation is 
considered a central component of quality management [14], and 
that existing software packages have generally not been designed to 
facilitate this aspect of on-site operations.

3.2. User interface adaptation

Given that the system will be used under a wide range of working 
conditions (depending on the agency or type of emergency, e.g., 
natural disaster, accident, terrorist attack, etc.), the workspace has 
been designed to be easily adaptable by users themselves to any 
specific requirements. The user interface and the parameters to be 
included in the documents within the workspace are fully adaptable 
to the specific requirements of each forensic scenario without re
quiring modification of its internal code or further intervention by 
information and communication technologies (ICT) experts. Hence, 
the application as designed is fully reusable among different official 
agencies. Because the main design features are intended to facilitate 
collaboration among users, the application allows agencies to share 
information based on the same data model specifications (if 
needed). In addition, the application contains a mechanism for 
translating documents into different languages (English, Spanish, 
etc.) in situations that require cross-border collaboration among 
teams from multiple countries, in order to avoid potential commu
nication problems and ensure that protocols are strictly adhered to 
[1,12]. At present, MFW has been implemented on iOS for iPhone and 
iPad, given that the limited range of devices available on this plat
form ensures a homogeneous user experience.

3.3. Using the MFW

New incident cases, identified by location, event description and 
date, are managed through the user interface; this allows team 
leaders to create a specific area to store and share all documents and 
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information concerning the victims. At present, MFW provides out- 
of-the-box support for both yellow AM and pink PM INTERPOL DVI 
forms [8], which (among additional types of information) allows the 
incorporation of family photos or body status sketches within their 
respective documents. Screenshots of the user interface during some 
task functions in the application are shown in Fig. 1.

All authorized users involved in an incident can receive copies of 
new documents, and modifications are notified automatically. When 
two users attempt to modify a document simultaneously, the 
workspace warns both users and prompts communication between 
them to clarify which user should input the information. Once all 
documents and cases have been transferred to an authorized server, 
the director of operations has full access to all information. As re
cently noted, technologies that facilitate immediate data entry into a 
shared system can provide greater efficiencies both within and 
across DVI phases [13].

3.4. Security and privacy

A successful data management system requires not only software 
development, but also the development of protocols, procedures and 
policies for data protection [13,15]. High levels of security and 
privacy have been achieved in MFW by incorporating the following 
three mechanisms. 1) Access is username- and password-dependent, 
and agencies can grant or deny individual permission to access or 
edit the documents added to the workspace, in accordance with pre- 

established roles or credentials assigned to each user, or in case of 
loss or theft of a terminal. 2) Information exchange among users is 
protected by an underlying communication protocol (Secure Sockets 
Layers, SSL), based on a highly secure algorithm to encrypt the in
formation and ensure that any intercepted messages will not be 
readable or modifiable by malicious software. 3) Users will not be 
able to pose as other users, even after discovering username and 
password data, given that agencies can issue unique digital certifi
cates for each device and incident scenario.

The platform transparently merges all collected information in 
real-time, notifies users of any conflicting data, and whenever an 
Internet connection becomes available, automatically transfers all 
collected data to a remote server under the control of the agency or 
agencies responsible for managing the emergency situation. The 
MFW platform thus enhances the quality of the information col
lected, facilitates collaboration, and avoids the duplication of re
cords, loss of information, and the awkwardness of managing paper- 
based files and data.

4. Conclusions

As a technological innovation based on new methods and tech
niques applied to current collaborative and mobile technologies, 
MFW is designed to provide real-time communication and co
ordination for PM and AM data collection and sharing at DVI sce
narios. Because the application complies with the protocols 

Fig. 1. Screenshots of the user interface during some task functionalities in Mobile Forensic Workspace©: (a) General information about a new case, (b) Autogenerated PM 
INTERPOL DVI Form, (c) Dental data collection and odontogram generation, and (d) Fingerprint and plantar footprint collection.
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recommended by INTERPOL and provides out-of-the-box support for 
INTERPOL DVI forms, it offers a useful tool to enable professionals to 
carry out their work in a more coordinated way and overcome the 
problems that arise (e.g., duplication of information, chain of cus
tody problems, loss of evidence, etc.) when a series of actions are 
performed concurrently by a number of different actors. 
Nevertheless, it should be remembered that MFW is not designed to 
assist data matching in the reconciliation phase, therefore other 
software packages should be used for this purpose. This brief sum
mary of MFW also points to an interesting and promising research 
area in the development of new workspaces for other forensic sce
narios such as mass grave exhumations or domestic violence, among 
others.
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