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Abstract—Every decision may involve risks. Real-world risk
issues are usually supervised by third parties. Decision-making
may be affected by the absence of sufficient or reasonable trust
or to the opposite, an unconditional, excessive, or blind trust,
which is called trust risks. The conflict-eliminating process (CEP)
aims to facilitate satisfactory consensus by decision makers (DMs)
through continuous reconciliation between their opinion differ-
ences on the subject matter. This article addresses trust risks
in CEP of social network group decision making (SNGDM)
through third-party monitoring. A trust risk analysis-based
conflict-eliminating model for SNGDM is developed. It is assumed
that a third-party agency monitors the DMs’ credibility and
performance, which is recorded in an objective evaluation
matrix and multi-attribute trust assessment matrix (MTAM).
A trust risk measurement methodology is proposed to classify
the DMs’ different trust risk types and to measure the trust risk
index (TRI) of a group of DMs. When TRI is unacceptable, a
trust risk management mechanism that controls TRI is activated.
Different management policies are applicable to DMs’ different
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trust risk types. There are two main methods: 1) dynamically
update the MTAM based on DMs’ performance and 2) pro-
vide suggestions for modifying the DM’s information with high
TRI. Besides, as part of the integrated CEP, this model includes
an optimization approach to dynamically derive DMs’ reliable
aggregation weights from their MTAM. Simulation experiments
and an illustrative example support the feasibility and validity of
the proposed model for managing trust risks in CEP of SNGDM.

Index Terms—Conflict-eliminating process (CEP), group deci-
sion making (GDM), social network (SN), third party, trust
risk.

I. INTRODUCTION

ITH the progress of intelligent decision making,

modeling of social network (SN) group decision mak-
ing (SNGDM) has been an attractive topic [1]. The SNGDM
process can be briefly described as follows: decision mak-
ers (DMs) voice their opinions with respect to multiple
alternatives for a common decision problem on an SN plat-
form and seek out their collective optimal solution. At
the initial stage of the SNGDM process, DMs may have
conflicting views. Consequently, a conflict-eliminating pro-
cess (CEP) is required to reach satisfactory consensus among
DMs [1], [2]. The traditional CEP framework includes five
pivotal elements: 1) preference representation; 2) aggregation;
3) measurement of conflict level; 4) feedback mechanism;
and 5) selection process. Different from traditional scenar-
ios, SNs have the advantages of collaboration, information
sharing, convenient communication and interoperability [3].
There are two types of consensus models for eliminating
conflicts among DMs in SNGDM that have been exten-
sively studied: 1) conflict-eliminating model based on trust
relationships [4] and 2) conflict-eliminating model based on
opinion evolution [1], [5].

In SNGDM, trust relationships among DMs are regarded
as the critical components of CEP. On the one hand, trust
is a key factor reflecting the status and importance of DMs
in the SN, and can be explicitly used to derive the aggre-
gation weights of DMs [5]. On the other hand, trust-based
feedback is considered to be a more acceptable feedback
strategy for DMs [4]. Classically, the measurement of trust
relationships among DMs in the SN has two characteristics:

2168-2267 © 2022 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission.
See https://www.ieee.org/publications/rights/index.html for more information.

Authorized licensed use limited to: UNIVERSIDAD DE GRANADA. Downloaded on May 06,2022 at 06:56:12 UTC from IEEE Xplore. Restrictions apply.


https://orcid.org/0000-0003-3213-3484
https://orcid.org/0000-0002-3952-4210
https://orcid.org/0000-0002-7283-312X

This article has been accepted for inclusion in a future issue of this journal. Content is final as presented, with the exception of pagination.

1) matrix representation is used to model trust relationships
among DMs in an SN, which is deemed as a reliable source
to calculate the trust degrees (TDs) of DMs [6] and 2) trust
is generally considered static and immutable in SNGDM [7],
which also makes the aggregation weights of DMs in CEP
static or fixed throughout the SNGDM processes. Whereas,
this weights derivation method based on TDs dose not conform
to the dynamic changes of actual decision-making situation
and needs to be remedied.

Although many trust-based conflict-eliminating models have
been developed in SNGDM, they have usually overlooked an
established fact: trust is always accompanied by risks [8], [9].
At present, most researches on trust risks focus on the fields of
economy, finance and e-commerce. In SNGDM, only the trust
transitivity research that integrates the DMs’ risk attitude [10]
has been covered, with no implementation of the trust risk
issues into CEP. In real-world SNGDM, DMs’ credibility may
be different from the TDs obtained from SN, which means that
DMs’ credibility does not match their status and importance
in the SN. In this case, some DMs may be blindly trusted or
lack due trust, which is called trust risks. Ultimately, they may
mislead the public and affect the reliability and credibility of
decision result. However, to our knowledge, the existing trust-
based CEPs in SNGDM often ignore the assessment of DMs’
different credibility, and do not conduct quantitative analysis
and management of trust risks.

The above analysis shows that there are still some key
aspects of CEP in SNGDM that need further investigation.

1) Credibility Assessment: As the main input information,
the credibility of DMs’ information plays a key role
in decision making. DMs’ different knowledge back-
grounds or interest imply that their preferences and cred-
ibility are also different. Coupled with the anonymity
and openness of SN, the credibility assessment of DMs
and their information may lack strong supervision in the
decision-making process [11]. Hence, finding a reliable
methodology to evaluate the credibility of DMs in CEP
is a challenging problem.

2) Dynamic Derivation of DMs’ Weights: The openness of
SNs and the interaction of decision information requires
the distribution of DMs’ weights to be dynamic rather
than fixed and static. Meanwhile, the role of DMs’
credibility in the weight generation process cannot be
ignored. This is because a DM with high credibility and
high prestige in the SN should have a higher weight
when gathering information. Consequently, within the
considered dynamic interaction decision-making pro-
cess, it is necessary to carry out research on the dynamic
weight generation process based on the credibility and
TDs of DMs.

3) Trust Risk Measurement and Dynamic Management
Mechanism in CEP: DMs’ cognition level or external
temptations may result in DMs providing low credibility,
biased, or misleading information. Naturally, DMs’ TDs
may not match their credibility, which gives rise to two
trust risk issues: a) if the DM with low credibility has
high TD because of her/his position in the SN, she/he
may be blindly trusted or overtrusted by others and b) if
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a DM who provides reasonable and reliable information
has a lower status in the SN, she/he may lack sufficient
trust. Obviously, DMs with blind trust or lack of appro-
priate trust may mislead other members of the group,
resulting in misleading and unfair decision results. Thus,
to ensure the credibility and reliability of the final deci-
sion, it is urgent to measure and dynamically manage
the trust risk issues in CEP of SNGDM.

Motivated by these problems, this study establishes a novel
conflict-eliminating framework with trust risk dynamic man-
agement mechanism to manage trust risks and promote con-
sensus. The proposed methodology contains the following key
features.

1) A third-party agency is introduced to monitor and eval-
uate the performance and trustworthiness of DMs. In
fact, the credibility evaluation of DMs cannot be given
by themselves since self-evaluation is easy to be unfair.
Hence, the credibility evaluation by a fair and neutral
third-party organization becomes a valid approach [12].
Thus, DMs will share their information with the third
party so that they can correctly hold and understand
DMs’ information at each CEP round to help the assess-
ment of the performance and trustworthiness of DMs.
Furthermore, the third party can realize trust risk man-
agement and optimize CEP by influencing the DMs’
preferences. Based on the above analysis and inspired
by the work by Wu et al. [13], the third-party regulatory
agency should comply with the following hypotheses,
Hypothesis 1: The third party is fair, impartial, reliable,
and not driven by various interests in CEP.

Hypothesis 2: The third party has in-depth knowl-
edge of the DMs’ information and performance at each
CEP round.

Herein, various factors that affect DMs’ credibility,
such as competence, consistency, fairness, integrity,
and receptivity, are considered [14]. The evaluation
information is offered by means of an objective eval-
uation matrix (OEM).

2) A dynamic weights generation process is designed.
As per the third-party evaluation information, com-
bined with TDs derived by SNs, a multi-attribute trust
assessment matrix (MTAM) is constructed. Based on an
optimization approach, DMs’ weights are obtained from
their MTAM and integrated into the CEP.

3) This is the first attempt to study the CEP with trust
risk problems in SNGDM framework. To manage the
trust risk issues in CEP, a novel trust risk measurement
and dynamic management mechanism is developed. By
measuring the deviation between the weight rankings
of MTAM and OEM, the DMs’ trust risk degrees and
trust risk types are determined. Moreover, a trust risk
index (TRI) is introduced to judge whether the trust risk
degree of the group of DMs is acceptable or not. When
TRI is unacceptable, the trust risk dynamic management
mechanism is activated. The third party provides differ-
ent strategies for DMs’ different trust risk types: a) for a
DM lacking sufficient trust, the MTAM is dynamically
updated to provide compensation and rewards and b) for
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a blindly trusted DM, while the MTAM is dynamically
updated and punished, she/he is encouraged to modify
her/his judgments based on the highly credible DM’s
information. This mechanism reduces the group TRI and
guarantees the reliability of the decision results.

4) A new conflict elimination framework with trust risk
dynamic management under the supervision of the third
party is proposed. In this model, the third party mea-
sures and manages trust risk issues by monitoring
DMSs’ performance and credibility. Through the dynamic
update of the MTAM, the DMs’ weights are dynami-
cally allocated and applies in the CEP. Eventually, the
proposed methodology reduces the group TRI while
eliminating the conflict of DMs’ opinions to allow the
reaching of consensus. Some simulation experiments
are designed to support the feasibility and validity of
the proposal for handling trust risk issues in CEP of
SNGDM. It is noted that trust risk issues are widespread
phenomena in decision making, which becomes more
obvious as the number of DMs increases. When TRI
is high, the trust risk dynamic management mechanism
is activated. A strict TRI threshold and an appropri-
ate reward and punishment coefficient allow for the
trust risk management to be more efficient and faster.
Compared with the traditional CEP, it is found that the
proposed dynamic management of trust risk issues in
CEP can accelerate consensus and increase the suc-
cess ratio of conflict elimination. From an application
point of view, an illustrative example demonstrates how
the proposed conflict resolution framework dynamically
manages trust risks and eliminates conflicts of DMs’
opinions in SNGDM. The results of this example sup-
port the claim that the proposed methodology provides
decision support to address trust risk issues in real-world
SNGDM, which ensures the rationality and reliability of
the decision-making outcome.

The remainder of this article is organized as follows.
Section II reviews some preliminaries and describes the trust
risk problems in the CEP of SNGDM. In Section III, a new
decision framework to address trust risk issues is developed.
Trust risk measurement and dynamic management mecha-
nism are also elaborated in this section. Section IV reports
on the feasibility and validity of the proposed methodol-
ogy with simulation experiments while Section V provides
an illustrative example. Section VI summarizes the main
research contributions as well as potential follow-up studies
for future work.

II. PRELIMINARIES

This section introduces basic knowledge on additive pref-
erence relations (APRs) and related properties, the selection
process in group decision making (GDM), and trust relation-
ships among DMs in SNs. In addition, the decision problem
of interest, the CEP with trust risks in SNGDM, is described
in Section II-D.

A. APRs

Herein, X = {x1,x2,...,x,} (n > 2) represents a finite
set of alternatives, while E = {ej,er,...,en} (m > 2)

TABLE I
GCI THRESHOLD FOR APRS

CR 0.01 0.05 0.1 0.15
GCI(n=3) 0.0314 0.1573 0.3147 0.4720
GCI(n=4) 0.0352 0.1763 0.3526 0.5289
GCI(n>4) ~0.037 ~0.185 ~0.370 ~0.555

represents a set of DMs who express their views using APRs
as described below.

Definition 1 [15]: An APR on X is represented by a matrix
P = (pij)uxn, With elements p;; being the preference degree
in [0, 1] of alternative x; over alternative x;. An APR is often
assumed to be reciprocity: p;j+pji =1, foralli,j=1,...,n.

Definition 2 [16]: An APR P = (pjj)uxn is multiplicative
consistent if it satisfies the property

DijPjkPki = DjiPkjPik, for all i,j,k=1,...,n. (D

Xia et al. [17] proposed the below geometric consistency
index (GCI) to measure the multiplicative consistency of APRs
2
GCI(P) = ———— Inp;; — Inpj; — Inw; + Inw;
(n—l)(n—2) ;( 7k J L J)
2

where w = (w1, wa, ..., wy)T, w; € [0, 1] and 37 w; =1,
is the priority weighting vector associated to P. According to
the consistency ratio (CR) given by Saaty [18], Xu et al. [19]
extended the GCI thresholds of multiplicative preference rela-
tions in [20] to obtain the corresponding thresholds of APRs
(Table I). If GCI(P) < GCI, P is of acceptable multiplicative
consistency.

Definition 3 [21]: An APR P = (pj)nxn is ordinally
consistent, if the following conditions are satisfied.

1) If pix > 0.5, pij = 0.5, or pjx = 0.5, pi; > 0.5, then

Pij > 0.5.
2) If pi = 0.5 and py; = 0.5, then p;; = 0.5.

B. Selection Process

The selection process of GDM includes two stages.

1) Aggregation Phase: This phase aims to obtain a col-
lective APR P© = (pl(jc))nx,, by fusing all individual
APRs PO = (i), k= 1,....m. In this study, the
weighted average (WA) operator is used to obtain the
collective APR

m
1 2 k
Py =WA(pY P b)) = 2 @)
k=1

where A € [0, 1] is the weight of DM e; subject to the
normalization property Y ;' Ax = 1.

2) Exploitation Phase: Once the collective APR is
obtained, the exploitation stage is applied to derive the
final ranking of alternatives. Inspired by the ordered
weighted averaging (OWA) [22], the quantifier-guided
dominance degree (QGDD) of alternatives based on the
APR, P, measures the degree up to which one alternative
dominates a “fuzzy majority” of the rest of alternatives,
and it is defined as follows [23]:

OGDD(x;) = OWAg(pjj,j=1,...,n). 4)

Authorized licensed use limited to: UNIVERSIDAD DE GRANADA. Downloaded on May 06,2022 at 06:56:12 UTC from IEEE Xplore. Restrictions apply.



This article has been accepted for inclusion in a future issue of this journal. Content is final as presented, with the exception of pagination.

4
TABLE 11
DIFFERENT REPRESENTATION SCHEMES IN SNA
Sociometric Graph Algebraic
01 0 01
001 01 eiRey, eiRes,
Res, e;Re
A=]1 1 exiies, exlies,
00 0 esRe, esRey,
000 01 e4Res, esRes.
001 00
ﬂ
o dib
o, o,
Fig. 1. Trust propagation via a trust path.

C. Trust Relationship Among DMs in Social Networks

Trust relationship among DMs is of great significance in
any GDM process. It is generally regarded as a reliable
information to obtain the aggregation weights of DMs [5].
SN analysis (SNA) is a common and effective tool to mea-
sure the trust relationship between DMs within a group [1].
The three components of SNA are: 1) the participants set;
2) the relationship between participants; and 3) the attributes
of participants. Moreover, there are three frequently used
approaches to show the set and relationships of participants
(Table 1II).

1) Sociometric: Utilize two-ways matrices, called: a) socio-
matrices or b) adjacency matrices, to express relation-
ships among DMs in the SN.

2) Graph: Use a graph of nodes connected by directed
edges to represent the relationships between relevant
DMs in the SN.

3) Algebraic: Differentiate several unique relationships and
signify different combinations of relationships.

To appropriately express trust relationships in SNA, a fuzzy
sociometric is proposed to model the uncertainty of trust rela-
tionships, thereby improving the accuracy of description [24].

Definition 4 [24]: A fuzzy sociometric on E, S, is a relation
on ExXE, §S: ExE — [0, 1], where S(ex, en) = s €
[0, 1] measures the extent up to which e is related to ej;. In
particular, sz, = 1 or 0 means that e, is absolutely related to
e, or e is independent of ey, respectively.

In actual SNGDM problems, there might be a direct or indi-
rect trust relationship between each pair of DMs. For instance,
in Fig. 1, e; and e3 have no direct trust relationship. However,
the missing trust value between e; and e3 can be evalu-
ated/estimated using the indirect trust path (ejez)(eze3). To
estimate the indirect trust values in the SN, a trust propagation

method based on the f-norm operator is presented.

.. . 1 2 +1
Definition 5 [3]: Assuming that ex—e)— - - - —q>e(q)q—> en

is a trust path of length ¢ 4+ 1 from e to ey, the trust value
ski 1s obtained by the f-norm operator as follows:
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sk = TN(Sk,o (1) So(1),0(2)s - - - » 4 So(q)h)
—1
28k,0(1) * So(q).h l_[zzl So(2),0(z+1)

—1 —1 .
(2_‘%0(1))(2—50(61).}:) ]_[321 (Z—Sa(z).a(:+l))+sk.0(l) *So(q),h l_[zzl So(2).0(z+1)

&)

There may be multiple trust paths available between pairs
of DMs in the SN [1], [7]. Thus, the overall TD for each
pair of DMs is computed using the trust aggregation based
on the OWA operator [7]. Assuming « trust paths between ey
and ey, with corresponding trust values s}(h, A SZh’ the trust
value between ey and ey, Sk, is estimated using expression

K
s = OWAQ (s - sfy) = Y sy ©)
=1
where th(Z) is the zth largest value in {s},, ..., s%}, and 7 =

(1,72, ..., m)T is a weight vector verifying 7, € [0, 1] and
Zgzl =1

When all trust values by indirect trust in the SN are esti-
mated and supplemented, a complete fuzzy sociometric S is
constructed. Furthermore, Liu et al. [7] proposed the following
method to measure the TD of each DM in the SN.

Definition 6 [7]: Assume that S = (Skn)mxm 1S @ complete
fuzzy sociometric matrix. The TD of ej, TD(ep), is

m

1
TD(en) = —— Z st h=1,2,....m. (1)

k=1,k#h
Example 1: Suppose the set of five DMs E =
{e1,ea, ..., es} shown in Fig. 2. Assume the following fuzzy
sociometric:
— 06 O 07 0
0 - 0 0 0.7
S=106 0 - 0 0
0 08 09 — O
0 0 08 0 -

Considering the propagation and aggregation of trust in the
SN, the complete fuzzy sociometric by (5) and (6) is

— 0.6 028 0.7 0.26
027 — 0.53 0.15 0.7
S=]106 028 - 0.38 0.16
032 08 09 - 0.3
044 0.16 0.8 027 -—

Using (7), the TDs of the five DMs are: TD(e1) = 0.41,
TD(e;) = 0.46, TD(e3) = 0.63, TD(eq) = 0.38, and
TD(e5) = 0.36.
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D. Decision Problem (CEP With Trust Risks in SNGDM) — bobem | SNGDMproblem ||
As mentioned in Section I, there are two trust risk situations Alternatives _ | DMs Individual APRs P’ :

for DMs in CEP: 1) DM is at risk of being blindly trusted, and i X

2) a DM lacks the trust she/he deserves. Below, we introduce :

the SNGDM problems under trust risk situations. s======== T-'-'-'-'-'-'-'-' il |
We assume a set of SN-related DMs E who provide APRs Third",’a,”y Aggregation

P(k) — supervision

(pgc))nxn, k=1,...,m, on X. Due to their different
knowledge backgrounds or interest, the ranking of DMs’ cred-
ibility and the ranking of DMs’ weighs may be inconsistent.
Hence, some DMs may be blindly trusted or may lack reason-
able trust in CEP. The question to investigate is how to help
DMs address these trust risk issues, eliminate the conflict of
their opinions and reach a consensus in SNGDM.

III. NEwW CONFLICT ELIMINATION FRAMEWORK TO COPE
WITH TRUST RISK ISSUES IN SNGDM

This section develops a model to manage the mentioned
trust risk issues in the CEP of SNGDM. Section III-A presents
a solution framework. Section III-B discusses the factors that
may cause trust risk issues and develop a trust risk measure-
ment approach. Afterward, a trust risk dynamic management
mechanism is proposed in Section III-C.

A. Novel Solution Framework

To address the trust risk issues in CEP, a new conflict
resolution framework is developed. This model includes a
third-party organization to monitor and objectively evaluate the
performance and credibility of DMs. It aims to measure and
process the trust risk problems and to ensure the authenticity
and rationality of the decision results. Meanwhile, the DMs’
weights are dynamically generated as per their performance
evaluation in CEP. Thus, the conflict-eliminating frame-
work for managing trust risks has five phases: 1) dynamic
weights generation process; 2) trust risk measurement and
dynamic management mechanism; 3) conflict level measure-
ment; 4) feedback mechanism; and 5) selection process. These
are depicted in Fig. 3 and described next.

1) Dynamic Generation of DMs’ Weights: This phase is
based on an optimization-based methodology to dynami-
cally derive DMs’ weights from the third-party evaluation
information.

During CEP, the OEM and MTAM are used for record-
ing third-party evaluation information. In each CEP round,
the third party dynamically updates the OEM and MTAM
by monitoring DMs’ credibility and performance when fac-
ing decision problems. Meanwhile, an optimization model
is constructed to compute DMs’ weights from their evalua-
tion information. In what follows, we take the MTAM as an
example to illustrate the process of building the evaluation
information and dynamically deriving DMs’ weights.

Let C = {c1,¢2,...,¢c} (I = 2) be a set of attributes
involving trust (the composition of these possible attributes
is discussed in Section III-B) with weighting vector n =
1, ...,n)T such that nj = 0 and Zj’:] nj = 1. Let the
third party’s MTAM evaluation of DMs, e, with respect to
attributes, cj, be T = (txj)mx-

Collective APR P
Two weights of
DMs obtained by | |
optimization 1 Compute conflict
Trust risk model : : level &% and 6©
measurement 1

Feedback

Trust risk " adjustment
dynamic : : Guidance for
management 1 revising the
mechanism : : individual APR
Guidance for | |Optimization| [/11| Conflict eliminating process
revising the model of Iq———=—=—=========%

individual APR updated < :: Final group APR P
and updating MTAM 1
MTAM 1

1
1
1
1
1
QGDD for alternatives 1
1
1
1
1
1

\l’ 11| Calculate the values of
DMs’ 1
Trust risk reasonable — : : v
measurement and weights : : | Obtain the best solution |

dynamic management
mechanism "

Fig. 3. Framework of SNGDM with trust risk problems.

First, using cost-benefit attributes normalization process, the
third party’s MTAM is normalized T = (fj)mx:

_ 1/t

tij = # for cost attribute ¢;, j=1,2,...,1 (8)
Zk 1(1/k1)

ty = , for benefit attribute ¢;, j=1,2,...,1. (9)
Zk 1 k/

Let A = (A, ..., Am)T be the weighting vector of DMs,
where A > 0 is the weight of DM e; and ) ;' A = 1.
To obtain a reasonable weight distribution of DMs, the third
party’s synthetical assessed value of DM e is obtained by
fully combining all potential attributes that affect trust: u; =
Zjl'=1 njti;. The value of 1y denotes the trustworthiness of DM
ex; the larger the value of u, the more credible and important
DM ¢ is. The deviation between py and Ay is measured as the
square of their difference (ux — )2, and the total deviation of
all DMs will be Y}, (urx—2)%. To keep the total deviation as
small as possible, the following nonlinear programming model
is established:

m l
(M-1) min Z anikj—xk
k=1 \j=1

St ka=1)‘k:1
TN >0k=1,....m

Authorized licensed use limited to: UNIVERSIDAD DE GRANADA. Downloaded on May 06,2022 at 06:56:12 UTC from IEEE Xplore. Restrictions apply.



This article has been accepted for inclusion in a future issue of this journal. Content is final as presented, with the exception of pagination.

Theorem 1: The unique optimal solution of (M — 1) is
!
o= mily, k=1,....m.
j=1
Proof: Consider the Lagrange function
m ! 2 m
Z anfkj_)‘k +,0<Z)uk—l)
k=1

k=1 \ j=1
where p is the Lagrange multiplier. Setting the partial deriva-
tives of L equal to zero, we have

(10)

LAk, p) =

IL(Ak, )
o =-2 Znﬂk]—kk +p=0 (1)
and
ALk, p)
Ll N —1=0 (12)
dp
k=1
Solving (11), we obtain
I
A = T — — 13
k ;n] W (13)
Then, substituting (13) into (12), we obtain
Yol IZJ 177]ka — 5 = 1. As per (8) and (9), we
I - I
have 7 1Z] 1Ml = D 0 g = Yo = L
Hence, p = 0. Subsequently, based on (13), we have
A = ZJI-=1 njfkj, k =1,...,m. This completes the proof of
Theorem 1.

2) Trust Risk Measurement and Dynamic Management
Mechanism: This phase considers the potential factors affect-
ing DMs’ credibility in a comprehensive way. Under the
supervision of the third party, the types and degrees of
trust risk for DMs can be accurately judged, and the group
TRI can be tested. By means of dynamic management mea-
sures, TRI is finally controlled within an acceptable range.
Sections III-B and II-C present the details of trust risk
measurement and dynamic management, respectively.

3) Measurement of Conflict Degree: Conflict degree is
employed to measure the difference between the DMs’ APRs
and the collective APR. The conflict degree is defined as
follow.

Definition 7: Let PO = (0 ), k= 1,....m, be the k"
individual APR, and P© = (p{’),, is the collective APR

obtained by (3). The conflict degree between P*) and P is
measured in [0, 1] as follows:

6% = n(n— ) Z Z

=1 j=i+1

(k) )

Pij — D (14

The greater the value of %, the higher the conflict level
between P® and P©. When 6% = 0, there is no conflict
between P® and P©. The maximum conflict between P®)
and P©) happens when only 0-1 preference values are permit-
ted and one APR is the complement of the other APR in the
classical sense, that is, PO =1 - poO,
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The group conflict degrees 0@ is computed in [0, 1] as

m
09 =" no®.
k=1

(15)

A large value of () indicates a high conflict degree among
DMs. Unless a DM is allocated a null weight value, when
9© = 0, the DMs’ individual APR P%® will coincide and be
the same as the group’s preference. This is an unlikely sce-
nario in practice for a group of heterogeneous DMs, and in
the case of this scenario to be possible the decision problem
would be an individual decision-making problem rather than
a GDM problem, with trust/distrust/SN not playing any role.
Generally, an acceptable threshold of group conflict level §
will be tolerated in practice. This can be formulated as: if
6(©) < §, the group reaches an acceptable level of conflict, and
the selection process of the decision-making process can ini-
tiate. Otherwise, a feedback mechanism is activated to reduce
the group conflict degree to the acceptable threshold of group
conflict level.

4) Feedback Mechanism: The aim of the feedback adjust-
ment mechanism is to provide support to DMs on adjusting
their preference information to reduce the group conflict level.
To achieve a consensus, DMs are encouraged to modify
their opinions automatically, which includes the following two
steps.

1) Identification of the DM With Highest Conflict Level:
The DM with highest conflict degree has the largest
deviation from group’s views. In other words, the opin-
ions provided by this DM has a negative impact on
CEP. Therefore, the DM ¢ with maximum value of o
at each round of feedback is provided support for modi-
fying her/his preferences. In the case of being more than
one DM with highest conflict level value, then any of
them is (randomly) selected.

2) Adjustment Process: The APR po = (ﬁg‘))nX ,» obtained

from modifying the APR P® of the identified DM
with highest conflict level, e, is obtained based on the
following recommendation rules:

k k ..
py =0 —epl +ep i<jk=1....
p(k) 1_—(k)

m,0<¢&<1
i>j
(16)

where £ is a modification and fusion coefficient in [0, 1].
Remark 1: The above feedback process is an automated
approach, and is applied until the group conflict degree is
within the acceptable threshold of group conflict level. It
would promote consensus effectively only if the recommended
rules are implemented in each round of CEP. However, an
extreme situation is that the DM with highest conflict degree
is unwilling to change her/his preferences as per the recom-
mendation rules, which is a negative decision behavior and is
not conducive to CEP. In this case, the DM can be allowed to
adjust her/his APR more freely to increase her/his enthusiasm
and initiative. It should be noted that her/his new APR is con-
sidered valid only when the conflict degree of the new APR is
lower than its current conflict degree. Otherwise, it is strongly
recommended that this DM follows the given rules to provide
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a new APR. For an identified DM who does not modify pref-
erences and does not cooperate to promote consensus, her/his
APR are discarded in SNGDM.

5) Selection Process: After DMs have eliminated conflicts
and reach an agreement, the selection process (Section II-B)
is applied to derive the final ranking of decision alternatives
from the group’s opinion.

B. Measurement of Trust Risk

Butler [14] indicated the following factors related to trust:
competence, consistency, integrity, fairness, and receptivity.
Here, we introduce them into CEP and utilize them as the
third-party criteria for measuring the DMs’ credibility based
on their performance, and for providing objective evaluation
information. In the following, we analyze these factors and
explain the situations that may lead to trust risk problems.

1) Factor I (Competence): From the DMs’ perspective,
their competence can be captured with the ordinal consis-
tency of their preferences. Ordinal consistency is the minimum
requirement to ensure logic and rational DMs’ preferences,
which reflects the DMs’ understanding and intelligence with
regard to the given decision problem. An incompetent DM
should be given less credit than a competent one because
of her/his illogical understanding for the SNGDM problem.
If she/he is assigned too much trust, it may lead to wrong
decisions.

Let P&0 = (p), 0. k =1,....m, be the APR given by
DM e, at the CEP round ¢. The competence of DM ¢y, is

(P(k ”) Z Z Vij

i=1 j=1
where ; is computed with Algorithm 2 of the ordinal con-
sistency detection process in [19]. A large value of y (P*-)
means a poor credibility of DM ey, and the probability of being
blindly trusted increases. If I/I(P(k’l)) = 0, DM ¢ is trustwor-
thy. If ¢(P%?) > 0, the third party concludes that DM ey
satisfies trust risks induced by Factor I at CEP round .

2) Factor II (Consistency): Consistency indicates the level
of cognition and knowledge of DMs, which reflects their trust-
worthiness in a group. Multiplicative consistency is an appro-
priate property for examining DMs’ cognition and knowledge.
In SNGDM, if a DM with a low level of cognition and knowl-
edge is given an unreasonable TD by others, a biased and
misleading decision may occur.

By (2), the multiplicative consistency level GCI of P%? s
calculated. The smaller the GCI(P(k")) value, the more trust-
worthy the DM e;, will be. Given the GCI thresholds of Table I,
if GCI(P*D) > GCI, the third party deduces that DM e; meets
the cognition and knowledge trust risk problem induced by
Factor II at CEP round ¢. This may create a situation where
a DM without acceptable multiplicative consistency is blindly
or over-trusted.

3) Factor III (Integrity): The integrity of DMs reflects
whether they can honestly express their opinions. In CEP,
some DMs may deliberately conceal true information and dis-
play dishonest preferences to achieve their own benefit. A DM

A7)

with low degree of honesty but high trust value in CEP is at
risk of being blindly trusted.

Khalid and Beg [25] studied the role of honesty in decision
making and suggested that the level of honesty can be derived
from the average fuzziness of the DM’s APR. They argue that
the closer a DM’s preference values are to 0.5, the stronger
the ambiguity of such preferences, and the more dishonest the
DM. The average fuzziness H of APR P%? is defined as the
[0, 1] value [25]

A(pr) = = }: 3 H(p")  as)
I’l(l’l -1 i=1 j=i+1
where
p'(/k " (k,1) 0.0.5 )
. 05— 8@)717,;,}{ €[0,0.5—¢®)
H(p ") =1 1, pE € [0.5—£®,0.5+£0] (19)
Pf,k D1 (k, t) ®
o3 Pi € (05+¢60,1]
and

m n—1

e — -
t mn(n—l)zzz

k=1 i=1 j=i+1

(20)

k,
pkd 0.5‘

is the average deviation of all preference values from 0.5.

A small value of H(P%?) implies a high honesty degree of
DM e¢y. Given a threshold value a(a € [0, 1), if HP®?) > «,
then the third party infers that DM e, has a low degree of
honesty and at risk of being endowed with excessive trust due
to Factor III at CEP round ¢.

4) Factor 1V (Fairness): Fairness is a condition of trust,
which shows the DMs’ resistance to external temptations and
ensures that DMs give their preferences impartially. DMs who
express their views in a biased or unfair way may mislead
others in a group. If a DM with poor fairness is given a high
weight during the aggregation process, she/he is at risk of
being blindly trusted.

The consensus reaching process essentially follows the
majority principle. If the best choice of an individual DM’s
preference ordering is different from that of the collective pref-
erence ordering, there is a risk of such DM of being tempted
by the outside world. Denoting by V() =\, y{“)T
and V&) — (vik’t), . (k t))T k=1, , m, the preference
vectors of the alternatlves from the collective APR P and
the individual APR P*: computed by (4), respectively, at the

round ¢, and o : {1,...,n} — {1,...,n} being the permuta-
tion such that vy > veit1), forall i =1,...,n — 1, where
Vo) 1s the ith largest value in the set of {vi,...,v,}, then

the preference orderings of alternatives from collective and
individual APRs are O(V(©") = (0“)(1), ..., 0" (n))T and
ov&Dy = (%D (1), ..., 0% ()T, respectively. Therefore,
the 0-1 variable

Sk _ 1001 #0%0 (1)
0, 0(1) = ok (1)

can be used by the third party to conclude that DM ¢y satisfies

the characteristic of trust risk problem generated by Factor IV
in the CEP round  when s = 1.

2L
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5) Factor V (Receptivity): Receptivity indicates the degree
of harmony and agreement of different opinions among DMs.
CEP is a process of eliminating conflicts between DMs and
consolidating their views. The receptivity of a DM can be mea-
sured by the existent gap between her/his views and the views
of others. In CEP, when the opinion of a DM is quite differ-
ent from that of others, then her/his receptivity is considered
quite poor. Moreover, if she/he is trusted by other DMs, the
DM may pose a risk of misleading the public. The following
value in [0, 1] is therefore proposed to measure the deviation
of DM ¢, with the rest of DMs:

n—1 n
(k,1) (h,1)

Pij ~ —Pij | (22)

2 m
k) _
T = Dnm—1 >

h=1,h#k

=1 j=i+l

Given a threshold B(B € [0, 1)), if #&? > B, the third party
infers that DM ey satisfies the trust risks induced by Factor V
at CEP round r.

Factors I-V are based on the preferences given by DMs
and are the criteria for third party to objectively evaluate
DMs’ credibility. Correspondingly, a third-party OEM can
be established which contains five attributes: 1) competence
(c1); 2) consistency (c2); 3) integrity (c3); 4) fairness (ca);
and 5) receptivity (c5). The factors that cause trust risks in
real SNGDM scenarios are different, so, at each CEP round,
the third party monitors the performance of DMs to infer
the potential risk-inducing factors, and the assessment of the
corresponding attributes of DMs in the OEM are dynami-
cally updated. DMs’ credibility weights are calculated as per
M —1).

Trust relationships of DMs described by the SN structure
reflect the prestige and importance of DMs in a group. Also,
it is a factor that affects trust in SNGDM. Combining TDs
derived from the SN structure with the attributes of OEM,
an MTAM can be logically constructed based on the follow-
ing six attributes: 1) competence (c1); 2) consistency (c3);
3) integrity (c3); 4) fairness (c4); 5) receptivity (cs); and 6) SN
structure (cg). The attributes of this MTAM are comprehensive
and allow to determine the DMs’ weights in CEP. Similarly,
the values of each attribute in the MTAM can be dynami-
cally updated as per the objective evaluation information of
the third party.

Based on the third-party evaluation information, a trust risk
measurement method is proposed, which is based on monitor-
ing the deviation between the DMs’ credibility ranking (from
the OEM) and the DMs’ aggregation weight ranking (from the
MTAM). Denoting by OEM® and T® the evaluation matrices
given by the third party at CEP round ¢, as per (M — 1), the
DMs’ weights, denoted A(OEM®) and A(T?), respectively,
are calculated. Let 0©FM:0(j) and oT")(i) be the positions
of the ith largest element in A(OEM®) and A(T®), respec-
tively. Then, O(A(OEM?)) = (0(OEM:N0 (1), ..., o(OEMD ()T
and OMTD)) = (0T2(1), ..., 0T (m))" are the ranking of
A(OEM®) and A(T®), respectively.

The blind trust and lack of trust for a DM can be detected
and defined as follows.

IEEE TRANSACTIONS ON CYBERNETICS

Definition 8: DM €,(0EM, 1) (k) is at risk of being blindly
trusted at CEP round ¢, if

o (OEM.1) (0(OEM,1)(k)) _ ™D <0(OEM,t)(k)> >0 (23)

where o (OFM:D(o(OEM.0) (1)) and o T0(0(OEMD(k)) are the
rank positions of the o©EM:I(k) for OAMOEMY)) and
O(A(T(I))), respectively. Conversely, DM €,(OEM.0) (k) is at risk
of lacking reasonable trust at CEP round ¢, if

o (OEM.1) (O(OEM,t)(k)> _ ™D (O(OEM,t) (k)) <0. (24

The absolute value of the above deviations is proposed to
measure the trust risk degree of DM €,(0EM,1) (k) At CEP round ¢

$(ey0mmn ) = ‘U(OEM,Z) <O(OEM,t)(k)> _ oD (O(OEM,t)(k))"
(25)

Definition 9: The group TRI in [0, 1] of CEP round ¢ is

2 .

TRIO = | TDED Zict P(eqomingy). m is odd (26)
% il ¢ (e 0mmn (k)), m is even.

It is unrealistic to have no risk in real-world

SNGDM. Therefore, in the decision-making process, it
is reasonable for the third party to set an acceptable risk
index threshold TRI. If TRI®” < TRI, the acceptable trust
risk of SNGDM is realized; otherwise, the following trust
risk dynamic management mechanism is activated.

C. Trust Risk Dynamic Management Mechanism

In order to achieve acceptable group TRI, this section
designs a dynamic third-party trust risk management mech-
anism. The role of the third-party agency is important. On
the one hand, the third-party organization uses different man-
agement measures to update the MTAM for DMs’ different
trust risk types. Setting the evaluation values of these attributes
dynamically in MTAM is equivalent to effectively managing
trust risks. On the other hand, the third-party organization
encourages the high-risk DMs to modify their preference
information. Considering the DMs’ credibility, the recom-
mended modification may be more acceptable for the DM if
it comes from the DM with highest credibility. Specifically,
the trust risk dynamic management mechanism includes the
following two phases.

1) Identification of the DM With Highest Trust Risk Level:
This DM has the greatest impact on the reliability of
group’s views because her/his preference information
has a negative impact on CEP and misleads the deci-
sion results. Thus, the DM ¢, with the maximum value
of ¢y is suggested to modify her/his information at each
round of management mechanism.

2) Adjustment Process: As per Definition 8, the trust risk
type of the identified DM ey in phase 1) is determined.
For each of two trust risk type in Definition 8, the third
party proceeds differently as follows.

a) If DM ¢ lacks reasonable trust, the attributes eval-
uation for DM ¢; in the MTAM will be increased
as compensation and reward.
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b) If DM e is blindly trusted, the corresponding
attribute evaluation in the MTAM will be updated
as punishment, in addition to the modification of
her/his APR, P®, into the following APR P®) =

~(k
(I?Ej))anZ
—(k k h . .
Py = —6pd +epl i<jk=1....m
0<&=<l 27)
—(k —(k . .
B =1-py i>]

where P is the APR provided by the most
credible DM, that is, the DM with lowest trust
risk level.

Remark 2: The proposed trust risk management mechanism
is automatic. As mentioned in Remark 1, there may also be
an extreme case in phase 2) where the DM with highest trust
risk level is unwilling to modify her/his APR based on the
third-party opinions. This behavior is of no benefit to trust
risk management. A DM unwilling to accept the third-party’s
strong recommendation, but receptable to change, is allowed
to adjust the APR voluntarily. If the ¢ of the new APR is
lower than its current value, the new APR is effective. For a
DM unwilling to change preferences, her/his APR is discarded
in SNGDM.

IV. SIMULATION EXPERIMENTS AND DISCUSSIONS

This section contains a detailed simulation methodology
(Section IV-A) and analyzes the experimental results obtained
by the developed simulation methodology regarding their sup-
port toward the feasibility and validity of the proposed CEP
framework (Sections IV-B, IV-C, and IV-D). Section IV-E dis-
cusses the applicability of the proposed decision aid model
in real world, including the practical meaning and collection
methods of the model input information.

A. Simulation Methodology

The proposed simulation methodology is based on the ran-
dom generation of the initial APRs and SN-based TDs of DMs
in [0, 1]. The first five attributes’ values of the initial MTAM
are all set to 100, while the values of attribute cg are deter-
mined by the SN structure. Based on Hypotheses 1 and 2, a
third party supervises DMs’ performance to detect and reg-
ulate the trust risk issues in CEP, thereby reducing TRI and
reaching a consensus as proposed in Section III. The algorith-
mic form of the proposed simulation methodology is given in
Algorithm 1.

B. Experimental Results (The Impact of the Threshold TRI)

The experimental settings based on the above simulation
methodology are: tmax = 5,8 =0.25,¢ =0.9, 8 =0.35, x =
0.15, and & = 0.5. Constructing different input parameters m,
n, and TRI, the simulation experiment is run 1000 times to
calculate average values of TRI, 0© . ¢, etc.

To explain the effectiveness of the proposed trust risk
dynamic management mechanism, the trust risk mitigation
degree (TRMD) and the decrement ratio (DR) for the risky
DMs are recorded. Let TRI® and TRI* be the group trust

Algorithm 1 Simulation Algorithm of CEP Framework Under
Trust Risk Problems

Input: number of DMs, m; number of alternatives, n; threshold for GCI, GCIL;
threshold of integrity degree, «; threshold of receptivity, 8; threshold of TRI,
TRI; threshold of group conflict level, §; reward and penalty coefficient, yx;
modification and fusion coefficient, £; and maximum iteration number, fmax.
Output: group conflict level, 9(‘); TRI; number of iterations, #; and ranking
result.

Step 1: Randomly construct m nxn APRs, {P(U, e
by the SN structure.

Step 2: Let t = 0, P&D = p®) k=1 .. m.
Step 3: Construct MTAM T = (1)), Apply (10) to compute the DMs’
weighting vectors.

Step 4: Based on Factors I-V, the third party supervise the DMs’ performance
in CEP. The OEM® is yielded by the following two cases.

A Ifr=0

R P(’")}, and TDs derived

OEM® = ()11

if DM eyis in ferred to have a blind 28
z,({}) = | 100—100x, trust problem caused by attribute j (28)
100, if DMeghas no trust risk issues
B.Ifr>1
OEM® = (t]g‘))mx(l—l)*
if DMeyis inferred to have a blind (29)

K 71 @1

=1 _
O _ I Yy 100X (st problem caused by attribute j
s
G

if DMeyhas no trust risk issues

Then, apply (10) to calculate the weights of DMs’ credibility.
Step 5: Apply (25) and (26) to compute the group trust risk level, TRIO.
If TRIV < TRI or ¢ > fmax, then go to step 7; otherwise, continue to the
next step.
Step 6: Update MTAM TU+1D) = (t]((;.ﬂ))m>< ; based on OEM®_ According to
(25), identify the DM e¢; with the highest trust risk level and judge the type
of trust risk she/he exhibits as per Definition 8. Without loss of generality,
the treatment for DM ey is as follows.
A. If DM ey is blindly trusted, she/he is encouraged to provide pk.i+1)
using (27); t=t+1 and go to step 3.
B. If DM e lacks sufficient trust, OEM® needs to be further refreshed as

1
OEM+D — (tl(c;'+ ))mx([_l)’
if DM ey is inferred to lack sufficient

trust, j=1,...,1—1 (30)

0)
G _ g 100y,
L ()

tkj s if DM eghas no trust risk issues

t=1t+1 and go to step 5.

Step 7: Obtain the final updated MTAM T as per OEM, and derive the
reasonable aggregation weights of DMs from MTAM by (10).

Step 8: Utilize (15) to calculate the group conflict level, 6(¢-0 If (-1 < §
or t > tmax, then go to step 10; otherwise, move on to the next step.

Step 9: 1dentify the DM e; with highest conflict level. Encourage DM ¢ to
modify her/his APR using (16).

Step 10: Rank the alternatives by (4). Output 6(©; TRI; 1.

risk level at the initial state and the final state, respectively.
The number of DMs with trust risk at the initial state and the
final state after mitigating the group TRI are denoted by r and
7/, respectively. The TRMD and DR are defined as

TRMD = TRI”) — TRI* (31)
ror

DR=— — —. (32)
m m

The experimental results, based on the given SN structure in
Example 1 and a random SN structure, are listed in Tables III
and IV. Furthermore, the average values of ¢ and 0© in the
simulation methodology under different values of parameter
TRI are depicted in Fig. 4. The following three observations
can be drawn.
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TABLE III

EFFECT OF DIFFERENT TRI ON THE SIMULATION RESULTS UNDER THE

GIVEN SN STRUCTURE IN EXAMPLE I
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TABLE V
INFLUENCE OF DIFFERENT PARAMETER, ), ON THE EXPERIMENTAL
RESULTS UNDER A RANDOM SN STRUCTURE

Average Mean Average Average value of Mean value Average value of
m n TRI value of TRMD r r DR value value of m n TRI TRMD of t 9
TRI of ¢ 0 o
5 403 0.1265 49.10%  3.8620 14590  48.06%  2.3630 0.1838 4 06015 8";% iz;i;’ ;‘izig g}g:
0.5 0.2602 3573%  3.8620 24810 27.62% 14270 0.1923 : : 2270 : :
6 03 0.1617 38.53% 35450 17200 36.50% _ 2.5840 0.1885 0.15 0.2812 37.03% 23190 0.1885
0.5 0.2700 27.70% 3.5450 2.4340 22.22% 1.3540 0.1978 6  0.05 0.4315 22.33% 3.3430 0.1921
0.1 0.3390 31.58% 2.8600 0.1919
0.15 0.2878 36.70% 2.4660 0.1924
_ TABLE IV 7 4005 0.4838 18.72% 35070 0.2028
INFLUENCE OF DIFFERENT TRI ON THE SIMULATION RESULTS UNDER 0.1 0.3979 27.31% 2.8840 0.2028
THE RANDOM SN STRUCTURE 0.15 0.3647 30.63% 2.3470 0.2036
6 0.05 0.4788 17.67% 3.4400 0.2074
v — Average 0.1 0.4024 2530% 2.8960 0.2072
m n TRI value of TRMD r r DR value of 1 value of 0.15 0.3728 28.26% 2.4240 0.2079
TRI 0 9 4 0.05 0.5112 14.98% 3.6570 0.2140
S PN TR I T 7 X YT 01 04208 B2 30220 02137
. . 87% . . 34% . . <
6 03 02015  45.07%  3.9360 _ 2.0260 _ 38.20% 3.5510 0.1846 G g'(l)g gé?gf‘/ ?gég;’ i‘gzg g‘iigg
0.5 02905 36.17%  3.9360  2.6990  24.74% 2.4980 0.1923 : : 0070 : :
7 403 02428 42.59% 59770 4.1440 __ 26.19% 3.6490 0.1984 0.1 0.4401 21.21% 3.0720 0.2165
0.5 0.3614 30.73%  5.9770  5.0480 13.27% 2.3720 0.2061 0.15 0.4057 24.65% 2.5860 0.2170
6 03 02624 39.97% 59850 4.2880  24.24% 3.8410 0.1998
0.5 03715 29.06% _ 5.9850 _ 5.1050 _ 12.57% 2.4990 0.2073
9 4 03 02676 39.76% _ 8.0070 _ 6.2250 __ 19.80% 4.0860 0.2077 06
0.5 0.3979 10.03% 80070 7.1040 _ 26.72% 2.3990 0.2142
6 03 0.2885  37.55% 79310 63830 17.20% 4.2720 0.2108 -
0.5 0.4021 26.19%  7.9310  7.1850 8.29% 2.6300 0.2174

Average values of t

0.24 -
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Average values of 6(c
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Average values of ¢ and 0(©) under different parameter TRI: (a) TRI
t and (b) TRI versus 6.

Tables III and IV reveal that the trust risk issues of
SNGDM are widespread. At the same time, they also
show that the proposed approach can effectively control
the number of DMs with trust risks within a group. As
per the experimental results, at the initial stage r # O,
which indicates that DMs with trust risks are widely dis-
tributed. The larger the number of DMs in a group, the
greater the number of risky DMs. However, through the
dynamic supervision of the third-party agency, the num-
ber of risky DMs is significantly reduced. Therefore, to
ensure the rationality of the final decision, it is effective
and necessary for a third party to monitor and manage
the trust risks in SNGDM.

The conflict resolution framework can effectively man-
age trust risk issues for different parameter values of
TRI, and it can simultaneously realize the dynamic trust
risk management and consensus. Overall, in Tables III
and IV, TRMD is large, and the average value of TRI
is significantly reduced to an acceptable range. In most
cases, it takes 2—3 rounds on average to reach an accept-
able level of trust risk and consensus, and the success
rate is very high.

Fixing m and n, as the TRI threshold value decreases,
the average value for 9(© decreases, while the aver-
age value of 7 increases. It means that the adoption

Average values of TRI

015 02 0
Reward and penalty coefficient

(a)

0.05 0.1 0.15 02
Reward and penalty coefficient

(b)

0.05 01

Fig. 5. Average values of TRI and ¢ under different parameter x: (a) x
versus TRI and (b) x versus ¢.

of undemanding standards to manage trust risk issues
will achieve the group’s acceptable risk level faster, and
speed up consensus.

C. Experimental Results (The Influence of the Reward and
Penalty Coefficient x)

Similar settings to those used in Section IV-B are used in
this case: fmax = 5, § = 0.25, « = 0.9, B = 0.35, £ = 0.5,
and TRI = 0.5. Setting different input parameters m, n, and ¥,
the simulation experiment is run 1000 times to obtain average
values of TRI, 6©, ¢, and TRMD. The experimental results in
Table V are based on a random SN structure. Moreover, the
average values of TRI and ¢ in the simulation experiment under
different values of the parameter x are depicted in Fig. 5. It
can be seen that when m and n are fixed, the increase of the
reward and punishment coefficient x translates into a decrease
of the average values of TRI and ¢. If the reward and penalty
coefficient x is too small, then the TRI cannot be effectively
alleviated. This finding implies that the appropriate use of
strong reward and penalty coefficient to manage the trust risk
issues can accelerate the mitigation of trust risk levels, increase
the success rate of trust risk control, and speed up consensus.

D. Experimental Results (Our Framework Versus
Traditional CEP)

Herein, to verify the validity and applicability of the
proposed CEP under trust risk issues, it is compared with the

Authorized licensed use limited to: UNIVERSIDAD DE GRANADA. Downloaded on May 06,2022 at 06:56:12 UTC from IEEE Xplore. Restrictions apply.



This article has been accepted for inclusion in a future issue of this journal. Content is final as presented, with the exception of pagination.

LI et al.: TRUST RISK DYNAMIC MANAGEMENT MECHANISM BASED ON THIRD-PARTY MONITORING 11

TABLE VI
COMPARISON RESULTS BETWEEN OUR PROPOSED METHOD AND
TRADITIONAL CEP UNDER THE GIVEN SN STRUCTURE IN EXAMPLE I

Average Mean Average
value of TRMD r r DR value value of
TRI of t g
0.2503 36.17% 3.8180 2.3820 28.72% 1.3930 0.1950
0.2717 28.88% 3.6700 2.5070 23.26% 1.3920 0.1979
0.5962 1.58% 3.8180 3.7980 0.4% 1.4920 0.2108
0.5227 3.78% 3.6700 3.5550 2.30% 1.4120 0.2141

Method m

=

Our S
proposal

ENFSENES

Traditional 5
CEP

TABLE VII
COMPARISON RESULTS BETWEEN OUR PROPOSED METHOD AND
TRADITIONAL CEP UNDER THE RANDOM SN STRUCTURE

Average Mean Average
Method m n value of TRMD r r DR value value of
TRI of 1 [

5 4 0.2875 36.22% 3.9570 2.7550 24.04% 2.2140 0.1898

6 0.2965 35.02% 3.9230 2.7840 22.78% 2.4720 0.1921

Our 7 4 0.3651 29.14% 5.9640 5.0810 12.61% 2.3610 0.2066
proposal 6 0.3645 29.00% 5.9340 5.0700 12.34% 2.4380 0.2072
9 4 0.3978 25.53% 7.9610 7.2010 8.44% 2.3670 0.2157

6 0.4031 25.66% 7.9700 7.1200 9.44% 2.5890 0.2166

5 4 0.6103 3.93% 3.9570 3.8790 1.56% 2.3040 0.2025

6 0.5942 5.25% 3.9230 3.8000 2.46% 2.4850 0.2033

Traditi 7 4 0.6268 2.98% 5.9640 5.9270 0.53% 2.4730 0.2163
CEP 6 0.6122 4.23% 5.9340 5.8490 1.21% 2.4620 0.2168

9 4 0.6279 2.52% 7.9610 7.9080 0.59% 2.5050 0.2230

6 0.6227 3.70% 7.9700 7.8970 0.81% 2.6220 0.2250

traditional CEP from two aspects: 1) performance analysis and
2) complexity analysis.

1) Performance Analysis: In traditional CEP, DMs’ weights
are determined by the trust relationship described by SN
structure, and usually remain unchanged throughout the entire
process. Consequently, in the simulation experiment, the cor-
responding traditional CEP can be obtained from the proposed
approach by suppressing the dynamic weight generation pro-
cess and trust risk dynamic management steps. Thus, the
removal of steps 3—7 from Section IV-A simulation method-
ology corresponds to the simulation methodology of the
traditional CEP.

From a performance point of view, the traditional CEP
ignores the trust risk issues and the dynamic changes of DMs’
weights in SNGDM, while our developed decision framework
sets up the trust risk measurement and dynamic management
mechanism to solve these problems. In general, the proposed
model has more functions and better performance than the
traditional consensus. In what follows, a visual comparison
of the performance of these two methods by means of the
simulation experiment is provided. Like in Sections IV-B and
IV-C, the experiment settings are: fipax=5, § = 0.25, @ = 0.9,
B =035¢=05, x =0.15, and TRI = 0.5. Setting different
input parameters m and n, the simulation experiments for the
proposed CEP and the traditional CEP are run 1000 times to
compute average values of TRI, 6(), 1, etc. The results based
on the SN structure of Example 1 and a random SN structure
are shown in Tables VI and VII. Also, the average values of
6(© and TRI under different parameters are depicted in Fig. 6.
In these figures, the proposed method is denoted as SM, and
the traditional method is denoted as TM. The following two
observations are drawn.

1) From Fig. 6(a), the proposed framework can acceler-

ate consensus while managing trust risks. For different
m, the value of 6(°) obtained with the proposed method
is smaller than that of the traditional CEP, indicating
that the consensus level of the proposed CEP is signif-
icantly better than that of traditional CEP. In summary,

0235

8(c)

Average values of TRI

Average values

Mz

Fig. 6. Average values of 6(© and TRI for the proposed CEP and traditional
CEP: (a) m versus 8 and (b) m versus TRL

TABLE VIII
TIME COMPLEXITY COMPARISON BETWEEN THE
PROPOSED CEP AND TRADITIONAL CEP

n The proposed CEP The traditional CEP
4 0.00619s 0.00028s
5 0.00754s 0.00035s
6 0.00872s 0.00038s
7 0.01225s 0.00051s
8 0.01390s 0.00055s
9 0.01601s 0.00063s

the success rate of conflict elimination improves with
the proposed method, which also supports dynamically
regulation of the trust risk issues in SNGDM.

2) From Fig. 6(b), traditional CEP usually has a high TRI,
so trust risk problems often exist in CEP and it is
given the consideration it deserves. In comparison with
traditional CEP, the proposed CEP can eliminate the con-
flicts between DMSs’ opinions, alleviate group TRI and
avoid blind trust or lack of due trust of DMs. Thus, it
is found that the proposed CEP can control TRI and
reduce the number of DMs with trust risks in a group,
which endorses the credibility and reliability of the final
decision results.

2) Complexity Analysis: The proposed CEP has more steps
than traditional CEP, since it has to realize the measurement
and management of trust risk and the dynamic derivation
of weights. From the perspective of the algorithm steps, the
proposed method looks more complicated, although its logic
well-grounded since it is able to perform sensible tasks that
cannot be achieved by the traditional CEP. With a group of
five DMs as an example, the time complexity of the two
compared methods to obtain the ranking result is shown in
Table VIII. It can be observed that there is not much differ-
ence on operation time between the two methods, requiring
slightly more time the proposed method due to its extra steps.
Thus, it can be said that in generally, the proposed method
shows feasibility and validity with regards to time complexity.

The number of iterations required by different algo-
rithms to achieve their goals also reflects their computational
complexity. Through simulation experiments, it is found that
the average number of iterations required by the proposed
approach to reach consensus is lower than the traditional CEP
(Tables VI and VII). Similar to the previous simulation exper-
iment, the simulation experiments for the proposed CEP and
the traditional CEP are run 1000 times to compute average
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Fig. 7. Average values of ¢ for the proposed CEP and traditional CEP.
values of ¢. The average values of # under different input
parameters, m and n, are shown in Fig. 7. From Fig. 7, for a
given m and n, the average number of consensus rounds in the
proposed CEP framework is consistently lower than the tradi-
tional CEP. Usually, it takes 2—-3 rounds on average to reach
an acceptable level of trust risk and consensus, and the success
rate is very high. Thus, the proposed framework significantly
accelerates consensus, and reduces the consensus costs, when
compared with the traditional framework.

E. Discussion

In order to ensure the applicability of the proposed decision
aid model in the real world, the practical meaning and the
collection methods of the input information for this model are
analyzed.

For a practical SNGDM problem, m DMs give their opin-
ions on n alternatives to a decision problem on the SN platform
to find the collective optimal solution. DMs express their
opinions through pairwise comparisons of alternatives, which
is mathematically modeled as APRs [19]. In view of the
widespread trust risk problems in SNGDM, to alleviate the
level of trust risk and improve the credibility and reliability of
decision results, the proposed decision aid model is adopted
to help DMs make decision.

To ensure the smooth progress of the model, it is necessary
to explain the meaning and use of the parameters required in
the model and give suggestions for all DMs before making
a decision. In credibility assessment, GCI is the consistency
threshold widely used by DMs (Table I): it takes different val-
ues for different values of parameter n, and does not need
to be set by DMs. Integrity threshold « is used to measure
whether DMs have acceptable honesty. Complete honesty is
difficult to achieve in practice. The smaller the threshold «
is set, the harder it is for DMs to meet this requirement.
Therefore, implementing a less stringent threshold for the eval-
uation of this criterion would be easier to be accepted by
DMs. For example, the threshold range is set in [0.75, 0.95].
Receptivity threshold B is utilized to measure the gap between
two DMs’ opinions. The smaller the difference between a DM
and others, the higher the credibility. In reality, due to differ-
ent knowledge backgrounds or interest of DMs, differences
in opinions are normal, and the threshold B can be set to
a more relaxed interval [0.15, 0.45]. In CEP, TRI € [0, 1]
and it is the maximum trust risk level that group can bear.
Risks are always involved in decision making, so completely
risk-free is difficult to achieve in real world. Consequently, it
is more acceptable for all DMs to implement in the model
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a relatively strict TRI. Generally, TRI is set in [0.2, 0.5].
6 € [0, 1] and it is the maximum group conflict level. A value
6 = 0 is an unlikely scenario for a group, and a soft con-
sensus is adopted, that is, § € [0.05, 0.35]. The stringency of
TRI and & directly affects the number of iterations. Thus, the
stricter these thresholds are set, the more iterations are required
to achieve the goal. £ is a modification and fusion coefficient
measured in [0, 1]. To maintain neutrality, the value & = 0.5 is
always been selected. Reward and punishment coefficient x is
related to the maximum number of iterations fnax as follows
tmax = 100/ x |. Hence, increasing yx reduces, in general, the
number of iterations required.

On the premise that DMs fully understand these parameters,
as per their willingness, the thresholds are given and fed back
to the third party, and then the decision aid model is activated.

V. ILLUSTRATIVE EXAMPLE

This section reports an example illustrating how the
proposed trust risk analysis-based CEP for SNGDM works.
Let E = {ey, ..., es5} be the set of five DMs in Fig. 2, and
their APRs on a set of four alternatives X = {xy, ..., x4} being
the following:

05 04 07 05
06 05 08 0.6
(1) _ p(1,00 _
PP=P""=103 02 05 03
05 04 07 05
05 025 015 0.65
b0 _peo_ [075 05 06 08
= =loss 04 05 06
035 02 04 05
05 03 0.6 07
o w00 |07 05 01 03
PP =P""=104 09 05 07
03 07 03 05
05 07 09 05
w a0 |03 05 06 07
PP=P""=101 04 05 08
05 03 02 05
05 02 06 04
s os0 |08 05 09 07
Po=P""=104 01 05 03
06 03 07 05

As per the previous section and the DMs’ willingness, the
relevant selected thresholds are: GCI = 0.3526, « = 0.9,
B =035 & =05,8 =025, x = 0.15, and TRI = 0.5.
The OWA operator with linguistic quantifier “most” is imple-
mented. In addition, it is assumed that MTAM with six
attributes: 1) competence (c1); 2) consistency (c3); 3) integrity
(c3); 4) fairness (c4); 5) receptivity (cs5); and 6) SN struc-
ture (cg), has original values of 100 for the first five
attributes, while the values of attribute cg are derived from
SN structure. Meanwhile, we assume that the weighs of
attributes in MTAM and OEM are equal. From Example 1,
TD(e1) = 0.41, TD(ep) = 0.46, TD(e3) = 0.63, TD(eq) = 0.38,
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and TD(es) = 0.36. Therefore, the initial MTAM T is

100 100 100 100 100 0.41
100 100 100 100 100 0.46
100 100 100 100 100 0.63
100 100 100 100 100 0.38
100 100 100 100 100 0.36

7O is  normalized using (8) and (9), from
which the DMs’ weights are derived: AMTOy =
(0.1972,0.2009, 0.2135, 0.1949, 0.1935)7.  Using (3), the
collective APR PO s

0.5 0.3683 0.5878 0.5535
0.6317 0.5  0.5907 0.6150
0.4122 0.4093 0.5 0.5432
0.4465 0.3850 0.4568 0.5

7O —

pe0 —

Based on the trust risk measurement rules, the third party

monitors DMs’ performance, the details are as follows:

1) From (17), the DMs’ competence values, w(P(l'O)) =
Y (P>0) YyP>Y) = 0 and YY) =
Y(PHD) = 2, indicate that the logic and ability
of DMSs e3 and e4 are insufficient.

2) According to (2), DMs’ consistency values are:
GCIP1Y) = 00030, GCIPZD) = 04434,
GCI(PBD) = 1.5651, GCI(P*?) = 14581, and
GCI(P®9) = 0.0363. The values of P20 pG.0)
and P40 are greater than the corresponding threshold
value GCI (Table I), which means that DMs e, e3 and
e4 do not satisfy the consistency property.

3) Using (20), €©® = 0.1983. From (18) and (19), the aver-
age fuzziness values H for DMs are: HP19) =0.9420,
HPZ9) = 08315, HPGD) = 0.8849, H(PW0) =
0.8306, and ﬁ(P(S’O)) = 0.8306. Hence, except for DM
e1, all other DMs have an acceptable level of integrity
at this round.

4) As for the DMs’ fairness, it is obtained: y0) —
(0.4966, 0.5568, 0.4680, 0.4324), V(L0 = (0.56, 0.66,
0.36, 0.56), V>0 = (0.24, 0.58, 0.47, 0.33), V30 =
(0.49, 0.28, 0.68, 0.48), V40 = (0.78, 0.57, 0.49, 0.27),
and V&0 = (0.42, 0.72, 0.32, 0.52). Equation (21)
results in s@P=5*0 — 1, which implies that DMs e3
and e4 lack fairness and are at risk of misleading others.

5) By (22), the receptivity of DMs is (19 = 0.2187, r?0
= 0.2625, r39 = 03062, r*9 = 02729, and r&?
= 0.2396. It can be seen that all DMs’ receptivity is

recognized.
Then, using (28), OEM®© is constructed
100 100 85 100 100
100 85 100 100 100
OEM©® = |85 85 100 85 100
8 8 100 85 100
100 100 100 100 100

The weights of DMs’ credibility are A((OEM©) = (0.2041,
0.2037, 0.1909, 0.1909, 0.2103)”. By (26), TRI” = 0.8333 >
TRI. Thus, the group has a greater trust risk than accepted
one, which prompts the third party to take effective measures
to manage trust risk problems.

By (24) and (25), DM e;5 is identified as the DM with the
highest trust risk level ¢(es) = 4, which lacks adequate trust.
Consequently, the attributes evaluation of es in OEM©® are
increased using (30), and then the weight of es is rewarded.
Furthermore, MTAM T and OEMWY are updated to

100 100 85 100 100 0.41
100 85 100 100 100 0.46
T =| 8 85 100 85 100 0.63
85 85 100 85 100 0.38
100 100 100 100 100 0.36
100 100 85 100 100
100 85 100 100 100
OEMY = | 8 85 100 85 100
85 85 100 85 100
115 115 115 115 115

By (10), it is A(TM) = (0.2006, 0.2040, 0.2060, 0.1874,
0.2020)" and A(OEM) = (0.1979, 0.1975, 0.1851, 0.1851,
0.2344)T. At this round, the APRs of all DMs remain
unchanged, and the collective APR is

0.5 0.3604 0.5848 0.5478
0.6396 0.5 0.6052 0.6199
0.4152 03948 0.5 0.5314
0.4522 0.3801 0.4686 0.5

peD —

As per (26), TRID = 0.6667 > TRI, which again means
that the group still has trust risk. By (25), DM e3 has the
maximum trust risk level ¢(e3) = 3, and has the risk of blind
trust. Using (27), the adjusted P> is obtained with the help
of the APR of the highly reliable DM e5

0.5 025 0.6 055
pGy _ | 075 05 05 05
04 05 05 05
045 05 05 05

The updated MTAM T® based on OEM is

100 100 85 100 100 0.41
100 85 100 100 100 0.46
7@ =| 8 8 100 85 100 0.63
85 85 100 85 100 0.38
115 115 115 115 115 0.36

As per (10), M(T@) = (0.1954, 0.1988, 0.2011, 0.1825,
0.2222)T. By (3), the collective APR P(¢2) is

0.5 0.3503 0.5848 0.5177
0.6497 0.5 0.6856 0.6601
0.4152 0.3144 0.5 04911
0.4823 0.3399 0.5089 0.5

The third party continues to oversee DMs’ performance.
During this iteration, only APR of DM e3 is changed,
so her/his performance also alters. Here, we only display
the changed values: 1) by (17), the competence of DM
ez is Y(P3?) = 2; 2) the consistency degree of DM
ez is GCI(P3?) = 0.3327 by (2); 3) €® = 0.1683 by
(20). The value of average fuzziness H for DM e3 is
HPS3?) = 09590 using (18) and (19); 4) the DMs’
fairness: V(©2 = (0.4843, 0.6088, 0.4249, 0.4404) and

pe2) _
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V32 = (0.455, 0.5, 0.5, 0.5); and 5) the receptivity of
DMs are r12 = 0.1812, r%2 = 0.2375, r®2 = 0.1812,
r*2 = 0.2521, and r&? = 0.1979 by (22).

Using (29), the updated OEM® is

100 100 70 100 100
100 70 100 100 100
OEM® =70 8 8 85 100
70 70 100 70 100
115 115 115 115 115

Hence, A(OEM?®) = (0.2006, 0.1997, 0.1806, 0.1738,
0.2454)T. As per (26), TRI® = 0.3333 < TRI. In other words,
the group is now with admissible trust risk.

Thus, the updated MTAM T@" by merging OEM®@ is

100 100 70 100 100 0.41
100 70 100 100 100 0.46
7@ —1 70 8 8 85 100 0.63
70 70 100 70 100 0.38
115 115 115 115 115 0.36

Using (10), the reasonable DMs’ weights are obtained:
AMTP) = (0.1977, 0.2007, 0.1974, 0.1731, 0.2312)7. By (3),
the credible collective APR P2 ig

0.5 0.3460 0.5814 0.5168
ped) _ 0.6540 0.5 0.6892 0.6608
0.4186 0.3108 0.5  0.4862

0.4832 0.3392 0.5138 0.5

According to (14) and (15), the conflict level of the indi-
vidual DM and the group are calculated: 12 = 0.0912,
022 0.1671, 662 0.0853, 6“2 = 0.1886,
662 =0.1196, and 6(“? = 0.1287 < 8. Thus, the predefined
conflict level is achieved.

Finally, the exploitation process with (4) results
in QGDD(x;) = 04808, QGDD(x;) = 0.6107,
0GDD(x3) = 0.4230, and QGDD(x4) = 0.4426, which
translates in the final consensus collective ranking of
alternatives: xo > x| > x4 >Xx3.

The proposed model is a new decision model that consid-
ers both trust risk management and conflict elimination. In
order to emphasize the feasibility and validity of the developed
model, we compare it with the calculation results of the tra-
ditional CEP, as shown in Table IX. Obviously, the proposed
model has great advantages both in the control of trust risks
and the promotion of consensus. The group’s TRI is reduced
from 0.8333 to 0.3333, which is more than 50%. Also, the
number of the DMs with trust risks is significantly reduced,
with a drop of 60%. The traditional CEP has no effect on the
changes of these two values. Moreover, the proposed model
reduced the level of conflict without increasing the number of
iterations. That is to say, the proposed method can effectively
promote consensus and increase the success rate. On the other
hand, we find that the ranking results of these two methods
are different, which is natural and logical. In the traditional
CEP, the DMs’ weights are often related to trust relationship
and are static. If the DM with low credibility is given a higher
weight, it may mislead the final decision result. However, in
the proposed decision process, we consider DMs’ credibility,
reconcile the difference between credibility and external trust,
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TABLE IX
COMPARISON RESULTS BETWEEN OUR PROPOSAL
AND TRADITIONAL CEP

Method TRI TRMD r r' DR t [
0.3333 50% S 2 60% 2 0.1287
0.8333 0 S 5 0 2 0.1669

Ranking result
X = X1 > X4 > X3
X = X1 > X3 > X4

Our proposal
Traditional CEP

so that the highly credible DM e5 can be given enough atten-
tion in group, rather than aggregating information based on
external trust relationship. Meanwhile, the information mod-
ification for the blindly trusted DM e3 is inspired by the
more credible DM es, which further ensures the rationality of
the decision result. Therefore, the proposed framework allows
making more reasonable and credible decision.

VI. CONCLUSION

This article reported the development of a novel trust risk
analysis-based CEP in SNGDM. In this framework, a third-
party organization is introduced to monitor the performance
of DMs in CEP and to provide evaluation information on
DMs. Subsequently, a trust risk measurement method and
dynamic management mechanism are designed to detect and
reduce the trust risk level of group. Finally, the DMs’ weights
integrated into the CEP are dynamically derived from an
MTAM. Simulation experiments supported the effectiveness
of our proposal in trust risk management.

The developed approach can offer decision support to help
DMs address the following trust risk problems in SNGDM:
blind trust and lack of logical trust. This can prevent DMs
from being misled by their close relationship with someone
or someone’s status in the SN, and obtain more reasonable
and reliable decision results in SNGDN.

With the development of information technology, large-scale
GDM has become a hot issue. In the large-scale GDM environ-
ment, the trust risk problems will become more complicated.
Thus, in future research, it will be worthy and interesting to
devise an effective mechanism for managing the trust risks in
large-scale GDM [26].
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