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1. Introduction

One of the first applications of linear codes whose underlying alphabet is not a finite
field appears in [1], where nonlinear binary codes are built from Z4-linear codes by means of
the Gray map. Since then, considerable research efforts have focused on linear codes having
a finite ring R as their alphabet. Normally, R is assumed to enjoy suitable properties. For
instance, Wood, in [2], states MacWilliams identities for finite Frobenius rings, extending
the foundations of coding theory to linear codes over Frobenius rings. In [3] it is proven
that finite Frobenius rings are Frobenius algebras over their characteristic subrings, which
enriches the duality theory for linear codes over this kind of alphabet.

Feng et al. connect linear codes over finite chain rings to network coding in [4,5]
by means of matrix channels. They provide a general description of linear codes over
finite chain rings, where the m-adic decomposition is made with respect to any set of
representatives containing the element zero.

Concerning efficient decoding algorithms, a framework for decoding linear codes over
Galois rings is proposed in [6], which generalizes previous works like [7]. This decoding
framework assumes that there is a chain of linear codes over the residue field which have
efficient decoding algorithms. These codes are defined by their generating matrices.

In this paper we improve the decoding framework of [6] in two ways. In Appendix A
we observe that the decoding scheme from [6] works, with slight modifications, over any
finite chain ring and for any set of representatives containing 0 in each degree. Anyway,
the efficiently decodable codes are still ordered in a chain. In Section 3 we introduce a new
framework where the codes are provided by parity check matrices. This viewpoint has
an advantage: the codes over the residue field which are associated to each degree in the
corresponding m-adic decomposition do not need to be ordered in a chain. We gain thus
flexibility to build them from codes over fields with good decoding algorithms. In Section 4,
Smith normal form of matrices over chain rings are used to compute generating matrices
from parity check ones. So a complete coding/decoding scheme is provided. We have also
included the Sagemath code of the proposed framework in Appendix B.

2. Preliminaries

Throughout this paper, the word ring means finite commutative ring with identity. A
ring is said to be a chain ring if its ideals form a chain under inclusion. Every chain ring is a
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local ring and, therefore, its elements admit “adic” expansions with respect to the maximal
ideal. More precisely, let R be a finite local ring with maximal ideal m. Nakayama’s Lemma
shows that the powers of m form a finite chain with strict inclusions

Rom>--->m’' ! >m' = {0},

with m"~1 # {0} for some positive integer v called the nilpotency index of R. If R is a
chain ring, then all its ideals appear in this chain.
Given r € R, we set
deg(r) = max{i <v:recm'},

the degree of . Fori = 0,...,v — 1 we consider the canonical projection maps
memt = ml/m T

and we fix maps
i+1

€[i] :m’/m —>m’,

such that e = id i/ yit1-
Every r € R is expressed as

r=re )t ey, 1)

for uniquely determined r(; € ime), fori = 0,...,v — 1. This expression is referred to
as the (m, €[]+ -+ €[y—1] )—adic expansion of r. Indeed, if r is written as in (1), then, since
7 (r(j) = 0 whenever j > k, we have

mi(rp) = m(r —rgp = = rjiy), )

foreveryi=1,...,v — 1. Now, r; € ime}; implies € m(rm) = 1[j), s0 we deduce

7l = €7(r = 1) = - = Tji)- @3)

From (1) we also get that 7o(r) = 7o (r|g)) and, thus,

rio] = €[00 (7). 4)

Equality (4), in conjunction with the recursive formula (3), shows that the elements r(; are
uniquely determined by r.

This idea also shows how to compute, granting in this way the existence of the
expression (1), the elements r(; from a given r € R. In fact, r|g| is computed according to (4),
and the subsequent elements r(y, ..., 7, _y) are defined recursively by (3). Observe that

7‘—7[0] — —7’[1‘,1] € mi,

as a consequence of a recursive application of the identities Thi€f] = id i /mi+1, (4) and (3).
Finally, we may see that m” = {0} implies €[, _1)7t,—1 = id,,,-1, which, by (3), gives

Ply—1) = €[p—1)T—1(r = T[] =+ = Fly—2)) =7 = T[] ="+ — Fy—2],

leading to (1).

When R is a chain ring, its maximal ideal is principal, and we may then choose m € R
such that m = Rm (see e.g., Proposition 2.1 in [8] or §XVIIL in [9]). It follows that m! = Rm!
foreach0<i<v-—1.

Taking advantage of the well known fact that m' /m
1 over the residue field F = R/m, we obtain a bijective map

i+1 s a vector space of dimension

{61' :F—R | o€} = idp} — {G[i] :mi/miﬂ —m' | €l = idmi/mi+1}
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as follows. The multiplication map R M i /miT! induces an isomorphism of R-modules
}\,':R/m%mi/mi-&-l, (r+ermi+mi+l).

In this way, foreachi =0,1,...,v —1, given¢; : F — R such that 7pe; = idg/n, we may
define the map €|; = (~m1)€i)\;1. Now, since A;tp = 71;(-m'), we get

mieg = mi(-m')eiA; T = Aioed; ! = Avidpym A7 = dd i i -

The maps €;) obey the rule
€l (rm' + w1 = ¢;(r + m)m'. 5)
Summing up the relevant information so far obtained, we state the following proposition.

Proposition 1. Let F = R/m denote the residue field of R. Fix a generator m of m and splitting
maps €y, €1, . ..,€y—1 : F — Rsuch that mpe; = idp forall 0 < i < v —1. Then, for eachr € R,
there exist uniquely determined py, . .., py,—1 € F such that

r = eo(po) +er(pr)m+ - +ey1(oy-1)m’ . (6)
Moreover, if ;(0) = 0 for each 0 < i < v —1, thenr € m' ifand only if pg = - - = p;_1 = 0.

Proof. Define the maps €[i] according to (5). For eachi = 0,...,v — 1 set, in the unique

decomposition (1), r; = €i(p;)m' for suitable p; € F. Indeed, from this last equality we see
that 7;(r(; ) = A;(p;), which proves that p; is uniquely determined by r(;;. We thus obtain
the expansion (6).

Now, from (2) we derive

pi = A7 (r —eolpo) — ex(p1)m — -+ — €1 (pi—1)m't + mi L), @)

with pg = €o(r +m). Using recursively (7), we prove that, when ¢;(0) = 0, r € m' if and
onlyifpg=---=p;_1=0. O

Remark 1. The coefficients p; can be computed recursively from (7).

The decomposition (6) depends on €, €1, . . ., €,—1 and m. We callit the (m, g, €1, ..., €,1)-
adic decomposition of r, or m-adic decomposition, when no ambiguity is expected. If
€ =¢€ =€ = - = €1 and €(0) = 0, this decomposition coincides with that of
Equation (2) in [4], since € gives a choice of residuals modulo m.

Definition 1. A tuple (m, €, ...,€,_1) such that m = Rm is called a splitting structure for R if,
foreach0 <i<wv—1,¢;: F— Rsatisfies mpe; = idp and €;(0) = 0,

Remark 2. Let (m, e, ...,€, 1) be a splitting structure for R. Assume r = um'’ for some u € R
and let (6) be its m-adic decomposition. Then, by (7) and Proposition 1,

pi = A7 (r+m ) = A (wm + w1 = u +m = mo(u).
Hence, p; does not depend on the splitting structure.

The m-adic expansion (6) is extended to matrices in a straightforward way. Let A5*!
denote the set of all matrices of size s x t with coefficients in a commutative ring A, which
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is a free A-module. We may extend any map € : F — R component-wise to a map
€ : F**t — RS*! Then, every matrix L € R®*! has an m-adic expansion

L =eo(Ao) +er(A))m+ - +ey_1(Ay_1)m" !,

for uniquely determined matrices A; € F*L.

Although the splitting maps are not additive neither multiplicative, they obey some
relations which will be used. Concretely, let p, o € F and €, €j, €k F — R splittings. Since
1o : R — F is a ring morphism, it follows that

mo(€i(p +0) —€j(p) —ex(0)) = (p+0) —p—0 =0
and
mo(€i(po) — €j(p)ex(0)) = (po) —por =0,
hence
ei(p+0) —€i(p) —e(0) €m,
i(p0) — ¢j(p)ex(0) € m.
The structure of the finite chain rings is well known, see (XVIL5) Theorem in [9]. We

will not use this description in full generality, so we only recall the rings that appear in
our examples.

®)

Example 1. Recall that a Galois ring GR(p®, B) is an extension of degree B of Z/Zp"*, i.e.,
GR(p", B) = (Z/Zp")[x]/ (f), where f is a basic monic irreducible polynomial in (Z/Zp“)|x]
of degree B. Its maximal ideal is generated by the prime p. The nilpotency index of p is a, and
F = (Z/Zp)[x)/{f), where f is the canonical projection of f to (Z/Zp)[x]. In particular,
Z/Zp* = GR(p%,1) is a chain ring. On the other side, GF(pP) = GR(p, B) is a field, so it is
trivially a chain ring.

Example 2. The ring e |[x]/ (xP), where IFye is the field with p* elements, is also a chain ring.
The maximal ideal is generated by x, and it has nilpotency index B. Of course F = T pa.

In the rest of the paper, C is an R-linear code of length n. Vectors are represented by
boldface letters, whilst matrices with uppercase letters. We use Latin alphabet to represent
elements in R and greek alphabet to represent elements of F. Moreover, given a matrix M
over R with n rows, we denote

im(M) = {xM | x € R"} and ker(M) = {x € R" | xM = 0}.
The same applies to matrices over the residue field F.

Remark 3. By an abuse of language, forv = (vo, ..., v,—1) € R", we say that v € m' if v; € m'
forall 0 < j < n —1. The same convention applies to matrices.

3. Decoding via Parity Check

Let us fix a chain ring R with maximal ideal m and nilpotency index v, i.e., m" = {0}
and m"~! # {0}. We also fix a splitting structure (m, ey, ...,€,_1) for R. There are two
standard ways to present an R-linear code C, as the image C = im(G) of a generating
matrix G or as the kernel C = ker(H) of a parity check matrix H. In the first case, by §IV
in [5], we do not lose generality if we assume C = im(G), where
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and, foreach0<i<v -1, G isa k; x n matrix whose m-adic decomposition is
) — (TN 4+ e (i) N, i+l (i) y.ov—1
G - el(ri )m +€1+1(ri+1)m + +€V,1(TV_1)m ,

)

with matrices I';"” whose entries are in F, and Fgl

)

The decoding framework introduced in [6] and expounded in Appendix A uses this
presentation of codes as images. It needs a chain of linear codes over the residue field F

is full rank.

1-.(1/71)

r(1) v—1
im(]‘(()o)) Cim (F%O)> C...Cim :
0

with efficient decoding algorithms. There are several ways to get it. For instance, even with
classical linear codes, if we want to use BCH (Bose-Chaudhuri-Hocquenghem) codes, we
shall use a decreasing chain of defining sets to build the chain of codes. Goppa codes can
also be used but taking as the Goppa polynomial of one code in the chain a divisor of the
Goppa polynomial of the previous code. Anyway, this is a limitation of the possible codes
we can use at each degree.

We are interested in the second presentation, so let C be an R-linear code given by a
parity check matrix H € R"*, i.e.,

C =ker(H)={x € R" |xH = 0}.

In this section, we develop a new decoding framework based on syndrome decoding
for each degree, i.e., we use the parity check matrices and the syndromes of the received
words to decode. This strategy allows one to choose independently the linear codes over
the residue field at each degree.

By §I1.D in [4], we can replace H by its column reduced canonical form, so we do not
lose generality if we assume

H= ( HO | HO | ... | H-1) )
)

where HU) = Z ej(®](. ))m]
j=i

for suitable matrices G)](-i) € F"4i such that the matrices @l@ are full rank.
Asusual, lety = ¢ + e, where ¢ € C and e is the error vector. The syndrome is

s =yH =eH,

and we denote ) ) .
sl — yH(z) —eHD 0<i<v—1.

Our decoding framework computes e from H and s by means of an iterative process.
Let us introduce notation for the corresponding m-adic expansions:

v—1
e=Y (&),
i=0
(10)
) v=1 . .
s =Y g0 ymi, 0<i<v-1.
=
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We have taken into account that s() € m’. Observe that, foreach0 <i<v -1,

v=1
= Z €1, (81,)m Z iy (O} )mo

Jo=i

- Z Z €l é”rlo 6]0 )mJOHO (11)

Jjo=ilp=0
v—17]

= &1(&r)ej1(0) ),

i1=0

-
Il

where we use that m¥ = 0 and we performed the change of variable j = jy + I. Hence,

v—1 ) ) v—1j—i ; .
Y ey = Y Y (@) 1O ) (12)
j=i j=i 1=0

foreach 0 <7 < v — 1. The right hand side of (12) needs not to be an m-adic decomposition,
so we cannot infer from (12) any equality of the corresponding coefficients of each m/.
Let us describe the iterative decoding framework.

3.1. First Step: Computing o
Equation (12), wheni = v — 1, gives

e (@ )m 1 = eo(@o)e,—1 (O ym L.
By (8),
eo(Eo)er1(0) 7)) — e, 1(E0! V) € m,
hence
e0(&o)er—1(0) 7 )m" ! = e, 1 (£® V) ym .
By Proposition 1,

oY =gel Y. (13)

Proposition 2. Let 0, _1 be a decoding algorithm for the linear code ker(®,, ( ) If the weight of
Co is below the correction capability of 0,1, then §o = 0,1 (0 1(7_11)).

Proof. Just observe that ¢y is the only one solution of (13) whose weight is below the
correction capability of ker(@l(/v__ll) ). O

3.2. Second Step: Computing 1

We include this second step to help the reader to follow the framework. At this step,
¢o is known. If we puti = v — 2 in (12), we have

eva (0 m" 2 ey (0l P w1 =
(v 2) v—2 (v=2) v—1 (1/ 2) 1
€0(Go)er—2(0,_, " )m" “ +eo(8o)ev—1(0,_ ;" )m" " +e1(81)ey2(0,_, )m" . (14)

Since the vector & is assumed to be known, the element

€y 2(0(” 22)) 2 4e, 1(05",]2))7%”‘1*

c0(Go)ev—2(@) 5 ym 2 — eg(Eo)ey—1(@) P )m' ! € m¥ 1
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can be computed. Hence, by Proposition 1, there exists § € F" such that

ev2(0) 7 ym 2 4 ey 1 (o) P mt -

e0(&o)er 201 )ym 2 — eo(&o)ey1 (O P ym' ! = e,_1(8)m"1, (15)

which can be computed since all elements appearing in its definition are known. Equa-
tions (14) and (15) imply

er1(B)m' ! =g (61)6%2(@5”_22))"1”‘1-

By (8),
e1@1)e 20 57) e 1(E0[5Y) e m,
hence
e1(E1)er 20" )m' ! = e, 1 (02 )m
By Proposition 1, it follows that
s=50"7 (16)

Proposition 3. Let 0,_ be a decoding algorithm for the linear code ker(G)( ) If the weight of
&1 is below the correction capability of 0,_p, then §1 = 0,_5(8).

Proof. Same proof that Proposition 2, {7 is the only one solution of (16) whose weight is

-2
below the correction capability of ker(®(v ) )) O

3.3. General Step: Computing ¢;

We assume that gy, . . ., §;_1 have been computed. Proceeding as in the previous cases,
Equation (12) fori = v — 1 — | provides

= T PR R A (W=1=I)\ i
Y, ¢lo; yml =y Y €ilGieii(©; T )m
j=v—1-1 j=v—=1-1 i=0

j=v—=1-1 i=0
i
(v—1- l)
i)Cv— z®

v—2 j—v4+1+] )
= Y el@e-i(©) ) )ml
j——1-1 =0

-1

+3) Gi(ﬁi)eu—1—z‘(9,(,1:1;[))7”%1

i=0
+61(Cl)ev—1—l(@51/__11__11))"1%1-

By Proposition 1, there exists § € F” such that

v=1 (v=1—i)s i v=2 j—v+1+] (v 1),
Y e]-(trj ym — Z Z i(Gi)ej—i( @ ym!
j=v—1-1 -1

—ZQ@MH4@$§%W4:@4@W4ewH.a&
i=0
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The left hand side of the equality in (18) is known because i < [ in all summands. So
vector  can be computed. By (8),

a@e11(0)75") — e @07 e m,
hence - -
€1(8r)ey—1- l(®1(,v 1-1 )) vl = = €y— 1@1@1/]/ 1-1 ))mv—l. (19)
Therefore, Equations (17)—(19) imply

ev—l(é)mV71 = €y— 1(§l Vv 11 ll))mV7l'

It follows, by Proposition 1 again, that
—1-1
5=50,5". (20)

Proposition 4. Let d,_1_; be a decoding algorithm for the linear code ker(®, o 11 2 ). If the
weight of & is below the correction capability of 0,,_1_;, then & = v, _1_;(6).

Proof. As we observed before in Propositions 2 and 3, §; is the unique solution of (20)
whose weight is below the correction capability of ker(@ﬁv__ll__ll) ). O

The decoding framework is summarized in Algorithm 1.

Algorithm 1: Syndrome decoding.

Parameters H given as in (11), and decoding algorithms 09,01,...,0,_1
Input s = (50,51, ,s(=1)) ¢ R
Output The error vectore = E}’;Ol e (&)m!

Assumption Foreach 0 <] < v — 1, the Hamming weight of §; is below the correction
capability of 9;.

: Foreach 0 < i < v — 1, compute the m-adic expansion of s() in (10)
cfor0<I<v-—1do
Compute d from (18)
&1 =1(9)
end for
return Zl €l (&)m!

ARSI i

Theorem 1. Let y € R" and s) = yH") for each 0 < i < v —1. If there exists e =
Z}’;Ol €/(&)m' € R" such that (y —e)H = 0 and the weight of & is below the correction ca-
pability of 0 for each 0 < I < v —1, then Algorithm 1 correctly computes it.

Proof. Follows directly from Propositions 2—4. [

Example 3. In order to explain how this decoding framework works, we are going to develop a step
by step example. Let R = GR(4,2),s0 F = Fy = F»[a]/(a®* + a +1). Let C = ker(H), where

2a+3 2a+2 |2 0

2a+2 2a+1|0 2

H= 20+1 2a+3]|2 2
3 3a+2|2 2a

1 3a+1|2 2a+2

The splitting structure is (2, €y, €1), where
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0 1 a a+1
€ |0 2a+1 3a+2 a+3
e1 |0 3 3a 3a+1

According to this splitting structure, we have

2a+3 2a+2 1 0 1 a+1
2a4+2 2a+1 0 1 a+1 0
HO = | 2241 2243 [ =¢]| 1 1 | 42e 0 1
3 3a+2 1 a a-+1 0
1 3a+1 1 a+1 a a-+1
and
2 0 1 0
0 2 0 1
HY = | 2 2 | =2¢| 1 1
2 2a 1 a
2 2a+2 1 a+1

Observe that G)(()O) and ®§1) are the parity check matrices of a Hamming code of length 5 and
dimension 3, which corrects one single error. It can be checked that

(2,2a+1,a+3,2a,32+3) €C.

Although the error vector
(2a42,0,0,32+2,0)

has Hamming weight 2, its (2, €y, €1)-adic decomposition is
(2042,0,0,3a+2,0) =eo(0,0,0,a,0)+2€(a+1,0,0,0,0),

s0 our framework should be able to decode the received word

(2,2a+1,a+3,24,3a+3)+(2a+2,0,0,3a+2,0)
=(2a,2a+1,a+3,a+2,3a+3).

The syndrome of the received word is

20+3 2a+2 |2 0

20+2 2a+110 2

(2a,2a+1,a+3,a+2,3a+3)| 2a+1 2a+3|2 2
3 3a+2|2 2a

1 3a+1]2 2a+2
= (3a,3a+3,2a,2a+2) = ((3a, 30+ 3),(2a, 2a + 2))

whose (2, €y, €1)-decompositions are

(3a,3a+3) =¢p(a, a+1) +2¢e(1, a)
(2a,2a+2) =2e1(a,a+1)

Algorithm 1 can now be applied. In the first round, i = 0, we have § = 0%1) = (a,a+1),
which is a times the fourth row 0f®§1). Sogy=1(0,0,0,a,0).
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In the second round, i = 1, we need to compute the (2, €y, €1)-adic decomposition of

1 0
0 1
€o(a, a+1)+2e1(1,a) —€p(0,0,0,a,0)e| 1 1
1 a
1 a+1

1 a+1

a+1 0

— 2€0(0, 0,0, a, 0)e; 0 1 | =(@a+20),
a+1 0
a a+1

which is
(2a+2,0) =2¢1(a+1,0).

So,6 = (a+1, 0), the first row 0f®(()0) multiplied by a + 1. Therefore, {1 = (a+1, 0, 0, 0, 0).
It follows

€0(0,0,0,a,0)+2e1(a+1,0,0,0,0) = (2a+2,0,0,3a+2,0),

as expected.
Unlike the former case, if we make use of a different splitting structure to decode, the framework
could not work. For instance, consider the splitting structure (2, 66, e’l), where

0 1 a a+1
€ |0 2a+3 3a a+1
€ |0 2a+1 a+2 3a+1

The (2, €, €} )-decomposition of the error vector is
(2a+2,0,0,3a+2,0) =¢,(0,0,0,a,0)+2e(a+1,0,0,1,0),
which provides a vector of Hamming weight 2 in degree 1, so Algorithm 1 does not apply.

Remark 4. Our parity check decoding framework could be used to design a McEliece like cryp-
tosystem following the proposal in [10]. However, by Remark 2, given H as in (9), the matrices

@(()0)1 R ®1(/U:11) do not depend on the splitting structure, so an eavesdropper could use any struc-
ture to compute the parity check matrices of the linear codes over F. Therefore, the security of this
possible cryptosystem would be equivalent to v consecutive linear codes over the residue field F.

Remark 5. The time complexity of Algorithm 1 is bounded by the theoretical efficiency of the chosen
decoding algorithms 0, ...,0,_1 (Line 4), and the intermediate calculations are described in Lines
1 and 3. Indeed, with respect to the number of elementary operations (additions, multiplications,
and map images) over the residue field, let us assume that v; belongs to O(f;) fori =0,...,v—1
with respect to the length of the code. Moreover, for simplicity, assume that f; € O(f) for all i.

According to (7), an m-adic expansion can be computed by 2v operations, so that Line 1 belongs
to O(v?). Now, the calculation of § in Line 4 is obtained by solving a linear system over the residue
field F. This can be computed by Gaussian elimination, which can be done in O(t%), where w is the
matrix multiplication exponent and t is the dimension of the matrix. We may consider the classical
algorithm and set w = 3, so that Line 3 in each iteration of the loop belongs to O(n® + f(n)),
where n is the length of the code. Thus Algorithm 1 can be executed in O(v? +vn® +vf(n)). In
general, since v < n, we may say that the complexity belongs to O(max(n3, f(n))).
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4. Parity Check and Encoders

There are known interesting applications of linear codes over finite chain rings as those
mentioned in [4,5]. So, even though the decoding framework is based on the syndrome
decoding by means of parity check matrices, it is needed to provide an encoding process.
So we need to build a generating matrix from the parity check matrix H which defines
our code. This task may be performed by using the Smith normal form. Recall that a
k x n matrix M over an arbitrary ring has a Smith normal form if there exist invertible
k x k and n x n matrices P, Q and a diagonal (non necessarily square) matrix D, where
d1, ..., dmin(kq) are the elements in the main diagonal, such that PMQ = D and d; | d;1.

Any matrix over a commutative principal ideal ring has a Smith normal form (Chapter
15 in [11]). In the particular case of a chain ring, Algorithm 2 gives a way to compute this
normal form which simplifies the general procedure in [11].

We may assume k < 7, otherwise we can compute it for its transpose M, and if
PMTQ = D we have Q" MPT = DT,

Algorithm 2: Smith normal form for finite chain rings.

Input A matrix M € RF*" over a finite chain ring R with nilpotency index v, such
thatk < n.

Output D, P, Q such that D is a Smith normal form, P and Q are invertible, and
D = PMQ.

1: if k = 1 then

22 Q< Inxn.

3 Find my j of lowest degree in M.

4:  Swap columns 1 and jin M and Q

5. for2 <j<mndo

6 Compute t € R such that my ; = tmy

7 In M and Q, replace column j with column j minus ¢ times column 1.

8: end for

9. return D = (my1,0,...,0),P=1,Q.

10: else

11: S, T < s, Inxn

12:  Find m; j of lowest degree in M

13:  Swap row 1 and row i in M and S

14:  Swap column 1 and column jin Mand T

15 for2 <i<kdo

16: Compute t € R such that m;; = tmy;

17: In M and S, replace row i with row i minus ¢ times row 1.

18:  end for

19: for2 <j<ndo

20: Compute t € R such that m; ; = tmy

21: In M and T, replace column j with column j minus ¢ times column 1.

22:  end for

23 Set M' € RU=1)*(n=1) the matrix obtained from M deleting its first row and column.

24 Apply Algorithm 2 to M and compute D', P/, Q' such that D’ is a Smith normal
form for M’ and D’ = P'M'Q’.

1 1
25:  return ( "1 D7 ),( 1% )Sand T( a )

26: end if

Remark 6. Observe that, once a generator m has been fixed for the maximal ideal m of R, it is
easy to check that deg(r) = d if and only if r = um® where u € R\ m, the set of units of R.



Mathematics 2021, 9, 1878

12 of 20

Therefore, deg(r) = d and m? = Rr are equivalent conditions on r. Since deg(r) < deg(s)
implies s € m9e8(") we get

deg(r) < deg(s) ifand only if s = tr for some t € R. (21)
Since deg(r + s),deg(rs) > min{deg(r),deg(s)} for all r,s € R, once my is an element of
lowest degree, any operation involving sums and products cannot decrease the degree, so, by (21),

we can compute t € R in lines 6, 16 and 20, and all entries of M have degree greater or equal than
the degree of my 1. Since S and T are built to obtain

SMT: ( ml,l M/ )

it follows

(e )sur () = () () ()

so the output of Algorithm 2 is correct.

Once the Smith normal form of the parity check matrix has been found, we may
compute a generating matrix. Indeed, assume H € R"*7 and let D, P, Q matrices such
that D is a Smith normal form for H and D = PHQ. Since Q is invertible, it follows
that ¢ € ker(H) if and only if ¢ € ker(HQ). Moreover, x € ker(D) if and only if xP €
ker(HQ), so, if ker(D) = im(E) we get ker(H) = im(EP). Now, recall D is diagonal with
di | dz |-+ | dmin{n,q) Which, by (21), is equivalent to say that deg(d1) < deg(dp) < --- <
deg(dmin{n,q))- It follows that E can be taken as an n x n diagonal matrix whose diagonal

elements are {m”‘deg(dl), mv—deg(d2) mv_deg(dmi"{"f'i}), 1,...,1}. We may summarize
these ideas in Algorithm 3.

Algorithm 3: Generating matrix computation from a parity check matrix.

Input A parity check matrix H € R"*4.
Output A matrix G such that ker(H) = im(G).

1: Compute D, P, Q by means of Algorithm 2 applied to H.
2: Compute E as the n x n diagonal matrix with elements

mvfdeg(dl), ml/*deg(dz)/ .., mvfdeg(dmin{n,q}), 1, ey, 1

in its main diagonal.
3: return EP.
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Appendix A. Decoding via Encoders

In this appendix we show that the decoding framework for linear codes over Galois
rings presented in [6] is still valid for the broader class of chain rings. In addition, we
amend a subtle gap in [6].

A splitting structure (m, €, . .., €,_1) is fixed for a chain ring R with maximal ideal m
and nilpotency index v. As we pointed out in Section 3, we may assume C = im(G), where

Gv-1)
and, foreach0<i<v—1,G®isa k; x n matrix whose m-adic decomposition is

G0 = €i(rii))mi +€it1 (Fffﬁl)mi“ +-+ €u71(r1(21)m%1,
(@
]

Information is presented as vectors

U= (u(0)| . |u(V‘1)>,

(i)

with matrices I':"” whose entries are in F, and T’ il is full rank.

where the m-adic expansion of u(?) is

ul) = GO(U(()i)) +e (vY))m +o 4+ €v717i(v(i) vl

v—1—i

with v](»i) € Fki. Observe that v](.i) =0, if v — 1 —i < j. The reason for this restriction is that
terms of higher degree are annihilated in the encoding process. Indeed, let ¢ = uG. Then

c=uG

v—=1 .

I G
=0
v=1lv—1—i i) Cv=1

— 2

= €, (v1 ymt Y €, (T3 ) )m/
=0 ]1:O ]2:l
v—1lv—1—iv—1

i=0 j1=0 jp=i
v—1lv—1—iv—1—i
: )\, it Al
= 6]1(v](‘ll))€]+i(r](‘2i)mh+]+l (A1)
i=0 j=0 j=0
v=1 1 I-j . l
= 2 el—]—z(vlf]fi)ezﬂ(rl_;.])m
1=0 j=0i=0
L
61(F1( 2
oy (1)) o) © : !
:22(%(”0 ]) €l—j—1(U1,]-,1) €l—j(UH)) 1, |™
1=0 j=0 e14j(Iy;)
0
&(ri”)

This is not necessarily the m-adic decomposition of ¢, since we do not know if the
coefficients of each m! belong to im(e;). Actually, this is the inaccuracy in Equation (11)
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Lol

in [6]. However, we may fix this issue, since the knowledge of v](i), for0<i<v-—1land
0 <j <v—1-—1i, allows one to recover the codeword.
Lety = ¢ + e with m-adic expansions

v—1

c=Y e(g)m'
=0
v—1

y= Z er(y)m'’

v—1

Z 1(&)m!

For each 0 <[ < v — 1 it follows that

™~
o
=

- iei(gi)mi - leei(gi)mi em't!
i=0

i=0 i=0
and, by (A1),
I 1 ei(rfii]))
Z &i(gi)m' — 2 2 (GO(U(()H])) e ei,]'(vl(g)j)> : m e mitl,
i=0 i=0j=0 G'(F(O))
AN
Hence, foreach0 <[ <v —1, '
! 1 o e,»(l"fl_]))
(vym' =Y ei@m' =3 Y (el ) o ey@®))| 1 |mlem (A2)
i=0 i=0=0 e-(F(O))
N

We use (A2) to describe the decoding framework. We start by computing ¢, and v(()()).
Let C© = im(T{")). By (A2) with I =0,

€0(70) — €0(8o) — 60(080))60(1”(()0)) €m.

By (8),
eo(v0 — o — vy T4 — eo(r0) + €0(§o) + eo(vy'TY) € m.

These last two equations imply that

€o(vo — 8o — U(()O)T(()O)) em,

ie.,
A

Observe that v(()o) 0 is a codeword in C© and Yo is a received word with error §y. If we

can decode v, then we can compute ¢ and v(() ). 1t follows from (8) that o =0 — &op =

NG

for 0 < j < I —1 are known. Let us describe how to compute §; and

For the general recursive step, assume that §; for 0 <i </ —1and (v(()j ). ~v](0))
( . '”1(

o). o).
Equation (A2) implies
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1 I Lo - ei(r;)
Yelrm =Y a@m =Y Y (e ) ey i |miem
i=0 i=0 i=0j=0 (0)
Rearranging its summads we get
-1 -1 ,
Y eilyi)m' =) e(&)m'
i=0 i=0
-1 i . ei(rl(li]))
Y Y (@) @) |
i=0j=0
! &(r'”)
z e (1)
~Y (@) o ay@))| [ ratom
=1
I & (")
e (1))
—e(G)m' - (eo(v(()l)) el(vl(o))) : mh e m'*1. (A3)
eo(ry)
Equation (A2) also implies
, &)
-1 ; -1 ; -1 i (i-}) ) ’. ; |
Y ei(yi)m' =) ei(@iym' =) 2(60(00 ) 61‘7]'(0,‘_]-)) : m' € m’,
i=0 i=0 i=0j=0 (0)
ej(Fj )
so, by Proposition 1, there exists §; € F" such that
-1 | ,
ei(yi)m' =) e(&m'
i=0 i=0
L B ei(l-.l(z—]))
Y Y (e ) e @®)[ [ —a@m em't (a4
i=0j=0 0)
ej(l"j )
Combining (A3) and (A4), we get
l e (1)
e8) = Y (eowy ) e
=1
! &(r\’)
a(r”)
-l—(:‘l(’)'l) — El(gl) — (€0(U(()l)) el(vl(o))) mt € m*1 (A5)
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Equation (8) implies

I ) r()
o I )| R e S KO
j=1 1HJ(O) Féo)
; ‘ el(Fl(l_]))
—a@)+ Y (o) o ay@)]
j=1 ej(F](.O))
e ()
—61(’)’1)+€l(§l)+(eo(vél)) e,(vl(o))) : em. (A6)
e(r)

Equations (A5) and (A6) imply

(1)) 0
! L rl I‘l
€| 0 — 2(”((1 U Uz(o_)]) : +7 =8 — (v(()l) . vl(o)> : ml € mit1
= r(© )
j 0

so, by Proposition 1,

! ry” T
1—j . .
e I S R R U N
= 0
r| (¥
)
which is an equation in F. Let C ) =im| : |. We decode the known word &; + v —
r((;o)
1"1(17])
Zé»:l (ué’*f) uf%) ; to compute &; and (v(()l) . -vl(o)>.
r®

Appendix B. SageMath Code

Here we provide the SageMath [12] code we have implemented to check our algo-
rithms and to produce examples. We have tested our implementation on the Galois rings
R = GR(4,3),GR(2,5), GR(3,3) (see Example 1). As far as we have checked, code inside
the boxes can be cut and pasted from a PDF file opened with Adobe Acrobat Reader in
a Sagemath notebook running under Jupyter. The character _ represents a white space.
Although the code inside the boxes is uglier using this character, it is needed to obtain the
correct indentation when pasting the code into Jupyter.

p,nu,r=,2,3,2

#p,nu,r =,2,5,1

#p,nu,r =,3,3,1

if r ==u1:

LuuuFu=UGF (p)

uuuuRu=LIntegerModRing (p~nu)

else:

uuuuF - <a>,= GF (p~r)

uuuuR . <a> = IntegerModRing (p~nu) .extension (F.modulus())

The splitting structure is introduced as a list of lists, each one having the images of the
elements of the residue field F. The last element is a generator for the maximal ideal.
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#,p,nu,r =,2,3,2
splitting_structure_ =, [[R(0) ,R(5*a+4) ,R(3*a+7),R(4*a+3)],
I I[R(O) ’R(s*a+6) ’R(l*a+5) )R(z*a+7)] H
Luuuuuuuuuuuuuuuuuuuuos [R(0) ,R(6%a+6) ,R(5%a+1) ,R(6xa+1)1] +,[p]
#,p,nu,r,=,2,5,1

#splitting_structure =, [[R(0),R(7)],
#LI\_II_II_ILJLIL_ILJLILJLILILILILILJLIL_ILJLILJLII_I [R(O) )R(S)] k)

#I I e I[R(o) ,R(a)] s

#I 0 I[R(O) 1R(1)] 3
#uuuuuuuuuuuuuuuuuuuooos [RC0) ,R(3) 11 L+ [p]

#,p,nu,r =,3,3,1

#splitting_structure,=_,[[R(0) ,R(7),R(8)],

#I I e I[R(o) ,R(Qs) ,R(17)] tl

#I [ I[R(O) 1R(19) )R(ll)]]u+|_|[p]

mm = splitting_structure [nu]

The canonical projection 7t : R — F, splitting maps, m-adic expansion, and its inverse
are defined as follows.

def jproj(rr):
pouuifurg==41:
Luuuuuuureturn(F(rr))
uuuuelse:

Luuuuuuureturn F(rr.list ()

def_splitting(ff,splitting_list, =_[R(ele) for ele,in F.list()]):
Luuuifyff.parent O ==F:

wouuuuuuify (len(splitting list)!=
LuuuuuuuuuouF - cardinality ) por ([proj (ro)
HHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHforur_uinusplitting_liSt]u!=
LULULLLLULUULULULUULLLLULULLDUUUUUUE < 1ist Q) ¢
Luuuuuuuuuuureturn’ Incorrect splitting’

Luuuuuuureturn splitting_list[F.list() .index(£f)]
Luuuelifisinstance (ff,sage.modules.free_module_element.FreeModuleElement) :
vooouoooff_ = ff . 1ist ()

Luuuuuunaux =y [splitting(ele, splitting_list)_ for ele,in ff_]
Luuuuuuuoutput = vector (R, aux)

uuuuuuuureturn output

Luuuelif isinstance(ff,sage.matrix.matrix0.Matrix):
Luuuuuuun_rows = ff .nrows ()

voooooooff_ =0 ff . 1ist O

vuuuuuuuaux =y [splitting(ele, splitting_list) for ele,in ff_]
Luuuuuuuoutput = matrix(R,n_rows,aux)

Luuuuuuureturn output

uuuuelse:

uuuuuuuureturn,’ Type non, supported’

def m_adic(rr,splitting_structure):

puuumm_ =_splitting_structure [nu]

uuuuifyrr.parent () == R:

LuUULUUUTY =TT

uuuuuuuuoutput =[]

voouuouoforyiiying range (nu)

Luounouuuoouifurg==41:
Luuuuuuuuuouuoupoutputyt=g [proj (R(ZZ (rr_) //mm~ii) )]
LuuLLLLLLULUelse:
Luuuuuuouuuuuuupoutput = [proj (R([ZZ (ele) //mm_~ii
LuuuuuLLLULLULLULLULLULLULLULLULLULLUULLULUE orLelein, (rr_) L 1ist (0 1))]
LUULLLUUUULUEY _y=urr_-pmm_~ii*splitting(output[-1],
HHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHunsplitting_structure[ii])
uuuuuuuureturn output

Luuwelif isinstance(rr,
LuLuLLLULLLLULLULLULLULUSage .modules . free_module_element . FreeModuleElement) :
LuoULLLUTY _p=uTr . 1ist O

Luuuuuuuaux =y [m_adic(ele, splitting_structure) for ele_in rr_]
Luuuuuuuoutput =, [vector (F, [aux [jj] [ii]
HHHHHHHHHHHHHHHHHHHHHHHHHHHHforujjuinurange(1en(rr_))])
uuuuuououuuououuuuforyiiying range (nu) J
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uuuuuuuureturn output
uuuwelif isinstance(rr,
Hnuununuununnuununuusage-matrix~matriXO~MatriX):

LuuuLuuLR_rows = rr .nrows ()

LuuuLLLLTT _=prr.list ()

Luuuuuuuaux =y [m_adic(ele,  splitting_structure) for ele_ in rr_]
uuuuuuuuoutput =, [matrix (F,n_rows, [aux [jj] [ii]
HHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHforujjuinurange(len(rr_))])
LuuuuuuuuuuuLuuuuuforiiying range (nu) ]

Luuuuuuureturn output
uuuu€else:
uuuuuuuureturny,’ Type non, supported’

def_inv_m_adic(rr,splitting_structure):
puuumm_ =_splitting_structure [nu]
puuureturn sum(splitting(rr[iil,splitting_structure[ii])*mm_~ii

uuuuuuuuuuuuuuufOruiiuinurange(nu))

In our experiments we have used Goppa codes as efficiently decodable codes over the
residue field. The current implementation of Goppa codes in [12] works only for prime
fields. Since some of our tests need Goppa codes over F;, we have implemented their
construction and decoding by means of the Sugiyama algorithm.

from_ sage.rings.finite_rings.hom_finite_field import FiniteFieldHomomorphism_generic

def ,GoppaCodeConstructor(n_,t_,F_):
uuuem_=yceil(n_.log(F_.cardinality()))
uouuk_p=un - 2*%m_*t_

LuuuL_u=UGF (F_.cardinality () “m_)

uuuuembFL_ = FiniteFieldHomomorphism_generic (Hom(F_,L_))
LuuusecLF_ = embFL_.section()
uouuVo,ufrom_V_, to_V_, = L_.vector_space (embFL_, map=True)
uuuuR_ . <x>=_ PolynomialRing(L_)

Luuutgu=ucputime ()

uuuuprint (?Starting ,generation’)

Luuuttu=ucputime O

Luuug—_u=uR_ (x~(2%t_) )+ R_.random_element (2*t_-1)
uuuuwhile not (g_.is_irreducible()):
Luuuuuuug—u=uR_ (x~ (2%t _) )+ R_.random_element (2*t_-1)
uuuuprint (?Goppa polynomial’,cputime (tt))

vuuu#uGoppa points

uuuuttu=ycputime ()

uuuupts_u=ull

puupaux=pL_.list ()

wuuuforiiyin range(n_):
Luuuuuuuind = ZZ . random_element (len(aux))
uuuuuuuuptS_u+=u[auX[ind]]
LuuuuuuLaux . remove (aux [ind])

Luuuprint (PPoints’, cputime (tt))

uuuuttu=ucputime O

LuuuHtilde = matrix.vandermonde (pts_) .transpose() [0:2%t_]
uuuuHtilde %= diagonal _matrix([g_(ele)~(-1) for ele, in pts_])
Luuuprint (cputime (tt))

uuuuttu=uCPUtime()

voupaux =, []

uuuuforceyin range (Htilde.nrows()):
Loouuuupaux2 = Htilde [ccl

Luuuuuuuaux3g= [1

uuuuuuuuforelein jaux2:

Luuuuuuuuuuuux3+=, [to_V_(ele) .1ist ()]

Luuuuuuuaux += (matrix (aux3) . transpose()) . list ()
vuuoHhat = matrix(F_,len(aux) /n_,aux) .rref ()

LuuuPaux = random_matrix (F,n_-k_)
uuuuwhilePaux.is_singular () ,==_True:
LuuuuuouPaux = random_matrix (F,n_-k_)

uuuuH_ = Hhat . transpose () *Paux

uuuuprint (PParitycheck matrix’, cputime(tt))
LuLuprint (’Generation success’, cputime(tg))
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uuuureturn H_, [L_, g_, pts_, embFL_, secLF_]

def GoppaCodeDecoder (received_,GoppaDecodingData_) :
uuuul_u=uGoppaDecodingData_[0]

Luuug—_u=uGoppaDecodingData_[1]

Luuupts_u=_GoppaDecodingData_[2]

uuuut_u=ufloor(g_.degree()/2)

uuuuR_ . <x> = PolynomialRing(L_)

uuuusynd_poly = sum(received_[ii]*R_(x,- pts_[ii]) .inverse_mod(g_)
HnunnunuununnunnunuufOruiiuinurange(1en(received_)))
uuuuremainders, =, [g_,synd_poly]

uouucoefs, =y [R_(0) ,R_(1)]

uuuuwhile remainders[-1] .degree () >=t_:
LuuuuLuuuCociente ,resto = remainders[-2] .quo_rem(remainders[-1])

Luuuuuuuremainders, +=, [resto]
vuuuuuuucoefs +=. [coefs [-2] - ,coefs[-1]*cociente]
Luuulocator = coefs[-1]
uuuuevaluator = remainders[-1]

uwouuerror =, []

uouuforyiiyin range(len(pts_)):
Luuuuuuuroot_ = pts_[ii]
Luuuuuuuifilocator (root_) ==,0:

Luuuuuuuuuuuerror _ 4= [evaluator (root_) /locator.derivative () (root_)]
Luuuuupuelse:

Luuuuouuuuuuerror =y [L_(0)]
Luuureturn vector (error_)

The parity check matrix H, as described in (9), is built as follows.

length, correction_capability, =,60,,3
#length, correction_capability_=,256,7
#length, correction_capability =,20,,2
n,t = length, correction_capability

Decoding_info_=_[]

blocks =[]

fory,iiyin range (nu):
Luuuparity_check,decoding_data = GoppaCodeConstructor(n,t,F)
uuuublocks +=, [mm~ii*splitting(parity_check,
uuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuSplitting_StIUCture[ii])

LuuLLLULLULULUUHUSum (mm” j j*splitting (random_matrix (F,

LULLLLLLLLULLULLLLULULLLLLULULLLULLLULLLULLULUULULLULULULULPArity _check .nrows ),
uuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuparity_CheCk-DCOlS())y
HHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHsplitting_structure[jj])
uuuuuuuuuuuuuuuuuuuuufOrujjuinurange(ii+1,nu))]
uuuuDecoding_infoy+=_[decoding_datal

H = block_matrix(1,blocks)

The error vector is built taking random words of bounded Hamming weight at each
degree. We assume the codeword is the zero word.

error = zero_vector(R,n)

foryll,in range (nu):

LuuuXip= zero_vector (F,n)

uuuuwhile xi.hamming_weight ()< t:
LuuuuuuuXin=uxi. list O

uuuuuuuu] ju=ufloor (nxrandom () )
uuuuuuuuxi[jjlu=UF . random_element ()

LuuunuueXip= vector (xi)

uuuuerror +=,splitting(xi,
HHHHHHHHHHHHHHHHHHHHHHHsplitting_structure[11])*mmhll

received = error
error, error.hamming_weight ()

The decoding algorithm (Algorithm 1) is the last piece of code.
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syndrome = [received*H.subdivision(0,ii) foryii,in range(nu)]
sigma =, [m_adic(ele,splitting_structure) for ele in, syndrome]
Theta, =, [m_adic(H.subdivision(0,ii),
LuuuLLLLLULLULLULLSPlitting_structure) for,ii,in range (nu)]
Xiuzu[]

foryiiyin range (nu):

uuuudelta = m_adic(

uuuuuuuusum(splitting (sigma[nu-1-1i] [3],
LuLLLLULLLLLLULLULLLLGSPlitting_structure [jj]1)*mm™jj
uuuuwuuuuuuuuforyjjuing range (nu-1-ii,nu) )
Luuuuuuu-usum(sum(splitting (xi[11],
uuuuuuuuuuuuuuuuuuuuuuuuuuuuSplitting_StrUCture[1l])*
Hnunnunuunuunuununsplitting(Theta[nU—l—ii][jj—ll],
LuLULLLULLULLLULLULLLULLULULESPLitting_structure[jj-111) *mm™~jj
Luuuuuuuuuuuuouuuufor 1l in range (jj-nut+ii+2) )
uonuuooooouoooforyj juingrange (nu-1-ii,nu-1))
Luuuuuuu-usum(splitting (xi[11],,splitting_structure[11])*
LuuuuuuLuuLULLSPlitting (Theta[nu-1-ii] [nu-1-117,
LLLULLULLLLLLUUDULLLUULLSPlitting_structure [nu-1-11]) *mm~ (nu-1)
Luuuuuuuuuuuuuforyllyin range (ii) ), splitting_structure) [nu-1]
uuuurec_aux = Theta[nu-1-ii] [nu-1-ii].solve_left(delta)
uuuuerror_L = GoppaCodeDecoder ([Decoding_info[nu-1-ii] [3] (ele)

LuLuLLULLLLLLUULUULLLULLUULUOULLUUTOorLelein rec_aux] ,

LuLULLLULLLLLUULUUDUOUULLUODUODULUDecoding_info [nu-1-ii])
uuuuxiyt=y [vector([Decoding_info[nu-1-ii] [4] (ele)

T T O I O O I O [ O (O 1 .foruele._.in._,error_L .1list ()] )]
computed_error, = inv_m_adic(xi, splitting_structure)
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