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ABSTRACT:

This doctoral thesis by compendium of publications addresses several
fields of study around the main topic of wireless transference of energy for
the Internet of Things devices, in particular, for nodes which are part of a
wireless sensor network, and spotlighting the special case of radio frequency
energy harvesting (RFEH), i. e., with no dedicated energy source.

During the doctoral period, and likewise condensed in the present doc-
ument, we studied the current electromagnetic spectrum, we developed a
tri-band antenna tailored to RFEH use-cases, we analyzed the state-of-the-art
circuits and components for the autonomous rectification of high frequency
low voltage signals, with the purpose of its energy extraction. We developed
innovative circuits for the efficient power management previous to a dc/dc con-
verter, that achieved a substantial improvement beyond the state-of-the-art.
We studied the commercial de/dc converters under ultra-low power conditions
and novel components and methods for energy storage. We developed a
novel wireless communication protocol intended for embedded and energy
harvesting systems, that achieved up to 2 decades of lower power consumption
than Bluetooth low energy, among other features. We examined application-
related new components and materials with exceptional characteristics, such
as, flexibility and lower power consumption and cost-effectiveness. And we
investigated on new hardware and software concepts for increasing the security
of the nodes, without increasing their power demands.

The success of the results was reflected in the published articles further on
appended, which were accepted in journals of high academic impact within the
first quartile in their classification and conferences of international relevance.
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PALABRAS CLAVE:

Internet de las cosas, recoleccién de energia de ondas de radio frecuencia
(RERF), ultra bajo consumo, redes de sensores inaldmbricas, protocolos de
comunicacion inalambricos, tecnologia flexible e imprimible, antenas.

RESUMEN:

La presente tesis doctoral por compendio de publicaciones trata diversos
campos de estudio alrededor del tema principal de transferencia de energia
de forma inalambrica para el Internet de las cosas, en particular, para nodos
formando una red de sensores inalambrica, y poniendo el foco sobre el caso
especial de recoleccion de energia de ondas de radio frecuencia (RERF), es
decir, sin una fuente dedicada de emision.

Durante el periodo doctoral, y de la misma forma condensado a lo largo
de esta tesis, se estudio el actual espectro electromagnético, se desarrolld
una antena tri-banda personalizada a casos de uso de RERF, se analizaron
circuitos y componentes del estado del arte para la rectificacién auténoma de
senales de alta frecuencia y bajo voltaje, con el objetivo de la extraccién de
su energia. Se desarrollaron circuitos innovadores para la gestion energética
eficiente en la etapa previa a la conversién dc/dc, que lograron una mejora
substancial al estado del arte. Se estudiaron los conversores dc/dc del mercado
bajo condiciones de ultra baja potencia, ademas de componentes y métodos
novedosos para el almacenamiento de energia. Se desarrollé un novedoso
protocolo de comunicacion inalambrico para sistemas empotrados y con
recoleccién de energia, que consiguié hasta 2 décadas de menor consumo de
potencia que Bluetooth low energy, entre otras caracteristicas. Se evaluaron
nuevos componentes y materiales con propiedades excepcionales para la etapa
de aplicacion, como flexibilidad y mas bajo coste y consumo. Y se investigd
en nuevos conceptos hardware y software para aumentar la seguridad de los
nodos, sin aumentar sus demandas de energia.

El éxito de los resultados se reflejo en los articulos publicados, adjuntos
mas adelante, aceptados en revistas de alto impacto cientifico y con rango del
primer cuartal, asi como en conferencias de relevancia internacional.
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“Test 1deas by experiment and observation. Build on those ideas that pass the
test. Reject the ones that fail. Follow the evidence wherever it leads and
question everything. Take these rules to heart and the cosmos is yours.”

— Neil deGrasse Tyson



Chapter

Introduction

Due to its massive deployment, the term Internet of Things (IoT) has
nowadays become part of our society, not being reserved anymore for developer
or academic circles. The fast growth of the number of devices is now a fact
and is slowly changing our daily life with more and more applications in
diverse areas, such as smart-home, transportation, smart-city, wearables and
industry, among many others [1].

In this heterogeneous infrastructure where ordinary physical objects are
constantly being merged with electronics, most of them belong to a wireless
sensor network (WSN). This happens due to the expenses, inconvenience or
even impracticability of wiring them, and induces to novel demands in terms
of energy. The challenge appears with the need of feeding the nodes with
no power cord for a minimum time frame of months or years and without
compromising the quality of service (QoS).

A common option to address this is the use of batteries, especially non-
rechargeable chemical ones (lithium). Their power densities get as far as
45 pW /cm? for around one year lifetime and 3.5 pW /cm? for ten [2]. However,
they have great disadvantages related to the costs of their replacement (or
recharge), their low expected lifetime and their harmful environmental impact,
particularly in large-scale deployments [1], [2].

Within this framework appears energy harvesting (EH) as a technique
for powering the nodes in a clean, temporally-unlimited and autonomous
fashion. To this extent, an EH system gathers the energy present in the
environment for converting it to electricity, being the most common sources
solar, thermal, vibrational, RF electromagnetic waves, etc. Specifically, radio
frequency energy harvesting (RFEH) captures the energy present in the far
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Figure 1.1: Comparison of the power able to be harvested by the most common
EH sources [8]. Typical range and most frequent value.

field region of the signal carriers of the ambient radiation. The most profitable
frequency range goes between some kilohertzs and hundreds of gigahertzs
[3], where some studies assert that in bands of high utilization, such as the
cellular network (global system for mobile communications [GSM] and its
successors), TV broadcasting or wireless local networks; the energy levels in
city open-spaces reach —30dBm and even —20dBm [4]-[6]. These levels are
a direct consequence of the limitation on RF emissions given by the regions
regulation (e. g., 500 mW effective radiated power in the short range devices
[SRD] band of 868 MHz for Europe [7]).

RFEH offers clear advantages in regard to time stability and predictability,
low-cost implementation and small form factor. Its largest drawback is the
limited amount of power able to be harvested (barely tens of microwatts, as
depicts Figure 1.1), being categorized as “ultra-low power” [3], [9]. Besides,
in some cases (e. g., Wi-Fi router or mobile phone), the availability of the
signal is not constant due to the duty cycle or random use of the service, or,
in other cases (e. g., AM radio), the size of the antenna needed makes the
system impracticable.

Seen from another perspective, RFEH can be identified as a wireless
energy transmission (WET) technique. Nikola Tesla already demonstrated
WET in the 1890’s [10], although the current trend has left behind its hefty
origins. WET differentiates from RFEH in the use of a dedicated energy
source that actively radiates to the objective/s. This achieves higher energy
levels, although not in an efficient manner due to the inverse square relation
of the power with the distance to the radiation source, according to Friis
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transmission equation [11]:

A

Pr = PthGr(m

)%,
where P, and P, are the received and emitted power respectively, G, and G,
the antenna gains, R the distance and A the wavelength of the signal.

Another family of WET is the inductive coupling, which includes resonant
inductive as well'. Both methods have been deeply investigated and are
widely used with extraordinary RF-to-dc conversion efficiencies [12], e. g.,
radio frequency identification (RFID) tags and phone charging, respectively.
In contrast, their transfer ranges are limited from a few millimeters to a few
meters, since they operate at the near field region, which is attenuated with
the cube of the distance [12]. That makes 60dB of attenuation per decade,
versus 20 dB for the far field region [3].

The power losses are then divided between the path (propagation) and
presumable obstacles, and the efficiency of the energy management at the node.
A typical IoT node intended for RFEH consists principally of a microcontroller
(nC), at least one sensor or actuator, a radio transceiver with an antenna
and the harvesting module. The last, in turn, starts with an antenna (or an
array) for capturing the signal, followed by an impedance matching network.
The next stage is typically a rectifier that converts the signal to dc. The
power management stage goes next, which may implement different techniques
for maximizing the efficiency [13]. It eventually includes a dc/dc converter
that maintains a constant and appropriate voltage level for the application,
generally in the form of a boost converter of charge pump. Once at the desired
level, the energy is stored in a capacitor or battery, which is dimensioned
according to the application needs. Figure 1.2 illustrates a basic example.

Regarding the applications, the RFEH scenarios encompass the ones with
ultra-low power requirements, typically with a duty-cycled operation instead
of a constant one, which are more energy demanding. Therefore, beyond the
hardware, both the operating system (OS) and the wireless communication
protocol (WCP) play an important role as well [14], since they determine
the power consumption profile of each node. This refers to the periodicity of
the measurements and communications, the complexity and duration of the
processes performed in the pC, the WCP behavior and overhead, the security
level implemented, among other features.

LCapacitive coupling has several disadvantages and is not spread.
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In addition to the energy supply, security is as well one of the fundamental
challenges of the IoT. The enormous amount of devices transferring sensitive
data and their potential vulnerabilities given by the scarceness of resources,
their simplicity or carelessness of the designs, embody critical security and
privacy threats that need to be addressed. The focus here is distributed be-
tween the software, implementing different methods of encryption, anonymity
or authentication, among others; and the hardware, for cases where the
contact with the devices or their tampering is possible. On top of that, an
extra handicap in every of these pursuits is to achieve secure systems while
maintaining a low power consumption.

1.1 Motivation

Several factors have prevented heretofore that RFEH flourishes as a
technology that solves the previously introduced challenges within the IoT.
However, the conditions have favorably changed in the last years.

Coupled with the IoT growth, the deployment of 5G (fifth generation of
mobile technology communications, GSM descendant) is occupying the city
RF spectrums with micro-, pico- and femto-cells, which not only target high
speed devices but also WSNs. This does not only mean a richer ambient
radiation to harvest, dealing with the large propagation losses of high frequency
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signals; but also an easier connectivity for the devices, resulting in lower
power consumption.

With respect to the technology involved, the improvements on the circuits
and components for high frequency signals rectification and low power dc/dc
conversion and management have resulted in greater efficiencies that enable
the exploitation of the RF environment, now possible for the ultra-high
frequency (UHF) bands and above. In particular, the advances in high
frequency complementary metal-oxide-semiconductor (CMOS) technology
and Schottky diodes [12], the most important component of a rectifier; and
the progresses in low power circuits have caught the researchers attention
during the last decade.

Likewise, novel advanced techniques directly related to RFEH have emerged,
such as multi-band schemes, antenna-arrays, higher antenna sensitivities, more
efficient energy storage devices or dedicated energy management integrated
circuits (ICs), among others [13]; as well as innovations on new materials,
such as printed flexible electronics. The last brings not only improvements in
the developing and manufacturing costs, but also new features that provide
with new use-cases, as the flexibility for wearables or their physical resistance
for goods monitoring [15].

Furthermore, the every-day reduction of the application power consump-
tions by the semiconductor manufacturers is an added value, since there has
been a considerable decrease of the energy needs of nCs, sensors and radio
transceivers, reaching the ultra-low power category. Similarly, the WCPs have
adapted to this trend, with the wide spread of Bluetooth Low Energy (BLE),
Zigbee, ANT) etc.

For all of this, the research on RFEH related technologies, including
techniques that contribute to lower power consumptions within the IoT,
appears as an attractive innovation topic that is on the crest of the wave of
its development.

1.2 Objectives

The objectives of this doctoral work are the ones derived from the devel-
opment at all stages of a complete IoT node powered autonomously by an
RFEH module. The intended contributions to the state-of-the-art include
hardware- and software-related targets and, following the order of the block
diagram of Figure 1.2, are summarized as follows:
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1. RF investigation

(a)

(b)

Study of the present electromagnetic ambient radiation, in order
to select the most energy-profitable range of the spectrum to be
harvested for every application or specific scenario considered.

Research on antennas, attending to their features, such as the
polarization, directivity, efficiency and frequency band/s, in pur-
suance of novel syntheses that bring an added-value in RFEH
scenarios.

2. Power management investigation

(a)

(c)

Study of rectification and impedance matching circuits in the
conditions given by the previous objectives, towards the extraction
of the highest amount of energy from the environment in form of
dc power.

Research on power management techniques through innovative
designs and methodologies, in furtherance of significant improve-
ments in the performance that finally allow feeding a node in a
battery-less fashion.

Study on dc/dc converter circuits and energy storage components,
aiming to elements that satisfy the ultra-low power requirements
of low voltage, low losses and leakage and high efficiency.

3. IoT-application investigation

(a)

(b)

Research on OSs and WCPs for embedded systems, exploiting the
advantages over the power consumption of tailoring the workflow,
processes and routines to EH devices.

Study on new ultra-low power nCs, sensors and radio transceivers,
as well as the options of new materials and fabrication techniques,
such as printed technology.

Research on security approaches that enhance the reliability of
the IoT systems, while maintaining a fine balance with the power
consumption.
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1.3 Outline

The present document constitutes a thesis by compendium of publications.
This means, formed by the most relevant published papers as result of the
research carried out during the doctoral period. The work includes three
indexed articles in scientific journals ranked in the first quartile (Q1)2, two
contributions to international conferences and two more articles at the moment
in revision by scientific journals. We list them following:

e F. Moreno-Cruz, V. Toral-Lépez, M. Ramos Cuevas, et al., “Dual-Band
Store-and-Use System for RF Energy Harvesting with Off-the-Shelf
DC/DC Converters”, IEEE Internet of Things Journal, pp. 1-1, 2020.
DOI: 10.1109/JI0T.2020.3024017. IF: 9.936 (Ql)

e F. Moreno-Cruz, V. Toral-Lopez, A. Escobar-Molero, et al., “treNch:
Ultra-Low Power Wireless Communication Protocol for IoT and Energy
Harvesting”, Sensors, vol. 20, no. 21, p. 6156, 2020, 1SSN: 1424-8220.
DOI: 10.3390/s20216156. [Online|. Available: http://dx.doi.org/
10.3390/520216156. IF: 3.275 (Q1)

e A. Rivadeneyra, A. Albrecht, F. Moreno-Cruz, et al., “Screen Printed
Security-Button for Radio Frequency Identification Tags”, IEEE Access,
vol. 8, pp. 49224-49 228, 2020. poI1: 10.1109/ACCESS.2020.2979548.
IF: 3.745 (Q1)

e F. Moreno-Cruz, A. Escobar-Molero, E. Castillo, et al., “Why Use RF
Energy Harvesting in Smart Grids”, in 2018 I[EEFE 23rd International
Workshop on Computer Aided Modeling and Design of Communication
Links and Networks (CAMAD), IEEE, 2018, pp. 1-6. DOI: 10.1109/
CAMAD.2018.8514966

e F. Moreno-Cruz, F. J. Romero Maldonado, N. Rodriguez Santiago,
et al., “Low-cost energy-autonomous sensor nodes through RF energy
harvesting and printed technology”, in ALLSENSORS 2020: The Fifth
International Conference on Advances in Sensors, Actuators, Metering
and Sensing, ser. 5, ISBN: 978-1-61208-766-5, Jaime Lloret Mauri et al.,
2020

2Each subject group of journals is divided into four quartiles, occupying Q1 the top
25% of most prestigious ones in the list.
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e F. Moreno-Cruz, M. Ramos-Cuevas, P. Padilla de la Torre, et al.,
“Custom Tri-Band Antenna within RF Energy Harvesting”, UNDER
REVIEW, 2020

e F. C. Loghin, A. Falco, F. Moreno-Cruz, et al., “Facile Manufacturing
of Sub-mm Thick CNT-Based RC Filters”, UNDER REVIEW, 2020

After presenting in Chapter 1 the Introduction to the matter with a
brief review of the state-of-the-art and the Motivation and Objectives of the
doctoral work, Chapter 2 appends the referred publications with an evaluation
of their impact. To finalize, Chapter 3 assesses the Results and Conclusions
of the work, as well as the Methodology followed.



Chapter 2
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2.1 Publication 1

“Omne ignotum pro magnifico.”
— Bram Stoker’s Dracula

Dual-Band Store-and-Use System for RF
Energy Harvesting with Off-the-Shelf
DC/DC Converters

Fernando Moreno-Cruz'?, Victor Toral-Lépez?, Marina Ramos Cuevas?®
) b M

José F. Salmerén?, Almudena Rivadeneyra® and Diego P. Morales?

! Infineon Technologies AG, Munich (Germany)

2 Department of Electronics and Computer Technology, University of

Granada, Granada (Spain)
3 Technical University of Munich, Munich (Germany)

IEEE Internet of Things Journal

Received April 2020, Accepted September 2020
DOI:  10.1109/J10T.2020.3024017
Impact Factor: 9.936

JCR Rank: 3/156 in category Computer Science, Information Systems
(Q1), 9/266 in Engineering, Electrical € Electronic (Q1) and 5/90 in
Telecommunications (Q1)



Dual-Band Store-and-Use System for RF Energy
Harvesting with Off-the-Shelt DC/DC Converters

Fernando Moreno-Cruz, Victor Toral-Lopez, Marina Ramos Cuevas, José F. Salmerén, Almudena Rivadeneyra
and Diego P. Morales

Abstract—RF energy harvesting (RFEH) has recently become
part of the alternatives for powering wireless sensor networks.
Our focus in this paper was to introduce a design, MSwitch,
able to use off-the-shelf dc/dc converters for running a real and
self-powered Internet of Things (IoT) application. MSwitch is an
RF dual-band energy harvesting stage employing the store-and-
use principle, that mixes efficiently and in a dynamic manner
both inputs. We proved an increase on the performance with
respect to the single band case and to the most successful
approaches found in the literature, achieving about 10% better
efficiency and around 35% lower minimum power levels. Besides,
we carried out an analysis on the commercial dc/dc converters,
characterizing them for ultra-low power conditions. Likewise, we
analyzed the state-of-the-art rectification circuits and commercial
Schottky diodes, searching the best performance under our
RFEH conditions. Finally, we manufactured our designs as a
complete system and demonstrated its operation with an IoT
concrete application.

Index Terms—Radio frequency energy harvesting (RFEH),
dc/dc converters, wireless energy transmission (WET), dual-band,
rectification, wireless sensor networks (WSN), Internet of Things
(IoT), Schottky diode.

I. INTRODUCTION

HE MASSIVE deployment of Internet of Things (IoT)

within our society is an irrefutable reality. Everyday
ordinary objects, vehicles, buildings, etc., are being merged
with electronics as part of a wireless sensor network (WSN),
needing an energy source. They will provide new perspectives
to a wide range of areas like industry, healthcare, transporta-
tion, telemetry, home and city automation, energy conservation
and security, among others.

The power and longevity demands of IoT devices vary
broadly depending on the application, in view of their het-
erogeneous nature. They become a challenge when powering
the nodes for a minimum time frame of weeks or months,
even years, without compromising the quality of service. A
common choice for their power source are non-rechargeable
chemical batteries (e. g., lithium, deeply contaminant) [1].
However, for several use-cases are impracticable: in a large-
scale deployment or when the device is hard to access,
frequent battery replacement or recharge are infeasible by
cause of the cost; or simply due to the power consumption and

Manuscript received April 20, 2020; accepted September 6, 2020.

F. Moreno-Cruz is with Infineon Technologies AG, Germany, e-mail:
Fernando.MorenoCruz @infineon.com.

M. Ramos Cuevas is with the Technical University of Munich, Germany.

V. Toral, J.E. Salmerén, A. Rivadeneyra and D.P. Morales are with the
Department of Electronics and Computer Technology, University of Granada,
Spain, e-mail: (see http://electronica.ugr.es/index.php?sec=personal).

expected run-time. Furthermore, the environmental influence
of the massive use of batteries, rechargeable and not, might
be enormous and undoubtedly harmful [2], [3].

In this context appears energy harvesting (EH), as the
process of capturing small amounts of diverse ambient energy,
converting it into electricity and storing it. More particularly,
radio frequency energy harvesting (RFEH) devices capture the
energy present at the signal carriers in the far field region of
ambient radiation. The frequencies of operation are between
some kilohertzs and hundreds of gigahertzs [4], which later
on are converted to dc.

RFEH can be also used as a wireless energy transmission
(WET) technique. The difference is the use of a dedicated
energy source that actively radiates. The received power is
higher and reaches the requirements of more applications,
since the power levels handled in harvesting are typically three
orders of magnitude lower [5].

As most of the EH sources within the IoT world and their
applications, RFEH may be categorized as “ultra-low power”
(barely tens of microwatts) [6]. Currently there is a lack of
dc/dc converters in the market for such low levels of power,
being them considered for “low-power” conditions (range of
milliwatts). This makes the use of EH techniques harder,
since the converter stage, needed for getting a proper and
stable voltage level, must be custom designed. For that reason,
we have developed a battery-less dual-band system capable
of harvesting RF energy while using off-the-shelf low-power
dc/dc converters. The setup is based on the the store-and-use
principle [7], by means of an intermediate stage formed by
an innovative autonomous and dynamic switched capacitor
design.

A. Related Work

Since Nikola Tesla originally proposed and demonstrated
WET in the 1890’s [8], the field has grown and matured finding
its way to commercial applications [9]. Particularly during the
last decade, WET has caught research attention in its two
variants (harvesting and active transfer) and far from its hefty
origins, the trend has been moved to WSN, where the main
objective is the increase of the rectification and conversion
efficiencies for low power [5].

The efficiency rapidly drops when the load impedance or
the input power decrease (<1Mf and < — 10dBm), and
so does the dc output voltage if not controlled [7]. RF-dc
conversion efficiencies around 80% has been reported for
input powers greater than 3)dBm, with an output load



around 50 k{2 at various microwave frequencies by Agrawal
et al. [10]. With a 130 and 90nm CMOS-based rectifiers,
Oh and Wentzloff [11] and Stoopman et al. [12] respectively
reached sensitivities of 32 and 27dBm  both at 1 V output,
although with a capacitive load impedance. Table I summarizes
the best efficiencies and minimum RF sensitivities achieved
in the literature and the most recent studies to the best of
our knowledge. Powercast [9] in turn, presents a commercial
power receiver with a minimum sensitivity of H.5dBm at
1.8V dc output for 915 MHz using an internal ad hoc boost
converter.

For the rectification there are two main technologies im-
plementing diode-based circuits: CMOS, that allows a lower
minimum RF input power, and silicon Schottky barrier diodes,
with normally better peak efficiency. Additionally, voltage
multiplier or a simple diode structure are the most employed
circuits [5]. For instance, Chouhan et al. [8] and Park et
al. [17] present cascading schemes for the voltage multiplier
fabricated in 0.18 yum CMOS and Schottky barrier technology
respectively. Asl and Zarifi [18] also reports a 13 stages
rectifier in 0.18 yum CMOS.

Most of the studies aim at a specific frequency channel,
although multi-band is employed as well [19]. These designs
target arrays composed of multiple antennas or, less frequently,
broadband circuitry, focused on the matching network, as
Khansalee et al. [20]. Pifiuela et al. [14] builds rectennas
and compares different array architectures, demonstrating the
operation in a real scenario with a commercial voltage con-
verter (BQ25504) and an LED as application. Donno et al.
[21] and Liu and Sénchez-Sinencio [22] propose custom dc/dc
converters, both charge pump designs and [22] with hill-
climbing maximum power point tracking (MPPT).

The store-and-use principle is introduced by Singh et al. [7]
with a tuned rectifier, achieving promising results in efficiency
for low powers. [7] employs two power gates for controlling
the energy flow to the load. The first one which runs the store-
and-use procedure is not described, the second one achieved
by a commercial converter (LTC3108).

B. Contribution

In this work, we propose a complete autonomous system
for enabling and simplifying the use of RFEH in IoT nodes
through an innovative design based on the store-and-use prin-
ciple and using commercial dc/dc converters. Figure 1 shows
the block diagram including the final application.

Two independent antennas capture the incident RF power
at two different frequencies (dual-band), whose impedances
are adapted to the rectifier stage by both matching networks.
The dc power is now stored in two capacitors. The output
of these capacitors to the converter stage is regulated by the
logic of MSwitch depending on their voltage levels, being
able even to completely isolate them. This mechanism enables
their charging process in adverse power conditions, since the
voltage level never collapses. The harvested energy enters the
dc/dc converter, which finally maintains constant the output
voltage for the application through a third storage capacitor.

The modularity of the system and versatility of MSwitch
allow to change easily the frequency band or even to take
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Fig. 1. Overview of whole system.

advantage of its benefits for other EH techniques by only
changing the energy input, being compatible with a broad
range of power levels.

The main contributions of this paper are outlined as follows.

1) We present an innovative dual-band store-and-use auto-
regulated and autonomous design for RFEH (or any
other energy source), demonstrating an improvement to
the state-of-the-art for its use with commercial dc/dc
converters.

2) We analyze the best options of rectifier circuits and
diodes, first with simulations and later in the laboratory
under the expected power conditions.

3) In parallel, we perform a search among all commercially
available dc/dc converters to date and analyze the most
efficient ones with ultra-low power levels, taking them
often out of the data-sheet characterization. The idea
behind was to identify under which circumstances of
low power and low voltage they can operate correctly
and with which efficiency.

4) We characterize and develop the rest of the system
needed stages, targeting an IoT application and man-
ufacturing the best combination.

5) We demonstrate its operation with a model IoT ap-
plication at the 949 MHz global system for mobile
communications (GSM) band, formed by a 2.4 GHz
transceiver and a temperature sensor.

For the detailed understanding, the model of the initial
conditions is presented in Section II; in Section III, we
describe the whole system and its operation. In Section IV,
we analyze the performance achieved in every stage, focusing
Section V on the whole system results and finally, Section VI,
draws the main conclusions of this work.

II. SYSTEM MODEL

In this section, we present the initial conditions found when
diving into RFEH for WSN.

A. Electromagnetic Spectrum

The electromagnetic spectrum is regulated by allocating the
different communication bands and, for safety and interference



TABLE 1
PERFORMANCE COMPARISON OF STATE-OF-THE-ART CIRCUITS AND SYSTEMS FOUND IN THE LITERATURE

Related Work Technology Frequency g[lg:tl::: 5(1:1 t::ig"e Convegl(;{llFEIiiilCIency
Powercast 2110B [9] - 915 MHz H.5dBm @ 1.8V N. A.
Agrawal et al. [10] HSMS-2852 900 MHz #0dBm @ 1.3V 80% @ H0dBm (60k)
Franciscatto et al. [13] HSMS-2852 2.45 GHz 0dBm @ 1.2V 70.4% @ 0dBm
Oh and Wentzloff [11] 130 nm CMOS 915 MHz 32dBm @ 1V (cap. load) N. A.
Stoopman et al. [12] 90 nm CMOS 886-915MHz | 27dBm @ 1V (cap. load) 40% @ ¥7dBm (1 M)
. SMS-7630 25dBm  (converter) 40% (end-to-end, real GSM)
Pifluela et al. [14] +dual band 886-915 MHz 29dBm (converter) 15% (end-to-end, real GSM)
Nguyen et al. [15] 65 nm CMOS 950 MHz 20dBm @ 09V 57% @ 0dBm (10k)
Xu et al. [16] 65nm CMOS 2.45 GHz #7.1dBm @ 04V 48.3% @ 3dBm (conv.)

reasons, limiting the emitting power. Several studies [23]-[25]
assert that the present energy levels in city open-spaces reach
30dBm and even 20dBm  at bands of high utilization, as
the cellular network (GSM and its successors), TV broadcast-
ing or wireless local networks; although the duty-cycle also
varies.

For instance, a typical GSM base station in the 900 MHz
band with a rating of 30 W and a 17 dBi antenna gain produces
a theoretical power density of 600 um/m? at 500 m, according
to the Friis transmission equation [5]. Although the signals
pathloss follows this equation, it is only valid in free space
propagation and assuming direct line-of-sight, being normally
received a lower level. Hence, the maximum received power
with a standard monopole antenna of 2 dBi will be up to 8 yW
(20 dBm).

B. Energy Harvesting

Once the antenna captures the signal, a matching network
is needed (maximum power transfer theorem) in order to
maximize the power transmission to the rectifier and minimize
the reflection coefficient.

Assuming a 50¢) commercial antenna, the open-circuit
voltage seen at the antenna of the example given above will
be 20.5 mV RMS. Accordingly, even with the voltage boosting
of an ideal matching network at its resonant frequency, these
levels do not suffice for reaching the turn-on threshold of
present electronics at the rectifier. In addition, due to the high
frequency of the bands we are dealing with, fast switching
circuits are needed. For these reasons, Schottky diodes with a
fast metal-semiconductor junction emerge as one of the only
valid technologies.

For a proper application operation, the rectified voltage must
be stable and at a specific level. A dc/dc converter runs this
action, although with commercially available ones, we find
several restrictions derived from the calculations made before:
1) too low voltage input, even though some converters can
boost voltages as low as 20mV; 2) too low energy input,
normally they can start their operation at around 50 pW; and
3) too low input impedance, which drives the whole system to
even lower voltage levels. Trying to solve these constrains with
a custom design brings 4) higher price and effort. Therefore,
an intermediate stage as the one presented in this paper appears
as a promising solution.

Furthermore, the losses while storing the energy can be
significantly adverse. Low leakage capacitors must be used (up
to 0.5pA at 3V) and in case of needing bigger capacitance
(super-capacitors, up to 5 uA at 5.5V), special attention must
be given to the storage voltage level in pursuance of the lowest
leakage current, as well as to the time of storage.

C. Application Unit Requirements

An IoT application unit consists mainly of a microcontroller
(uC), at least one sensor or actuator and a transceiver with an
antenna. The target applications are those which do not require
constant operation but a duty-cycled one, and which use ultra-
low power radio-transceivers and sensors.

In this way, for a simple node measuring ambient tempera-
ture, humidity and air pressure and sending it to a gateway, the
energy demand is around 1 mJ during the active mode (where
the measurements and communication are done). In deep-sleep
mode (where the batteries or capacitors are charged again) the
consumption is close to null (less than 300 nW in some pCs)
[4]. To sum up, the average power consumption for periods
of, for example, 1h would be around 600 nW.

III. RFEH CIRCUIT DESIGN AND IMPLEMENTATION

During the design and implementation of the proposed
system, we evaluated each stage independently with the ev-
ident dependencies at the interfaces (see Figure 1) and later
on, we assembled them together, pursuing the best efficiency
and lowest RF input power to start running the harvester.
Before fabricating the final prototype, we carried out diverse
simulations to prove our assumptions and improve the chosen
circuits and components.

A. RF Bands, Antennas and Matching Network

We first examined the legal distribution of the spectrum
in Europe from the electronic communications committee
(ECC) [26] and followed the studies referred in Section II-A
about its utilization. We concluded that the most convenient
technologies to harvest from are the cellular network for
outdoor use-cases (from GSM until 4G) and the Wi-Fi network
for indoor. In any case, the modular design facilitates its
exchange in a broad frequency range.

Due to the existence of several frequency bands within the
cellular network, whose presence depends on the service pro-
viders and the base stations nearby, we performed a spectrum



measurement on our test environment to identify the most
favorable bands. The scenario consists of an office area on
the outskirts of Munich (Germany) of around 0.22km? from
which 0.1 km? is free space and the rest three-floors buildings.
The measurements were made with a Keysight FieldFox
Handheld N9917A spectrum analyzer. The most energetic fre-
quencies found were 949 MHz, corresponding with the 935—
960 MHz GSM band; 2159 MHz, from the 2110-2170 MHz
international mobile telecommunications (IMT) band (i. e., 2G
and 3G) and the 2.4 GHz Wi-Fi band for indoor. The energy
levels confirmed the model described in Section II-A.

The chosen antennas were commercial antennas with 50 §)
impedance, an SMA connector and gains between 2 and 4 dBi
for the target frequencies.

The matching networks were designed with Keysight Tech-
nologies’ ADS 2020 software [27] (ADS), evaluating different
topologies and adapting to a simulated impedance determined
out of the available models of the next stages. The final
topology adopted was a L-matching network due to its broader
bandwidth. The final components values were obtained direct-
ly measuring with the vector network analyzer (VNA) E5063A
from Keysight.

It is worth pointing out that the rectifier impedance depends
on the input power due to the nonlinear characteristic of
the diodes [19]. Consequently, the theoretical impedance was
calculated assuming the target power levels (between 30 and
15 dBm) and for the two different paths after the rectifica-
tion, described in the following Section III-C. In particular,
the matching networks were designed without load for input
1 (i. e., as an open circuit after the rectification, favoring
the charging process) and for input 2 with the equivalent
impedance until the application block (favoring the cold-start,
i. e., with no energy at all in the whole node).

B. Rectifier

Two analysis were made for the rectifier, relating to which
diode and which rectification circuit to use.

1) Diode Selection: Besides the required low turn-on volt-
age and high switching speed mentioned in Section II-B that
make Schottky diodes essential, in applications with high
frequency and power restrictions, the junction capacitance and
equivalent series resistance are critical for a good performance
[28]. Hence, the importance of a good diode selection.

We tested several manufacturers with their Spice models
and among them, we selected for further analysis Avago HSPS
and HSMS series, Skyworks SMS7630, MACOM MA4E2502,
Infineon BAT series, NXP BAT754, ST BAR42-43 and Pana-
sonic DB27308. From which, the outstanding results were
given by Infineon BAT63 and BAT1S, Skyworks SMS7630
and Avago HSMS2850.

When working with high frequency the package parasitic
elements become decisive. Thus, the chosen diode was Infi-
neon BAT15 [29] as the one with by far the best performance
including the package model for a series configuration, even
when SMS7630 appeared beforehand as better. In this case,
the simulation steps were made with ADS (see Figure 2) with
a Greinacher circuit [17] and a matching network designed
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Fig. 2. Simulation of diodes performance in Greinacher configuration with
package parasitic elements and impedance matching (ADS), showing Vo in
time for 20dBm  of input power with 100 pF capacitive load.

with large-signal s-parameter (LSSP) simulation in every case,
optimizing between 30 and 20dBm  of power input.

2) Circuit Selection: The rectifier purpose is not only the
rectification of the input signal, but also a voltage boost. Each
diode stage brings a higher voltage level, but on the other hand,
it increases the losses by its power dissipation. Furthermore,
the converter needs a minimum voltage to start operating and
has as well a range with greater efficiency. Therefore, the
circuit and its number of stages must be precisely designed
for the expected conditions.

We analyzed the rectifying circuits of Greinacher, Cock-
croft—-Walton (both with 1, 2, 3 and 4 stages), Delon, diode
bridge, peak detector, Greinacher quadrupler (full wave) and
Dickson for RF (1 and 2 stages). From a first simulation with
Spice (LTspice XVII [30]), the circuits of Cockcroft—Walton,
Greinacher and Delon stood out. The next simulations were
made with ADS, considering already the package parasitic
elements of the diode BAT15-04W. A matching network
was again designed for every case for the same conditions.
A 100 pF capacitor was used as load instead of a bigger
capacitor for faster simulation, since, due to the presence of
the series capacitance of the diodes, its size has negligible
effect. No resistive load was used as we supposed the next
stage (MSwitch) in charging phase, i. e., with the switch open
and isolated from the converter.

The simulation results (see Figure 3) threw that, for low
input powers (e. g., at 20 dBm), Greinacher (1 stage) has
the greatest efficiency (20%), while Delon the lowest (13%)
and 2-stages Greinacher and Cockcroft—-Walton similar ones
halfway (16%). On the contrary, the last two circuits exhibit
higher boost, as expected. The rest of versions with N-stages
follow the trend, until the fourth stage in both circuits, where
the voltage does not increase further for the target power.
Although with the simplest Greinacher the voltage is already
at valid levels, even for 30dBm as seen in Figure 3-b;
we expected losses not reflected in the simulations dropping
the output voltage. Consequently, we selected the Greinacher
and Cockcroft—Walton circuits until the third stage for further
study in the laboratory.

C. Store-and-Use Stage: “MSwitch”

The MSwitch stage is an innovative and autonomous dual-
input circuit based on the store-and-use principle and on a
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Fig. 4. Schematics of both versions of the store-and-use stage MSwitch: (a)
with comparator (Version 1) and (b) with MOSFETSs (Version 2).

switched capacitor design, capable of reducing the minimum
average input power needed per RF band for an IoT application
to operate.

MSwitch, in our two developed variants (see Figure 4),
performs three functions: 1), it stores energy in time until
the level is enough for running the electronics of the next
stage (e. g., dc/dc converter) and for delivering it efficiently;
2), it mixes and regulates both input lines of the system in a
dynamic manner, prioritizing the cold-start; and 3), it isolates
the energy source from the load in order to not let the voltage
drop, again being able to run the following electronics.

1) Working Principle: MSwitch adjusts the current delivery
on both lines, being dragged largely from a line while the
voltage remains higher than the other one, and even cutting it
if the voltage drops, until the level rises again.

During the regular operation, power on both inputs is
assumed and of around the same magnitude. MSwitch Version
1 will perform a cycle where both inputs take turns to deliver
energy (see Figure 5). The comparator (O1 in Figure 4) will

Time (ms)

b)

Time (ms)

Fig. 5. MSwitch Version I: Simulation of regular operation with Spice models.
Cycles of input and output voltages (a) and currents (b). Dc input at every line
of 45uW at 700 mV open circuit. Load of 10 kS2 and capacitors of 100 nF'.

switch on the transistor (M1) when the level of input 1 (Vin;)
is above input 2 (plus some hysteresis) and, therefore, line 2
will be cut. As capacitor C1 discharges, C2 charges again and
will eventually reach a higher level. Then, the comparator will
switch off the transistor and the cycle will start again with the
charge of C1. This process will not get corrupted over time
decreasing the voltage level because of the comparator delay
time, hysteresis and the proper election of the capacitors size.

For operating from cold-start, V. will be 0V (it comes back
from the converter stage, which is not charged yet), s0 Vcomp
will remain low as well by default. In this way, both lines
conduct, self-adapting their currents through the diode until
the dc/dc converter reaches a level where the comparator is
able to operate (around 0.9 V). Once this condition is satisfied,
the store-and-use cycle starts, reaching lower power levels as
described above.

In Version 2, the behavior of the comparator is replaced
by two MOSFETs. We save its power consumption and
dependence on the next stage, in exchange of giving up the
hysteresis and using a voltage divider for adjusting Vi, in the
comparison.

In this circuit, both lines auto-regulate their contribution
at their best combination, maintaining an efficient voltage
level and current flow. It achieves smoother changes, making
easier the stabilization of the circuit without marked cycles
and favoring the non-appearance of undesired voltage peaks.
With Version 2, although the characteristic cycling of Version
1 appears only under special conditions of input power, the
store-and-use principle still persists, since a line will only
conduct when the voltage reaches a certain value. This means
that under adverse energetic circumstances, a line would be
cut as well, storing energy meanwhile.

Looking at both circuits from another perspective, MSwitch
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Fig. 6. Simulation of dc/dc converters efficiencies for different voltage and power inputs.

takes a variable voltage reference (input 2) for performing:
in Version 1, a cyclic more-energetic burst operation; and in
Version 2, an automatic adaption of the simultaneous delivered
current. However, in our designs the voltage reference also
delivers power. In addition, the fact that this reference is
variable plays an important role for EH, since the voltage level
depends on the ambient conditions and a fixed value would
not be efficient.

Before the actual designs, we employed a P-channel MOS-
FET in depletion mode instead of the diode. This circuit
was symmetrical and had a smoother cycle, as well as lower
voltage barrier. These transistors are however not available on
the market, so we opted for a Schottky diode without affecting
significantly the operation.

D. DC/DC Converters Analysis

A study of the market options for ultra-low power made
us focus on BQ25504, BQ25505, SPV1050 and LTC3108,
after discarding BQ25570, MB39C831 and MCP1623 through
a preliminary study of the features. We based our analysis
first on the data-sheet information, carrying out afterward
simulations with the available Spice models and the circuit
designs recommended by the manufacturers. We went out of
the specifications as needed while the model allowed it, and
finally manufactured independent boards for their experimental
characterization (see Section IV-C).

Figure 6 reports the results of simulations for a range of
input voltages at different input powers, starting always from
the lowest feasible in cold-start. The efficiency was calculated
for an application period, from the triggering of the active
mode to the recovery of the voltage using the converters flag.
In the transient Spice simulations, we used a triggered load
with two states, simulating sleep and active modes according
to Section II-C. The configuration for the voltage output

was always the closest to 3.3V and MPPT was used when
available.

The graphics in Figure 6 present BQ25504 [31] standing
out with best efficiencies in general for a broad range of
input powers, followed closely by BQ25505. LTC3108 and
SPV1050 on the other side, cannot operate at low power
inputs, although have a lower voltage level from where they
can start running. In particular, LTC3108 reaches 30 mV at
6-dBm, although at that configuration it cannot work at
voltages greater than the shown in the figure.

Due to the expected energy bursts as input of MSwitch
Version 1, we also simulated this capability on the selected
converters. The requirements are reduced to the ability of
continuing their activity between pulses for the lower energy
levels, avoiding to enter in the cold-start phase for each cycle
(what would imply much lower efficiency). The simulations
were successful for every converter at the target input powers
for capacitances up to 140 mF (super-capacitor). This limit
appeared as trade-off between, on one side, the losses of
commercial super-capacitors and time of charging and, on the
other side, the energy stored and delivered.

1) Load Energy Storage: The last energy storage element
must be dimensioned according to the needs of the application.
The energy of an application cycle must be encompassed
in the capacitor within the voltage levels where the uC can
operate, setting this the minimum capacitance. A too large
one would be inefficient as well, since the charging time
would substantially increase. Finally, we selected low leakage
capacitors with the minimum value recommended by the
converters data-sheets, since they sufficed for our application.
For instance, in the case of the BQ25504, it meant 4.7 and
100 uF at the main and reserve outputs respectively.



Fig. 7. Picture of the whole harvesting system (no application unit).

E. Application Stage

The chosen application unit for the IoT demonstrator was
the Nordic nRF52 development kit [32]. This single board
consists on an ARM Cortex M4 system on chip and a
2.4 GHz transceiver including the antenna. Most importantly,
the theoretical power consumption according to the data-sheet
is within the required range described in Section II-C.

The operation work-flow was developed to be duty-cycled
as explained in Section II-C and the internal die temperature
sensor was selected for the transmissions. A star topology was
set, where the transmitted packets were received by another
kit acting as gateway.

IV. PERFORMANCE ANALYSIS

With the best designs of every stage, we fabricated a
prototype in standard FR4 technology for further analysis in
the laboratory and demonstration purposes. Figure 7 depicts
its modular fashion and dimensions with the circuits selected
(see schematic in Figure S1). Following comes a performance
analysis based on the measurements.

A. Impedance Matching and Rectification

Figure 8 presents the results of the manufactured rectifiers
for 949 MHz. We used only one frequency for simplicity
of our designs. The open circuit voltage measurement was
made with a signal generator N9310A from Keysight and an
Agilent 34461 A multimeter in high Z mode. The S;; parameter
measurement was carried out with the output connected to
Vin2 and to BQ25504 in cold-start. We included the envelop
detector circuit as reference, although it was not considered
as a solution.

As expected, losses appear in contrast with the simulations,
being the measured output voltage around 50% lower than
the ideal scenario (see Figure 3-b). Although other factors
also affect the result (including the measurement itself), the
achieved S;; parameter influences highly the efficiency of the
boards. Additionally and differing also from it, the circuits of
2xGreinacher and 2xCockcroft-Walton do not exactly overlap,
having the last one a greater voltage.

This causes that, at least, a third stage must be used, since
BQ25504 requires, according to the data-sheet, a minimum
input of 600 mV for cold starting. Finally, we selected the
circuit of 3xCockcroft-Walton, as its output voltage reaches
the objectives (see Figure §8-a).

Vour (V)

S (dB)

Pin (dBm)

Fig. 8. Measurement of voltage output in open circuit (a) and Sy; parameter
with output connected to Vi, and to BQ25504 in cold-start (b) for the
developed rectifiers at different power inputs and at a frequency of 949 MHz.

B. MSwitch

We manufactured both versions of the circuit (Figure 4)
and both worked as expected, presenting different features that
make them interesting for different use-cases.

1) Version 1: It follows the behavior from the simulations
(see Figure 5), with its marked cycles clearly seeing in
Figure 9. It offers excellent performance for long-term store-
and-use cycles in extremely low power scenarios, potentially
charging a big capacitor and providing a powerful burst. Nev-
ertheless, the need of a voltage source to run the comparator
makes that the following stage must be able to stay powered on
during these cycles or with only energy from input 2. Likewise,
in more energy-favorable situations, the cycles can be shorter
(meaning also smaller capacitors).

Notice that a big difference between the bands energy levels
may cause that the voltage-drop in one line while conducting
does not go below the other line, remaining this one always
cut. In this case, although it is part of the casuistic, it may
imply that the energy level on the conducting line is already
enough for running the following electronics.

2) Version 2: It tends, on the other side, to the dual and
simultaneous conduction over the pronounced cycles, as also
expected from the simulations. Once a first dynamic voltage
threshold is surpassed (with a powerful burst that helps the
cold-start of the converter), the current on each line is self-
adapted to the best conditions on the junction by the MOS-
FETs logic. Additionally, since there is no need of an external
power source, the current delivery control initiates from the
cold-start as well, increasing the efficiency and therefore the
minimum harvested power.

It should be noticed in this version too, that due to the
continuous dual conduction, a line would be very rarely
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completely cut. Only in case of sudden changes in the input
or the load the MOSFETs logic would cut a line, avoiding
a voltage-collapse and making it rise again, tending fast to
the stabilization. This maintains high efficiency also in case
of great difference in energy between the inputs or of a too
power demanding load.

C. DC/DC Conversion

Our custom boards improved the performance of the con-
verters evaluation kits. However, the measurements, as seen in
Figure 10, reveal differences with the simulations of the Spice
models (see Figure 6), where the minimum power for starting
the operation from cold-start was higher in most of the cases.

The evaluation consisted of a first step where the converter
was cold-started and brought to normal operation, measuring
also the time needed (Table II). Next, with a variable load
mimicking the application (as described in Section III-E),
we measured the efficiency during an application cycle. For
inputs too low for cold-starting, we brought the converter into
operation and later decreased the input levels.

BQ25504 from Texas Instruments demonstrated as expected
better response for ultra-low power conditions, counting with
the best efficiencies and the lowest power inputs for cold-
starting (15uW according to the data-sheet, although we
measured 30 uW). It needs, however, a minimum of 600 mV
(as corrected in the data-sheet [31]) and it behaves at the input
as a voltage source of 350mV, fixing the voltage until the
MPPT is able to operate during normal charging process.

As also simulated in Section III-D, we characterized the
timings of the converters with a 1 mF capacitor in every case
(for equal conditions). Table II outlines, in the first column, the
range of cold-start charging times for the power and voltage
inputs measured in Figure 10 and with the application in
sleep mode as load. The second and third columns detail
the time that every converter is able to maintain adequate
voltage levels for the pC with the application in active and
sleep modes respectively, and no power input. Finally, the last
column depicts the time able to remain out of the cold-start
mode with the application in sleep mode and no power input.
The results are consistent with the simulations, being every
converter capable of operating in burst-mode with the tested
conditions.

TABLE 11
MEASUREMENT OF TIME CHARACTERIZATION OF DC/DC CONVERTERS

Converter Charging Active Sleep Alive
Time (s) Time (ms) | Time (s) | Time (s)
BQO4 4160-42 54 237 242
BQO5 1551-69 114 202 706
LTC 16-2 33 355 871
SPV 843-66 118 431 636

D. IoT Application

The power measurements confirmed the awaited results.
The energy consumption measured during the active mode
was around 85 uJ; from which the transmission, set to the
minimum, represented around 25pJ. The deep-sleep power
consumption was as well below the expected limit, around
300nA, although we decided to use a MOSFET as load-switch
with the gate connected to the converters flag, in order to avoid
boot problems at the cold-start.

V. WHOLE SYSTEM RESULTS

Once every stage was optimized, we tested the whole system
with the innovative MSwitch. We also analyzed three more
different approaches, alternatives to it for proper comparison:
direct connection between rectifier and converter (single band),
junction through two diodes with storing capacitors behind
(exactly like input 2 of MSwitch) and in-series connection (as
the design from Pifiuela er al. [14]).

We carried out two experiments: 1), cold-start test, for find-
ing the minimum input power with which can start operating
and its efficiency throughout the whole input power range;
and 2), hot operation test, for determining the minimum input
power with which can maintain its operation, and its efficiency
at a reference power level (35 dBm). The efficiency was
calculated, in the case of hot operation test, with the averaged
application-cycle time (in a range between some seconds and
a couple of minutes) and the known power consumption of
the application active mode. In the the cold-start test, it was
calculated with the time until the first packet was received
and the energy needed to charge the capacitors of the dc/dc
converter. For the setup, we used the previously mentioned
signal generator and VNA, and for the in-series circuit, where
two different grounds are required, we connected one of them
to the grid through a transformer. In every case, the input
power was equal at the two lines.

The results are summarized in Table III and Figure S2 and
reveal how MSwitch Version 2 responds better in every aspect
analyzed. MSwitch Version 1, with similar performance as the
in-series design, improves as well the single band and diode
+ capacitor cases. Comparing the absolute results of Table III
with the literature results of Table I, we find a shift in both
minimum input power and efficiencies. Since we tested as well
under the same conditions the single-band and the in-series
circuit [14] (that gives the best performance within the state-
of-the-art) and in every case the operation was improved by
MSwitch, we can therefore assure that this shift comes from
a better implementation of the previous stages, in particular,
the matching network and rectification. Besides, our system is
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able to cold-start.

the only one using a real IoT application, while most of the
cases of Table III employ a resistor, or even a capacitive load,
seeking for the best match to the output.

MSwitch Version 2 emerges with better performance in both
cold-start and hot operations. It brings lower minimum input
power for starting and maintaining its activity, and better
efficiency. This turns into lower first-charge and cycle times
for its IoT application. The lack of a component that needs
a minimum voltage level for functioning (the comparator in
Version 1) and its independent adaption of the currents per
line (in contrast with the in-series circuit), make it perform at
its best from the beginning and adapt quickly the contribution
per line.

Besides, both MSwitch designs present an advantage over
the in-series design, since its efficiency decreases extremely
when one of the inputs is more powerful than the other. For
instance, we applied an input of 2.5 and 19.5dBm at
each line (36 dBm in average). The efficiency was improved
by a 4.9 and 4.7% for Version 2 and 1 respectively, while
it decreased by a 3% for the in-series circuit. It remained
the same for the diode + capacitor design. In this situation,
the current forced by the more powerful line makes collapse

the voltage on the other input. This does not happen with
the MSwitch auto-regulation, since it takes advantage of the
powerful source without collapsing the second one.

VI. CONCLUSION

In this work, we have introduced an innovative RFEH dual-
band design for energy-autonomous IoT nodes, that improves
the current state-of-the-art in numerous perspectives. The cir-
cuits, in two different versions, were tested and demonstrated
within a complete developed system including rectification,
dc/dc conversion and a final IoT application.

We analyzed likewise with several simulations and measure-
ments the whole spectrum of dc/dc converters in the market,
characterizing their responses for ultra-low power conditions,
often out of the data-sheet descriptions. BQ25504 from Texas
Instruments appeared as the best candidate, reaching the lowest
input power levels and implementing MPPT, although fixing
its input at 350 mV during its cold-start.

Furthermore, we carried out a deep analysis of the com-
mercially available diodes and state-of-the-art rectification
schemes, selecting Infineon BAT15, due to the package para-
sitic elements; and Greinacher and Cockcroft-Walton circuits



TABLE III
PERFORMANCE OF MSWITCH SYSTEMS IN COMPARISON WITH OTHER SOLUTIONS AND SINGLE BAND

Technolo Frequenc Minimum RF P;, Conversion Efficiency
gy q ¥ @ Output Voltage * @ RF Py, *
MSwitch vi Cold-start | 35 .0dBm (IoT app) | +11% 13.1% @ 15 dBm
BAT15 Schottky 949 MHz Hot Oper. .6dBm (IoT app) | +29% | (end-to-end, lab., hot oper.) +9.2%
MSwitch v2 Cold-start .3dBm (IoT app) | +34% 13.3% @ 15 dBm
BAT15 Schottky 949 MHz Hot Oper. .8dBm (IoT app) | +31% | (end-to-end, lab., hot oper.) +9.5%
Single band 949 MHz Cold-start .5dBm (IoT app) - 3.7% @ 15 dBm )
BAT15 Schottky Hot Oper. | 5 .1dBm (IoT app) - (end-to-end, lab., hot oper.)
Diode + cap. / line 949 MHz Cold-start | ¥5 .6dBm (IoT app) | +22% 5.9% @ 1/ dBm +2.1%
BAT15 Schottky Hot Oper. | 5 .8dBm (IoT app) | +15% | (end-to-end, lab., hot oper.)
In-series [14] 049 MHz Cold-start | 5 .1dBm (IoT app) | +13% 10.2% @ % dBm +6.4%
BAT15 Schottky Hot Oper. | 6 .6dBm (IoT app) | +29% | (end-to-end, lab., hot oper.)

*Last sub-column compares the result over the single band option.

(up to a third level), in spite of the quality of the matching
network influencing severely their performances.

The whole system presented finally an improvement over
the single band case of a 34 and 31% in the minimum RF
power input for the cold-start and hot operation respectively,
and of a 9.5% in the efficiency at ¥ dBm (value taken
as reference). Moreover, while MSwitch Version 1 exhibits
similar results as the in-series design (the best performing
circuit up to the date to the eyes of the authors [14]); Version
2 improves by a 21 and 2% its minimum RF power input
for the cold-start and hot operation respectively, and by a
3.1% its efficiency (see Table III). Besides, when the inputs
have different power levels, both versions of MSwitch even
increase their efficiencies, while the operation of the rest of
the circuits get compromised. We encountered nonetheless an
offset of the absolute values in our experiments in relation to
the literature. We attribute it to a better implementation of the
impedance matching and rectification stages and to the use of
a real IoT application, since, under the same conditions, both
in-series circuit and single-band exhibited lower performance
than MSwitch, as described above.

In conclusion, we demonstrated how MSwirtch is able to
operate with off-the-shelf dc/dc converters under ultra-low
power conditions and in real dynamic environments, where the
band levels do not have to be equal or constant; with RFEH
or any other harvesting method, mixing in an efficient manner
two power lines.
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Fig. S1. Schematic of the whole harvesting system (no application unit). Dc/dc converter simplified, see BQ25504 data-sheet for more details [30].
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Abstract: Although the number of Internet of Things devices increases every year, efforts to decrease
hardware energy demands and to improve efficiencies of the energy-harvesting stages have reached
an ultra-low power level. However, no current standard of wireless communication protocol (WCP)
can fully address those scenarios. Our focus in this paper is to introduce treNch, a novel WCP
implementing the cross-layer principle to use the power input for adapting its operation in a dynamic
manner that goes from pure best-effort to nearly real time. Together with the energy-management
algorithm, it operates with asynchronous transmissions, synchronous and optional receptions,
short frame sizes and a light architecture that gives control to the nodes. These features make
treNch an optimal option for wireless sensor networks with ultra-low power demands and severe
energy fluctuations. We demonstrate through a comparison with different modes of Bluetooth Low
Energy (BLE) a decrease of the power consumption in 1 to 2 orders of magnitude for different
scenarios at equal quality of service. Moreover, we propose some security optimizations, such as
shorter over-the-air counters, to reduce the packet overhead without decreasing the security level.
Finally, we discuss other features aside of the energy needs, such as latency, reliability or topology,
brought again against BLE.

Keywords: Wireless Sensor Networks (WSN); Internet of Things (IoT); ultra-low power; Bluetooth
Low Energy (BLE); energy harvesting

1. Introduction

The eruption of the Internet of Things (IoT) in our society has presented us with a scenario
where every object is connected to the Internet for interaction. In this heterogeneous infrastructure,
each intelligent point can communicate with the rest of the nodes, services or people through different
topologies to substantially affect the user’s experience and quality of life.

Under those circumstances, a challenge arises when powering the nodes without affecting the
application quality of service (QoS). Generally, a power cord is excluded from the possible options
because of its expenses, inconvenience or impracticability [1]. A common option is batteries; however,
not only their cost in terms of their frequent replacement or recharge, but also their environmental
impact play an important role: non-rechargeable chemical batteries (e.g., lithium) are a common choice,
which are deeply contaminating [2]. Within this framework energy harvesting (EH) appears as a way
of taking advantage of the diverse energy present in the environment, converting it into electricity for
its use.

Sensors 2020, 20, 6156; d0i:10.3390/s20216156 www.mdpi.com/journal/sensors
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EH, however, encounters some difficulties in terms of the power capable of being extracted and
its stability over time. Most of the EH sources are categorized as “ultra-low power (ULP)” (barely tens
of microwatts) [3], see Figure 1. Moreover, the energy flow might unpredictably rise, drop, or directly
stop, e.g., weather changes in solar, wind and thermal or lack of band use in RE. These force the
applications over these technologies to be ULP as well, in addition to not presenting extremely low
latency or high-dependability demands.
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Figure 1. Power comparison of most common EH sources [3]. Typical range and most frequent value.

To address this, two fronts emerge:

1. Hardware, where every stage must be optimized. Starting from efficiency of energy gathering
and conversion phases [4-7], and ending with consumption of the microcontroller (nC)
and transceiver.

2. Software, where the operating system (OS) and the wireless communication protocol (WCP),
often together, have the greatest influence. They are light and simple, and follow the ULP
requirements without compromising the QoS [8-10].

An ULP IoT application generally operates in a duty-cycled fashion. This means remaining in
a low energy consumption state (sleep phase) during most of the time and waking up to carry out
measurements and communication (active phase). In recent years, a lot effort has been devoted to the
improvement of the nCs and radio transceiver performance. Outstanding consumption figures have
been achieved of less than 300 nW and 1 m] for the sleep and active phases, respectively [5].

Meanwhile, low and ULP WCPs have emerged and extensively been deployed, although
most of them are not suitable for EH use cases. Their operating principles and architectures
do not always match these scarce energy profiles, often also burdened by legacy modes and the
pursuit of broad interoperability. In particular, they often employ large packet-headers that lead
to unnecessary communication overhead [11], normally due to the desire for more functionality
or compatibility that other use cases can energetically afford, i.e., WCPs that first spotlight more
energy-advantageous scenarios. Likewise, the bases of their operation, founded frequently on
synchronous communications, imply the use of power consuming timers during the sleep phase
or of the radio by the medium-sensing in asynchronous cases that make them more energy-demanding.
Moreover, the cycle times are determined without considering the energy status, leading to more
failures and therefore inefficiency [12]. The reception at the nodes, for its part, which represents a great
sink of energy [13], is habitually realized indiscriminately, despite its necessity. Moreover, even the
WCPs with ULP requirements are often designed to work with a constant power source, i.e., a battery,
and are not efficient with abundant power drops, i.e., an EH supply [12].

1.1. Related Work

Table 1 summarizes the most extended WCPs for embedded systems and ultra-/low power use
cases. Bluetooth Low Energy (BLE), after its last release in 2017, stands out for the ULP scenarios [14].
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Its functionality without previous connection (advertising) and the more recent mesh option has
achieved extraordinarily low energy requirements. The advertising mode, however, lacks the reception
feature and does not count with security (besides some connection-based modes having weaknesses
as well) [15]. In the mesh case, an ULP node needs a “friend” node for implementing receptions
and security, which brings overhead and also vulnerabilities [16,17]. Solving this would require the
establishment of a traditional master-slave connection with synchronous operation, leaving behind
its benefits. Zigbee and Thread, both based on the IEEE 802.15.4 standard, exhibit excellent power
consumption as well, and are a possible solution for the most energetic EH use cases. ANT and
Z-Wave, besides being proprietary protocols, stand already on slightly higher energy levels, as does
Wi-Fi, intended for higher data rates and not fitting in these ULP scenarios. EnOcean, on the other
side, is the only one decidedly designed for EH, although with limited functionality and of proprietary
use, which complicates its deployment.

Table 1. Most common ultra-/low power WCPs.

Power Range Topology Data Standard Power Management
Consumption Rate Techniques
BLE Ultra-low WPAN Star, Bus, 1 and Bluetooth Phy.—l.ayer (ESK—based ‘mod.)
[14,18,19] 10's of pW 100 m Mesh 2Mbps SIG Periph. skip connections
Mesh: Friendship, flooding
Wi-Fi Low power WLAN Star, 11-300 Mbps IEEE .
[14,18] 10's of mW 250m Mesh 802.11
Zigbee Ultra-low WPAN  Star, Mesh, 20, 40, IEEE Phy-layer (O-QPSK mod., DSSS5)
[14,18,19] ~50 pW 100m  Cluster 250 kbps 802.15.4 Parent relationships
Beacon-enabled/CSMA/CA
Z-Wave Low power WPAN Mesh, . Low data rate
[14,20] 100 W 30m Star 40kbps  Proprietary  pp.. 1aver (FSK mod., sub-GHz)
Asynch. TX, Synch. RX
ANT Ultra-low WPAN Star, Bus, 60 kbps Proprietary Phy.-layer (FSK-based mod.)
[21,22] ~80 pW 30m Mesh Isochro. + Medium-sensing
Thread Ultra-low WPAN Mesh, 250 kbps IEEE Phy.-layer (O-QPSK mod., DSSS)
[20,23] ~50 pW 100m Star 802.15.4 Asynchronous
CSMA/CA
EnOcean i . Phy.-layer
) Ultra-low WPAN Star 125 kbps Proprietary (ASK/FSK mod., sub-GHz)
[24,25] W 30m
Low overhead
Asynch. TX, Smart ACK
LoRaWAN Low power WWAN Star 0.3-50 kbps Proprietary Phy.-layer (LoRa mod., sub-GHz)
[26-28] 100 s of pW 10km Low data rate

Asynch. TX, Subsequent RX

WPAN, wireless personal area network; WLAN, wireless local area network; WWAN, wireless wide
area network.

Other solutions not considered are NB-IoT (5G), LoRaWAN and Sigfox, as they are designed for
long-range communications (WWAN) and have higher power consumptions. RFID (radio frequency
identification) and near field communication (NFC) stay out of the scope as well, since they need
express interaction for every transmission, as well as being proximity communication protocols.

Concerning the power management, the state-of-the-art WCPs address it with different
energy-saving techniques, which make them fit with different use cases; see Table 1. Presuming
duty-cyclic functionality for all of them, the trend is asynchronous transmissions, where the node
decides when to wake up and transmit. However, some protocols also implement it synchronously,
such as BLE (in its connection-based mode), with time slots, as WirelessHart (based on IEEE 802.15.4
too) [29], or even hybrid modes between them, such as ANT or Zigbee.

Furthermore, the physical layer plays an important part. Low data rates and FSK- and PSK-based
modulations are commonly used, while some use sub-GHz bands as well in search of less interference
and more signal integrity. Especially noteworthy are the IEEE 802.15.4-based protocols with spread
spectrum (DSSS) [30] and LoRaWAN implementing it dynamically with its proprietary algorithm.
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Other mechanisms include diverse medium access methods, such as the Zigbee beacons,
synchronous protocols skipping events, such as BLE conn., the EnOcean “smart ACK”, which employs
the acknowledgment to send data to the node, or the parent/friendship relationship of Zigbee and
BLE, respectively, where the gateway or an extra node saves the messages directed to a node while
this node stays in sleep phase (saving energy), for later retransmitting when it wakes up.

Regarding custom protocols addressing this niche market, to the best of our knowledge there has
not being any attempt during the last decade to standardize or disseminate a WCP which solves the
issues described above. Nevertheless, the literature focuses on improving the current protocols, proposing
new features or solving vulnerabilities. For instance, Zhang et al. [31] and Laurentiu et al. [32] reported
security flaws in BLE and LoRaWAN, Sigfox and NB-IoT, respectively. Mao et al. [33] proposed a security
configuration strategy for IEEE 802.15.4 that adapts its level depending on the network security threats,
service requirements and harvested energy. Meka and Fonseca [34] introduced a procedure that improves
the Zigbee route selections through a different route-cost calculation. To conclude, among many other
successful examples, Bomfin et al. [35] proposed an extension for the LoRa modulation which leads to a
more energy-efficient system.

1.2. Contribution

In this work, we propose a new WCP intended for the harshest EH scenarios of IoT, with the
latter goal of public standardization and broad expansion. treNch solves the ULP wireless sensor
network (WSN) use cases through the use of a light cross-layer architecture with asynchronous
transmissions, synchronous (subsequent) and optional receptions, short frame sizes and by a dynamic
operation adaption depending on the energy status. This cross-layer principle is reflected in the
proposed energy-management algorithm that uses two different operation modes for the sleep phase
depending on the power input.

For evaluating our design, we conduct a detailed experimental analysis of treNch under different
realistic scenarios, comparing the results with BLE at the same conditions and for its different profiles.
Our focus is the power consumption at the nodes, but we discuss other features as well, such as
the security, latency or reliability, among others. In particular, we propose techniques to implement
low-overhead secure mechanisms that reduce the packet size without decreasing the security level,
such as shorter over-the-air counters.

The main features that make treNch succeed in comparison with the state-of-the-art WCPs
mentioned before are outlined as follows:

Power management algorithm sensing the energy status (cross-layer).

Control in the nodes, responsibility in the gateway, complexity in the client.
Asynchronous transmissions, synchronous (subsequent) and optional receptions.
Low frame overhead (including optimized security).

Randomized and controlled medium access (without sensing).

No physical-layer definition: adaptive to conditions.

Dynamic nodes emitting power.

NG ®N =

The remainder of this article is organized as follows. In Section 2, we provide an in-depth
description of the new WCP and its operation. In Section 3, we analyze the performance achieved
through a comparison with BLE and finally, Section 4 draws the main conclusions of this work and
expounds the focus for future work.

2. “treNch”

treNch is a cross-layer WCP and OS designed for ULP conditions in the IoT area, meant to be used
with embedded EH systems as part of an interconnected WSN.

The operation principle is based on the node best-effort: Their transmissions are carried out
asynchronously around a defined period, while the receptions (optional and previously notified) are
performed synchronously right after the transmission (see Figure 2). In this way, a node transmits
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when its energy level allows it, not being forced to wake up to transmit/receive periodically by the
risk of the connection being closed due to inactivity.

] Last active period Active period

— — — — :, P — ,‘I :‘

o) ! i o '

c } ) e f

= T 1 Dependent on node conditions = f

§ ™ [ RN 2 ™ |

< E | Fixed time % E
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______ I ! — . — — — — — A ;
Optional Time
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Figure 2. treNch principle of operation.

2.1. Network and Roles

In treNch, a network is formed by subnetworks in star topology; see Figure 3, where new nodes
have to perform an automatic registering process in order to be part of it. The communication is
connectionless, closed and private.

Client
Connection Types - |
—— treNch Link Layer _
----- treNch Network Layer
- - — treNch Net. Layer over IP 7

— —IP, e.g., TLS/TCP E g., TLS/TCP/IP/...

Network Layer /

treNch Link Layer

Physical Layer

Network Layer
Link Layer

treNch

Client e Network Layer

Link Layer

Physical Layer

Physical Layer

Figure 3. treNch network and protocol stack per device.

A network has three different device roles:

¢ Node: Usually a sensor running under ULP conditions.

e Gateway (GW): Always ready to receive the node messages and answer them if pertinent.
With network/link-layer functionalities, but transparent at application level. It defines a
sub-network. No power limitations.

e  (lient (back-/frontend): Server and data consumer and in direct communication with the
gateways. Interprets/triggers the application services, but with no network/link-layer functionalities.
It approves new nodes registrations. No power limitations.

Subnetworks (gateways) and clients are interconnected through an auxiliary communication
protocol not defined by treNch. Nonetheless, secure standards which are widely spread as TLS
are recommended.

2.2. Protocol Stack

At link-layer level, a node is exclusively connected with a gateway through a bidirectional
communication link. In the general use case, the gateway solely forwards the information coming from
a node to the client and vice versa, apart from the network/link-layer directives, as the registering,
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acknowledgment or reception cycle, among others. This communication happens in the packet header
but also in the payload with reserved parameters (see Sections 2.3 and 2.4).

However, network-layer level direct node-to-node/s communication is also allowed through the
gateway, by means of “channel subscription” (permanent receptions) or momentary point-to-point
transmission. A channel is defined by a parameter class and a specific origin node. This is configured
by the client in both cases, since its functionality is defined at application level.

To this end, the gateway keeps a queue of parameters for each node, sending them together in the
payload of the next node reception phase. In the event of inter-sub-network transmissions, the gateway
of the emitting node forwards the payload to the gateway owner of the destination node through a
broadcast over the auxiliary protocol, e.g., IP.

Following this principle, a node without power concerns could also work as a client, as seen in
Figure 3, with no need for the auxiliary protocol.

Regarding the physical layer, treNch does not define it in the protocol stack, leaving it open
for every use case conditions. In this way, the noise, path losses, interferences of the environment,
energy conditions and available hardware can be considered.

2.3. Frame Format

Tables 2 and 3 introduce the frame formats for the two options within the bidirectional
communication (node-to-gateway and gateway-to-node, respectively).

The frame encapsulates the packet structure with the length and cyclic redundancy check (CRC).
The physical-layer preamble (preamb.) needed by the radio is not defined, while the syrnc word is used
as address. In the node-to-gateway transmissions, it indicates the node origin ID, whereas in the
opposite case, it points out the node destination ID (destin. ID). Since at link-layer level it is the only
communication allowed; there is no need to include more address fields.

Table 2. treNch frame format for node-to-gateway transmissions (security Level 0).

PAYLOAD

ORIGIN ID rroT. EARANVY 000 CTR /NopE
PREAMB. SYNC LENGTH VER . T PARAM 2 CRC
( ) P pan " RX-Cycle Reset ACK
Class  Length
X Bytes 2 Bytes 5 bits 3 bits 5 bits 3 bits N Bytes M Bytes 6 bits 1 bit 1 bit 2 Bytes
1Byte 1 Byte 1 Byte

Table 3. treNch frame format for gateway-to-node transmissions (security Level 0).

pesTIN.ID or MMM
PREAMB. SYNC: LENGTH VER : T PARAM 2 —— CRC
(SYNO) P pan " RX-Cycle RSSI
Class  Length
X Bytes 2 Bytes 5 bits 3bits 5bits  3bits NBytes M Bytes 6 bits 2 bits 2 Bytes
1 Byte 1 Byte 1 Byte

The packet is concluded with the protocol version (prot. ver.) and CTR (treNch control) fields. As seen
in Tables 2 and 3, the CTR follows two structures depending on the direction, including four different
subfield types (functionalities explained in Section 2.4):

*  RX-Cycle. It indicates after how many operation cycles the node will perform a reception. 0 forces
the gateway to answer or, sent by the gateway, asks the node to receive again.

®  Reset. It signals that the node is coming from a brown out reset (1), giving valuable information
about its energy conditions.

*  ACK. It acknowledges the last node reception.

®  RSSI It gives instructions to the node about the required emitting power, adapting it according
the needs.
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The payload is composed of an array of “params”, where a param is a group of two subfields:
type and data. The data subfield carries the effective payload to transmit, while the type describes it with
the data class and its length. Although some classes are reserved for the protocol, they do not follow any
standardization, being defined by the user.

The bit assignation for every field sets the maximum param-data size in 7 Bytes and the maximum
payload size in 27 Bytes. This gives a maximum theoretical throughput of 85.2%.

A message from a node is by default directed to the client and vice versa (only network configuration
messages stay in the gateways). Nonetheless, the node-to-node communication use cases require special
handling. In these scenarios, the header remains unchanged and the network recipient/origin is explicitly
indicated with an address param in the payload, being the following params part of that connection.
The payload, therefore, must be sequentially read. In this way, e.g., a node sending a packet with
information to the client and to two different nodes would fill the payload with: client data params,
address 1 param, node 1 data param, address 2 param and node 2 data param, in that order.

2.4. Workflow

Figure 4 represents the nodes active phase workflow. When a node enters treNch_Start
(active phase), the different application profiles are executed, for later continuation to a transmission.
In case the node is not registered yet, it proceeds first to registration (see Section 2.4.1).

- App I
Register funct. 1
o Application
v & Processes
Prepare £
"Hello msg" =
d 8 Prepare
App Payload
v
Prepare
Packet

Transmission

treNch Start (active-phase)

Fixed
Timer
Process /
Packet /

2 /

Figure 4. treNch node active phase workflow. Executed cyclically before and after a low power
state (sleep).

v
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Once the transmission is made, depending on the RX-cycle, the node executes the reception
routine or goes directly to a low power consumption state for later waking up and starting the cycle
again. The reception routine includes a sleep phase during a short and fixed time period, the packet
reception and its processing at application- and network/link-layer levels.

The gateway workflow consists of a listening interface for the treNch node packets. It answers
them with the data queue for each node when the RX-cycle indicates it and forwards the params to other
nodes (queue) or through the auxiliary protocol interface to the clients or other gateways. Similarly,
it includes forwarding the packets in the opposite direction or special actions regarding the network
configuration, such as the registering or channel subscription, both described in the following.

2.4.1. Registering

Before a node can interact with a network, it must become part of it through registering. A node
sends a “Hello message” until a gateway answers with the registration information, starting only then
with its application functionality.

The Hello message includes the node hardware ID, type and application. The reply includes the
same hardware ID and the treNch 1D, a shorter identifier (2 Bytes) that will be used as address for the
node. Up to this time, when the treNch ID is assigned, the address employed in the frames (origin and
destination ID) is a reserved one for broadcasting.

The process concludes when the client approves the registration, while the node remains in a
quarantine list in the gateway with limited functionality (although transparent for the node).

In the case of a network with more than one gateway, every gateway broadcasts first to the rest of
them the hardware ID, the received RSSI and a random number (for ties). The gateway with the best
conditions adds the node to its sub-network and continues the process.

2.42. Acknowledgments

treNch carries out acknowledgments at the link-layer level, not performing automatic re-sends
(in the nodes) but notifying the application about incorrect transmissions. It is up to the application
to decide if the message should be re-sent or ignored. In the case of the gateway, the retransmissions
are automatic.

For transmissions in gateway-to-node direction, the correct reception is flagged with the ACK
bit of the frame in the next cycle. For the opposite direction, the mere reception of a frame indicates
implicitly the successful previous transmission, since it is the node who forces the gateway to send a
packet. That means that a node application can request at any time an acknowledgment setting the
RX-cycle to 0.

2.4.3. Node-to-Node Transmission/Channel Subscription

First, the client triggers the process (application level), since it is the one with the overall
information. It sends a command to a node, setting the transmission/reception of a param-class
(see Tables 2 and 3) to/from an specific node with several repetitions, a expiry date or certain
circumstances as trigger. This might also change some other configuration parameters, such as
the operation or reception periods according to the application. This process must be consistent with
each node involved, since their applications have to be able to send/process a specific param-class as
well as be realistic with the energy needs to fulfill the QoS.

The node then answers the command, acknowledging the client positively if applicable. Next,
for the node-to-node transmission, it modifies at application level the destination of the messages for
the following transmissions, indicating it on each frame. For the channel subscription, it sends with the
same acknowledgment packet a network command to the gateway to set up the channel. Hereinafter,
the gateway will forward automatically the configured param-class coming from the specified origin to
the target node.
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2.5. Power Management Algorithm and Energy Flag

The energy flag is an external binary signal informing about the status of the power
capacitor/battery. It comes usually from the dc/dc converter required by the EH stage or even
from the nC itself. The voltage levels between its thresholds for changing the value (with hysteresis)
must encompass the worst case of the active phase energy needs and be above the minimum pC
operation level.

After initiation or a reset, the hardware and the treNch directives are initialized; see Figure 5.
The last one includes setting up the protocol configuration and the registering information stored in
flash, if this applies. By default, the system follows the Rhythm Mode. This means entering after the
active phase in a deep sleep state to be woken up by a timer with the minimum cycle time. This value is
defined by the user and has a slight random factor to avoid continuous collisions.

While the energy allows it, the system stays in this mode. In case of a decrease in the power
input (energy flag down at the wake-up), freNch first increases the timer and goes to power-down
state. Once the capacitor is charged (energy flag high), it wakes up and directly enters the active phase.
In the next cycle, it goes again to deep sleep, with the updated timer value. If after several rounds
the rhythm timer reaches its maximum (set by default at 115% of the minimum), the system goes to
B-Effort Mode.

B-Effort Mode largely decreases the power consumption (see measurements of Section 3.1), since it
sends the uC to power-down state after each active phase. With no timer but a wake-up by the energy
flag (high), this allows the nodes to operate under extreme energy-adverse circumstances, in the range
of up to 400nW and with high power input fluctuations.

HW Init
treNch Init

Rhyt. Timer ++

Set B-Effort Mode

Energy Flag=0

|| Timeout
Set Rhythm Mode
Energy +Random factor
flag ifmaxB-G.=0
A 4
: B-Guard ++
Rhy(;hm ;I'lmter treNch Start (Re)calc. of
(random factor) (active-phase) B-EffOrt | | ax B-Guard
Mode
1 Deep
Sleep
Rhythm

Y
Mode

Set Rhythm Mode «

X < Stability Param

B-Effort
Mode

X < Stability Param

Random

Figure 5. treNch node Sleep Modes and energy optimization algorithm workflow.

To avoid the violation of the minimum cycle time in the B-Effort Mode, treNch performs an estimation
of the power input to set an approximation of a period without the wake-up timer. This is done with
a second deep sleep state set with a clock that wakes up with the fall of the energy flag. The period
is estimated with the time spent until the flag falls, knowing the sleep states power consumptions
(nC data-sheet) and the energy needed for an active-cycle (value known by the user for the capacitor
dimensioning and energy flag hysteresis configuration). The desired cycle time is achieved repeating
the process according to the calculation until the maximum B-Guard value is reached, see Figure 5.
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In the case of a maximum B-Guard resulting in less than one, the next operation cycle goes directly
to the active phase (pure best-effort), performing randomly the estimation again. In the worst scenarios,
this avoids a much bigger cycle time and waste of energy, due to the B-Guard calculation round.

treNch implements a procedure for returning cautiously to Rhythm Mode and to the minimum cycle
time, through random attempts within the workflow. The periodicity of these attempts is configurable
through the stability parameter, which incorporates in the method the expected power input fluctuation
(set by the user).

The cross-layer energy management and usage defined by treNch achieves consequently
great ULP operation while keeping the QoS, with brown out resets happening only in severe
unexpected conditions.

2.6. Security

The existence of nodes with a very tight energy budget makes it complex to design a security
concept without adding a significant overhead. Nevertheless, the criticality of security is such that
compromises need to be introduced very carefully. We define four security levels:

¢  Level 0: no security. Packets are neither encrypted nor authenticated. For evaluation purposes.
Not recommended for productive environments.

¢ Level 1: authentication. All packets are authenticated. For scenarios in which the exchanged data
can be left public.

®  Level 2: encryption and authentication. All packets are authenticated and encrypted.

*  Level 3: encryption and authentication with extended Message Integrity Check (MIC).

The secure modes have the following features:

2.6.1. Secure Device Provisioning

Nodes are programmed with a pre-shared commissioning key, shared with the gateway and used
only during the registering. Alternatively, it may also use an out-of-band mechanism. The goal is
to securely distribute the node ID and a newly generated communication key to a node, for the first
commissioning or after the node goes back to an unregistered state (e.g., after too many unsuccessful
communication attempts with the gateway). For this, we propose using a commissioning key,
which is reserved for the registering, together with a 104 bits random value, acting as a nonce for the
cryptographic engine and included in the Hello message generated by the node. The gateway stores
the nonce used by the node during the registering request and replies with the {communication key,
node ID} pair. It uses the nonce chosen by the node with its most significant bit toggled (to avoid
nonce repetition) and the pre-shared commissioning key to authenticate and encrypt the response.
Commissioning exchange is always done with security level 3.

2.6.2. Separation of Concerns

The gateway, during the registering, assigns different communication keys for the point-to-point
communication with the different nodes, so if a communication key is exposed, only a particular link
with a particular node is compromised.

2.6.3. Replay Attack Protection

Replay attacks are avoided during registering, since the gateway stores all the random 104 bits
nonces ever used by the nodes with a particular commissioning key and silently rejects further
commissioning attempts using the same nonce. 104 bits nonces are sufficiently large, and registering
attempts are sufficiently rare that the probability of the node randomly repeating a nonce is extremely
low. Replay attacks are also avoided after registering, since the nodes always employ an increasing
104 bits counter, acting as a nonce, of which only the least-significant byte is added in the packet.
The most significant bit of the counter is always used as zero by the node. If the gateway needs to
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reply, it will always use the last nonce received by the node, with the most significant bit set to one.
If the gateway receives a counter equal to or lower than the last received counter, it will assume that a
counter overflow occurred and will try to decode the packet adding one to the hidden (not transmitted
over the air) most significant part of the counter. Gateways always store the last counter received from
every node, while nodes only need to store in flash when the hidden most significant part is increased
(e.g., every 255 packet transmissions). A loss of sync in the counter would be detected by the node,
since no answer from the gateway would be received, and the node would react by going back to the
unregistered state and trying a new commissioning attempt, which triggers a renewal of the key and
reinitializes the associated counter. It might happen if an overflow is missed by the gateway (e.g., more
than 255 successive packets are lost by the gateway) or if the node fails to properly store the most
significant part of the counter in the flash (e.g., due to energy constraints).

In security levels 1 to 3, the whole packet is authenticated. The header is extended with the
security level and counter fields and the MIC is appended before the CRC. In security levels 2 and 3,
only the payload and the CTR field are encrypted (authenticated encryption with associated data).

In security level 1, CBC-MAC [36] authentication is proposed to generate the MIC, while in levels
2 and 3, AES-CCM [37] is proposed to get both authentication and encryption, using 128 bits keys and
the AES-128 block cypher. MIC is truncated to the least-significant 4 Bytes in levels 1 and 2, and to the
least-significant 8 Bytes in level 3. The length of the MIC field dictates how often a gateway or a node
may trigger a key refresh. To avoid birthday attacks in levels 1 and 2, the key should be renewed before
it has been used 216 times, while in level 3 it should be renewed before it has been used 232 times.

2.7. Other Features

2.7.1. Reliability

treNch offers acknowledgments if the application demands it, thus, the reliability of the network
ultimately resides in the energy conditions of the nodes and their predictability (best-effort).

2.7.2. Latency

A node is configured with a minimum cycle time and, while the power input allows it remaining in
Rhythm Mode, it operates asynchronously with that duty cycle up to a 15% higher value. If the power
input decreases, the system enters in B-Effort Mode, where an estimation of that period is performed
and ultimately follows the best-effort principle. The boundary case is where the minimum cycle time is
set to 0, meaning this pure best-effort or operation by external interruptions.

2.7.3. Medium Access Control

The short frame size, the high typical operation period for EH systems and the randomness of
the transmissions act as the medium access control mechanism; together with the above mentioned
minimum period of activity (avoiding that a node saturates the medium when the power conditions
are favorable). The packet losses because of medium access collisions are consequently expected to be
irrelevant [38].

2.7.4. Emitting Power

In the CTR-RSSI field, the gateway gives instructions to the node in every reception to adjust the
emission power. This helps to decrease the power consumption when the path losses are low or to
reduce the wrong transmissions and increase the range in the contrary case.

2.7.5. Hardware

Concerning the hardware requirements, in the case of a node, the mentioned energy flag needs
an external binary signal informing about the energy level, i.e., a dc/dc converter or pC with that
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functionality. Moreover, the dimensioning of the capacitors must be realized together with the expected
energy availability, device power consumption and the energy flag hysteresis [5].

In the case of a gateway, simply enough memory and computing power for fulfilling the above
described activities are required.

3. Comparison with BLE

In this section, we analyze the performance of treNch through a detailed comparison with one of
the main ULP protocols. We selected BLE considering not only its power consumption characteristics
(one of the lowest, see Table 1), but also its wide spread and versatility within different scenarios.
Hence, we analyzed BLE in connection, advertising and mesh low power modes.

The focus of the analysis is given to the power consumption of the nodes, since the main purpose
of treNch is to address the requirements given by EH scenarios. Nonetheless, we also discuss other
relevant aspects.

3.1. Power Consumption Analysis

The experiment was carried out with the first release of treNch in accordance with the
characterization made in the previous section. The tested code includes the complete workflow
of a node described in Figures 3-5 with a simple application returning a random number, and a lite
version of the gateway for one sub-network administration. The security grade chosen was Level 0 for
better performance isolation.

In the case of BLE, we used the 5132 Softdevice version 7.0.1 of Nordic Semiconductor, which
includes the three operation modes of interest. The application over the BLE stack was the same,
changing accordingly for the studied scenarios, and the security was disabled as well. For that purpose,
we used an adaption of the UART emulator with transmission characteristic set as Notify and reception
as Write without response.

In terms of hardware, we used for both protocols Nordic nRF52 development kits [39] with SDK
version 16. It consists of a board with an ARM Cortex M4 system on chip and a 2.4 GHz transceiver,
including the antenna. We chose this option because the theoretical power consumption according to
the data-sheet is within the required ULP range and because Nordic provides with the official BLE
Softdevice, simplifying our development steps and allowing easy reproduction of the results.

In both cases, we used two devices, working as gateway, client and node, server, in the terminology
of treNch and BLE, respectively, and a third one acting as friend only for BLE mesh. For treNch, the client
role was played by a computer with an USB-UART interface to the gateway. Moreover, for BLE
we employed a commercial sniffer in parallel for extra validation of the communication (without
interference in the measurements).

For a proper comparison, we configured the radio transceiver of treNch with the same
physical-layer characteristics of BLE. Additionally, the emitting power was set to 0 dBm in all the cases,
except of the scenario where we analyze its impact.

The measurements were carried out at 3V input power (given by the development kits) and with
a Teledyne Technologies HD6054 oscilloscope for the active phases and an Agilent 34461A multimeter
for the sleep phases. Figure 6 depicts an illustration of the measurements with a representation of
the power consumption in time during the active phase for the most general cases of the protocols.
The difference in frame sizes, processing time and peak power needed by the architectures can be
clearly recognized. In particular, BLE already presents greater active-cycle times and a marked offset
in consumption, seen during both the transmission and reception phases, due to the inherent software
architecture processes.
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Figure 6. Measurement of power consumption in time during active phase. Most general cases of
treNch (a) and BLE (b).

In Table 4, the average power consumption and duration time of every event in the protocols are
summarized. In each case, the effective payload was of 1 Byte (except for the large payload scenario),
no security was used and an error- and noise-free channel was assumed.

Table 4. Measurements of power consumption for every event.

Duration  Avg. Power

Event (ms) (mW)
treNch
Start, TX (0 dBm) 15.7 3.9
TX (from DSleep) 700 x 1073 9.8
TX (from PDown) 819 x 1073 12.7
TX Max. Pay. (27 B) 15 10.7
+RX 1.1 42
Registering Cycle 15.7 49
Deep Sleep - 5.4 %1073
Power Down - 360 x 10~°
BLE

Conn.-TX (0 dBm) 2.6 12.3
Conn.-TX Max. Pay. (23 B) 2.7 18.9
Conn.-TX, RX 2.7 14.2
Conn.-Advertising, Pairing 5.6 x 10° 1.1
Conn.-Keep Alive 24 11.0
Conn.-Sleep - 5.4 %1073
Adv. - Start, TX (0dBm) 4418 778 x 1073
Adv. & Mesh-TX 3.1 10.9
Adv. & Mesh-TX Max. Pay. (26 B) 3.8 15.2
Adv. & Mesh-Sleep - 45x 1073
Mesh-TX, RX 42 11.1

Mesh-Start, TX 518.3 29
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After that, we evaluated different use cases where we compared the performance between
treNch and the diverse BLE options, based on the characterized events. We join the corresponding
event consumptions, satisfying the protocols workflow to determine their energy demands for
every situation.

3.1.1. Transmitter

In this scenario, the nodes do not perform application data receptions. We analyzed the average
power consumption over a cycle in a broad period spectrum, assuming that the power input was
always sufficient and uninterrupted for the required operations.

Figure 7 reveals how treNch stays always below in the cycle average power consumption,
thanks mostly to the energy-management algorithm described in Section 2.5. The figure includes
for more detail the treNch consumption in the most power-demanding situation of the Rhythm Mode
(dotted line), meaning this pure timer operation during the sleep phase. For a given cycle time,
when the power input is distanced from that curve, treNch starts operating in B-Effort Mode, with the
period estimated from the power input. As soon as the power rises, Rhythm Mode takes over again
with a more precise cycle.

treNch noRX
—4— BLE adv
—+&— BLE conn noRX
5 ¢---- BLE adv -PDown
10° F o BLE conn noRX -PDown E
. treNch noRX detail Rhy.Mod.
=
=
32
B
g
2 10! 5
o0 i
<% E
o n ]
Q.
o
10° @ 8 3
r @ o
<> D,»» 1
&ia O ]
| | | ‘ T T B T A
10t 10° 10t 10? 10° 10* 10°

Cycle time (s)

Figure 7. Use case of node with only transmission needs. Average power of a complete cycle over cycle
time. Note logarithmic scale in both axes.

BLE adv. (same case as mesh) attends to only one operation principle, being the power
consumption dominated by the transmission energy in the first part of the graph (done in three
different channels) and by the sleep phase in the second, with the transmission negligible and tending
to constant.

For BLE conn., the curve has two tendencies. This is because of the obligation of sending keep
alive messages as the operation cycle increases, to keep the connection open. The consumption then
stays constant, tending to the sleep phase consumption too. In contrast to treNch, both BLE cases have
a fixed and stable cycle time.

In the BLE cases, although not implemented by the BLE functionality, we tested how the
consumption would be if the application would set the pC into power-down state, for being later
woken up by an external signal (dotted lines in the graph). For that, we used the power-down value
consumption of treNch as reference. As result, despite the sleep consumption decreasing greatly, only in
cycle times higher than an hour is beneficial for BLE conn., since the inactivity during the power-down
means losing the connection and opening it in every cycle, aside of the security issues that arise.
Likewise, it is still not enough for BLE adv. to overtake treNch, due to the three-channel transmission.
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Notice that for this approach to follow a specific cycle time, an external clock not considered in the
consumption would be needed, or the implementation of an algorithm similar to treNch.

3.1.2. With Reception

This scenario presents nodes with application data receptions over the same period spectrum
as the previous one and again assuming sufficient and uninterrupted power input. Figure 8 depicts
the tested protocols with a reception in every active-cycle and for the maximum allowed by treNch
(62, i.e., maximum given by the RX-Cycle frame field). We also evaluated the hypothetical use of the
power-down state by BLE and, again for reference, the Rhythm Mode of treNch.

The results are very similar to the previous scenario. The power consumptions of BLE conn.
and treNch do not vary significantly, since for both protocols the methodology is equal and the extra
energy needed for the reception is comparable to some more time in sleep state. BLE mesh, however,
presents a big difference respect to BLE adv. and even higher consumption than BLE conn. in the low
cycle times. This is due to the polling and reception to the friend device in three different channels.
Nevertheless, it surpasses quickly BLE conn., although not treNch, due to the 96 h friend poll timeout
and the lower sleep state consumption, where all finally tend.

treNch RX/1

—6— treNch RX/62 (max)

—&— BLE conn RX/1

—&— BLE conn RX/62

—&4— BLE mesh RX/1

—4— BLE mesh RX/62

o---- BLE conn RX/1 -PDown

BLE mesh RX/1 -PDown
treNch RX/1 detail Rhy.Mod.

Avg power (uW)

101 10° 10t 102 10° 10* 10°
Cycle time (s)
Figure 8. Use case of node with different reception period needs (every N active cycles: RX-Cycle).
Average power of a complete cycle over cycle time. Note logarithmic scale in both axes.

3.1.3. Critical Energy

This use case assumes the worst situation where the power input allows only the active phase.
We consider that the puC is turned off shortly after the end of every active cycle due to lack of energy
and the sleep consumption, with the sleep phase having no effect in the analysis. This evaluation also
contemplates the occasional situation after a brown out, often happening with EH devices.

Table 5 presents the results with and without reception. The consumption of BLE conn., 2 orders
of magnitude above treNch, proves how highly inefficient the synchronous protocols are in this kind of
scenarios, because of the need for re-connecting. BLE adv./mesh stays from 1 to 2 orders of magnitude
above as well, due mostly to the initialization and guard time and in the reception case to the three
channels polling at the friend device.
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Table 5. Use case of node with critical power input.

Energy of Active Phase (m])

No RX With RX
treNch 61 x 1073 66 x 1073
BLE conn. 6.09 6.10
BLE adv./mesh 344 x 1073 1.54

3.1.4. Distance

In this scenario, we evaluated the energy needed for an active-cycle depending on the distance
to the receiver. Again, the power consumption during the sleep time is not contemplated and we
considered that the nodes are coming from a normal wake-up, not a reset (it would add a fixed
energy consumption because of the startup). We analyzed for each protocol the case with and
without reception.

For the analysis, we calculated the distance as the theoretical maximum range achieved according
to [40]:

pathloss = 40 + 25 x logd, (1)

with d the distance, assuming an isotropic antenna, a channel without obstacles, noise or reflections
and given the sensitivity of the used hardware of —93 dBm.

Aside of the energy differences in the transmission cycle for the general case (due to the mandatory
master /slave reception in BLE conn. and to the three-channel transmission in BLE adv. and mesh),
BLE does not implement automatic emitting power adjustment apart from the power class election.
Thus, as Figure 9 illustrates, their curves remain constant (0 dBm transmission). treNch, on the other
side, provides feedback to the nodes depending on the received signal strength by the gateway
(CTR-RSSI field), achieving in this experiment up to a 8 times lower energy consumption and a greater
range (bounded in the graph by the minimum and maximum emitting power of the used hardware,
—40-4 dBm).

50 T T T T T T T T T
< —< < < < o
45 - .
40 .
q ba8——F8—1+5 = = £1
2 35 .
@ treNch noRX
2} a8—8—8—1%5 1= 1= £]
= 30 —&— treNch RX/1 i
? —4— BLE adv
E —&— BLE mesh RX/1
25 —+&— BLE conn noRX | |
2 —+&— BLE conn RX/1
g 20 =
]
=
15 B
[ =) oo o o o o o—9
101 .
5 I 1 1 1 1 1 1 1 1
20 40 60 80 100 120 140 160 180

Distance (m)

Figure 9. Use case of node at different distances from the gateway. Energy of active phase (no sleep
time considered) over distance. Notice that BLE remains constant.

3.1.5. Large Payload

This use case analyzes the consumption of an application with large payload requirements.
Since treNch does not implement data fragmentation in the current revision, we considered the
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maximum payload size admitted for each protocol within one single frame, i.e., treNch, 27 Bytes;
BLE conn., 23 Bytes and BLE adv./mesh, 26 Bytes.

The results, Figure 10, are very similar to the ones obtained in Section 3.1.1 (1 Byte of effective
payload). The consumption gets increased around twice its value in every protocol at low cycle
times, although remains dominated by the sleep phase, thus tending for higher cycle times to the
same figures.

103 ¢
treNch noRX
—&— BLE adv
—&— BLE conn noRX
¢ BLE adv -PDown
a---- BLE conn noRX -PDown
. 102 E treNch noRX detail Rhy.Mod.
E L
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z
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o0 107 F : E
> === z
< " ) 3 J¢
. v \ < 0004
0. a ]
O ol
100 2 (> .'E],_b. .
L o "D._G
RS oan Tl X 1
107! 10° 10 102 10° 10* 10°

Cycle time (s)
Figure 10. Use case of node with large payload needs. Average power of a complete cycle over cycle

time. Maximum payload size for every WCP: treNch, 27 Bytes; BLE conn., 23 Bytes and BLE adv.,
26 Bytes. Note logarithmic scale in both axes.

The larger payload size makes the existing differences in the frame overhead close to irrelevant.
However, this matter is not enough to overcome the lighter architecture and processes of treNch,
as reflected in Figure 6. Table 4 details the great contrast in the power and time demands of these events.

3.2. Other Aspects

3.2.1. Error Handling

After an error with a packet transmission, BLE conn. always re-sends it due to the layer-link
intrinsic acknowledgments, normally in the next connection interval. This might be valuable in some
applications, but it can also cause unnecessary overhead, delay and energy waste, in scenarios where
an old message is outdated and no longer desired. BLE adv. operates in the opposite boundary:
without possibility of acknowledgments. treNch, contrary to this, gives the opportunity of deciding to
the application, also in the next cycle. This principle is shared with BLE mesh.

3.2.2. Latency

The average latency in BLE conn. in both directions is half the connection interval, being a complete
cycle the worst case (synchronous). In the rest of BLE modes and treNch, an interruption in the node
can trigger the transmission in any moment (asynchronous). In the opposite direction (not including
BLE adv.), the latency cannot be predicted since it depends on the nodes.

3.2.3. Reliability

Giving the analyzed protocols the acknowledgment option (except BLE adv.) and using in the
experiment the same physical layer, the differences in reliability come by the benefit of the BLE conn.
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channel hoping algorithm and the triple transmission of BLE adv. and mesh, ensuring more robustness.
treNch deals with noisy environments leaving the physical-layer characteristics open for every use case.
Moreover, its best-effort principle and light architecture allow it to keep functioning under extreme
lower power conditions.

3.2.4. Topology

Only BLE mesh supports the bidirectional communication between nodes as treNch does.
Neither BLE conn. considers this topology only achievable at application level; nor BLE adv.,,
which broadcasts unidirectionally.

3.2.5. Interoperability

One of the main features of BLE is its interoperability through standardized profiles (services) and
characteristics. treNch seeks for more simplicity leaving to the application all the responsibility and
setting up independent networks, which may operate even at different frequency bands.

3.2.6. Security

The total overhead of the packet by adding security is: 2-bits, to specify the security level; 1 Byte
to specify the counter, and either 4 Bytes (security level 1 and 2) or 8 Bytes (security level 3) for the
MIC. In comparison, the counter used in BLE is 3 Bytes long, since it transmits a larger part of the
nonce over the air and in BLE Mesh the packet is authenticated and encrypted at two different levels
(network and application), so two different MICs (either 4 or 8 Bytes long each) are required.

4. Conclusions

This paper has introduced treNch for use in EH ultra-low-power WSN. We described its operation
principles and compared it with the BLE modes in realistic ULP scenarios, demonstrating a better
performance in each of them. Its proposed light architecture with asynchronous transmissions,
synchronous and optional receptions, short frame sizes and the unique energy-management algorithm,
make treNch achieve power consumptions from 1 to 2 orders of magnitude lower than BLE.

The proposed energy-management algorithm, exploiting the cross-layer paradigm in the WCP,
entails a large advance concerning the power consumption without losing QoS. It achieves best-effort
communications with defined periodicity control, without wasting energy in timers during the sleep
phase. In addition, for more demanding applications, the switch to more reliable communication is
carried out automatically, as soon as the energy conditions are favorable.

As a result of the described features, we set a new minimum operation threshold for the power
input, opening the possibility for new EH scenarios within the IoT, where the application can operate
automatically from pure best-effort to nearly real time, depending on the environment.

The experimental results have proven as well that the synchronous WCP as BLE conn. are highly
inefficient for EH use cases, where the energy flow is not assured, neither predictable in most of
the scenarios. On the other side, giving the control to the nodes for acting according to their needs,
stands as a more efficient practice, since it does not waste energy in tedious protocol procedures.
BLE adv. and BLE mesh advance in this direction too. Although BLE adv. does not implement
receptions, nor security option, and BLE mesh, more focused on the mesh nodes than in the low power
ones, resolves it in a more burdened way.

We also proposed a security scheme that uses standard and proven mechanisms and are
straightforward to integrate, in addition to being seamless enough that it does not increase the
processing time (assuming most transceivers have an AES accelerator) or the frame size significantly,
i.e., the power consumption.
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In other respects and future work, we envision an out-of-band registering process, over NFC/RFID
or a low-frequency receiver, enabling the use of radio transmitters (hardware without reception
capabilities). This would boost the use of low-cost nodes, without compromising privacy and security.
Moreover, we plan to design data fragmentation, currently only possible at application layer.
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ABSTRACT Radio frequency identification (RFID) security is a relevant matter. The wide spread of RFID
applications in the general society and the persistent attempts to safeguard it confirm it, especially since its
use involves payments and the store or transmission of sensitive information. In this contribution, we present
an innovative solution for improving the security of RFID passive tags through the use of a screen printed
button, that allows the reception and transmission only when a certain level of physical pressure normal to
its plane is applied. The materials and fabrication technology used demonstrate an easy to implement and
cost-effective system, valuable in several scenarios where the user has straight contact with the tags and

where its usage is direct and intentional.

INDEX TERMS Flexible, force sensor, high-frequency band, pressure, printed electronics.

I. INTRODUCTION

Radio frequency identification (RFID) tags or systems are
increasingly used in day-to-day situations to provide informa-
tion or handles to information stored elsewhere. In many use
cases, this information stored within the tag can be sensitive;
implying payments, access to restricted zones or privacy
matters. Security concerns arise when not-authorized entities
are able of tracking the location of tags or the person carrying
it, eavesdropping on tag-to-reader communication, misuse
of the information or identity theft through tag cloning [1].
In the case of users carrying RFID-tagged objects, the threat
to people’s privacy relies in companies, governments and
crooks, tracking people without their knowledge and consent;
and potentially exploiting this private information. Criminals
may also fabricate fake products or duplicate identities to take
advantage of its illegal use [2]. Thus, it would be desirable
to add some extra control to the wireless data transfer, while
maintaining it transparent to the user and not interfering in its
utilization.
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A lot of effort has gone into RFID privacy. To mention
the most relevant solutions of the literature, Juels proposes
one-time pads transmitted across multiple authentication pro-
tocols [3]. Their successful use depends on the attacker not
being able to eavesdrop for a number of consecutive trans-
missions, appearing this as its main limitation. Garfinkel
proposes a strict regulation for the customer tracking (RFID
Bill of Rights) [4]. Nevertheless, this set of laws may be
only viable for some use cases, since it relies entirely on
legislation. Molnar and Wagner [5] for their part, propose
to decrease the tag identification time with a tree-based
tag scheme, even at the expense of considerably less pri-
vacy guarantees. More recently, Tu and Piramuthu [6] and
Korak and Hutter [7] addressed the relay attack, consisting
on the non-authorized use of the tag (identity theft) through
a man in the middle attack, resending the tag communication
while physically far from the target.

A common assumption in every proposed solution is that
the attacker, in his pursuit of breaking the privacy of the
protocol, is not capable to physically manipulate and tamper
the tags. Accessing the tags’ memory would mean accessing
secret keys, relevant state information and hence, the ability

VOLUME 8, 2020
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FIGURE 1. Scheme of operation: (a) Normal RFID tag; (b) Proposed Open tag; (c) Proposed Shorted tag.

of indistinguishably forge the tag. These situations are not
considered, or directly assumed that physically compromised
tags are out of the system. In this way, the RFID privacy
concerns of these models deal only with algorithmic attacks,
seeing the tag as a “black-box”. The adversarial then has
prohibited to tamper with tags’ private information or to use
side-channel information to break the RFID security.

On the other side, Gassend et al. extended the RFID
privacy model to include hardware tampering attacks with
minimal hardware by means of physical unclonable func-
tions (PUFs) [8]. PUFs exploit physical characteristics of the
circuit, which are difficult to model even allowing the attacker
to have contact with the system.

In this paper, we focus on the high frequency (HF) band
(13.56 MHz) that can be implemented in many portable
devices, such as smartphones, tables or dataphones [9].
In fact, this broad use is a double-edged sword. On one side,
it generalizes the use of such technology and thus, the emer-
gence of new applications, contributing to the maturity of the
technology. On the other side, it makes easier the access to
the transmitted information through the wireless link, arising
methods to hack the protocols and/or devices. Therefore, it is
mandatory to come up with new and sophisticated strategies
to cope with these potential security risks.

In this contribution, we describe an extra hardware security
level for HF RFID tags. In particular, we include a force sen-
sor between the chip and antenna, so that the tag is unreadable
until it touches the reader with enough pressure normal to
its surface. In this direction, Marquardt et al. [10] described
different simple approaches to give awareness of the RFID
operation to the user. Specifically, they developed three kinds
of designs providing either visual, audible or vibro-tactile
feedback, although the last two options needed an extra
battery.

Il. MATERIALS AND METHODS

A. DESCRIPTION OF OUR APPROACH

Our idea was to implement a button into the RFID antenna
that is open by default and closes the loop antenna on pres-
sure. To accomplish this, we modified the connection layer
between the inductor and the RFID chip, which is normally
developed by an insulator layer among the conductive traces
and on top a conductive line through insulator as well, as the
two points that are connected (see Figure 1a). In this work,
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we did not place directly a conductive line between these
connections but instead, we deposited a matrix of cubes made
of silicone and glued to it a silver trace printed of a polymeric
foil (see Figure 1b). Therefore, once we want to activate our
RFID tag we need to press on this array with a certain pressure
value to create the connection between chip and antenna that
allows the communication (see Figure 1c).

B. TAG FABRICATION

The silver (Ag) screen printing paste employed in this work
to print the antenna was LOCTITE ECI 1010 0.2KG E&C
by Henkel (Germany) used without modifications. The array
of cubes was made of screen-printed polydimethylsilox-
ane (PDMS). The isolating paste used to isolate the bridge
connecting the two ends of the inductor was TD-642 of
AppliedInkSolutions (US).

All pastes were printed onto thermally pre-heated (100°C
for 30 min) polyethylene terephthalate (PET) Melinex 506 of
DuPont of a thickness of 100 um. A manual screen printer
(Nino from Coruna, Switzerland) was used to print with a
screen with a mesh density of 120 Threads/cm. After printing,
the pastes were dried at 100°C for 30 min in an oven before
printing the next type of paste.

The assembly of the RFID chip to the foil was done in
a three-step process as depicted in Figure 2. First, H20E
conductive resin (Epoxy Technology Inc., Billerica, United
States) was deposited to interconnect the integrated circuit
(IC) and the screen printed silver pads. Double layer 50 pm-
thick dry adhesive (AR Clear 8932 from Adhesives Research,
Inc. Glen Rock, Pennsylvania, United States) was located on
the bottom part of the IC to fix it to the substrate. Finally,
a heating step was performed in an oven at 120 °C for
20 min to cure the conductive resin. Additionally, the dry film
adhesion is enhanced with temperature, so the heat treatment
served also to fix it better to the substrate.
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FIGURE 3. a) Screen-printed one-chip RFID tag with a pressure-activated button. b) Magnification of chip and

pressure-sensing button.

C. TAG CHARACTERIZATION

A Keithley 2700 multimeter with 20 input channels was
used for measuring the resistances and open-circuit volt-
ages in the bending setup and in the thermocouple setup.
A Keithley 2602B source meter was employed in the ther-
mocouple setup. The LCR meter E4982A of Keysight was
employed for all capacitance measurements at an amplitude
of 1 V at a frequency of 100 kHz, if not indicated otherwise.
A calibration of the wires was done after each change of the
setup. The impedance analyzer E4990A was employed to
measure the frequency dependent response of the wireless
tags and an E5061B ENA Vector Network Analyzer of
Keyight for the S1; parameter measurements.

Sheet resistance measurements were conducted on a
printed 5 x 10 mm? area with a self-made linear four-
point probe in combination with a Keysight B2900 source
meter or a Keithley 2700 multimeter. A correction factor
of 0.651 was calculated for the 5 x 10 mm? areas and applied
to compensate the effect of limited boundaries according to
Smits [11]. Profilometer studies were done with a Dektak
XT of Bruker (US) with the micro-porous vacuum chuck that
holds flexible samples flat.

Ill. RESULTS AND DISCUSSION

We investigated the use of our thin pressure sensors without
a dielectric as they are pressed at a certain pressure. The
implementation in a HF RFID tag is shown in Figure 3a with
a magnification of the RFID chip and the sensor in Figure 3b.
The latter shows the structured dielectric as dots around and
between the contact areas of the bridge to the bottom contact
wired to the chip, closing the circuit.

Preliminary results show that the button works as intended
and changes from a capacitance of about 17.5 pF to a resis-
tor of about 0.8 €2 at the desired frequency of 13.56 MHz
(see Figure 4). The latter should not have a large influence on
the antenna behavior as intended, working close to an ideal
closed switch even for HF signals. The first one however,
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FIGURE 4. Capacitance (when the button is OFF) and resistance (when
the button is pressed at 10 mN), over the frequency range from
100 Hz to 20 MHz.

introduces a second large capacitance next to the internal one
into the microcontroller and leads to a decoupling between
the reader and antenna. Thus, it acts in practice as an ideal
open switch, not allowing the signal to get in the microcon-
troller and therefore not permitting the communication.

We used a FR4 antenna as reader, resonating at approxi-
mately 13.56 MHz, and brought the safe tag close to it, press-
ing the button with a plastic clamp at two different distances
(as shown in Figure 5). We tested two copper antennas as well
as reference, whose responses with the reader can be seen
in Figure 5 (copperl and copper2) with a resonance frequency
in both cases about 14 MHz.

When the HF tag is placed in the reader surroundings,
the antiresonance of the reader antenna disappears. In partic-
ular, when the button was pressed, the matching of the char-
acteristic impedance was achieved at resonance frequency
of 13.56 MHz. On the other side, if the clamp was removed
and the button was not pressed, a shift in the resonance
frequency of the circuit appeared of more than 1 MHz. This
should reliably inhibit the coupling of the reader and the tag
and not permit non-intended communications, since the RFID
chip would not be able to operate.
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Apart from providing extra hardware security to the RFID
communication, our developed switch gives a threshold pres-
sure value of around 10 mN. New use-cases emerge from
tags that only activate when certain pressure is applied to the
objective, security aside. Goods differentiation or energy sav-
ings in case of battery-assisted tags can be as well achieved.

IV. CONCLUSION

We demonstrated how a pressure-sensitive button imple-
mented in an RFID tag can increase its security by inhibiting
unwanted readings. In other words, through the combination
of a NFC tag with an imperceptible printed security button,
we allow data transfers only when the button is pressed
with a certain level of pressure. This merges the comfort
of a wireless tag like a credit card or an access batch, with
additional security against tracking, relay attack or eaves-
dropping. The inclusion on current solutions as the mentioned
ones would be indubitably straightforward. Besides, adding
that antenna, circuitry and button are screen printed, results
in a greatly convenient and inexpensive solution for a secu-
rity boost in several use cases, not implying changes in the
firmware or communication protocols, nor the inclusion of
more components to the system.

To conclude, we enhanced the security and, in last term pri-
vacy, of RFID tags. Although still assuming that the attacker
is not able to physically manipulate the tag as most of the
literature; we went further than most of the current solutions
not considering only the protocol algorithmic, but as well its
physical nature and interaction in realistic scenarios, without
compromising the energetic autonomy of the tag.
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Abstract—Smart Grid is a promising new paradigm for the
next generation power grid that aims at a more efficient genera-
tion, transformation, distribution and consumption of electricity
and at the integration of the new renewable energies in the equa-
tion. For its development, extraordinary two-way communication
and great sensorization are required and at this point emerges
the wireless sensor networks with energy harvesting technologies.
In this article, we present an innovative technique for energy
harvesting in the area of smart grid at the wireless sensor nodes
through radio frequency (RF) electromagnetic waves: RF energy
harvesting, making them energetically autonomous. Several spe-
cific use-cases and applications are proposed where nodes with
RF energy harvesting have advantages respect batteries, wires
or other methods. A general node hardware structure for their
development and a special wireless communication protocol for
energy optimization in this kind of nodes are proposed as well.

Index Terms—Energy efficient communication protocol, inter-
net of things, node, RF energy harvesting, smart grid, use-cases,
wireless sensor networks.

I. INTRODUCTION

As the world population increases, the energy needs of the
planet do it at the same time. With a world population currently
at about 7.5 billion people, most of the studies conclude
that by 2050 that figure will be above 9 billion, with an
uninterrupted tendency of general industrial development [1].
This is directly related with the consumer demand for energy,
since it depends on the level of development of a country [2].
Household consumption contributes to almost 30% of the total
final energy consumption (electricity) and normally grows at
the same radio as the gross domestic product (GDP). Just in the
last fifteen years, the real per capita GDP in the EU-27 member
states has increased around one quarter and for the period
through 2020 it is expected to increase approximately at a rate
of 2-3% annually. The related energy demand is increasing
more rapidly than any other sector except for transportation
[3], traditionally using fossil fuels, but which also is planned
to contribute greatly to the increase of the electricity demand
with the irruption of the electric car.

Although it is expected that renewable energy will play a
more important role in the power generation while fossil fuels
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get depleted (see Fig. 1), the environmental impact of the
energy generation nowadays is alarming: greenhouse (mainly
CO,, NOy) and toxic gases emissions (SO,, particulates),
depletion of natural resources, rise of wastes, visual and noise
pollution, among others [4]; that eventually affect to the global
warming and habitability on Earth.

The actual trends make unsustainable the present model and
urge to seek for new technologies and a change of paradigm
that solves this negative tendency. In an attempt of tackling
these issues Smart Grid (SG) emerges as a step forward to
the increase of the efficiency, reliability, safety, sustainability
and flexibility of the electrical energy generation, transmission,
distribution and consumption systems and to the integration of
the renewable energies within them.

In order to achieve enough intelligence in the system, reli-
able and updated information is essential. Sudden changes on
the structure that cause power disturbances and outages must
be managed, such as equipment failures, capacity overload or
natural accidents, and solved. Although in a future grid, these
failures or changes on the system might be predicted through
the use of machine learning and artificial intelligence (Al), and



therefore, corrected before they occur or before they turn into
major defects. For that, constant and long-term information is
needed.

In this context arise wireless sensor networks (WSNs), pro-
viding the communication demands for the information and
data gathering and control or response actions. Traditional
electric-power monitoring systems have been typically realized
through wire, requiring expensive deployment and mainte-
nance costs, however, with wireless communication these
issues are overcome. Besides, the collaborative operation of
WSNs brings added advantages as rapid deployment, low
cost, flexibility, reliability and aggregated processing power
via parallel and distributed operations [6].

Given that, radio frequency energy harvesting (RFEH)
appears as an innovative and advantageous technique for
powering network nodes in several scenarios, avoiding the use
of any wires or the inconvenience of recharging or changing
batteries. The use of this technology seems a logic way to take
advantage of the energy present in electromagnetic signals,
when their energy suffice for feeding broad node types where
other energy harvesting methods are unviable or less favorable.

This paper is organized as follows: Section II brings the
general concepts of SG (II-A) and RFEH (II-B), keeping a
perspective adjoining WSNSs, since it is the common linker.
Section III introduces and analyzes some innovative use-
cases for RFEH within WSNs for SG and describes the
proposed solutions in terms of hardware and an ultra-low
power standardized communication protocol. Finally, section
IV presents conclusions.

II. BACKGROUND
A. Smart Grid

The traditional term grid refers to a system that supports

all or some of the following operations: electricity generation,
transmission, distribution and control [5]. It was developed
through a centric approach where relatively few high-power ac
plants (hundreds of kW at 50 or 60 Hz) were interconnected
by ac or dc high-voltage transmission systems (e.g. 400kV).
Several substations afterward would reduce the voltage to
a distribution level (e.g. 20kV or 400V depending on the
load power needed) and deliver it through a huge number of
distribution lines [7].
Lately, the inclusion of distributed renewable energy gen-
erators such as solar panels or wind generators (producing
between some kW and some MW depending on the de-
ployment) has already modified the initial architecture of
the grid, although their heterogeneous nature makes the in-
tegration arduous and inefficient so far, added to the age
of today’s infrastructure that has remained unchanged for
about a hundred years [8] and to the concentration of the
network intelligence in central locations and only partially in
substations, being remote locations almost or totally passive
(one-way communication).

Alternatively, SG is an electric system that integrates dis-
tributed intelligence and control (information and related
actions from a two-way communication system) with the

TABLE I
BRIEF COMPARISON BETWEEN EXISTING GRID AND SMART GRID [5].

Smart Grid

Digital

Two-way communication
Distributed generation
Sensors throughout
Self-monitoring
Self-healing

Adaptive and islanding
Pervasive control

Many customer choices

Existing Grid
Electromechanical
One-way communication
Centralized generation
Few sensors

Manual monitoring
Manual restoration
Failures and blackouts
Limited control

Few customer choices

electrical generation, transmission, distribution, consumption
and business applications, including new renewable energy
sources; with the objective of achieving a system sustainable,
efficient, clean, reliable, resilient, safe and secure [5], [7]. In
Table I a summary of the main differences between smart and
traditional grid is pointed out.

In pursuance of the mentioned objectives, a new concept
comes up as shows Fig. 2, where SG can be divided in three
mayor systems [5]:

1) Smart infrastructure system: Energy, information and

communication two-way infrastructure.

2) Smart management system: Advanced control and man-

agement system of services and functionalities.

3) Smart protection system: Failure, security and privacy

protection and reliability analysis subsystem.

As consequence of the evolution and new principles, new
actors arise as well, as microgrids, a bounded combination of
generators, storages and loads able to work independently and
in conjunction with the main grid [5]; or the methodologies
for the management of the vast electric-car deployment, all
conforming an heterogeneous new paradigm.

B. RF Energy Harvesting

An energy harvester is a system that converts energy from

ambient sources such as thermal, solar, vibrational or radio
frequency (RF) electromagnetic waves into electrical energy.
The inclination for the use of one of these sources will
depend on their presence in the vicinity of the system and
the device needs in terms of power. RFEH specifically, makes
use of the energy present at the signal carriers in the far field
region, whose frequencies normally are between some kHz
and hundreds of GHz.
RFEH offers in most of the cases clear advantages in re-
gard to practically everywhere and every-time availability,
predictability and stability over time, wireless nature, low cost
implementation and small form factor [10], [11]. Nonetheless,
the mayor drawbacks are the amount of power that can be
harvested (refer to Table II) as a result of the inverse square
relation with the distance to the radiation source (Friis equation
[12]). Besides, in some cases the availability of the signal is
not permanent due to duty-cycle or random use of the service
(e.g. Wi-Fi router or mobile phone) and in other cases (e.g.
AM radio), the size of the antenna needed makes the system
impracticable for small nodes [13], [14].
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TABLE II
DENSITY POWER VALUES FOR DIFFERENT ENERGY HARVESTING SOURCES
(NOTICE THE CHANGE IN UNITS).

Power densit;
Source Harvested — Avai;,able Comments

Solar—outdoors 0.15-15mW /cm? Cloudy/sunny day [15]
Solar—indoors 10-100 yW /cm? [15]
Vibrations 0.021-330 uW /cm? 10-105 Hz [15]
Thermoelectric 40 uW /cm3 5°C gradient [15]
Wind flow 16.2uW /cm? 5m/s [15]
Acoustic noise 1uW /cm? 100dB [15]
Magnetic field 130 pVV/cm3 200uT, 60 Hz [15]
GSM base station 8 pW/m2 100W at 1km [11]
Mobile phone 1.6mW,/m? | 0.5W at 5m [11]
‘Wi-Fi router 3.2 mW/m2 1Watbm [11]
AM radio station 159uW/m? | 50kW at 5km [11]

Isotropic RF 902-928 M Hz,
transIIJnitter 5.5uW 4W at 5m [16]

RFEH might be seen as a wireless energy transfer technique
as well together with inductive coupling (including resonant
inductive)!. The difference with respect to harvesting is the
use of a dedicated energy source for the supply. Resonant
inductive coupling and inductive coupling methods have been
deeply researched and already used (e.g. radio frequency
identification [RFID] and phone charging respectively), how-
ever, their transfer ranges are limited from a few millimeters
to a few meters, since the power strength for near field
propagation is attenuated with the cube of the distance [17].
RF energy transfer has clear advantage in the effective distance

I Capacitive coupling has several disadvantages and it is not used.

reached (20dB attenuation per decade versus 60 dB for near
field [11]); although, nowadays it has low RF-to-dc energy
conversion efficiency, especially when the power is small.
The power losses from the RF source until the load, no
matter if through harvesting or a dedicated source, are spread
between the path and presumable obstacles and the rectifier-
converter efficiency. The electrical power received is
pbC _

rec

ey

where Prp is given by the Friis transmission equation and
depends favorably on antenna gains and unfavorably on the
squares of the signal frequency and distance, and where
NrF—pc 1s the rectifier-converter efficiency.

According to several studies [18]-[21], the present energy
levels in cities open-spaces go to maximums around —30 dBm
and less commonly of —20dBm at bands of high utilization
such as the cellular network (global system for mobile commu-
nications [GSM] or its successors), TV broadcasting, private
mobile radio or wireless local networks; although the duty-
cycle also varies. These levels are a direct consequence of
the limitation on RF emissions given by the region regulation
(e.g. 500 mW effective radiated power in the 868 MHz band
for Europe [22]). In terms of frequency ranges, generally the
part of the spectrum that shows the biggest interest goes from
some hundreds MHz up to a few tens of GHz, depending the
specific frequency band on again the country regulation and
of course on the specific scenario.

Despite the limited energy available, even with data recep-
tion sensitivity some orders of magnitude higher (—60dBm
typically), with the current state of the art these levels might

Prr -nMrr-DC,



suffice. The power demand of WSN nodes vary broadly
depending on the application and assuming a favorable en-
vironment and an efficient energy management and storage,
RFEH can be the perfect solution for numerous applications
where others energy sources fail, as demonstrate the already
existing applications [11].

III. USE CASES AND PROPOSED SOLUTIONS

The incipient development of novel technological concepts

(e.g. Internet of Things, smart home) expands and attracts
further the areas and applications where SG and RFEH-WSNs
can work together. The integration with smart home and smart
city eases the data acquisition and control due to the shared
infrastructure (e.g. gateways, access points, extra sensorization
and automatization), in addition to the multiplication of use-
cases and thus, multiplication of use-cases as well where
RFEH stands out among other power sources.
The progress and implementation of machine learning tech-
niques and Al contributes likewise to the great need of sensors
of innumerable types, in order to gather the bigger and more
heterogeneous amount of information, which can lead in
extraordinarily accurate patterns and predictions for their use
in SG.

Some proposed use-cases where RFEH appears energeti-
cally as an interesting option for the power source and where
provides an added value are:

« Transformation and distribution stations, especially close
to point-to-point antennas as microwave direct communi-
cations or satellite communications (abundant in the new
SG, see Fig. 2). These stations need commonly plenty of
sensors as temperature, humidity, atmospheric pressure,
motor speed, noise, among others. The deployment of au-
tonomous RFEH-nodes contributes to lower costs related
to set up and maintenance.

o Unapproachable points as pylons and chimneys, where
values as gases/particles emissions, structural health or
weather must be monitored. In remote locations far from
the civilization the environmental energy available might
not suffice, here the principle of energy transfer instead
of harvesting can be used where the case lets no choice
for other sources, emitting only when the information is
needed.

o Unapproachable points within power plants or (smart)
cities where a huge sensor deployment is demanded.
Broad variety of sensors likewise are in the scope and due
to the considerable size of the locations and the amount
of nodes, RFEH-nodes characteristics make them a very
suitable solution for such locations with a rich electro-
magnetic spectrum, impacting again in costs reduction
and convenience.

« Integration in smart home and smart office systems where
some RF bands are highly utilized. New building designs
already include the projection for the telecommunication
systems and automatization. Including on these plans
nodes where the RF coverage is high enough, even
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embedded in walls or in not reachable places, can fa-
cilitate and reduce the price of their deployment and
maintenance.

A. Node Structures

The proposed node hardware architecture is shown in Fig. 3
and follows the actual lines of other approaches from the
literature [10]-[12], [23], gathering several advances in a
generic way.

The blocks that compose the architecture are:

o Antenna(s). Transducer that captures the electromagnetic
waves and converts them into electricity. The frequency
range chosen must attend to the most utilized band of the
spectrum at the specific location and time of use. Several
bands can be harvested if a multi-band antenna or several
ones in parallel are used.

o Matching network. Adapts the impedance from the an-
tenna to the next stage in order to maximize the power
transmission. Again, it must be designed for a specific
frequency range, acting as an infinite impedance for the
frequencies out of it.

o Rectification stage. Converts the electrical signal from
ac (normally in a range of very, ultra or super high
frequency) to dc, commonly using a Schottky diode
or diode-connected transistor out of a complementary
metal-oxide—semiconductor (CMOS) integrated circuit.

o Conversion stage. Regulates and shifts to a proper and
stable voltage level the rectified signal for a correct
storage and further use. The level used must be coherent
with the energy needed during the active phase and the
size of the storage element.

o Energy storage. Due to the duty-cyclic working principle,
the energy is accumulated until it is enough for the
active period. A battery or a (super)capacitor can be used
depending on the leakages, losses, time of storage and
voltage levels.

o Application unit. The load of the system which includes
the microcontroller (UC), sensing/acting elements and the
transceiver, that may use the same antenna for receiv-
ing/transmitting than the harvesting.



e Feedback loop. Virtual block that includes the optimiza-
tions that can emerge from the interrelation of blocks,
as the voltage level adaption depending on the load
or available energy to harvest; the usage of wake-up
receivers (WUR) or any other wake-up method that en-
hance the energy saving (e.g. signal of objective battery-
voltage reached); usage of intermediate switches that
isolate different stages while some voltage levels are
achieved; among others.

B. Communication Protocols

The objective is to fulfill the whole application requirements
while integrating the new RFEH-WSNs with the actual (and
coming) SG communication infrastructures, despite the restric-
tion of hardware and energy availability. Due to the power
constraints, every detail of the RFEH nodes communication
workflow should be designed to be ultra-low power, to work
potentially with a duty-cycle, whose maximum period will
depend on the application (always assured by the energy
density), and to make use of a gateway or a bridge for
accessing the next level of the network. A mesh topology
would be also possible, provided that either the ambient RF
density is high enough or that there are other node-profiles
employing more abundant energy sources, establishing the
referred ones a special node kind of “ultra-low power trench-
nodes”. As regards the covered area, the nodes could be
adapted to work within a local area network coverage or a
wider one, depending again on the energy availability.

In respect to the current protocol standards, Bluetooth
Low Energy, ZigBee, ANT, LoRaWAN, among others> might
suffice in some scenarios due to the great energy availability
or the application needs, but generally they are high power
consuming protocols in comparison with the energy harvested;
cause of not only the frequency band, packet size, emitting
power and other basic characteristics, but also of the com-
munication establishment phase, specific duty-cycle, protocol
operation and so forth [24]. Therefore, a greater optimization
by simplification and customization whether possible is needed
for most of the cases.

With that aim in view, the development of the application
firmware and the communication protocol must be done to-
gether, as well as with the usage of the hardware resources:
cross-layer design. In this way, the optimization of active
modes of uC, radio and sensing or acting units is maximized,
going to ultra-low power modes (deep-sleep) the rest of the
time, where the consumption is close to null (less than 800 nW
in some UCs) and where the batteries or capacitors are charged
again until the trigger of the next cycle: duty-cycle working
principle.

Nonetheless, energy efficient packet reception is complicat-
ed with long duty-cycles: first, due to the clocks precision
to wake up the receivers effectively, and second, because the

2Not including RFID or Near Field Communication (NFC) which have
already energy transfer, being consequently a source of energy and not a
sink; but imply other requirements at the same time, like the small distance
or the physical alignment with the emitter.

mere fact of having that clock activated during the whole sleep
time-slot costs too much energy. As solution three options are
proposed:

1) Establishment of the communication always by the
RFEH-nodes, followed by a defined time-slot for recep-
tion and a second reply (see Fig. 4). The easiest use-
case is a star topology where the communication is done
with a gateway, but in more complicated situations as
mesh networks this gateway role would be carried out by
non-RFEH-nodes. Here the period widths would depend
on the energy availability and would be managed by
the RFEH-nodes, although generally the availability of
energy for RFEH is stable and predictable, as mentioned
in Section II-B.

2) Establishment of a highly synchronized mesh network to
avoid collisions. In high-density networks, unsuccessful
transmissions are very likely to appear. Nodes based
on energy harvesting cannot afford classical collision
detection/avoidance mechanisms that rely on further in-
creasing reception slots (CSMA/CD, CSMA/CA, ACK-
based mechanisms) since reception is a very expensive
operation in terms of required energy. Furthermore,
packet collisions are fatal for the network performance,
since nodes usually have enough energy for only one
transmission and are not capable of further repeating
the packet in case of error, or even being aware of its
existence. Complexity increases exponentially in mesh
networks, where several hops are needed and relays are
introduced. A need for designing challenging protocols,
in which successful transmission rate is optimized while
the reception and routing overhead is kept to a minimum
is a reality. Time-synchronized protocols based on flood-
ing [25] are a promising alternative when these energy
losses surpass the energy needed for maintaining this
working principle, since simplicity and reliability are at
the core of their design. In case the nodes do not have
enough energy to maintain a low-power timer running,
keeping the network-wide scheduling and enabling the
synchronization, novel concepts like opportunistic net-
working can be used as alternative.

3) Use of an ultra-low power WUR, triggering the change
from deep-sleep to reception mode. This second radio
with a specific reception pattern per node would increase
slightly the costs and would have to be used with a
specific criteria that allows the node energy recovery,
but makes the network more dynamic and flexible.

In consequence and in order to achieve a spread deployment
of this type of nodes, the development of a “lite” wireless
communication protocol standard with the features described
urges. This protocol would define the basic communication
functionality and architecture assuring the compatibility, but
leaving room as well for a greater customization.

IV. CONCLUSIONS

In this article the inclusion of RFEH for the development
of autonomous nodes within WSNs in the new paradigm of
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SG has been introduced. Several use-cases and applications
have been proposed where RFEH has outstanding advantages
against other harvesting methods and batteries. Besides the
general costs reduction due to the no need of wires and battery-
recharge or substitution, the use of autonomous nodes with
a new powering technique opens the deployment of nodes
where before no other harvesting methods allowed it, likewise
new sensoric possibilities for their use with machine learning
and Al in advance pattern recognition and actuation methods,
contributing to a smarter grid.

A generic hardware architecture has been presented in
Section III-A, based on the literature and seeking for its best
configuration for SG. In addition, the basics of a wireless
communication protocol for ultra-low energy environments
and nodes has been proposed. This protocol must be able
to let a great level of customization for the workflow and
management of the hardware resources for each case, in order
to optimize the energy consumption. The proposed working
principle is duty-cycled, assuring the recharge of the energy
storage device for each period, and the proposed methodology
for the packet reception includes options with a WUR, exclu-
sively node-pairing-start or high/dynamic synchronization for
mesh networks.

The future work embraces the optimization of each hard-
ware block (Fig. 3) for a better efficiency and the development
of a standard communication protocol that fulfills the present-
ed requirements.
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1 Introduction

The massive deployment of smart sensor nodes within the Internet of Things (loT) world is
an upcoming reality, where the expenses, security and energy sources will be the most
critical issues to be addressed. In this context, the employment of low-cost printed sensors
and RF energy harvesting (RFEH) appear as a solution for both costs and energy supply
affairs toward the series production of intelligent systems.

The proven capability of RF energy harvesting of feeding ultra-low power sensor nodes as
part of a wireless sensor network (WSN) fits with the novel and emerging development of
diverse printed sensors with ultra-low power requirements, showing both technologies low
costs in production and maintenance (no battery needs), besides other advantages.

In this paper, we demonstrate the combination of both growing technologies for a use in 0T
with a novel under-development smart transceiver, fulfilling the requirements of real
applications in terms of functionalities and costs.

1.1 RF Energy Harvesting

The term energy harvesting refers to the process of capturing, converting into electrical
energy and storing small amounts of ambient energy, such as thermal, solar, vibrational or
RF electromagnetic waves, for its further use in, normally, wireless autonomous devices like
nodes part of a WSN. Which source will be used depends on the ambient conditions around
the application device and on the device energy requirements itself, i.e. amount of energy
needs, part of the day of operation, among others.

In the case of RFEH, the energy present at the signal carriers in the far field region is
captured through an antenna and later on converted to dc. The frequencies of operation are
between some kHz and hundreds of GHz [1].

There are some clear advantages to using RFEH: practically everywhere and every-time
availability, predictability and stability over time, wireless nature, low-cost implementation
and small form factor [1] [2] [3]. However, as the Friis equation anticipates [4], the biggest
drawback is the amount of power received and therefore harvested, due to the inverse
square relation with the distance to the radiation source and to the efficiency of the rectifying
and converting processes. In addition, frequently the availability of the signal is not constant,
e.g. Wi-Fi router duty-cycle or mobile phone random use [5] [6].

RFEH can be also used as a wireless energy transfer technique, just as the well-known
inductive coupling (including resonant inductive). The difference with respect to harvesting
is the use of a dedicated signal emitter and the advantage against the other wireless
methods is the effective distance reached (20 dB attenuation per decade versus 60dB for
near field [3]); although, it has much lower RF-to-dc energy conversion efficiency.
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1.2 Printed Sensors Technology

As well as RFEH, flexible electronics is an auspicious field for diverse scientific and industrial
areas, such as wearables or electronic skin (e-skin) [7] [8]. In this context, printed sensors
technology is expected to satisfy the requirements of this kind of applications, which are not
affordable with the current rigid silicon-based solutions (flexibility, lightness, transparency,
etc.). Among the different printing technologies, the sensors presented in this work were
developed by inkjet-printing, which offers the following advantages: i) contactless (nozzle-
substrate), ii) high resolution and small thickness, iii) no mask required and iv) no wasted
material. Besides, it is also compatible with the roll-to-roll techniques, enabling the mass-
production of sensors in a cost-effective way [9].

1.3 Smart Transceiver

Every node from a WSN needs a component to perform logic tasks, control and data
processes, likewise the wireless communication. We have chosen the TreuFunk chip, an
ultra-low power smart transceiver under development with an innovative sensor interface
including amperometry, voltametry and impedance spectroscopy. The core consists on an
ARM Cortex MO and the transceiver is based on the sub-GHz TDA5340 from Infineon. In
addition, it includes radio frequency identification (RFID) and near field communication
(NFC) capabilities with a standalone peripheral. See Figure 1 for a more detailed overview
on its structure.

Treufunk A11 — Smart Transceiver

Power
Management

UHF

nsor Interface

Se
<——> (M. Wiessflecker)

Figure 1.

KT reufunk chip Energy storage RF Energy HarvestirN

o |6

Antennas /

Figure 2. Complete system: Node with printed sensor and RFEH, plus RFID/NFC.
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2 Merging Technologies

Combining ultra-low power sensors, logic and communication ends up in the best composite
for RFEH, especially if the application demands are not too critical and if the surrounding
environment enhances its usage. In Figure 2 the complete system is sketched, consisting
of: i) smart transceiver TreuFunk chip, being also able to be manufactured in bendable
technology; ii) printed sensor, in this case a capacitive structure for measuring the relative
humidity (RH) of the air; iii) different antennas for communication (868 MHz), harvesting
from global system for mobile communications (GSM) (949 MHz) and RFID/NFC usage
(13.56 MHz) and iv) RFEH block, outputting directly regulated dc voltage to a v) storage
capacitor.

2.1 Working Principle

The system works with a duty-cycled operation where most of the time the logic, including
radio, will be in sleep mode (ultra-low power consumption) and where meanwhile the
harvesting procedure will charge the storage capacitor. Once a certain level is reached and
if the application requires it, it will make a measurement and send it to the next node or
gateway depending on the communication scheme (points that do not work with energy
harvesting). The minimum period depends only on the richness of the spectrum, i.e. how
much energy is available around the node, but will be in last instance the application who
determines how often the measurements are carried out.

2.2 Energy Availability

Nowadays the energy levels in cities open-spaces go to maximums around -30 dBm
(although -20 dBm is also commonly found) at high utilization bands as GSM or its
successors, TV broadcasting or wireless local networks (Wi-Fi); going the frequency range
from some hundreds MHz to a few tens of GHz [1]. Additionally, within indoor environments
or with active emitting, the present energy can reach more than -3 dBm at averaged
distances [3].

From the source of energy until its final use, the losses are divided between the path and
presumable obstacles and the rectifier-converter-storage efficiency, where the path losses
are given by the Friis transmission equation (depends favorably on antenna gains and
unfavorably on the squares of the signal frequency and distance) [1]. With the actual state
of the art in rectification, conversion and storage, these levels can satisfy the power
requirements for some applications as the one presented. For the favorable scenarios, the
power harvested varies from some yW to hundreds of them [3]. Making use as well of the
store and use principle, this can be utilized in more energetic bursts during the duty-cycle.

(a) (b)
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Figure 3. (a) Planar IDE capacitor layout. (b) Example of capacitance response as a function
of the RH. Inset shows a real view of an Ag-inkjet printed RH sensor.

350



2.3 Sensor Description

The presented node is intended for RH monitoring. For that, we inkjet-printed a planar
interdigitated electrodes (IDE) capacitor with silver nano particles on a Kapton® HN flexible
substrate, as depicted in Figure 3a. The dependency with respect to the moisture of the
dielectric constant of this thin-film substrate makes the capacitance of these structures
sensitive to humidity changes (an example of response curve is shown in Figure 3b), which
allows the manufacturing of inexpensive flexible RH sensors.

3 Conclusions

We have presented a suitable solution for developing RFEH autonomous nodes for WSNs
with a great variety of variables to measure, thanks to the use of innovative and low-cost
printed sensors. Furthermore, the employment of an ultra-low power smart transceiver along
with the added value of RFID/NFC communication gives the possibility of secure and
wireless performance, promoting loT applications with low costs and longer life-time for the
next generation of smart-home and —city.
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Custom Tri-Band Antenna within RF Energy
Harvesting

Fernando Moreno-Cruz, Marina Ramos Cuevas, Pablo Padilla de la Torre, Diego P. Morales
and Almudena Rivadeneyra

Abstract—The ongoing deployment of Internet of Things and
5G in our society makes more necessary to find green solutions
for its powering and, concurrently, more fruitful the employment
of radio frequency energy harvesting (RFEH) in an every time
more populated RF spectrum. In this work, we present a
tri-band antenna customized for the most energetic frequency
bands of our particular environment and the general required
features for RFEH, and propose three different use-cases for
its efficient utilization in this modality of harvesting. Two of
them, make use of the power management stage MSwitch, that
mixes two dc signals, and utilize the third one for the application
communication in one case and for energetically assisting the
power management in the other. Besides, we introduce in a third
use-case the novel under development MSwitch-X3, a tri-band dc
mixing power management stage. In addition, we developed two
different adaption boards including the needed signal splitting,
rectification, impedance matching and connectors. The results
bear clear benefits in terms of costs, space and amount of energy
harvested, with respect to single band structures or arrays of
them.

Index Terms—Radio frequency energy harvesting (RFEH),
Antennas, Internet of Things (IoT), Wireless sensor networks
(WSN), Ultra-low power, Multi-band.

I. INTRODUCTION

HILE the number of Internet of Things (IoT) devices

keeps growing and more applications emerge, some
challenges still persist, such as the powering of the nodes.
Batteries have been proven to be impractical in large deploy-
ments because of their recharging and replacement needs, in
addition to their undoubtedly enormous environmental impact
[1]. In pursuit of solving this, energy harvesting (EH) stands
as a suitable solution. EH devices capture ambient energy
in a green fashion, converting it to electricity for its use.
The sources are of a broad nature, such as thermal, solar,
vibrational or electromagnetic waves; while their uses depend
on their availability in the specific space where they are used
and on the requirements of the application.

Radio frequency energy harvesting (RFEH) in particular,
captures the energy from the signal carriers in the far field re-
gion of ambient electromagnetic radiation, coming from bands
of high utilization such as the cellular network (global system
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for mobile communications [GSM] or its successors), TV
broadcasting, private mobile radio or wireless local networks.
This radiation may reach in cities open-spaces up to —30 dBm
and less commonly of —20dBm [2]-[5].

The system operational viability depends on the amount of
energy able to capture. This is conditioned to a great extend by
the structure, orientation and frequency of the antenna, finally
culminating in its efficiency at the operational frequencies.
Nowadays, most of the designed antennas for RFEH present
a planar printed structure. From Yagi-Uda [6] to fractal [7]
designs, they can all be manufactured by applying common
printed circuit board (PCB) techniques, resulting finally in
two-dimensional low-profile low-cost microstrip geometries.

Depending on the circumstances in which the device will
operate, the design should consider critical parameters such
as the band and number of them, the substrate material, the
configuration or the directivity [8].

Along the literature, the designs of single band antennas
have been based mostly on standard antenna structures. For
instance, patch antennas at different configurations [9]-[11];
dipole antennas, either alone or combined in the same structure
[12], [13]; inverted-F monopoles [14], [15] or utra-wide band
(UWB) antennas, as Vivaldi or spiral geometries [16], [17], to
cite some.

Depending on the parameters to be adapted, they include
special shapes or dielectrics, variations in the ground plane
structure or in the feeding technique [18]-[22]. In this way,
by introducing parasitic elements inside the patch (generally
slots or shorting pins) or in its vicinity and modifying the
signal feeding, other resonance frequencies can be obtained
[23]. Modifying the shape of the ground plane (or just elim-
inating it) motivates the presence of back radiation lobes,
which contributes to a more omnidirectional radiation pattern
[24]. Alongside of compound structures, arrays or changes in
the symmetry, among others, that adjust the polarization or
radiation schemes.

The simplest assumption is that the harvesting is done in
one frequency band and with one single antenna, but that
might be unfruitful in real scenarios where the emission is
not constant or powerful enough. Harvesting from more than
one band stands clearly as a more profitable practice [13],
[14], [25]-[31], although the energy management gets more
complicated, besides the need of an extra antenna or a multi-
band one. The methods for combining the energy of the diverse
bands address it at either one of two different stages: at the
matching network or once the the signal is rectified [32].

When the energy leaves the antenna, the next stages take



on the rectification, voltage level adaption and storage. The
rectification is formed by Schottky diodes or CMOS structures
in diode configuration, due to the requirements on low turn-
on voltage and high switching speed. They usually implement
voltage multipliers, since the electronics of the next stages
need a minimum voltage to operate [25]. Once the signal is
rectified, a level adaption is needed, not only for the value
(that depends directly on the power input), but also for the
stabilization over time. This is done by a dc/dc converter that
charges a capacitor or battery from where the application is
powered.

A. Contribution

In this work, we present a novel tri-band (868, 949 and
2159 MHz) microstrip asymmetric stacked-patch antenna for
being used in RFEH devices as part of a wireless sensor
network (WSN). We analyze the antenna requirements for a
general RFEH case, describe the selected design character-
istics and evaluate its viability through simulations, for later
manufacturing it and examining its measurements.

In addition, we propose three different concepts for tak-
ing advantage of its three bands and that solve its energy
management stage in diverse RFEH use-cases. Each of them
with different advantages regarding costs, size and amount and
efficiency of energy captured.

The remainder of this article is organized as follows. In
Section II, we describe the novel tri-band antenna developed,
its simulation and experimental results. In Section III, we
propose three different use-cases for its utilization with RFEH
and finally, Section IV, draws the main conclusions of this
work and expounds the focus for future work.

II. TRI-BAND ANTENNA DEVELOPMENT

Starting with the requirements, in this section we describe
the designed antenna, analyzing its simulation results that
guided us for its manufacturing and comparing the measure-
ments with the expected values.

A. Specifications

1) Frequency requirements: Since the energy presence in
the spectrum depends on the service providers and the base
stations nearby, we performed a spectrum analysis to find
the most favorable frequencies. The results exhibit the most
powerful bands located at 868, 949 and 2159 MHz (hereinafter
referred as bands I, I and III, respectively), corresponding
with the 935-960 MHz GSM band and the 2110-2170 MHz
international mobile telecommunications (IMT) band (i. e., 2G
and 3G). We also selected the open short range devices (SRD)
863-876 MHz band considering our purpose of including the
final system in an existing WSN operating at this band.

Our test environment consisted of an office area on the
outskirts of Munich (Germany) of around 0.2 km?, from which
the half is free space and the other half three-floors buildings.
We utilized a Keysight FieldFox Handheld N9917A spectrum
analyzer.

2) Polarization requirements: Because of the unknown
polarization of the signals reaching the system, circular po-
larization is desired for the antenna. The electric field X
and Y components at the antenna output present then equal
magnitude but a 90° phase difference for a given frequency.
This allows to capture energy with all polarization schemes:
linear, circular and elliptical.

3) Directivity requirements: As stated previously, the signal
sources are unknown in the general case. Therefore, the
antenna directivity (and thus its gain) should take a relatively
low value placed around 3-5 dBi, for achieving the closest to
an omni-directional radiation characteristic.

4) Technology requirements: There are no particular requi-
sites for the type of antenna. However, easy integration and
low-cost manufacturing are preferable. Thus, a printed planar
structure, such as common PCB techniques, stands out.

5) Efficiency requirements: The final goal and most critical
requirement is the efficiency. Due to the low energy available
to be harvested, this parameter must be prioritized in order to
obtain the maximum energy input. As the structures considered
include all a dielectric layer, only materials with low loss
tangent are desired.

B. Antenna Design

Attending at the detailed requirements, we designed the
antenna with the assistance of HFSS, a 3-D electromagnetic
simulation software by ANSYS based on the finite element
method.

The chosen structure is a patch antenna operating at each
of the target frequency bands. These geometries have high
radiation efficiency and low directivity, in addition to perform-
ing robustly with changes in its surroundings (e. g., presence
of physical objects). Additionally, their natural bigger size
and linear polarization can be compensated with different
techniques, such as cut outs or the feeding configuration.

The common FR-4 material is considered a lossy unstable
material, besides of most of the manufacturers not assur-
ing specific characteristics. Therefore, we selected AD600L,
whose parameters make it nearly lossless (¢, = 6.15, tan§ =
0.003 [33]) and assist as well to decrease the antenna size.

A rectangular shape is selected because of its flexibility in
terms of multi-band design. Besides, a stacked-patch structure
will conform the final design, as it makes easier the resonance
at distanced frequencies. The patch associated to bands I and
II is immersed in the dielectric material, while the patch on top
of the structure resonates at band III. The top patch presents
a smaller size than the bottom one and is shifted from the
center of the substrate, so the optimal feeding position for both
patches are coincident. The detailed antenna structure and its
physical dimensions can be found in Figure 1 and Table L.

The chosen feeding configuration is a single coaxial struc-
ture, positioned in a way that allows exciting orthogonal
current modes in the radiators. The upper patch is directly
connected to it, while the lower one is excited by electromag-
netic coupling. The result is dual polarization, although linear
for each band.



TABLE I
DIMENSIONS OF THE STACKED-PATCH STRUCTURE

Fig. 1. Asymmetric dually-polarized multi-band stacked-patch antenna out-
line.

Fig. 2. Photo of the manufactured antenna.

C. Simulations & Measurements

Following, we analyze the proposed design through simu-
lations with HFSS and compare them with the measurements
of the manufactured antenna. We manufactured the antenna
with the selected AD600L substrate material, stacking several
layers of 1.524 mm between the copper patches according the
above described dimensions and using a 50 2 SMA connector
(see Figure 2).

The results, first indicated with the simulations and checked
with the measurements later, demonstrate efficient radiation

Patch fr Lx Ly dhote | doffx | dofsy | Lsx | Lsy (dx,dy) dp Hg
(MHz) | (mm) | (mm) | (mm) (mm) (mm) (mm) | (mm) (mm) (mm) (mm)
868.1
Bottom | —5 55 5307 | 6029 | 402 | 275 1 275 ) o500 | 85.00 | (7.25.7.25) | 6.096 | 13.716
Top 2158.3 | 24.47 | 26.84 - - -
da v L Ly and resonance and quasi omni-directional behavior at the
Sy St dom frequencies of interest. The feeding method, exciting simulta-
‘ . \ . neously two orthogonal current modes on each patch, achieves
ol : resonance at two different frequencies; while the asymmetric
o | B
© i placement of the upper patch with respect to the center of the
] R | | é."_g structure allows the input impedance matching at every band.
5 3l The ground plane size chosen in the design contributes for its
- o qs o e .
omni-directivity, mostly for the lower frequencies.
I O i O . . .

S11 (dB)

Measurements

1 1 1 1 1 1
1.4 1.6 1.8 2.2 2.4
Frequency (GHz)

1 1.2

Fig. 3. Simulation and measurement of return losses (S11 parameter) for tri-
band antenna. Dotted the —10dB line and the center frequencies of interest
for reference.

Figure 3 depicts the resonant behavior of the antenna over
the frequency at 50 €2 characteristic impedance. In the simula-
tion, the three bands see fulfilled their bandwidth requirements
with fractional bandwidth values of 1.04, 1.41 and 7.93%,
respectively. The impedance bandwidth characteristics of the
antenna for both simulation and measurement results are
detailed in Table II, being f; and f, the —10dB threshold
frequencies and fr and f; the resonance (minimum value)
and center of the bandwidth frequencies, respectively. The
measurements follow the simulation as expected, achieving
the bandwidth and return loss expectations. We see however a
slight shift upwards in frequency, negligible for bands II and
III, but that takes part of band I out of the —10dB threshold.
The possible reasons of this are explained at the end of this
section.

Regarding the radiation patterns, the simulations exhibit an
efficiency over 85% at the lower bands, while for band III,
it reaches even higher values with reduced back radiation
lobes. Figure 4 represents the directivity at every plane for
the three center frequencies. The radiation peak is found to
be orthogonal to the plane where the antenna lays. As seen
in the figure, the front-to-back ratio in band III is remarkably



TABLE II
SIMULATION AND MEASUREMENT RESULTS OF BANDWIDTH FOR TRI-BAND ANTENNA
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directional in the vertical direction, since in this case the patch
size is comparable with the ground plane, not containing the
back-radiated waves.

The measurements, also illustrated in Figure 4, follow cor-
rectly the simulations. Although the back lobes and XY plane
could not be measured because of the available equipment
within the employed anechoic chamber; the manufactured
antenna is proven to achieve the expected radiation patterns.

As no electric or magnetic field planes can be defined
because of the dual polarization, cross-polarization cannot be
clearly evaluated. However, we can analyze the evolution of
the directivity over the bands for the different planes, e. g.,
® = 0° and & = 90°. In the first case, the directivity in
© becomes dominant for bands II and III, being the counter
case for band I. In the plane ® = 90°, the situation is exactly
the opposite, coinciding this with expected behavior for the
patches designed structure.

Figure 5 gives as well more insights about the polarization
at the objective bands with the directivity along the frequency,
in addition to presenting the gain and realized-gain. The first,
only slightly lower than the directivity due to the substrate

Frequency (GHz)

Fig. 5. Simulation of directivity, gain and realized gain for bands I and II (a)
and band III (b) in ® = © = 0°.

low loss-factor; and the second, with also negligible difference
with the gain around the -10dB-bandwidth, due to the achieved
impedance matching.

Furthermore, we carried out simulations to check how the
performance is affected by the variation of different struc-
ture parameters. We considered realistic variations that can
occur during the fabrication process (between 5-10%). We
concluded that the variation of the patches size, the feeding
probe position, the distance between patches and the top
patch relative position are not critical, neither for the radiation
patterns, although both lower bands may eventually move out
of the impedance bandwidth by cause of its narrower width.
In the case of the ground plane size, the substrate height
and the substrate relative electric permittivity, the impact is
higher. Resonant frequencies might be shifted reducing the
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quality of the matching for band III and losing completely the
frequency of interest for bands I and II. This explains the slight
upward shift in frequency of our measurements. The manual
manufacture of the antenna with several layers of substrate
might affect the substrate height and electric permittivity, in
our case, noticeable although not yet critical in band 1.

III. RFEH APPLICATION

Following, we introduce three different use-cases of the
designed tri-band antenna for RFEH. In each of them, we
propose their operation with diverse versions of MSwitch [25],
a stage within the energy harvester that manages the mixing
of the signals once they are rectified. Therefore, a previous
stage that separates and rectifies each band is required, also
described for every use-case.

MSwitch is an autonomous dual-input circuit based on the
store-and-use and switched capacitor principles, that regulates
the mixing of the two energy inputs. With its analog algorithm,
see Figure 6, it is capable of reducing the minimum average
input power needed per RF band for an IoT application [25].

It performs three functions: stores energy in time until the
level is high enough for running the electronics of the next
stage, mixes both input lines in a dynamic manner and isolates
the energy sources from the load, in order to not let the voltage
drop.

Version 1 benefits more long store-and-use cycles in extreme
low power scenarios. It has a first cold-start mode with only
one input line delivering power, because of the need of a power
supply by the comparator O1, which is meant to come from
the next stage once it is operating. Version 2, on the other
side, follows a dual and simultaneous conduction operation
with quick dynamic self-adaption of the currents. This version
replaces the comparator by two MOSFETs, not requiring an
extra energy input.

We intend to utilize for the third of the use-cases the still in
development MSwitch-X3, which incorporates a third signal
input. Its objective is mixing the three rectified signals in a
single output, in a similar way to the dual Version 2. Actually,
the circuit of this variant is based on Version 2 and counts
with two sub-versions yet in analysis, adding the third level
in parallel or cascade, respectively, see Figure 10.

The adaption boards are formed by a signal splitter 1-to-
3 and two rectifiers and a microstrip line or three rectifiers,
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Fig. 7. Schematic of both versions of MSwitch-X3 prototype. Version in
parallel (a) and cascade (b).

depending on the version. In this way, the antenna is plugged
through an SMA connector to the board, which is physically
aligned with it (the boards have the same shape than the
antenna, in order to be screwed together). The multi-band
signal encounters then the signal splitter with three matching
networks at the end of it for each of the frequencies. This
splitter goes progressively from a line with characteristic
impedance of 50 €2 until an impedance value of 50/3 2, ending
in a circular shape where 502 lines begin. Right after the
matching networks, 3-stage cockcroft-walton circuits rectify
the signals already divided, for their output to the MSwitch
stage. Only in the communication use-case, a second SMA
connector is used instead of the rectifier, that connects the
antenna to the radio transceiver.

A. Dual Mixing and Communication

This scheme targets the environments where only two of
the bands are utilized by external devices, and therefore, only
two bands have energy to be harvested. The third frequency of
the antenna is employed for the communication needs of the
IoT application, i. e., it is connected to the application radio
transceiver, see Figure 8. For legal reasons, the communication
band is fixed to 868 MHz, part of the SRD band where the
transmission is allowed.

Consequently, the adaption board incorporates two rectifiers
and a second 50 £2 SMA connector that bonds the antenna with
the radio transceiver. The communication path results thus, in
the 50 €2 cable coming from the application board, connected
to the SMA connector and a microstrip line, followed by the
signal splitter and the connection to the antenna through the
main SMA connector.

Aside of the RFEH utilization, the principal advantage of
this setup is the cost and space savings of the application an-
tenna, where the space savings include the separation between
antennas and the no need of reserving a second radiation-
capable area at its installation.



Fig. 8. Photo of the dual-harvester design, MSwitch Version 2 and IloT
application connected (radio transceiver).

Fig. 9. Photo of the tri-harvester design and MSwitch Version 1.

B. Dual Mixing and Extra Supply

Directed to scenarios where the three bands can be har-
vested, this use-case rectifies the three signals after their
matching networks (i. e., independently) and utilizes two of
them for the MSwitch Version I inputs and the remaining one
for powering its comparator.

This setup potentially obtains a diminution of the minimum
RF power input per line for staring to operate, due to the
elimination of the MSwitch Version I cold-start phase, where
only one line conducts until the converter stage is able
to power the comparator. In this way, the comparator runs
from the beginning, performing the cyclic mixing of MSwitch
Version 1.

C. Triple Mixing

Again for scenarios with three energetic bands, this setup
mixes the three signals for their direct use at the application.
With the same adaption board as the previous case, the three dc
sources are connected to MSwitch-X3, the under development
form of MSwitch with three inputs, based on Version 2.

Having its basis in a more efficient version of MSwitch, this
scheme potentially increases the amount of energy delivered
to the dc/dc converter, since it mixes dynamically three power
sources. This allows the use of more power demanding ap-
plications or instead, its deployment in environments where
the duty cycle of the signals to harvest is smaller, meaning
this that the system would operate occasionally with only two
bands.

Fig. 10. Photo of the tri-harvester design and the prototype of MSwitch-X3.

IV. CONCLUSION

In this work, we have developed a custom tri-band antenna
with purpose of gaining further advantages within its use in
RFEH, against the case of a single band structure or several
ones of them; in terms of number of bands to harvest from
and diminution of space and costs. In addition, we proposed
three use-cases to exploit its features, with different benefits
under different scenarios and introduced the concept of a new
power management stage for the mixing of three different dc
signals.

After simulating several structures in pursuance of our
specific requirements and frequency bands, we reached the
final design consisting in a microstrip asymmetric stacked-
patch structure in AD600L dielectric material of 85 x 85 mm,
tailored for the frequencies 868, 949 and 2159 MHz, which
were the most energetic ones in our environment. We finally
manufactured the antenna and measured it in the laboratory
examining its properties. The results revealed great 502
resonance and radiation at the target bands and quasi omni-
directional behavior, i. e., fulfilling the RFEH demands.

Regarding the proposed use-cases, they make use of the
power management stage MSwitch, efficiently mixing two of
the bands after their rectification. Besides, they employ the
third one, in one case, for powering the comparator of MSwitch
Version 1, and in the other case, which utilizes Version 2,
for the application communication. For this, we also devel-
oped two adaption boards, which included the rectification
and signal splitting circuits, matching networks and needed
connectors.

For the third use-case, we introduced MSwitch-X3, an under
development power management stage based on MSwitch
Version 2 that mixes directly the three dc signals and which
also encompasses our future work. This includes its complete
characterization in its two variants (cascade and parallel) and
the performance comparison with the rest of proposed use-
cases.

In conclusion, the presented applications for the tri-band
antenna, not only decrease the costs and needed space of a
multi-band harvester, but also ease its deployment, since it
can be offered as a plug-and-play module, which enhances
in any case the features of a single band one. Moreover, the
methodology described for the antenna design, guides for the
customization of the bands for every specific case.
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Abstract

Even three decades after their discovery, Carbon Nanotubes (CNTs) keep offering novel
application opportunities, thanks to their extraordinary properties still being examined. In this
letter, we realize CNT-Based RC networks with the purpose of showing empirical findings on
the influence of the interdigitated electrodes (IDE) spacing, the dispersant compound and the
number of deposited layers, on the impedance magnitude and phase of the CNTs. Additionally,
we propose use-cases for these networks, applying them to the realization of filters of second
order with easily tunable cut-off frequency, and with the inherent advantages of CNTs and
printed technologies, rendering them a prime choice for applications where thin and flexible

second order filters are necessary.

Keywords: spray deposition, single walled carbon nanotubes, interdigitated electrodes, frequency response, filters

1. Introduction

Since their discovery by lijima in 1991 [1], Carbon
Nanotubes (CNTSs) have being extensively studied for a broad
spectrum of applications due to their unique characteristics in
geometry, morphology and electrical properties [2]. Such
applications include nanobalances, with a resolution up to 1.7
yoctogram (mass of one proton) [3]; identification of different
species of atoms or molecules, specifically noble gas atoms or
DNA molecules [4]; composites as electrode material for
rechargeable Li-ion batteries, which enhance the energy
conversion and storage capacity due to their high electrical
and thermal conductivities and extremely large surface area
[5, 6]; among others. Their detection principle is based on
measuring the shift in the resonant frequency or the wave
velocity in CNT nano-resonator structures, caused by the

attachment of foreign atoms or molecules on the surface of the
sensors [7].

CNTs belong to the family of fullerene structures, being a
1D material with a length-to-diameter ratio in excess of 1000
[8, 5]. They are nanometer-scale cylinders composed of
rolled-up graphene sheets around a central hollow core and
end caps with a hemisphere of fullerene structure [5]. They
can be classified depending on their physical characteristics,
being one of the possible categorizations the thickness of the
carbon atomic wall. It is then possible to distinguish between
single-walled CNTs (SWCNTSs), with a one-atom thick
graphene layer and multiwalled CNTs (MWCNTSs) [9],
consisting of two or more layers with van der Waals forces
between adjacent layers.

Depending on the rolling angle of the graphene sheet
against the tube axis, we define the chirality, represented by
an integer pair (n, m). CNTs are called “armchair” and
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“zigzag”, for n=m and m=0 respectively and “chiral”
otherwise [10]. The chirality has significant impact on the
CNTs electrical properties. Nanotubes with n-m = 3j (with j
being a non-cero integer) are metallic, while all the other cases
are semiconducting [7]. In any manner, CNTs have
exceptional physical and chemical properties, being the
strongest and stiffest materials currently known on earth and
having high thermal stability in both vacuum and air [11].

For their fabrication, there are three main techniques: arc-
discharge, which was the first technique to be used; laser
ablation and chemical vapor deposition (CVD) [12, 13]. While
the first two are unsuitable for mass production [14], CVD can
synthesize CNTs at relatively low temperature, being more
efficient and allowing to scale up growth of both SWCNTs
and MWCNTSs [2]. In all these growth methods, impurities in
the fabrication may affect negatively the CNTSs properties. For
that reason, a purification process is important to obtain high-
quality nanotubes. So far, samples of up to 99.6% purity can
be obtained [2].

Once the CNTSs are grown, they need to be transferred to
the target surface, which could be structured or flat, and can
then be employed as conductors or semiconductors depending
on their physical and chemical characteristics. Solution
processing by means of spray deposition is one of the methods
that showed the most reliable and significant results in the cost
effective deposition of CNT networks. It consists on the
deposition of (usually) a material in liquid state, with the aid
of a gas stream and offers a reproducible coating of the desired
surface by using shadow mask with a controllable thickness
[15, 16].

The result ultimately is a material with outstanding
properties that can be brought quickly into solution, which
facilitates their use in processing techniques commonly
employed in emerging technologies [17]. Such techniques
have inherent advantages in comparison to conventional
silicon-based processes in terms of processing condition,
resulting features (like flexibility and stretchability) and
potential throughput [18, 19].

Concerning the costs, the mentioned integrated solutions
and more complex ones, like hybrid-acoustic filters or digital
filters, place themselves in another level of prices. In addition
to the straightforward and economic integration with other
printable technologies, the cost itself of the production and
development is far lower.

In this letter, we demonstrate the feasibility of designing
analog circuits and RC networks based on CNT devices by
only tuning the spacing of interdigitated electrodes (IDE) or
the number of deposited layers. In particular, we deposit the
CNT layer by spray deposition. We study the influence of the
dispersant employed for the CNT solution and the spacing
among consecutive fingers of IDE layouts. Finally, we show
some applications where different of such elements are
utilized.

2. Materials and Methods

For the device fabrication, Si wafers with a 200 nm
thermally grown oxide of 65 nm thickness were used as
substrates. IDE structures were photolithographically
patterned with a subsequent physical vapor deposition of
Cr/Au (5 nm/40 nm) as contacts. The resist and excess Cr/Au
film was removed via lift-off. Commercially bought CNTs
(Carbon Solution Inc.) (0.03 wt%) were dispersed in
deionized water (DI H20) with the aid of a dispersant. Two
solutions were fabricated, one based on sodium
carboxymethyl cellulose (CMC) and one on sodium dodectyl
sulfate (SDS). The corresponding weight percentage of
dispersants were 0.5 wt% for CMC and 1% for SDS. The
solution was then deposited by spray deposition onto the
substrates. The deposition parameters were adapted from [20].
Post deposition treatment is dispersant dependent. The
dispersant needs to be removed as it, in both cases, inhibits
charge carrier transport. For CMC the substrates are placed in
dilute nitric acid (1:4) (65% HNO3:DI H20) for 12+h while
the SDS samples are placed in DI H20 for 30 min. For the
investigation in this paper, both CNT thickness, more
specifically number of layers deposited, as well as varying
electrode spacing, were investigated. Such samples were
fabricated with varying number of layers deposited (1, 2 and
3 layers) for both dispersants, while keeping the electrode
spacing constant (200 um). The subsequent experiment fixed
the CNT layer in terms of dispersant and layer number while
varying the electrode spacing (100 um, 200um and 500um).

The impedance response of the fabricated devices was
measured with a Keysight E4990A Impedance Analyzer with
an impedance probe kit (42941A). The excitation voltage
applied in all measurements was VDC=0 and VAC=500 mV
and the frequency ranged from 100 Hz to 100 MHz.

3. Results and Discussion

In the following section, we present the results obtained of
our experiments, conducted varying different device
parameters, such as the thickness, the dispersant compound
and the spacing. Next, we propose an application use for the
innovation.

3.1 Number of Layers

The change in the thickness of the CNT devices through the
variation of the number of layers was studied and we proved,
as seen in Error! Reference source not found., how it
influences their impedance magnitude and phase in the
frequency domain. For higher number of layers, i.e., higher
thickness, the impedance magnitude decreases at low
frequencies, converging later on the same values. In the same
way, higher number of layers means more stable phase along
the frequency axis, following all the same pattern, and with
less pronounced lobes.
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Fig. 1. Magnitude and Phase for different number of layers with CMC as dispersant (a) and (b); with SDS as dispersant (c)
and (d). The IDEs spacing is 200um.

Table |
Cut-Off Frequency and Dc Resistance of the Study Cases
Number of | CNT- Cut-off DC Resistance
Frequency
sprayed layers | type (kHz2) (Q)
1 CMC 72.8+0.8 6539 + 53
2 CMC 653 + 27 600 + 43
3 CMC 4430 + 89 131 +20
1 SDS 595+1.2 3330 + 47
2 SDS 461 + 23 428 £ 42
3 SDS 1230 + 45 542+ 24

From these results, we deduce as well, how the cut-off
frequency moves to higher values as the number of layers
increase. Error! Reference source not found. introduces our
measurements for the six cases under study. On its side, the dc
resistance takes higher values for the least number of layers,
as there is less material for the current to flow.

Regarding the different dispersants used, the explained
trend is not modified. However, there are small differences in
the absolute values, due to the differences of the final process
when alternative dispersants are used. The choice on which
one to employ will be defined by the exact values needed in
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each application, as well as by the well-known inherent
advantages of each one.

It is important to point out how the impedance phase starts
rising again from frequencies above 0.5 MHz. This is due to
the metallic contacts used for connecting the CNT network to
the experimental setup. From this frequency, the inductance of
the cables soldered for realizing the measurements is no longer
negligible.

3.2 Spacing

After an analysis of the influence of the electrodes spacing
on the impedance, we carried out a similar experiment with
the spacing between electrodes, reaching similar results. In
particular, as Error! Reference source not found. depicts,
for the highest separation between the IDE fingers, the
impedance magnitude has the highest values at low
frequencies; converging again to the same line for high
frequencies, with a similar behavior as a capacitor. The results
go along with what we expected, since more separation means
bigger path for the current to flow through, i.e., greater
resistance. Similarly, as with the thickness variation as well,
the phase presents more stable values for the narrower
structure at low frequencies, although in this case, the lobes
also have a bigger slope.

As regards the cut-off frequency, although the figures
follow the same fashion as in the previous experiment, in this
case we achieve lower values, around a decade below.

Resultantly, the three parameters we considered so far
(dispersant, distance and thickness) can be used to vary the
resistance and the overall frequency behavior of the RC
networks we manufactured. It is then possible to employ them
together in any of the possible combinations, fine tuning them
for their special application. One possibility, could be to
design multiple IDEs capacitors and combine them to be used
as load circuit or as filtering network. These degrees of
freedom allow to easily find the best trade-off in terms of
employable space, processing constraints and cost (amount of
material to be used).

3.3 Filters

A second order low pass filter can be easily designed by
connecting two structures with different cut-off frequencies.
As seen in Error! Reference source not found., the
impedance magnitude remains remarkably stable up to the
new cut-off frequency, where a steep drop follows, coinciding
with the model.

This opens a wide new variety of possibilities related to
their use. A filter out of this technology can be completely
personalized and fine tuned on each situation, without the
necessity of sitting between commercial values of discrete
components or integrated filters. Likewise, for applications
where the thickness of the whole device matters (e.g.,
wearables, stickers, etc.), CNT filters stand up, since

integrated filters such as multilayer, ceramic monoblocks or
even discrete components get substantially bulkier in
comparison. In addition to this, the well-known properties of
transparency of CNTs might allow for the realization of semi-
transparent filters integrated in glass or plastic surfaces.
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Fig. 2. Impedance magnitude (a) and phase (b) for different
IDE finger spacing values with 1 CNT layer with CMC as
dispersant.

4. Conclusions

In this letter, we have presented and summarized
experimental results on how different parameters affect the
impedance of IDEs realized with conducting fingers and
mixed CNTs. The parameters we considered were the finger
spacing, the CNT thickness and the dispersant employed.
Understanding their effects for fine-tuning in cut-off
frequency and impedance magnitude paves the way to the
creation of customizable, flexible and cost-effective passive
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components and filters. Particularly, given the observed
behavior, the most immediate application is the development
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Fig. 3. Model (a) Magnitude and (b) Phase of a second order low pass filter. Magnitude (c) and Phase (d) of a CNT second
order filter implemented with one IDE structure with 1 layer and another connected in series with 3 layers (both with CMC as

dispersant and spacing of 200 pm).

customization on each application case for exact cut-off
frequency. Such filters could be integrated in applications
where the thickness is a critical constraint or in the domain of
transparent electronics.
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Chapter

Results

3.1 Methodology

In this section we describe the methodologies carried out in pursuance of
the objectives described in Section 1.2.

3.1.1 Study on the Electromagnetic Spectrum

We realized an analysis of the European regulations related to the frequency
allocations and associated applications, as well as the maximum permitted
emitting power [19]. We measured the electromagnetic spectrum in our
dependencies and characterized it, with the time presence of the signals
equally important as their strength.

We identified the most profitable frequency bands and modeled the signal
(energy) input of the system. We also considered the active emitting option
(WET), although it was immediately discarded because of its inefficiency and
not environmental-friendliness. Ultimately, we analyzed the solid viability of
RFEH.

Results gathered in Moreno-Cruz et al. IEEE Internet of Things Jour-
nal [13].

3.1.2 Research on Antennas

Our investigations in diverse innovative techniques on the rest of the
system stages required antennas beyond the ordinary. Therefore, with a broad
examination of the commercial options and state-of-the-art, we analyzed the
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convenience of multi-band and ultra-wide band designs, different directivity
characteristics, different materials and the simultaneous transfer of information
and power. The last, considering within a single antenna both alternatives of
transferring in the same and in a different band.

As a result, we developed a custom tri-band microstrip stacked-patch
antenna for our frequencies of interest. First, we designed it with the assistance
of dedicated software tools such as Keysight Technologies” ADS 2020 software
(ADS) [20], where we tested several configurations; and later, we measured it
in the laboratory and the anechoic chamber.

Results gathered in Moreno-Cruz et al. “Custom Tri-Band Antenna within
RF Energy Harvesting” [17].

3.1.3 Study on Rectification and Impedance Matching
Stages

We explored the latest state-of-the-art circuits for energy-autonomous and
low voltage rectification; as well as diverse technologies for diode topologies,
finally focusing on Schottky diodes. We simulated with software tools like
ADS and Spice [21] their behavior, for later manufacturing module boards
with the ones that gave the best results, together with their matching networks.
The last were likewise developed first with ADS based on regular designs.

In the end, we characterized the modules in the laboratory and selected
the ones with the highest efficiencies, i. e., the modules with the highest dc
voltage outputs in the expected power input range.

Results gathered in Moreno-Cruz et al. IEEE Internet of Things Jour-
nal [13] and Moreno-Cruz et al. “Custom Tri-Band Antenna within RF Energy
Harvesting” [17].

3.1.4 Research on Power Management Stage

In order to maximize the energy input to the dc/dc converter and its
efficiency, we evaluated diverse innovative ideas on the power management
as a previous stage. Adaptions and improvements to the state-of-the-art,
together with novel concepts and topologies were simulated and analyzed in
Spice. The focus was given to techniques of multi-band dc mixing, isolation
of the load with respect to the source, energy accumulation and simplicity,
always assuming energy-autonomous circuits.
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Lastly, we developed a novel concept (MSwitch) and manufactured several
versions of it, that were characterized in the laboratory and integrated in
a complete IoT node prototype. Other state-of-the-art concepts from the
literature were also built, in order to compare them in the same conditions
with the proposed ideas.

Results gathered in Moreno-Cruz et al. IEEE Internet of Things Jour-
nal [13], Moreno-Cruz et al. “Custom Tri-Band Antenna within RF Energy
Harvesting” [17] and Moreno-Cruz et al. ALLSENSORS [16].

3.1.5 Study on Dc/Dc Converter and Energy Storage
Stages

We performed a deep scrutiny among all commercially available dc/dc
converters to date and filtered the most efficient ones for ultra-low power
conditions according to their data-sheets. Next, we simulated their operation
with software tools as Spice under the modeled circumstances, for later
manufacturing modules of the next filtered batch. Finally, we measured them,
taking them often out of the data-sheet characterization, and selected the
most efficient ones for the diverse scenarios contemplated of low voltage and
energy scarcity.

Regarding the storage, we examined the commercially available elements
inside the groups of batteries, capacitors and super-capacitors, seeking for
the lowest losses and leakage currents within our application voltage range.
We also studied the possibility of the storage at a different voltage level than
the application would use, on the lookout for better efficiencies.

Results gathered in Moreno-Cruz et al. IEEE Internet of Things Jour-
nal [13].

3.1.6 Research on Embedded OSs and WCPs

As important as the efficiency of the harvester module, is the efficient use
of the energy in the application. Consequently, we investigated the possible
improvements to the processes run in pCs and transceivers, meaning this in
embedded devices the OS and WCP. After analyzing the current options
in the market and its requirements, we tested several combinations of them.
Ultimately, we designed a novel cross-layer WCP, focused on the power
consumption of the nodes and tailored to the EH and IoT requirements.
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For its characterization, we implemented it in a hardware evaluation
board, together with a BLE application for its comparison purposes. The
measurements in the laboratory were made for several realistic scenarios.

In addition, other techniques for saving energy were considered, such as
the inclusion of extra hardware as a wake-up radio or flooding protocols.

Results gathered in Moreno-Cruz et al. MDPI Sensors [14] and Moreno-
Cruz et al. IEEE CAMAD [8].

3.1.7 Study on Application Components

Given the advances on the semiconductors technologies, the power con-
sumptions of the fundamental elements of the application stage have sub-
stantially decreased. Therefore, we analyzed the novel market options for
nCs and radio transceivers, along with the sensors ones. The search was
aimed to demonstrating purposes and we finally picked a combination of
them for setting up an application unit. Its development included also its
programming, selecting the best fitting and low power operation modes.

Besides, we examined the advances on flexible printed electronics, that
could lead to new use-cases in areas such as wearables, electronic skin (e-skin)
or implantable devices.

Results gathered in Moreno-Cruz et al. IEEE Internet of Things Jour-
nal [13], Moreno-Cruz et al. ALLSENSORS [16], Moreno-Cruz et al. MDPI
Sensors [14] and Loghin et al. “Facile Manufacturing of Sub-mm Thick CNT-
Based RC Filters” [18].

3.1.8 Research on Security

The inclusion of security levels on IoT applications is directly related
to more power consumption, going against the EH usage. Our focus was
to explore novel approaches that do not have large impact on the energy
utilization but still achieve proper security levels. For that, we analyzed
hardware concepts in the RFID area and manufactured a prototype realizing
it with printable electronics. Besides, we proposed new schemes in the
implementation of security standards, which decrease the overhead of the
protocol frame without decreasing the security level.

Results gathered in Rivadeneyra et al. IEEE Access [15] and Moreno-Cruz
et al. MDPI Sensors [14].
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3.2 Achievements

Following, we describe the conclusive results accomplished, that served
for the publication of the previously appended articles.

3.2.1 Moreno-Cruz et al. IEEE Internet of Things Jour
nal, 2020

In this work, we introduced the novel power management stage MSwitch,
implementing dual-band dc¢ mixing in both of its two final versions, through
a genuine procedure based on the store-and-use and switched capacitor
principles.

By isolating the load (i. e., the dc/dc converter), managing the scarce
energy input and efficiently mixing both dc lines, it achieved a substantial
improvement over the single band case. The minimum RF power input
decreased by a 34% and 31% for the cold-start and hot operations, respectively;
and the efficiency increased by a 9.5% at —15dBm (value taken as reference).
Additionally, MSwitch Version 2 improved the “in-series design” (the best
performing circuit up to the date to the eyes of the authors [22]) by a 21%
and 2% in its minimum RF power input for the cold-start and hot operations,
respectively, and by a 3.1% in its efficiency.

Taking into account also the common behavior studied of the RF spectrum,
where the energy levels might not be stable over time, MSwitch performed as
well better when the inputs had different power magnitudes, even increasing
its efficiency.

Moreover, we presented a valuable analysis of the off-the-shelf dc/dc
converters and Schottky diodes and of the state-of-the-art rectifier circuits
under ultra-low power and low voltage conditions.

Besides, with the measurements of the electromagnetic spectrum, in
addition to selecting the more energetic bands, we concluded that RFEH was
a feasible option for harvesting in our dependencies.

3.2.2 Moreno-Cruz et al. MDPI Sensors, 2020

In this article, we presented an innovative WCP for embedded systems,
intended for the harshest EH environments of IoT. treNch operates with
a light cross-layer architecture by means of asynchronous transmissions,
synchronous (subsequent) and optional receptions, short frame sizes and a
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dynamic operation that self-adapts depending on the energy status. This cross-
layer principle is manifested in the proposed energy-management algorithm
that uses two different operation modes for the sleep phase depending on the
power input.

For evaluating our design, we carried out an exhaustive experimental
examination of it under several realistic ultra-low power scenarios, comparing
the results at the same conditions with different BLE profiles. treNch demon-
strated better performance in each of them, achieving power consumptions
from 1 to 2 orders of magnitude lower than BLE.

We spotlighted the power consumption at the nodes, but the discussion
included other features as well, such as, the security, latency or reliability,
among others. Regarding the security, we proposed a scheme straightforward
to integrate that uses standard and well-established mechanisms. It imple-
ments low-overhead secure mechanisms that reduced the packet size without
decreasing the security level, such as shorter over-the-air counters.

3.2.3 Rivadeneyra et al. IEEE Access, 2020

In this work, we introduced an extra security level for RFID tags oper-
ating at the high frequency (HF) band (13.56 MHz), consisting on a printed
hardware mechanism that deactivates the system while it is not used. The
structure implements a force sensor with a switch between the chip and the
antenna, so that the tag is unreadable until it touches the reader with enough
pressure normal to its surface.

The imperceptible printed button results in the inhibition of unwanted
readings, avoiding undesirable tracking, relay attack or eavesdropping, but
without renouncing to the comfort of a wireless tag in uses-cases such as, credit
cards or access batches. The fact that it is a low-cost hardware modification
(due to the use of printed materials) and that its employment does not require
any software adjustment, neither an increase of the power consumption, makes
its deployment straightforward.

3.2.4 Moreno-Cruz et al. IEEE CAMAD, 2018

In this contribution, we introduced how RFEH can be included in the
new paradigm of smart grid, through its utilization in remote nodes, which
are part of the monitoring network. We proposed several use-cases where
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RFEH has clear advantages over other harvesting technologies and detailed
its benefits, that open new application opportunities.

Besides, we outlined a generic hardware architecture for the nodes and a
WCP, seeking in both cases for the best adaption to the smart grid scenarios
and proposing diverse configuration options for them.

3.2.5 Moreno-Cruz et al. ALLSENSORS, 2020

In this paper, we provided the fundamentals for the conjunction use of
RFEH with flexible printed sensors, in a search of costs reduction and novel
applications and pinpointing the extraordinary properties of printed electronics
in sensor employment. In particular, their low power consumption and
flexibility that match entirely with the requirements and use-cases associated
to RFEH.

For demonstrating our inferences, we proposed a solution scheme for a
node, formed by a sprayed humidity sensor based on graphene oxide (GO)
and a RFEH block using the store-and-use principle.

3.2.6 Moreno-Cruz et al. “Custom Tri-Band Antenna
within RF Energy Harvesting”, 2020. Under Re-
view

In this work, we presented a novel microstrip asymmetric stacked-patch an-
tenna, customized for our frequency bands of interest (868, 949 and 2159 MHz)
and for being used in RFEH devices. In the measurements, the antenna demon-
strated efficient resonant and radiating behaviors at the target frequencies,
as well as favorable polarization and directivity characteristics.

In addition, we proposed three different concepts for its utilization in
RFEH systems, where a dual-band power management stage such as MSwitch
can operate with a single antenna instead of three, i. e., using two bands for
harvesting and a third for communications, or even using the three bands for
harvesting, where the last would power the comparator of MSwitch Version 1.
The third use-case entails a new version for MSwitch with three power inputs.
These scenarios clearly imply cost and space savings.
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3.2.7 Loghin et al. “Facile Manufacturing of Sub-mm
Thick CNT-Based RC Filters”, 2020. Under Re-
view

In this letter, we presented the experimental results about an analysis
on how different parameters affect the impedance of RC networks based on
carbon nanotubes (CNTs). The studied parameters were the interdigitated
electrodes (IDEs) spacing, the dispersant compound and the number of
CNT deposited layers. Our conclusions led us to propose use-cases for these
variables adjustments where the cut-off frequency of second order filters can
be easily fine-tuned, having additionally these devices the inherent properties
of CNTs and printed electronics.
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3.3 Conclusions

As main conclusion of the carried out labor, it has been deduced that the
utilization of RFEH in WSNss is at present a feasible alternative for feeding
ultra-low power nodes. While it is indeed true that, for a major deployment,
the efficiencies of circuits and components still need to be increased in order
to reach lower minimum spectral energy densities from where the applications
can start their operation; the prospects let us expect its immediate growth
within ultra-low power applications.

Along the doctorate duration, we have contributed to the state-of-the-art
in a broad ensemble of fields, all relevant to WET and RFEH, achieving
remarkable advances to it that allowed us to publish our results in journals
of high academic impact (Q1) and conferences of international relevance. In
particular, in IEEE Internet of Things Journal, which has an impact factor of
9.936 and ranks of 3/156 in category Computer Science, Information Systems,
9/266 in Engineering, Electrical & Electronic and 5/90 in Telecommunications.
MDPI Sensors, with impact factor of 3.275 and ranks of 5/64 in category
Instruments & Instrumentation and 77/266 in Engineering, Electrical €
FElectronic. IEEE Access, with 3.745 of impact factor and ranks of 35/156 in
category Computer Science, Information Systems and 61/266 in Engineering,
FElectrical € FElectronic. Aside of the publications that are still in review
process.

Summarizing, we obtained notable improvements in the efficiency of power
management circuits that regulate the energy input previous to a commercial
dc/dc converter (objective 2-b). With MSwitch, we decreased, with respect to
the best options from the literature, the minimum power input per line from
where an IoT system can start its operation, as well as its general efficiency
in more favorable energy conditions and in more realistic scenarios.

With treNch, we diminished up to 2 decades the power consumption
needed by a WCP in comparison with several BLE profiles, without losing
features or QoS (objective 3-a). Our concepts included the customization
of the protocol for EH nodes, but also revolutionary strategies of cross-layer
design and for the security (objective 3-c).

We contributed to more secure RFID systems with a hardware design
that disables their connectivity by integrating a printed pressure button,
preventing undesirable tracking, relay attack or eavesdropping. Again, without
incrementing neither its power requirements nor its costs (objective 3-c).
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We proposed novel use-cases within RFEH for multi-band antennas that
bring more energy into the harvesting systems, in parallel to lower costs and
space needs. Moreover, we presented a custom design of a tri-band microstrip
asymmetric stacked-patch antenna (objective 1-b).

Besides, we contributed with extensive analyses on the frequency alloca-
tions of the electromagnetic spectrum and its applications (objective 1-a);
on state-of-the-art circuits and components for autonomous rectification of
signals for RFEH (objective 2-a); on commercial dc/dc converters under
extremely scarce energy conditions and energy storage options (objective
2-¢); and on novel components, materials and fabrication techniques for the
application stage (objective 3-b).

To conclude, based on our studies we foresee a clear spreading of RFEH for
ultra-low power scenarios in the upcoming years, as a result of the ebullient
deployment of the IoT and 5G in our lives, and due to the improvements in
its techniques.
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