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Highlights

A tokenizable e-Participation model will develop new local engagement.

Using a “democratic token” will help governments to overcome the governance deficit.
Building a BaaS neural network within a cloud framework is a scalable and sustainable solution.
A Neural Distributed Ledger (NDL) is a step beyond developing a 3D blockchain system.

A dApp called VoteKeeper uses Smart Contracts as a block producer in a virtual token.

Abstract Currently, Distributed Ledger Technologies (DLTs) and, especially, Blockchain technology
represent a great opportunity for public institutions to improve citizen participation and foster
democratic innovation. These technologies facilitate the simplification of processes and provide secure
management of recorded data, guaranteeing the transmission and public transparency of information.
Based on the combination of a Blockchain as a Service (BaaS) platform and G-Cloud solutions, our
proposal consists of the design of an e-Participation model that uses a tokenizable system of the actions
and processes undertaken by citizens in participatory processes providing incentives to promote greater
participation in public affairs. In order to develop a sustainable, scalable and resilient e-Participation
system, a new blockchain concept, which organizes the blocks as a neural system, is combined with the
implementation of a virtual token to reward participants. Furthermore, this virtual token is deployed
through a smart contract that the block itself produces, containing information about the transaction and
all the documents involved in the process. Finally, our Neural Distributed Ledger (NDL) framework
facilitates the interconnection of blockchain networks in a transparent, certified, secure, auditable,
scalable and traceable way.
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1 Introduction

In 2009, Satoshi Nakamoto [1] described how to use Blockchain technology as a cryptographic management system
in a single, distributed registry. This seminal contribution was a milestone in the quest to make a digital ecosystem
secure and verifiable—conditions that had not been prioritized in the original design of the Internet and the Web.
Thus, blockchain technology opened up a new era of trust in our social, economic and political transactions, disrupting
and transforming the value chain in many different areas.

The financial sector was the most dynamic in adopting the changes incorporated by the application of Blockchain
technology. Nakamoto himself designed Bitcoin as its first application and this was quickly followed by a whole new
wave of cryptocurrencies based in the same distributed architecture. The Fintech sector has developed a set of dApps
(mobile applications using blockchain technology that can be public, permissioned or federated) that permit multi-
screen integration in a distributed manner. Furthermore, the Ethereum platforms have deployed the use of smart
contracts in several ways [2].

Simultaneously, newly designed types of DLTs have fostered the development of new formats and opportunities

due to more advanced node topologies such as Hedera Hashgraph [3] or Tangle, from the IOTA Foundation [4]. Both
of these belong to a new generation of DLTs that are completely different from the first blockchains.
First and second generation DLTs are oriented to establish tokens with added economic value, either via a mining
system or through the value they obtain for the transactions they register in each of the blocks they build. Additionally,
their management is based on the ability to generate an economic reward and—depending on its work scheme (public,
private or consortium)—their transaction verification systems and consensus mechanisms make the DLTs difficult to
scale. Also, the size of the network’s validating nodes makes this complex.

Our proposal does not use traditional consensus systems: the blocks are created from the smart contracts themselves
and the transactions involve no economic expenditure. Since it is a BaaS system based on a 3D blockchain network
which simulates a neural system, the management, validation and production of the blocks is totally different from
current existing systems.

Developing new DLTs is an opportunity to manage complex processes that simplify governance practices in many
different sectors beyond that of finance. As long as DLTs can guarantee data structure and security, they represent a
promising opportunity for the management and assurance of transparency and efficiency in public sector transactions
while maintaining information security. This is why Blockchain application in the public sector has received
increasing attention from government, practitioners and consulting services [5].

Another important feature is their temporary sealing capacity and the inalterability of the data they contain, as well
as the reduced risk of unauthorized access and data manipulation—even by insiders who previously had access to
documents and could potentially alter their contents. In the public sector, blockchain also allows the configuration of
effective management systems [6] to achieve better accountability through standard, scalable e-Government models
at different administrative levels. Countries like Estonia or Sweden are testing solutions of this type; other countries
have created governmental offices to lead digital transformation and deploy, among others, blockchain projects, as is
the case of Australia's Digital Transformation Agency, the U.S. Digital Service, or the UK Government’s Digital
Service.

Citizen participation has recently become one of the most important topics in public government. Welch [7] defined
e-Participation as a part of e-Government that especially focuses on citizen engagement in deliberation and/or
decision-making in public affairs. Although the topic is not new—early practice and theory were reported in the
United States in the 1960s and 1970s [8][9]—current demands for a more participatory democracy in a context in
which digital tools facilitate new means of interaction have brought participation to the forefront. Citizen engagement
in participatory processes is a cornerstone for strengthening and supporting a sound modern democracy [10].

Distributed Ledger Technologies can provide solutions in the development of a new democratic management
framework to empower citizens to participate in public issues in ways that go beyond voting or administrative tasks.
The digital transformation of the administration to foster citizen empowerment is a governmental duty and a civic
demand that nowadays is more feasible than ever before. This is due to the disruption brought about by DLTs [11]
and the cloud solutions that facilitate a platform approach to the design of new public management tools, including
participatory ones [12]. Authors such as Huang and Karduck [13] have proposed methodologies to implement this
type of system but there are still significant opportunities to design and experiment with new solutions to extend
democratic participation in public governance.

Therefore, blockchain technologies in platform models [ 14] represent a unique opportunity to manage new enriched
participatory processes organized by public institutions in a more effective and efficient manner [15]. Thus, the
objective of this paper is to propose an e-Participation model that uses DLTs systems [16] [17] to implement a new
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tool to facilitate and empower citizen participation. The model integrates the opportunities offered by DLTs systems
[18] in relation to public governance processes in order to develop new tools for citizen empowerment. To this end,
we will describe a "tokenizable" participation system that helps local government to improve participatory processes
using electronic voting tools based on a neuronal blockchain network that facilitates improved collection of citizens’
preferences in the daily management of cities. The proposed system is based on a new use of smart contracts [19] that
replace a block production approach and the need for miners to generate network transactions [20]. Our system offers
aneural network of connected blockchains to use smart contracts as transaction managers through participating nodes.
In addition, this model permits the development of more sustainable and eco-friendly blockchains [21].

We propose the use of a G-Cloud system to allow optimal deployment with a highly scalable, reproducible capacity
in any environment, following a proven methodology, as outlined in the White Paper on Cloud Computing for e-
Governance [22]. Consequently, this paper proposes the application of new processes and procedures with the use of
blockchains as a platform within a G-Cloud based framework, facilitating citizenship engagement in local e-
Participation projects.

The structure of our paper is as follows. The next section presents a literature review of successful platforms used
in the study in order to highlight the novelty of our proposal. The third section describes our model: a tokenizable e-
Participation model based on a platform design [23]. The fourth section details the structure and theoretical system of
RETIS, a neural blockchain network prepared to be launched in a cloud environment under a BaaS (Blockchain as a
Service) approach [24]. In the final section the paper discusses the opportunities offered by this new e-Participation
framework using blockchain as a platform and offers directions for future work.

2 e-Participation systems: Technological Background and related works

An e-Participation system is considered as one of any e-Government’s core components (United Nations, 2014),
consisting of the use of technology to mediate and facilitate dialog between citizens, politicians and administration
[25] in order to enable effective, concurrent public participation and feedback, as well as to experiment with new
methods of innovative democratic participation [26][27]. Macintosh [10] defined e-Participation as “the use of
information and communication technologies to broaden and deepen political participation by enabling citizens to
connect with one another and with their elected representatives” and, according to the UNDESA report [28], “e-
Participation is recognized as a political action that is facilitated by digital technologies in order to revive citizens'
sovereignty, through participation in the processes of policy and political decision-making”.

The United Nations e-Government Survey 2014 report [29] describes a three-level e-Participation model: e-
Information, e-Consultation and e-Decision-making. There is a progressive move from a more “passive” role linked
to information access and transparency to a more “active’” one based on deliberation, decision-making and co-creation
[30]. Similarly, Macintosh [10] also pointed to three levels of e-Participation: e-Enabling, e-Engaging and e-
Empowering, going from a more passive role for citizens to active involvement that to some extent returns sovereignty
to citizens. Several various authors [31] [32] [33] have suggested that citizen empowerment is one of the key
ingredients for successful citizen participation over time in consultation and decision-making processes.

Digital platforms have become an essential instrument in facilitating participation. Also known as crowd-civic
systems [34], they can be defined as “socio-technical systems blending people, digital technologies, and data for civic
engagement purposes: information management, large-scale deliberation, decision making, etc.” [35]. Poblet et al.
classified a set of 130 crowd-civic systems within different visions of citizenship, derived from liberal, republican,
deliberative, and epistemic theories of democracy. Despite being limited in that they only focus on non-governmental
initiatives, the classification provides an interesting approach to these sorts of service from a political perspective.

Another civic technology mapping initiative was conducted by the Civic Tech Field Guide [36], a crowdsourced,
global collection of civic tech tools and projects, covering hundreds of platforms/services designed to support different
dimensions of e-Participation: civic crowdfunding, participatory budgeting, open innovation, crowdlaw, or group
decision-making, for instance. Most tools are not yet DLTs—based. This is the case, for example, of Consul [37], a
free software citizen participation tool for open government projects at local level that is used by hundreds of
institutions such as the municipalities of Madrid (Spain), Paris (France) and Buenos Aires (Argentina). Although
Consul is scalable and has been fully tested in many large institutions around the world, its reliability, privacy and
transparency cannot be fully guaranteed whereas DLTs—based solutions can. Another example is the nVotes Platform
[38], which supports the complete voting process in institutions with a noteworthy focus on preserving cybersecurity
and end-to-end verifiability thanks to its platform—based auditability management. As it is not a distributed system,
its reliability and integrity depend on trust in this third party.
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The Civic Tech Field Guide has a section devoted to Blockchain initiatives with 37 results [36], including tools,
reports, centers and projects. Among the tools identified, we would highlight Follow My Vote [39], a DLTs platform
designed to guarantee electronic voting with high security and transparency. Its use does not compromise voter
privacy, facilitating the traceability of their vote through the entire process until the final results.

Nevertheless, there is a gap in identifying and analyzing a DLTs solution for civic systems. To solve this the
European Commission’s Policy Lab has launched a project to map the European Ecosystem of Blockchains and DLTs
for Social and Public Good [40].

In order to underline the innovative design of our proposed DLTs system, we have analyzed the following platforms
which, to our knowledge, are currently the most significant:

= AGORA [41], a tool that uses Agora’s VOTE token as a trading system in the secondary market. VOTE, as a
native token, incentivizes citizens and selected organizations to contribute as authenticators to a secure and
transparent election process worldwide. VOTE secures the vote through a payment system.

= Bitnation [42], a decentralized platform for e-Governance, deployed in 2014, that explores new approaches to
democratic and social processes. To develop these social innovations, we use the Pangea project—a
decentralized market for legal services, through which users can experience new citizen governance services.
All their Smart Contracts are implemented in Ethereum.

=  BoardRoom [43], a governance management system, integrating both a dashboard and a dApp that is used to
manage Smart Contracts, in public as well as in permissioned blockchains developed in Ethereum. It supports
the issue of tokens in crowdfunding projects, proxy voting systems for shareholders in committee or
shareholders' meetings, and the development of payment systems through tokens in industrial consortia.

= Bobak [44], a “multijurisdictional” decentralized voting system, giving access to voters in different countries
around the world. Like Voatz, Bobak is built on the The Hyperledger Project application set, specifically with
Fabric. The Bobak platform is based on Ethereum's smart contract network.

= Coinstack [45], developed in 2016, works on the Bitcoin blockchain and is compatible with Ethereum smart
contracts. This system was used by the South Korean province of Gyeonggi-do to vote on community projects.

= i-Voting [46], a system that allows voters to cast their ballots from any internet-connected computer anywhere
in the world. Completely unrelated to the electronic voting systems used elsewhere, this application uses a G-
Cloud framework deployed in Estonia. During a designated pre-voting period, the voter logs onto the system
using an ID-card or Mobile-ID, and casts a ballot. The voter’s identity is removed from the ballot before it
reaches the National Electoral Commission for counting, thereby ensuring anonymity. As it was used in the
most recent Estonian general elections, Estonia’s solution was to allow voters to log on and vote as many times
as they wanted to during the pre-voting period. Since each vote cancels the last, voters always have the option
of changing their vote until the close of the elections.

= Polys [47], an Ethereum smart contract-based system, launched in November 2017 that applies a DLTs system
to e-Voting. To ensure that each vote is anonymous, voting calculations are encrypted. This is a freemium
model (some actions are paid) and is modifiable.

= Secure Vote [48], a Bitcoin blockchain-based voting system available for smartphones or network-connected
voting machines. They use an algorithm called Blockchain Agnostic Scalability Layer as a scaling off-chain
solution. Secure vote was tested with a stress test that consisted of a massive vote of 1.5 billion verified votes
in the blockchain.

= TIVI [49] uses an encryption system to secure votes. Voter authentication systems have been developed in
Argentina and Armenia in 2017 and their first inclusion in systems of choice with Blockchain technology was
in 2016 for the US Republican Party’s primary elections in Utah. Their actions are more oriented to the
automatization of electoral processes than to the development of e-Participation systems.

= Voatz [50], a voting platform first deployed in March 2018 and accessible by invitation, which combines
blockchain with biometric technology to authenticate voter identity. The West Virginia Senate used this tool
so that prominent military personnel stationed abroad and other authorized Americans living outside the United
States could vote. Voters only require a valid ID and a mobile device with Android or iOS operating systems.

Our proposal differs from the DLTs e-Voting systems previously described as follows:

a) Our system uses a virtual token to reward citizen participation; this can be used at discretion, following a
given chart of rights and/or services proposed by the institution.

b) The virtual token is deployed through a smart contract that the block itself produces within the RETIS
framework. This block contains the transaction (the vote) and all the documents related to the process (ID,
census certificate, etc.).

¢) There is no gas for any transaction in RETIS.



This is an authors' version of the article published in “Neurocomputing”. The final authenticated version is available
online at: https.//doi.org/10.1016/j.neucom.2020.03.116

d) The NDL EQUO framework facilitates the interconnection of blockchain networks in a transparent, certified,
secure, auditable, scalable and traceable way. It can create virtual markets in order to offer unified products
and services hosted by different Blockchain networks. They include several dApps used for e-Democracy
purposes.

Before progressing to more technical issues, we would like to stress that, from the perspective of the literature on
e-Participation, the inclusion of rights as a way of recognizing participation in a process is intended as a means of
addressing a fundamental problem in direct democracy: the lack of the motivation to participate in certain cases [51].
As Naranjo-Zolotov et al. [30] stated, a decision-making—based participation model requires “an active engagement
and involvement of the citizens in the long-term scenario for its success”. Edelmann et al. [52] posed the question in
other terms: “Given that lurkers make up a majority in the e-participation process, the crucial question is how we can
motivate them to become active”. This is the main challenge that we aim to resolve by providing tangible incentives
to potential participants in participatory processes who would not simply participate because of their intrinsic civic
motivation.

In cases in which privacy and security could be deterrents to participation, Blockchain-based systems have an
added value for the voter given that a layer of cryptographic security anonymizes and guarantees both the non-
violability of the process and data protection. The use of a dApp as proposed in this study, also opens up the
opportunity of developing participatory processes involving elements of gamification [53]. That is, the possibility of
playing an active role in these processes with an emotional or practical counterpart, which is recognized by the local
administration.

Because of this, the use of DLTs is a clear opportunity to develop new e-Participation models, with new tools and
a new approach. These considerations are all included in the e-Participation Index study in order to integrate the
governmental and social perspectives [54] in this kind of e-Democracy process.

3 New approach to a “Tokenizable” e-Participation model

3.1 The Governance deficit

Currently the concept of governance is devoid of meaning. The complexity of society, the liquid components of
relationships, and economic and social uncertainty have led citizens to demand a new type of relationship with public
administrations that is based on greater transparency and more participatory systems. All of which, in a digital context,
generates a demand for new forms of e-Participation [10].

The current dominant paradigm is the result of a deliberate change that has placed citizens at the center of the new
democratic governance model [55] that is the result of phenomena such as Open government [56], digital participation
and e-Government [57]. The New Public Management paradigm [58] has been replaced by a newer paradigm that
comes under names like “Networked Governance” [59], “Public Service Dominant” [60] or “citizen-centered
governance” [61].

Therefore, we need to design and establish an e-Participation system that could regularly complement the
representative model of governance in our democratic societies.

3.2 The roles of Open Smart Cities and “smart citizens”: opening local governments

Our approach is part of the open government systems that applies a set of digital tools to develop e-Democracy
solutions in the context of public participation. This obliges us to reconsider the relationship between technology,
people and cities from the perspective of citizenship, with its complex and contradictory vision of the urban concept
[62].

Smart City governance models [63] are possible thanks to technology-based solutions that take advantage of Big
Data frameworks and lead to improved decision-making schemes. The danger of a deterministic model lies in building
and trusting automatized technocratic decision-making systems based on data exploitation by artificial intelligence,
rather than on consensual public policies formed by the active participation of empowered citizens. Therefore, in the
same way that the Open Government concept [64] has been developed to establish new participation and
accountability systems [65], we need to establish a new concept: the Open Smart City.

The Open Smart City is a philosophy that implies empowering citizens. It involves putting cities at the service of
their citizens, empowering, in turn, public officials to develop policies that are defined and agreed upon by the parties
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involved. It is the paradigm of governability (the form of governing), which supports governance (the processes and
protocols that facilitate governing), and therefore requires a more complex, permanent effort.

This vision implies giving space to new bottom-up dynamics that come from society and incorporate innovative
collective intelligence into public management. Some examples are citizen science, digital activism, "artivism", the
"maker" movement, the co-creation and self-development communities, digital citizen movements, social hackers,
citizen innovation laboratories [66], among others. In some cases, government itself, at different levels, has opened
up its bureaucratic innovation procedures to incorporate stakeholders’ views, as in the creation of policy and
government labs [67].

The idea we present is intended to "open" the data and the processes that cities generate, to make them available
to society, converting them into common practice in the service of people. This provides an opportunity to create more
democratic co-decision spaces in the political arena, creating the figure of Open Smart Citizens, i.e. citizens who
operate in the spaces described above, and offers a new opportunity to generate new public policies and new
democratic spaces. This approach allows active citizens to take part in deliberations over policies and the decision-
making process. These kinds of citizen are identified because they: 1) use data produced by the city; 2) share their
own data to generate a more intelligent system; and 3) participate, to different degrees of involvement at will, in the
governance of the city through e-Participation models and platforms.

Data mining and big data facilitate the development of new tools and techniques to manage the city and its social
diversity from the point of view of social innovation.

In fact, some of the concepts we discuss in the present article have not yet been adopted by the e-Government
narrative. The key concepts of this article, such as "smart citizen", "government as a platform" and "open government,"
have not been fully incorporated into the 100 most frequently cited e-Government studies, as reflected in that
coordinated by Dirk Draheim [68]. This means that we need to develop new DLTs—based e-Participation models that
will facilitate the generation of new tools to improve our democratic systems in order to guarantee the engagement
processes between actors in the political game.

Our proposal aims to support the growing demand of citizens to participate actively in the decisions that affect
cities and the evolution of data mining techniques and their visualization tools. These allow for information to be
available in real time, giving people the opportunity to have immediate data to manage personal responsibility in the
creation and design of services that affect them directly [69]. These co-creation and co-participation processes are
within the fundamental principles of open government and are what facilitates the deployment of those elements that
make up the Open Smart Cities format.

33 A “tokenizable” e-Participation model

Our model (Fig.1) is based on a public G-Cloud system that allows a blockchain platform to be integrated as a
service (BaaS). This guarantees the functional requirement of scalability necessary in any governmental and/or
territorial environment. In our system, the voter would access the platform through a permissioned dApp that would
connect with the interface and the voter database to proceed with the recognition and identification of a specific person
in the process.

Then, the System Administrator would activate the Smart Contract at the front end that would allow the citizen to
participate in the process opened by the agency to register their participation and their vote. In the validation node,
data encryption is performed with a one-way SHA-256 hash function so that the result of voting cannot be reversed.
Once the vote is encrypted, the block will be added to the blockchain within the BaaS architecture used and, in turn,
the block generates the "token" (through a transaction generated by a smart contract as explained in section 4) which
will grant the voter a series of advantages and/or rights of use in the city.
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Fig. 1. Simplified representation of the proposed Blockchain e-Participation framework

To develop this proposal we have taken into account previous studies of electronic voting that are being conducted
in parallel by blockchain to solve different technical issues for its progressive implementation. Specifically:
a. Those that differentiate the use of blockchain to develop voting systems using crypto currencies [70], such as
those that use the Zcash protocol [71];

b. Those that rely on the deployment of Smart Contracts [72] with the limitations of options and number of voters
that this entails, as is the case of BoardRoom; and,

c. Those that manage the blockchain as a "ballot box," like FollowMyVote and TIVI [73].

Some studies have developed electronic voting systems that establish taxonomies and requirements [74] [75], the
conceptualization of how to use blockchain to develop voting systems [76], or how to develop voting systems that
provide voters with more control of the process and its decisions [77].

Our proposal takes account of the large repository of projects and academic articles on the implementation of
cryptocurrencies available in order to apply "tokens" in a practical way in e-Democracy environments and to overcome
the concept of Fintech solutions in relation to token generation.

At present, Ethereum is the platform most commonly used to develop applications using smart contracts and tokens
in a more efficient way. This public blockchain includes, amongst others, one very specific token: ERC721 [78]. This
is defined as a non-expendable token that is unique and non-reproducible and is associated with a specific asset (or
right). Initially, this type of token could be a solution for the electronic voting process, associating one vote (unique,
with a specific choice) with a single citizen. But that is not our intention as authors of the present proposal. Our
intention is to associate the token of the vote with a right to participate that could be exchanged for different types of
goods or benefits, (for example, exemption from, or a reduction in fees or taxes, to obtain tickets for cultural or sports
events, access to training activities, etc.). Given this orientation of the token, it makes no sense to establish a proper,
unequivocal and non-transferable relationship with its value since, when the token is used (exchanged on the
management platform of the municipal website), it will be eliminated. If the token disappears (since it is issued for a
specific function, associated to a single smart contract) it makes no sense to use ERC721, the existence of which is
determined by giving value to a property (or asset) that is transmissible and has an intrinsic value assigned.

Similarly, the operation of smart contracts in other public blockchain platforms such as Hyperledger Fabric and the
like, does not help us design our proposal. Essentially, there are two reasons for this. The main one is because in
RETIS we use the Smart Contract as a blockchain block that includes the transaction and all the document
management and digital identity of the voting system, voter by voter. And secondly, it does not originate transaction
prices. There is no gas for each transaction, nor does it need highly inefficient work tests.

Therefore, we understand that our system differs from those developed so far because both the management system
of smart contracts (as blocks of the blockchain itself) and the non-generation of any type of economic exchange for
the transaction (gas) is more efficient and scalable than those based on Ethereum.
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Our proposal aims to use these new "tokens" to reward participation and co-management of projects of public
value. Tokens will be generated from each participant’s vote and will be associated to a smart contract in the process
which determines this [79], as stated in section 4.

These kinds of token can be used to obtain different benefits and can be accumulated or exchanged by individuals.
Also, these tokens can be used as proof of civic values and be part of the citizen’s civic or/and professional portfolio.

Our proposal is expected to raise the participation ratios in public participatory processes and votes, as well as in
social innovation and co-creation projects in which citizens’ contributions, particularly those of younger generations,
may require providing visibility and recognition.

4 A Neural Distributed Ledger (NDL): one step beyond

4.1 Introducing RETIS

To develop a novel, more secure, scalable and reliable e-Participation public space, we propose a collaborative and
multidimensional Blockchain network. This blockchain is internally structured analogously to the way neuron groups
are structured in the human brain. Hence, we have termed it a Neural Distributed Ledger (NDL). The way in which
our proposed ledger operates is by adding all the "memories" (transactions) stored in the clusters that make up the
platform. The name we have given this type of network is RETIS (currently in the process of being patented).

The idea of establishing a neural system to develop a blockchain as "personal thinking chains" was defined by
Swan [80] in 2015 as a bridge towards the integration of Al and IoT for new applications and types of architecture as
universal transaction systems. RETIS is a first step towards a deeper understanding of the visionary concept outlined
in the aforementioned article.

In one of the most recent studies on types of blockchain—based utilities and applications—particularly those related
to e-Voting systems—no system has been identified as possessing the features of our proposal [81]. This platform is
specifically designed to meet the requirements of business and government environments that need to consume and
process massive data for their management processes. Our proposed platform, which is currently under development,
is a private infrastructure network that hosts mixed public and private information in all its nodes.

VERTICAL SCALABILITY HORIZONTAL SCALABILITY

Number of consolidated blocks Number of blockchains in a node

-nunu-u Blockchain 1
i1
TFEEECT

I L I 02 2
- Blockchain 4
Blockchain 5

Fig. 2. Why RETIS is a 3D blockchain network

Figure 2 helps us understand why RETIS acts as a three-dimensional network which accumulates nodes in different
blockchains within the platform, while building blocks in its different blockchains. This ensures vertical and horizontal
scalability that forms a 3D mesh to deal with the massive data management and transactions that the platform must
support per unit of time.

RETIS was designed in the expectation that there would be large numbers of movements (transactions) that must
be processed by several nodes which, in turn, will collaborate to register as many of them as possible, in each turn.
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The use of this new operating paradigm invalidates the possibility of using traditional consensus algorithms such as
POW, POS and the like, makes the network highly sustainable, and develops another typology of Byzantine fault
tolerance. Therefore, the RETIS network implements specific algorithms for network governance. This requires the
development of a new node management model to achieve a new type of governance adapted to the new validation
requirements. This network is fully prepared for use in governance of the Sustainable Development Goals (SDGs),
given its sustainability and its ability to scale the document transaction needs of any institution or organization. It can
be particularly effective in accomplishing SDG 16: “[To] promote peaceful and inclusive societies for sustainable
development, provide access to justice for all and build effective, accountable and inclusive institutions at all levels”.

4.1.1 How do RETIS nodes work?

Each node begins by operating in a Passive mode, which means that it will wait until it receives a client connection
through a valid access point that complies with the exposed services API, in order to read or modify the status of
Active nodes. RETIS nodes display dual behavior: they are in Passive mode when they respond to customer requests
and in Active mode when they generate movements based on programmed procedures. In some special cases the Active
mode will be enabled by the node owner. When this occurs, the node periodically executes a set of scheduled tasks
that allow it to act as an automatic broker within the network. These tasks are often used to execute automatic
transactions, maintenance tasks or data clearing.

4.1.2 RETIS and Smart Contracts

Smart Contracts are the most controversial feature of Blockchain platforms, given that they each define and
implement the Smart Contracts according to their own standard and definition. In fact, the cryptographer Szabo
defined Smart Contract in the 1990s as "a set of promises, specified in digital form, including protocols within which
the parties perform on these promises". [82]

If we take the Szabo operating framework into account, RETIS works with its own Sandbox Execution
Environment (SEE) within the private blockchain that runs with an execution system similar to that used in
Hyperledger Fabric [83].

RETIS has been designed to provide all the functionality that the main platforms on the market call Smart Contract,
as node capability—embedded. This is especially the case in projects designed to manage IoT data or related to the
execution of Machine Learning processes. This approach was previously defined as a DAO (Decentralised
Autonomous Organization), but in this case this type of Smart Contract is deployed in a private network instead of a
public one [84].

Table 1 shows different models of Smart Contracts and how RETIS uses them.

Platform How the Smart Contract is deployed How does RETIS do this?

ETHEREUM A script must be launched on receipt of a certain | Using the behaviors and scheduled
type of transaction in the blockchain to execute | tasks of the node (ACTIVE and
certain tasks. PASSIVE MODE).

HYPERLEDGER | An API of microservices that regulate read-or- Using services published by node
write access to the underlying blockchain. access points (Entry Points).

RETIS An administrative file defines the nature and Each Smart Contract corresponds to a
execution of a business process and its specific type of entity that meets the
traceability during its lifetime. Smart Contract template definitions.

Table 1. Comparative list in the deployment of smart contracts
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How does a Smart Contract in RETIS work?

Following the scheme in Figure 3, the RETIS network is used thus:

1.

W

To identify participants and signers, using a decentralized Digital Identity architecture within the RETIS
framework, using a CP/AP system (Certification Provider/Authentication Provider) in a BaaS context as an
“end-user service provider” with human and/or machine users.

Building a workflow template to simplify and standardize the specifications of transactions that will be
developed in RETIS by the network of users who access the services.

Adding legal and other required documents for secure document transfer and transactions based on these.
Publishing to the NDL Network for tamper—proof and secure storage in the private neuronal blockchain.
On Demand Execution, all the transactions are allowed and triggered by the blockchain nodes and users with
permission to do so.

ON
IDENTIFY BUILD DEMAND
PARTICIPANTS WORKFLOW EXECUTION]
AND SIGNERS TEMPLATE

Fig. 3. RETIS Smart Contracts scheme

This blockchain is not designed to issue fixed tokens, since the system understands the token as a most valued
object that is managed and stored in the blockchain. RETIS associates the token with an identification field. In RETIS,
a token is generated by having a transaction that applies a change to an asset. This new asset, generates a new
transaction that "moves" a token from one wallet (the user's dApp) to another. This means that our network does not
have or generate "gas", which eliminates a calculation complexity that could slow down the network when it
determines the number of transactions per block. From this point of view, we understand that it is an ideal environment
for the management of e-Participation projects.

VoteKeeper is the dApp that materializes the vote in the RETIS Network. With this application we certify the vote
and the transaction that produces it, and it is stored as a virtual "token" that issues the participatory right within it, to
be used by the voter in the manner provided for by the platform. Figure 4 shows the conceptual framework of the
network operation to register and validate the vote within the network.
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VoteKeeper Voting Network

NDL EQUO BackEnd*

= =
-

- VoteKeeper Access Network

* NDL EQUO BackEnd = Framework + Server + Connectors to blockchain network

Fig. 4. VoteKeeper dApp conceptual framework

4.2 The Second level blockchain called INTEGRA

Within the proposed framework, INTEGRA is a second level Blockchain network (based on RETIS) the purpose
of which is to interconnect other Blockchain networks to establish cross-cutting and scalable asset markets. The
search for scalable governance and the definition of standards of use [85] [86] is one of the issues we intend to develop
within our proposed model. This facilitates the integration of other existing blockchains, regardless of their type:
public, private or consortium.

It operates by creating the appropriate framework to be able to define the following capacities of the proposed
network:

1. To interconnect Blockchain networks in a transparent, certified, secure, auditable and traceable way.
2. To create virtual markets that offer unified products and services hosted on different Blockchain networks.
3. To define new products and services by combining those that offer interconnected networks

All RETIS network services and their management are based on a BaaS model and contained in a cloud model in
order to permit rapid adaptability to the needs of any organization and, especially in government environments, to
facilitate a rapid response. The system proposes a dApps—based work scheme available to any institutional network
user.

5 Conclusions and Future Work

Currently we need to experiment with new methods that encourage the greater commitment of citizens to their local
institutions. Blockchain technology can use tokens as a tool to increase civic engagement by supporting citizens’
extrinsic motivations.

In the present study, we have proposed a blockchain—based model for the management of local governance as a
more efficient and more inclusive approach that opens up new paths for the local management of territories. Its
deployment follows a BaaS approach, which ensures scalability in a G-Cloud solution environment within a neural
blockchain network. This enables the development of e-Democratic environments that facilitate better management
and increased citizen engagement.
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Our proposal is based on the use of "Virtual Tokens" to increase and reward citizen participation and promote the
co-management of public utility projects. It is aimed at finding new forms of commitment that can strengthen local
democracies because technological deployment in the last decade has not been accompanied by greater participation
or greater resilience of our democracies given the spaces of uncertainty generated by our complex societies.

In section 2, we have presented solutions that show the technological answers available to date and highlight the
novelty of our proposal as a means of addressing the existing deficit in citizen governance.

Neural blockchain technology applied to governance processes has yet to be developed. Therefore, an opportunity
exists to experiment with new tools and new e-Participation formats to help consolidate and improve our democratic
systems in more participatory ways.

Our proposal presents a new conception of blockchain that facilitates the use of a virtual token to reward citizen
participation. The virtual token is deployed through a smart contract that the block itself produces. This block contains
the transaction (the vote) and all the documents related to the process (ID, census certificate, etc.) and there is,
therefore, no gas for any transaction in the RETIS network. The front end is a dApp (VoteKeeper) than can be used
in any electronic device (smart mobile, tablet or desktop computer). Finally, the NDL EQUO framework facilitates
the interconnection of blockchain networks in a transparent, certified, secure, auditable, scalable and traceable way.

This model will be tested by the government of the province of Granada (Diputacion de Granada). As part of the
Integrated Sustainable Urban Development project, the University of Granada Medialab is responsible for a
participatory project in urban innovative action. Furthermore, we are currently working with the Spanish Smart City
Cluster [87] in order to develop a pilot project to be deployed in several municipalities in Spain.

As future lines of research, the UTAUT model (Unified Theory of Acceptance and Use of Technology) [88] will
be used to determine how this e-Participation model is received by citizens and which variables condition its adoption.

In both projects, "participatory tokens" are a strategic element of our expected results. These results will be
indicators of the degree of success of the model presented in the present study, in the final quarter of 2020.
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