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ABSTRACT 

The convergence of Blockchain technology with the Industrial Internet of Things (IIoT) has emerged 

as a strategic response to the challenges inherent in traditional industrial systems. In the backdrop of 

Industry 4.0, where the optimization of industrial processes relies heavily on data-driven decision-

making, there is a pressing need for a robust and secure infrastructure. The primary issues stem from 

the vulnerabilities of centralized systems, including data security risks, lack of transparency, and 

susceptibility to unauthorized access. To address these challenges, a proposed solution involves the 

implementation of a Blockchain system tailored specifically for industrial applications. By leveraging 

the decentralized and tamper-resistant nature of Blockchain, this system ensures the security and 

immutability of data within the IIoT ecosystem. Furthermore, the introduction of a Credit-Based 

Consensus Mechanism adds an innovative layer to the solution, where participants gain influence or 

voting power based on their reputation or "credit" within the network. The significance of this approach 

lies in its capacity to enhance security, reliability, and trust in IIoT operations. The decentralized 

architecture mitigates the risks associated with single points of failure, fostering a more reliable IIoT 

system. Moreover, the credit-based consensus mechanism promotes trust among participants, 

facilitating collaboration and information sharing in the dynamic landscape of Industry 4.0. In essence, 

the integration of Blockchain and the credit-based consensus mechanism presents a comprehensive 

solution to fortify the Industrial Internet of Things, addressing the shortcomings of traditional 

centralized systems and ensuring a secure and transparent foundation for Industry 4.0 advancements. 

Keywords: Industrial Internet of Things, Blockchain, Decentralized System, Consensus Mechanism 

1. INTRODUCTION 

The convergence of Blockchain technology with the Industrial Internet of Things (IIoT) represents a 

pivotal moment in the evolution of industrial systems. [1] The concept of Industry 4.0, characterized by 

the integration of digital technologies into manufacturing and production processes, has been gaining 

momentum since its inception. Traditional industrial systems, marked by centralized control and legacy 
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infrastructure, have faced numerous challenges, including data security vulnerabilities, lack of 

transparency, and inefficiencies in decision-making. As industries increasingly rely on data-driven 

insights to optimize operations, the need for a robust and secure infrastructure has become paramount. 

[2] The emergence of Blockchain technology, initially popularized by cryptocurrencies, has sparked 

interest across various sectors due to its decentralized and tamper-resistant nature. The inherent features 

of Blockchain, such as immutability, transparency, and cryptographic security, make it an ideal 

candidate for addressing the shortcomings of traditional industrial systems. [3] The genesis of applying 

Blockchain to the IIoT context can be traced back to the recognition of these potential benefits and the 

desire to create a more secure and efficient industrial ecosystem. 

Over time, as the concept of Industry 4.0 gained traction, researchers and practitioners began exploring 

the integration of Blockchain technology into industrial applications. [4] This led to a deeper 

understanding of the unique challenges and opportunities within the IIoT landscape and laid the 

groundwork for innovative solutions that combine Blockchain with other emerging technologies, such 

as the Credit-Based Consensus Mechanism. 

2. LITERATURE SURVEY 

 Wen et al. [6] present an information distributing system that uses blockchain within Supply Chain 

networks using IIoT. The system combines IIoT nodes to the blockchain, and the system monitors IIoT 

nodes and stores concurrent information inside the network using smart contracts. Additionally, a supply 

chain design based on blockchain is proposed. The proposed design suggests cooperation resolutions 

connecting several items inside the supply chain. Within this design for the supply chain, a well-grained 

distributing information system is proposed. Li and Kang [7] have exploited the consortium blockchain 

technique to suggest an energy blockchain safe power business scheme. This type of blockchain is 

widely used in universal P2P power buy and sell businesses, removing a mediator. Moreover, to reduce 

the contract restriction effects from contract verification slowdowns on the energy blockchain, the 

researchers have proposed a credit-based fee scheme to encourage short and recurrent power buy and 

sell by businesses. Teslya et al. [8] have given a summary of blockchain platforms being used in 

Industrial IoT. The researchers provide an analysis of the most widely used consensus mechanisms and 

specific features of the public (permissionless) and private (permissioned) blockchains. Furthermore, 

an outline of blockchain platforms that satisfy the necessities for the IIoT platform development is 

provided. The authors [9] have proposed a storage space arrangement, namely ChainSplitter, based on 

a hierarchical blockchain where the bulk of the blockchain is warehoused inside the clouds. The 

foremost new blocks are stored inside the overlying network, the separate IIoT networks. The 

ChainSplitter flawlessly attaches native IIoT networks, the overlay network of blockchain, and therefore 

the cloud communications are enabled using two connectors, the blockchain and the cloud connector. 

Liu et al. [10] have proposed a blockchain-enabled IIoT based deep reinforcement learning (DRL) 

framework. The objectives of the proposal are three-fold: 1) presenting a policy for assessing the 

scheme using the features of decentralization, scalability, security and latency; 2) enhancing the 

measurability of the fundamental blockchain without disturbing the scheme's latency, decentralization, 

and safety; 3) outlining a blockchain which is modulable, where the producers, size and interval of the 

block, consensus algorithm, are chosen by the technique of Deep Reinforcement Learning (DRL). 

Currently, there are surveys available on the integration of IIoT with blockchain. Explicitly, Alladi et 

al. [11] have given a scientific literature review on Blockchain Applications Industrial IoT and Industry 

4.0. The work of [12] has reviewed blockchain technology alongside its usage in industrial IoT. 

Furthermore, Silva et al. [13] have surveyed the convergence of Blockchain and Industry 4.0. Fraga-

Lamas et al. [14] have reviewed the use of blockchain technologies with IoT for a complicated and 
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cyber-resilient automotive industry. Lu et al. [15] have proposed a review of applications, changes, 

challenges, and dangers for Blockchain technique within the gas and oil industry. Xie et al. [16] have 

proposed a blockchain technique survey that applies to smart cities. Juma et al. [17] have proposed the 

survey of trade supply chain resolutions. Furthermore, Soni [18] have planned a review on Blockchain 

Urgency within the IoT in the Healthcare environment. 

3. PROPOSED SYSTEM 

Now-a-days all industries like banking (ATM’s, sensor-based transaction devices), hospitals 

(transaction Machines) are using IIOT (Industrial Internet of Things which means small devices 

communicate with centralized servers to exchange data) devices to communicate with their servers. 

These devices will have internet connection to communicate with industries servers and these devices 

will have limited battery power so heavy cryptographic algorithms cannot be implemented to 

provide/improve security. To overcome from this issue author, us using Blockchain based algorithms 

such as POW (proof of work) and credit consensus. Entire Blockchain technique cannot be implement 

as these devices are small and run on battery so author is using POW and Credit Consensus concept 

from Blockchain technique. 

Below 3 problems make author to utilize only POW and Credit Consensus concept from entire 

Blockchain technique. 

⎯ Efficiency and Security: All transactions are safe under block chain Credit Consensus and if we 

use entire Blockchain then efficiency problem will raise in devices (sensors) to run entire 

Blockchain technique. This makes author to use only Credit Consensus. 

⎯ Transparency and Privacy: All transaction done in Credit Consensus are available publicly and 

there is no privacy for data. So, to provide security to data author is using symmetric encryption 

technique to hide data from public and can only be decrypted by industrial manager. When 

sensors or devices setup then industrial manager share public keys with sensors via 

GATEWAYS. All sensors encrypt data using public key and send to GATEWAY and 

GATEWAY will store at industrial server where manager can decrypt all data using keys. 

⎯ High concurrency and low throughput: As sensors report huge data to servers so concurrent 

requests will arrive from all sensors and then server can produce low throughput or output. To 

increase throughput, we are using DAG (directed acyclic graph architecture) concept. In DAG 

each transaction referred as node instead of maintaining multiple blocks. Running transaction 

as nodes take less time compare to blocks generation.  
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Figure 1: Block Diagram of Proposed System 

 

Blockchain  

Blockchain technology serves as the foundational framework for ensuring the security, integrity, and 

transparency of data transactions within the Secure Industrial IIOT research. 

Here's a detailed exploration of the purpose of Blockchain in the context of this research: 

• Decentralization: The primary purpose of Blockchain in the Secure Industrial IIOT research 

is to establish a decentralized network architecture. Traditional centralized systems are 

vulnerable to single points of failure and susceptible to cyber attacks. By distributing the ledger 

across multiple nodes in the network, Blockchain mitigates the risk of data manipulation and 

unauthorized access. 

• Immutable Ledger: Blockchain maintains an immutable ledger of transactions, meaning that 

once data is recorded on the Blockchain, it cannot be altered or deleted retroactively. This 

feature ensures data integrity and transparency, critical requirements in industrial IoT 

applications where accurate and tamper-proof records are essential for compliance and audit 

purposes. 

• Data Security: Blockchain employs cryptographic techniques to secure data transactions 

within the IIOT network. Each transaction is cryptographically linked to the previous one, 

forming a chain of blocks. This ensures that data transmitted between IoT devices remains 

confidential and tamper-resistant, safeguarding sensitive information from unauthorized access 

or tampering. 

• Smart Contracts: Smart contracts are self-executing contracts with predefined rules and 

conditions encoded on the Blockchain. In the context of the Secure Industrial IIOT research, 

smart contracts automate and enforce agreements between network participants, streamlining 

processes such as data validation, access control, and revenue sharing. Smart contracts enhance 

efficiency, reduce transaction costs, and minimize the need for intermediaries. 
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• Enhanced Transparency: Blockchain technology provides enhanced transparency by enabling 

all network participants to view and verify transactions in real-time. This transparency fosters 

trust among stakeholders, as they can independently verify the accuracy and authenticity of 

data transactions without relying on centralized authorities. In industrial IoT applications, 

transparency is crucial for ensuring compliance with regulatory standards and industry best 

practices. 

• Auditability and Traceability: The immutable nature of Blockchain facilitates auditability and 

traceability of data transactions within the IIOT network. Each transaction is time-stamped and 

linked to the previous one, creating an audit trail that can be traced back to its origin. This audit 

trail enables efficient root cause analysis, forensic investigations, and compliance audits, 

enhancing accountability and regulatory compliance. 

• Resilience to Attacks: Blockchain's decentralized and distributed nature makes it inherently 

resilient to cyber attacks and data breaches. Unlike centralized databases, which present 

lucrative targets for hackers, Blockchain networks distribute data across multiple nodes, 

making it extremely challenging for malicious actors to compromise the entire network. This 

resilience enhances the overall security posture of the Secure Industrial IIOT research, reducing 

the likelihood of data breaches and system downtime. 

• Scalability and Interoperability: Blockchain technology offers scalability and 

interoperability, enabling the Secure Industrial IIOT research to accommodate a growing 

number of IoT devices and diverse data formats. Through techniques such as sharding, 

sidechains, and off-chain protocols, Blockchain networks can handle increased transaction 

volumes without sacrificing performance or compromising security. Interoperability standards 

allow different IIOT platforms and protocols to seamlessly communicate and exchange data, 

fostering collaboration and innovation across the industrial IoT ecosystem. 

Advantages 

The proposed model for Secure Industrial IIOT, leveraging Blockchain technology with Credit-Based 

Consensus Mechanism, offers several advantages over traditional approaches. Here are the key 

advantages of the proposed model: 

⎯ Enhanced Security: By utilizing Blockchain technology, the proposed model ensures data 

security through cryptographic techniques and the immutability of transaction records. This 

enhances the protection of sensitive industrial data from unauthorized access, tampering, or 

cyber-attacks. 

⎯ Decentralization: The decentralized nature of Blockchain eliminates single points of failure, 

making the IIOT network more resilient to disruptions and attacks. It also enhances network 

scalability and reduces dependence on centralized intermediaries, leading to greater reliability 

and efficiency. 

⎯ Data Integrity and Transparency: Blockchain's immutable ledger ensures the integrity and 

transparency of data transactions. This feature is particularly important in industrial settings, 

where accurate and tamper-proof records are critical for compliance, auditing, and regulatory 

purposes. 

⎯ Smart Contracts Automation: The integration of smart contracts automates and enforces 

agreements between network participants, streamlining processes such as data validation, 
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access control, and revenue sharing. This automation enhances operational efficiency, reduces 

manual errors, and minimizes the need for intermediaries. 

⎯ Improved Traceability and Auditability: The Blockchain ledger provides an immutable and 

transparent record of all transactions, enabling efficient traceability and auditability. This 

facilitates root cause analysis, forensic investigations, and compliance audits, enhancing 

accountability and regulatory compliance. 

⎯ Resilience to Cyber Attacks: The decentralized and distributed nature of Blockchain makes 

the IIOT network more resilient to cyber attacks and data breaches. Even if individual nodes 

are compromised, the integrity of the overall network remains intact, reducing the risk of data 

loss or system downtime. 

⎯ Scalability and Interoperability: Blockchain technology offers scalability and 

interoperability, allowing the IIOT network to accommodate a growing number of devices and 

diverse data formats. This scalability ensures that the network can handle increased transaction 

volumes without sacrificing performance or security. 

⎯ Cost Efficiency: By eliminating the need for centralized intermediaries and automating manual 

processes through smart contracts, the proposed model reduces transaction costs, operational 

overheads, and the risk of human error. This leads to overall cost savings and improved return 

on investment (ROI) for industrial stakeholders. 

⎯ Incentivized Consensus Mechanism: The Credit-Based Consensus Mechanism incentivizes 

network participants to contribute computing resources and validate transactions by rewarding 

them with credits. This promotes network participation, enhances consensus efficiency, and 

ensures the integrity of the Blockchain network. 

⎯ Future-Proofing: The proposed model is designed to accommodate future advancements in 

IIOT technology and adapt to evolving industry requirements. Its modular architecture and 

flexible design enable seamless integration with emerging technologies, standards, and 

protocols, ensuring long-term viability and sustainability. 

4. RESULTS AND DESCRIPTION 

 Implementation Description 

To implement above concept, we are using SHA256 for hashing and AES for data encryption to provide 

privacy. Here, we have designed two applications called ‘IndustrialManager and Wireless_Sensors’. 

⎯ IndustrialManager: This application responsible to generate keys for sensors and then run 

Credit Consensus POW algorithm to process/check each transaction send by sensors. 

⎯ Wireless_Sensors: This is a simulation-based application which request gateways to receive 

keys and then send encrypted transaction to gateways for processing. 

Results Description 
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Figure 2: Presents the GUI of Industrial Manager server. 

Figure 2 showcases the graphical user interface (GUI) of the Industrial Manager server, designed to 

facilitate interaction and management of industrial processes. It likely includes features and controls 

for monitoring, configuring, and managing industrial operations, providing a user-friendly platform 

for administrators or managers. 
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Figure 3: Displays the IOT sensor Configuration. 

Figure 3 illustrates the configuration of IoT sensors, showcasing how the sensors are set up and 

interconnected within the system. It likely includes details about sensor types, communication 

protocols, data flow, and integration with other components to enable efficient data collection and 

processing in an IoT environment. 

 

 

Figure 4: Shows the IOT Devices in the GUI. 

 

Figure 5: IOT devices network communication with industrial manager. 
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Figure 6: Presents the total node id’s and its transactions. 

Now go to simulation screen and click on ‘Generate Transactions’ button to select random nodes and to 

send random transaction data to gateway. Due to random data sometime nodes will report same 

transaction then POW detect it as abnormal transaction. This random data and continuous data sending 

concept just I am using to make some node to report same data and POW can record it. After some time, 

you can click on ‘Stop Transaction’ to stop it. 

 

Figure 7: Transaction sending to gateway for processing.  
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Figure 8: Displays the Nodes Behavioural Chart. 

In above screen each node data report is recording and their hash values checking to collect their 

behaviour, if they send old transaction data hash value then it will be considering as ‘abnormal 

behaviour’. In above screen I am showing all nodes sending abnormal attack data and in real time this 

will not happen. Just to show the concept of old hash values I sent random continuous request and all 

nodes send repeated data and becomes in abnormal behaviour. From above screen we can see first nodes 

sent total 29 transaction and out of that 6-transaction report old hash values then it will detect as 

abnormal behaviour. If it reports 1 or 2 times then it can be managed and consider as normal behaviour. 

Now in above screen click on ‘Node Behaviour Chart’ button to see which nodes report same old hash 

value more no of times. 
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Figure 9: Represents the node id and its Spending Weight. 

In above screen only 2 nodes report old hash values a greater number of time and he consider as 

abnormal nodes. S4 and S23 are the two nodes whose Double Spending Weight is 17 and other are not 

up to that. In above graph x-axis represents node id and y-axis represents Double Spending Weight. 

 

 

 

Figure 10: Displays the normal or abnormal behaviour. 

 

As an addition to this research, we are adding techniques for processing and cleaning sensor data so 

that we don't have to pay extra for storage and processing when we get bad or corrupted data. Because 

of attacks or problems, sensors may sometimes produce corrupted data, and it can cost a lot to process 

and store this data. In almost every field, sensors are used to collect data. For example, in health care, 

sensors will be implanted in patients and send data collected to a hospital server to be processed. This 

processing includes running a complicated algorithm to encrypt the data and then storing it. The storage 

space and processing power will be wasted if we work with damaged data. So, before we process that 

kind of data, we will find it and get rid of it. 

So, in health care, for example, the sensor has to be able to read body temperature between 10 and 105. 

If it reads something else, we will drop it. We can save money on storage and processing by using this 

method. 
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Figure 11: Shows the Processed vs Unprocessed Data. 

In the Figure 11:  I'm getting rid of data that isn't related while sensing it, which lowers the cost of 

storage. The x-axis in the above graph shows the cost of storing all data and process data that is not 

related, and the y-axis shows the size. Based on the graph above, we can say that process data can lower 

both costs. 

5. CONCLUSION 

In conclusion, the integration of Blockchain technology with a Credit-Based Consensus Mechanism 

presents a comprehensive solution to fortify the Industrial Internet of Things (IIoT) and address the 

shortcomings of traditional centralized systems in the era of Industry 4.0. By leveraging the 

decentralized and tamper-resistant nature of Blockchain, the proposed system ensures the security, 

transparency, and reliability of IIoT operations, thereby enabling industries to optimize processes and 

unlock new opportunities for innovation and growth. 

Looking ahead, there are several avenues for future research and development in this field. Firstly, 

further refinement and optimization of the proposed Blockchain system and consensus mechanism are 

needed to ensure scalability, interoperability, and usability in real-world industrial applications. 

Additionally, exploring the potential integration of other emerging technologies, such as artificial 

intelligence and edge computing, could further enhance the capabilities and performance of IIoT 

systems. Moreover, continued collaboration between researchers, industry stakeholders, and 

policymakers is essential to address regulatory and governance challenges associated with the adoption 

of Blockchain technology in industrial settings. By fostering an ecosystem of innovation and 

collaboration, we can accelerate the adoption and deployment of Blockchain-enabled IIoT solutions and 

drive positive impact across various industrial sectors. 
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