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Abstract

Audio watermarking allows for embedding a bitstream in an
audio file while ensuring the introduced alteration remains im-
perceptible. Although its primary application has been in copy-
right protection, it has recently been proposed as a proactive and
robust method to detect synthetic speech. By marking artifi-
cial speech, voice deepfakes can be easily identified, preventing
their misuse regardless of the naturalness or realism achieved by
sophisticated generative speech models. However, watermarks
could be subjected to tampering and removal attacks, which aim
to disguise deepfakes as genuine speech. Recently, deep learn-
ing approaches have been applied to watermarking, resulting in
highly reliable and resilient speech watermarkers. Nonetheless,
the very same approaches can be followed by attackers. In this
paper, we propose a novel DNN-based removal attack and eval-
uate its effectiveness against both classical and deep learning-
based watermarking methods. This attack leverages a well-
known speech enhancement architecture, the DCCRN model,
and, as we demonstrate, it achieves remarkable success in re-
moving watermarks while maintaining excellent speech quality
and intelligibility.

Index Terms: Watermarking, Tampering and removal, Speech
enhancement, Deep learning

1. Introduction

Generative speech models have reached a point where they can
synthesize voices that are almost indistinguishable from real
ones [1-3]. Although these technologies have clear legitimate
applications [4, 5], they can also be used for malicious pur-
poses, introducing new security risks which have become in-
creasingly apparent in the recent years, with the rise of deep-
fakes, voice hoaxes, scam calls, and frauds [6,7]. The threat
escalates even further when synthetic voice is used to spoof au-
tomatic speaker verification (ASV) and biometric systems, and
hence the research community has made significant efforts to
provide countermeasures [8,9]. However, the primary forensic
method for detecting synthesized audio involves training binary
classifiers to distinguish between natural and artificial speech,
as in [10-12]. Nonetheless, these methods are likely to become
ineffective as the gap between synthesized and genuine speech
narrows.

For this reason, audio watermarking has emerged as a
promising alternative: by subtly embedding marks in the out-
put signal of the synthesizer, synthesized speech can be easily
identified. As a disadvantage, this proactive approach requires
the collaboration of the synthesis system, which could be en-
forced [13] for high-quality and realistic ones, before making
them available to the public.

Traditional audio watermarking methods rely on embed-
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ding watermarks in either time or frequency domain [14-17],
often incorporating domain-specific features to design the wa-
termark and its corresponding decoding function. These meth-
ods heavily depend on expert knowledge and empirical rules,
resulting in low encoding capacity and limited resilience to
attacks [18]. To address these limitations, deep learning ap-
proaches have recently been applied to audio watermarking, of-
fering enhanced robustness and efficiency [19]. Particularly,
two DNN-based systems have been proposed specifically for
speech watermarking [20, 21], showing a remarkable resilience
to a broad range of tampering attacks.

In this paper we investigate these attacks, where an im-
postor attempts to remove the watermark in order to disguise
synthetic speech as genuine. In particular, we propose a novel
approach based on a deep learning architecture. DNN-based
attacks have shown very promising results in the image pro-
cessing field [22, 23], but to the best of our knowledge, they
have not yet been tested against speech watermarking. Thus,
our approach leverages a well known speech enhancement (SE)
architecture which is specifically trained to remove audio wa-
termarks from speech signals. As we show, this architecture is
very effective at damaging the watermarks, especially those in-
troduced by DNN-based methods, while keeping an outstanding
speech quality.

The rest of this paper is organized as follows. In Sec-
tion 2, we describe the materials and methods used in our ex-
periments. This includes the speech database, the watermark-
ing techniques, the attacking methods —particularly the pro-
posed DNN-based enhancement technique— and the perfor-
mance metrics considered. In Section 3, we present the results
obtained and discuss the effectiveness of the tested methods.
Finally, conclusions are summarized in Section 4.

2. Materials and methods
2.1. Speech database

Watermarking techniques and DNN-based attacking methods
have been tested and trained on an in-house datasets derived
from the TIMIT database [24]. This database is comprised
of approximately five hours of English speech with broadband
recordings of 630 speakers of eight major dialects of American
English, each reading ten phonetically rich sentences. Our cus-
tomized datasets consist of utterances randomly selected from
the same speaker, downsampled to 16 kHz and concatenated so
that the resulting signal’s length is between 7 and 11 seconds.
Such a length has been chosen to facilitate the watermarking
procedure as well as the speech evaluation (according to ITU
recommendation [25]). Following this procedure, three differ-
ent datasets have been created for DNN training, validation, and
testing, containing 1656, 339, and 361 utterances, respectively.
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To ensure independence, no speakers are repeated across these
datasets. Additionally, speaker gender is balanced within each
dataset.

2.2. Watermarking techniques

In this paper we consider a total of 6 different watermarking
(WM) techniques ranging from classical methods to state-of-
the-art DNN-based approaches. These are briefly described be-
low.

Each WM method is applied to the aforementioned training,
validation and testing datasets. To do so, a random bit sequence
is generated, associated to and embedded in each utterance. The
length of this sequence is in accordance with the capacity of the
WM technique and the length of the utterance to be marked.

2.2.1. DCT-based watermarking

An efficient and robust watermarking technique fully based
on the Discrete Cosine Transform (DCT) is proposed in [14].
This method operates on a frame-by-frame basis, splitting each
frame into two sections: a small section for smooth transitions
and a larger section converted into DCT coefficients. Since most
energy is concentrated below 1 kHz, only the first DCT coeffi-
cients are used, divided into three bands. In our implementation,
only the first band is utilized.

The watermark remains imperceptible as long as the en-
ergy distortion within the frame falls below the masking thresh-
old. To achieve this, the DCT coefficients are randomly divided
into two groups: one for embedding information and the other
for absorbing energy fluctuations. During the embedding stage,
a perceptual quantization index modulation (QIM) rule [26] is
applied to minimize quality degradation. As a result, the em-
bedded watermark is imperceptible to human ears and robust
against common digital signal processing attacks.

2.2.2. Patchwork

The patchwork scheme [15] allows a multilayer embedding
which is able to embed watermarks to a host media signal re-
peatedly in an overlaying manner, without interference between
layers. For simplicity and due to the fact that adding multiple
layers of watermark bits inevitably reduces the perceptual qual-
ity, in this work, only the first layer is used.

This method also uses a DCT, but computed across the en-
tire signal. Only the DCT coefficients within the frequency
range [3000, 7000] Hz are selected and partitioned into sev-
eral so-called DCT segments. To ensure imperceptibility, the
method requires that the average magnitude of all these seg-
ments to be similar. Since energy is concentrated in the low
frequency components, lower and higher DCT coefficients are
mixed and reordered in a specific manner prior this partition-
ing. Each bit is then embedded into two rearranged consecutive
segments, known as a fragment pair, by modifying the relative
average magnitudes of each one.

As the whole signal is used to compute DCT segments, this
method is particularly resilient, but at the cost of a lower capac-

1ty.

2.2.3. FSVC watermarking

Another method which makes use of the DCT, but in con-
junction with a Singular Value Decomposition (SVD), is the
Frequency Singular Value Coefficient (FSVC) watermarking
scheme [16]. In this method, the audio signal is segmented into
many frames as the number of data bits to be embedded. Each

17

frame is then split into two segments of equal length and a DCT
is applied to each of them.

After selecting the DCT coefficients within the range from
1.09 to 1.45 kHz frequencies, a SVD is applied to them. The
FSVC coefficient is determined as the ratio between the pair of
singular value coefficients from both segments. The embedding
process is performed by manipulating this ratio. By following
this procedure the watermark can resist desynchronization at-
tacks in addition to common digital signal processing attacks.

2.2.4. Norm-space watermarking

As FSVC, the Norm-space watermarking method [17] also seg-
ments the audio signal into multiple frames, corresponding to
the number of data bits to be embedded. For each frame, a
Discrete Wavelet Transform (DWT), based on Haar wavelets,
is used to extract a sequence of approximation coefficients. A
DCT transform is then applied, producing a vector V, which
is then subsampled into V; and V> by selecting even and odd
indices, respectively.

The L2-norm of each vector is computed and averaged to
obtain a global norm value for the frame (norm = (||Vi||2 +
[[V2]|2)/2). During the embedding process, the norms of V;
and V5 are shifted by A from this norm (each in opposite di-
rections), where the sign indicates whether the bit to be encoded
is a one or a zero.

The authors of this method claim that it makes an excel-
lent tradeoff between security, capacity, imperceptibility and
robustness against signal processing attacks. However, we have
observed that it is particularly sensitive to fully silent frames,
where norms approach zero and watermarks are easily lost.

2.2.5. WavMark

WavMark [20] is a state-of-the-art DNN-based watermarking
scheme characterized by an invertible encoder/decoder archi-
tecture, a shift module, and an attack simulator module.

Encoding and decoding processes are carried out by means
of an Invertible Neural Network (INN) [27]. This kind of
network operates bidirectionally through invertible transforma-
tions, so a forward pass maps complex data distributions into a
simple latent distribution. Conversely, a backward pass (where
inputs are computed from outputs) regenerates the data distri-
bution from the latent space. Both original audio signal and bit
sequence are used as inputs, while the watermarked signal is
considered as the output of the network.

To ensure a successful decoding even when there are dis-
placements in the decoding position, the embedding process
constructs the encoded message by combining pattern and pay-
load bits. A brute force detection is then applied, where the
module shifts the decoding window along the temporal direc-
tion by a random time length. The pattern bits are used for
checking the validity of the decoded outputs. In addition, an at-
tack module is applied on the watermarked signal during DNN
training, simulating ten common signal processing attacks, such
as random noise, sample suppression, low-pass filtering, re-
sampling, or time stretching.

A curriculum learning strategy is adopted to force the
model to progressively acquire encoding capabilities through
three distinct stages. In the first one, the attack simulator is ex-
cluded and weak constraints are imposed on perceptibility. In
the second, the attack simulator is introduced. Finally, in the
third one, strong perceptual constraints are enforced to ensure
that watermarks remain imperceptible.



2.2.6. AudioSeal

AudioSeal is a recent watermarking method that, like Wav-
Mark, follows a DNN approach [21]. Two interconnected mod-
els, a generator and a detector —both derived from a neural
audio compression architecture [28]— are jointly trained to em-
bed and retrieve, respectively, a bit sequence while minimizing
the perceptual difference between the original audio and the wa-
termarked signal.

The method differs from WavMark by training a detector
instead of a decoder [21]. Additionally, a localization loss
ensures that the detection of watermarked audio is performed
at the level of individual samples. Thus, AudioSeal does not
require synchronization bits or a computationally expensive
brute-force search.

Special emphasis is placed on optimizing imperceptibil-
ity. To achieve this, the loss function includes Mel and Short-
Time Fourier Transform multi-scale spectrogram terms to min-
imize the watermark’s intensity. Additionally, a time-frequency
loudness loss is employed, which leverages auditory masking
psycho-acoustic properties [29], as the human auditory system
fails perceiving weak and loud sounds occurring at the same
time and at the same frequency range.

2.3. Classical signal processing attacks

In our study we consider some classical attacks often employed
against watermarking techniques. Note that these are not ex-
haustive, as are only intended as a reference for our proposal,
and comprise: a) addition of Gaussian noise at 25 and 15 dB,
b) cutting and c) flipping random samples of the audio signal
(at 0.1% and 0.5%), and d) low-pass and e) high-pass filtering
with a butterworth filter of 16 coefficients (cut-off frequencies
at 4kHz, 2kHz and 1kHz).

2.4. DNN-based SE attacks

We propose a novel attack for watermarking removal based on
speech enhancement which leverages deep learning methods.
An adversarial black-box approach is thus adopted, in which the
DNN-based speech enhancement model is trained with stereo
data, consisting of clean speech and their corresponding water-
marked version. As a consequence, this approach reasonably
assumes that the attacker has access to the watermarking ser-
vice, but not to its internal workings. On the other hand, dur-
ing inference, no assumptions are made: only the watermaked
signal is required as input to the network, while its output is a
watermark-removed signal.

As DNN SE architecture we consider the Deep Complex
Convolutional Recurrent Network (DCCRN) from [30]. This
network consists of a causal Convolutional Encoder-Decoder
architecture with two Long Short-Term Memory (LSTM) layers
between the encoder and the decoder, so that the temporal de-
pendencies can be modeled. The DCCRN is essentially an ex-
tension of a Convolutional Recurrent Network (CRN) that per-
forms a joint complex computation instead of considering two
independent real and imaginary parts. Thus, the CNN and batch
normalization layers in encoder/decoder are complex-valued, as
well as the LSTM units. We chose this network because its abil-
ity to process full spectra (i.e., both magnitude and phase) ob-
tained via Short-Time Fourier Transform (STFT) [31], defined
as:

M-1
X, k)= Z 9c(lH—|—n)w(n)e_j%%7

n=0

(€]
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where k is the frequency index (representing bins of %’ radi-
ans per sample), [ is the frame index, z(n) the is input signal,
and w(n) is the analysis window. As can be noted, z(n) is seg-
mented in overlapped frames of length M and shift H. In our
proposal, we considered a square root Hann window for w(n),
and 512 and 256 samples for M and H, respectively.

Network’s outputs in the form of a complex STFT, X (1, k),
are finally reversed to the time-domain by means of the widely
known Overlap and Add (OLA) method [32]. The resulting
enhanced speech signal is then compared with the clean signal
by the Scale-Invariant Signal-Distortion Ratio (SI-SDR), which
evaluates the distortion in the time domain ignoring global gain
or attenuation effects [33]. The ADAM optimization algo-
rithm [34] with a batch size of 5 utterances, a learning rate of
1072 and a dropout factor of 0.5 is used during training. Early
stopping with a patience of 5 epochs (i.e., training is stopped af-
ter 5 epochs with no improvement in the validation set) is also
applied to avoid over-fitting.

2.4.1. Double strike approach

Since speech enhancement deals with noise removal, we also
considered a combined approach which mixes an additive noise
attack with our proposal. In this scenario, the watermarked
speech is first corrupted with noise and then enhanced using the
DCCRN model. To train this model, which removes both noise
and watermarks, we follow the previously described steps, but
using watermarked signals with additive noise and clean speech
as training pairs.

2.5. Performance metrics

We evaluate each attack on every watermarking (WM) tech-
nique. To this end, we consider the test dataset from each WM
method (see Subsection 2.2). Performance metrics are then
computed for each utterance and averaged across the dataset.
These metrics aim to assess the robustness of the WM method,
as well as the distortion, quality, and intelligibility of the result-
ing attacked signal.

Watermark robustness is measured in terms of the bit er-
ror rate (BER) between the extracted bit sequence (after the at-
tack) and the original sequence associated with the utterance.
This metric ranges from 0% to 100%, but a value of 50% or
higher implies the complete destruction of the watermark. Dis-
tortion, quality, and intelligibility are assessed by comparing
the attacked signal to the clean one (i.e., no watermark) using
the SI-SDR [33], the Perceptual Evaluation of Speech Quality
(PESQ) algorithm [25], and the Extended Short-Time Objective
Intelligibility (ESTOI) [35], respectively. SI-SDR distortion is
given in dB, PESQ uses a MOS scale from 1 (bad) to 5 (ex-
cellent), and ESTOI provides values within the interval [0, 1].
Unlike BER, for these metrics, higher values represent better
performance. However, note that from the attacker’s perspec-
tive, higher BER values indicate more successful attacks.

3. Results and discussion

Table 1 shows the performance results for the evaluated WM
methods when they are attacked. For each specific WM method,
the average BER, (SI-)SDR, PESQ, and ESTOI scores across
the test dataset is provided per row, with each column repre-
senting a different attack. The last four rows provide a com-
bined evaluation of all WM approaches. For classical attacks,
this combined evaluation represents just the average perfor-
mance metrics across all WM techniques. However, for the
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=% BER (%) | 0.0 32 6.9 1.7 6.2 5.1 12.8 3.8 7.0 0.0 12.8 155 21.8
E SDR (dB) | 33.8 22.1 2.6 28.5 22.6 23.7 16.9 -2.1 -5.5 -5.9 0.3 34.1 27.5
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g SDR (dB) | 14.4 13.3 1.7 14.2 13.6 13.7 12.1 -15.3 -5.5 -6.1 -11.7 14.9 14.6
E PESQ 3.63 1.90 1.06 3.00 2.24 242 1.61 3.28 2.72 1.91 1.67 3.96 3.52
ESTOI 0.966 0931 0.516 0.961 0946 0.950 0912 0.963 0.755 0.335 0.182 0975 0.964
BER (%) | 7.2 7.2 7.3 7.2 72 72 72 12.8 13.9 157 17.3 44.7 439
E SDR (dB) | -4.2 2.7 -9.1 4.3 -4.4 -4.4 -4.8 -3.3 -11.2 -18.8 -0.1 -0.8 1.2
£ PESQ 4.06 2.01 1.06 2.89 2.22 2.34 1.59 3.04 2.53 1.76 1.56 3.27 2.74
ESTOI 0989 0955 0.532 0983 0968 0.973 0.933 0.985 0.774 0.341 0.181 0971 0.962
% BER (%) | 0.0 2.4 224 0.0 0.0 0.0 0.0 0.0 0.0 0.0 2.6 46.0 49.9
§ SDR (dB) | 29.4 21.8 2.6 26.5 22.0 22.9 16.7 -16.4 -5.5 -6.0 -11.8 30.9 26.9
2 PESQ 3.63 2.03 1.06 3.06 2.30 2.44 1.62 3.17 2.64 1.77 1.53 4.10 3.70
= ESTOI 0983 0954 0.535 0979 0965 0.969 0.932 0.980 0.774 0.340 0.180 0.989 0.982
= BER (%) 0.0 4.6 11.9 0.0 0.0 0.0 0.0 13.5 72 50.4 50.4 78.5 59.7
% SDR (dB) | 27.9 25.0 8.5 25.8 21.7 22.6 16.6 -16.2 5.4 -11.7 -11.7 28.1 253
'g PESQ 4.42 2.77 1.16 345 2.46 2.67 1.67 3.78 3.04 1.76 1.76 4.52 3.90
< ESTOI 0.999 0987 0.717 0.994 0.978 0.983 0.942 099 0.811 0.178 0.178 0.999 0.987
BER (%) 1.2 3.1 10.7 1.5 2.2 2.1 3.5 6.8 7.5 20.8 30.8 18.5 36.6
= SDR(dB) | 22.7 18.2 35 199 16.4 17.0 12.4 -11.6  -64 9.1 -7.8 24.6 19.6
< PESQ 4.04 2.18 1.13 3.20 2.35 2.52 1.64 3.44 2.84 1.85 1.65 4.10 3.72
ESTOI 0988 0961 0.618 0.983 0.968 0.973 0.933 0985 0.779 0.314 0.181 0987 0.979

Table 1: Performance results for each WM method (rows) when classical attacks and our proposed approach are applied (columns).

DNN-based SE attacks (DCCRN and DCCRN+Noise), it in-
volves a blind detection and removal of the watermark, inde-
pendently of the method used, as training was conducted with
clean-watermarked pairs from all the WM methods.

As can be observed, under no attack, the considered WM
techniques achieve almost imperceptible marks and an out-
standing intelligibility of the resulting speech. Only FSVC
and WavMark methods yield PESQ scores under 4. Similarly,
norm-space watermarking (Norm) provides very low SDR val-
ues, which suggest great changes in the waveform but with a
scarce impact in perceptual quality and intelligibility. It also
must be noted that this technique yields non-zero BERs, even
without attacks, which can be explained by the silent segments
in audio files (see 2.2.4).

Regarding the attacks, most of the classical ones are unable
to remove the watermarks while, at the same time, introduce ap-
preciable distortions within the signal. The most effective one
is a high pass filtering with a cut-off frequency of 2 kHz, al-
though some methods, such as WavMark and Patchwork, could
deal with it. Nonetheless, high pass filtering is an extremely
aggressive method which results in a perceived quality and in-
telligibility severely degraded. On the other hand, our proposed
SE attack (DCCRN) is particularly effective against the DNN-
based watermarking methods, WavMark and AudioSeal, (BER
> 46%) while significantly damages the payload of the classi-
cal ones (BER > 15%). It also provides speech signals with
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an excellent quality and intelligibility. Indeed, for most of wa-
termarking methods, perceived quality is even higher when the
watermark is removed, which allows us for more aggressive at-
tacks. Thus, at the cost of a small degradation of the quality, in-
creased BERs can be achieved when the SE attack is combined
with noise (DCCRN+Noise) as proposed in Section 2.4.1. As
can be observed, our proposal provides the best trade-off be-
tween BER and signal degradation for all the considered WM
techniques.

4. Conclusions

In this paper, we propose a novel watermarking attack based on
speech enhancement. Our approach leverages a DCCRN archi-
tecture trained with pairs of clean and watermarked speech. The
results demonstrate that our method can significantly degrade
the embedded payload within the speech signal. For classical
watermarking techniques, our attack yields BERs of at least
15%, while state-of-the-art DNN-based watermarking methods
are completely obliterated. Moreover, we also measured the
degradation, as well as the quality and intelligibility of the re-
sulting watermark-removed speech, finding out that our method
not only does not reduce these metrics but can even improve
them. Thus, in this work, we demonstrate that DNN-based SE
attacks pose a plausible and serious threat to current watermark-
ing techniques.
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