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FEATURE: IOT TEST-DRIVEN DEVELOPMENT

RECOGNIZING THE TRANSFOR-
mative potential of the Internet of 
Things (IoT) across various domains, 
it is worth noting that several chal-
lenges, such as a lack of standardiza-
tion, system interoperability, and the 
high computational complexity of 
AI, hinder its adoption.1

Rapid technological progress de-
mands accelerated IoT System (IoTS) 
development to stay aligned with 
current trends. Efficient IoTS devel-
opment in sectors like health care, 
security, and energy can lead to sig-
nificant improvements.2 Therefore, 
increased investment and commit-
ment to developing robust IoT so-
lutions are essential for effective 
digital transformation.

IoTS development has advanced 
with the establishment of best prac-
tices and tools. Methodologies such as 
INTER-Meth, Servus, and TDDM4I-
oTS have been developed1 with the lat-
ter aligning with system and software 
lifecycles3 and providing a systematic 
framework for IoTS development.

However, no tool currently pro-
vides comprehensive support for 
both device and software develop-
ment for IoTSs. Tools like Tinkercad 
Circuits and Arduino IDE enhance 
IoT device modeling, testing, and 
verification,4 but they lack alerts for 
the misuse of component input/out-
puts, which is particularly important 
for novice developers and can lead to 
device malfunctions.

Additionally, Savio et al.5 ana-
lyzed 13 open source software tools 
for modeling systems using Uni-
fied Modeling Language (UML) 
diagrams, including ArgoUML, Sta-
rUML, UMLet, DiaUML, BOUML, 
Violet, UML Designer, Modelio, 
NClass, PlantUML, Umbrello, Open 
ModelSphere, and Papyrus. Their 
study concluded that StarUML and 
UML Designer are the most effective 
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tools for creating modeling diagrams. 
However, these tools require develop-
ers to create each diagram separately, 
which risks a lack of logical consis-
tency between different diagrams.

To overcome these limitations, 
we introduce Test-Driven Develop-
ment Tool for IoTSs (TDDT4IoTS). 
This tool enables the creation of be-
havioral models, such as use case 
diagrams (UCDs) and sequence dia-
grams (SDs), as well as structural 
models like class diagrams (CDs), 
which are automatically gener-
ated from requirements gathered 
through detailed use cases (DUCs). 
Requirement acquisition is critical 
in software development.1,3,6,7,8,9,10 
Furthermore, TDDT4IoTS facili-
tates the generation of unit tests 
from DUCs.

Related Work
This section reviews various tools 
that can accelerate the develop-
ment process of software appli-
cations, including modeling and 
code generation (CodGen), as well 
as tools for IoT hardware design  
and configuration.

Node-RED’s graphical interface 
and visual programming facilitate 
IoTS development by enabling proto-
typing and application development 
through visual data flows and ser-
vices. However, Node-RED is lim-
ited to hardware management and 
does not support the development of 
software applications for user inter-
action or data monitoring.11

ReqMIoT12 is an integrated mod-
eling environment designed to fa-
cilitate the elicitation, analysis, and 
specification of IoTSs. It provides 
a domain-specific textual use case 
(UC) modeling environment and au-
tomated mapping support for gener-
ating UCDs, partial domain models, 
and summary tables. However, its 

scope is limited to the requirements 
analysis and specification stage of 
the IoTS development process.

In contrast, RM2DM13 is a tool 
for generating object-oriented design 
models for enterprise information 
systems, using validated requirements 
models as input. By focusing on the 
transition from requirements to the 
design phase, RM2DM enables the 
generation of comprehensive CDs 
and SDs, capturing both the static 
structure and dynamic behavior of 
the system. The main advantage of 
RM2DM is its ability to automate the 
design process; however, it is not spe-
cifically focused on IoTSs.

Various software modeling (Soft-
Mod) tools (e.g., ArgoUML, Sta-
rUML, UMLet, and so on) allow for 
the creation of UML diagrams and 
CodGen. Some other similar tools 
(e.g., Violet, UML Designer, and so 
on) lack the latter functionality. The 
need to create separate diagrams 
in these tools leads to inefficiency 
when dealing with changes in system 
requirements.1,6

In terms of CD modeling, ap-
proaches have been explored for gen-
erating UCDs and CDs from natural 
language text using machine learn-
ing or heuristic rules.6 However, 
challenges arise due to different se-
mantic meanings of the same text 
fragment, which hinders precise ma-
chine understanding. Complex in-
frastructure requirements also limit 
widespread adoption. Dawood and 
Sahraoui7 provide a review of CD 
generation using natural language 
processing, highlight merits and de-
merits of 13 different approaches.

TDDT4IoTS stands out as a tool 
for IoTS development by integrat-
ing a systematic approach based on 
test-driven development (TDD), en-
suring robustness and reliability 
through early error detection. This 

tool not only addresses key issues of 
interoperability and communication 
but also facilitates the automation 
of behavior modeling and structural 
diagrams, something that previous 
tools like Node-RED or ReqMIoT 
do not achieve comprehensively. The 
primary contribution of TDDT4IoTS 
lies in its ability to automatically gen-
erate unit tests from DUCs, setting it 
apart from the aforementioned tools, 
which primarily focus on graphical 
design or requirements specification.

Unlike existing tools that tend to 
fragment the development process 
between hardware configuration 
and application development, TD-
DT4IoTS provides a comprehensive 
solution for both aspects, supporting 
both experienced and novice develop-
ers. This innovation adds significant 
value, particularly in educational 
contexts or for novice developers, 
surpassing the limitations of tools like 
UMLet and StarUML, which do not 
offer support for the integration of 
physical components with software. 
Furthermore, TDDT4IoTS innovates 
by offering customizable component 
configurations and data exchange 
methods, addressing the challenges 
faced by other tools in terms of com-
ponent management and communica-
tion in IoTSs.

TDDT4IoTS
TDDT4IoTS is a web-based tool 
built using a layered architecture, 
designed with microservices and 
cloud computing for scalability and 
interoperability across various plat-
forms.14 Optimized database and 
application code, along with efficient 
client-side resource usage, reduce 
server workload.

This tool supports project planning, 
progress monitoring, and IoTS devel-
opment, facilitating both the model-
ing and generation of software for user 
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interaction with IoT devices (IoTDs). It 
also enables IoTD design and generates 
configuration code.8,9,10

Its source code and user manual 
are available on GitHub at https://
github.com/dcarvajals/TddT4IoTs.

User Management and Authentication
User authentication and access con-
trol are essential components of TD-
DT4IoTS. Users are identified by 

their email addresses, which serve 
as unique usernames. Passwords 
are encrypted and securely stored in 
PostgreSQL. Forgotten passwords 
are reset via an emailed code.2

Project management features en-
able team members to share proj-
ects, facilitating collaboration and 
controlling access. Invitations are 
accessible through the user’s dash-
board or, for nonusers, via email, 

ensuring streamlined access to 
shared resources.

TDDT4IoTS Layered Architecture
The architecture of the TDDT4IoTS 
application is shown in Figure 1. It fol-
lows a four-layer client/server archi-
tecture: the front-end layer (client), 
the middleware layer, the business 
layer or server, and the data manage-
ment layer.

Front-End Layer

UML Modeling
JsUml2

Armadillo

IoT Device
GoJs

Login Process

Apache Tomcat 10.1.23

Download the generated
code from TDDT4IoTS
and enable burning it
onto the Arduino board.

IoT
Daemon

Token
Validate Application

Programming
Interface (APIs REST)

Java App (Jakata EE)
Apache Tomcat 10.1.23

Oracle Open JDK 19

PostgreSQL 14 Database
(Data Users, Projects

and Component)

Layer Application Access Component Consume Security Module

JSON Files
(Class diagrams, Use case diagrams,

IoT components, IoT diagrams)

WebSocket
Server

Events:
OnOpen()
OnMessage()
OnClose()

CMD Commands

Angular CLI 15.1.6

Spring CLI 2.7.3

HttpHttp
Bussines Layer

Data Layer

REST
REST Json Web Token

(JWT)

User
Interaction

Planning

WebSocket
Client

Middleware Layer

App TDDT4I0TS

AngularJs - Bootstrap - Jquery
Store2 - Sweetalert2 - Tosatr   

FIGURE 1. Architecture of the TDDT4IoTS application, structured as a four-layer client/server architecture: The client (front end) uses 

HTML5, CSS3, and JavaScript; the middleware is managed by Apache Tomcat and RESTful web services in JSON format; the server 

contains business logic developed in Java with JDK and Maven, and data access is handled through the Java Persistence API; and 

the data management layer utilizes PostgreSQL and JSON files. Additionally, various JavaScript frameworks and libraries, such as 

AngularJS, jsUML2, Bootstrap, jQuery, Store2, SweetAlert2, Toastr, and GoJS, enhance interactivity, styling, and data visualization in 

the user interface.

https://github.com/dcarvajals/TddT4IoTs
https://github.com/dcarvajals/TddT4IoTs
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TDDT4IoTS is an open source 
and free tool under the MIT License, 
which permits use, modification, 
and distribution. It employs various 
open source technologies, including 
GoJS for data visualization, which 
offers free usage for open source 
projects under certain conditions. 
For more details on GoJS licensing, 
please refer to the documentation 
provided by Northwoods Software.

Front-End Layer. The technologies used 
in the Front-End layer not only facil-
itate the creation of user-friendly in-
terfaces but also accessibility across 
various devices. This layer lever-
ages HTML5, CSS3, and JavaScript 
to enhance interactivity and func-
tionality in web pages. Additional, 
frameworks and libraries such as 
AngularJS, jsUML2, Bootstrap, 
jQuery, Store2, SweetAlert2, Toastr, 
and GoJS streamline development by 
offering reusable components, UML 
modeling tools, responsive styles, 
DOM manipulation, notifications, 
and data visualization.

Middleware Layer. Security is managed 
using JavaScript Object Notation 
(JSON) Web Token (JWT), which 
facilitates secure access to web ser-
vices. Communication between cli-
ent and server is handled through 
RESTful web services in JSON for-
mat. TDDT4IoTS allows develop-
ers to collaborate on the design of 
the same device, with real-time up-
dates synchronized via WebSockets, 
which are also used to upload code 
to the Arduino board. Apache Tom-
cat is used to deploy and run the  
web application.

Arduino, being the most popu-
lar platform for developing IoTSs, 
was prioritized in this initial version 
of TDDT4IoTS.8,9,10 As a result, 
the tool is equipped to work with 

Arduino boards and compatible 
devices.

Business Layer. The business logic of 
the TDDT4IoTS application is de-
veloped in Java using Java Develop-
ment Kit (JDK). Maven is utilized as 
a project management tool to orga-
nize the project and streamline its 
lifecycle, including building, com-
piling, and managing dependencies. 
Additionally, Java classes are used in 
conjunction with Angular CLI and 
Spring CLI to generate projects.

Data Layer. The Java Persistence appli-
cation programming interface (API) 
is used to access and manipulate 
data in relational databases, with 
Java Database Connectivity facili-
tating communication between the 
business and persistence layers.

PostgreSQL is employed to man-
age user and project data, while 
component and diagram data are 
stored in JSON files. Together, these 
tools and technologies help build 
efficient, visually appealing, and 
feature-rich web applications. They 
provide a well-organized project 
structure, simplify dependency man-
agement, and enable seamless client-
server interaction. The application 
is designed modularly, with distinct 
modules for planning, modeling, and 
IoTD management.

Modular Design of TDDT4IoTS
The tool is modularly designed and 
consists of three main modules, ex-
plained in the following subsections. 
The latter two modules are dedi-
cated to SoftMod and IoTD develop-
ment, respectively.

Planning Module. In this module, proj-
ect members and their roles are 
defined. Project deliverables are out-
lined, each contributing to 100% of 

the project’s total scope. Deliverables 
are broken down into activities, each 
assigned a percentage of the overall 
deliverable. Tasks are then assigned 
to developers, including the project 
facilitator, with task percentages 
summing to 100% of the corre-
sponding activity. Progress tracking 
is conducted to ensure the successful 
completion of each deliverable.

UML Modeling Module. IoTS develop-
ment is divided into two modules. 
In the UML modeling module, the 
process begins with creating a UCD, 
representing either high-level or de-
tailed requirements. Each UC is doc-
umented using a symbol language 
(SymLan) to highlight key elements 
for generating the corresponding 
CD. The more detailed the UCs, the 
more effective the tool becomes.

Once the UCs are detailed, the 
tool automatically generates the CD, 
followed by the creation of unit tests 
by specifying evaluation values for 
the IoTS. The project is then gen-
erated in Java for the back end (us-
ing PostgreSQL, SQL Server, or 
MySQL for the database) and Angu-
lar for the front end, following the 
Maven structure with Spring Boot. 
The generated code includes en-
tity classes, data access classes, and 
RESTful web services or Spring 
Boot controllers.

TDDT4IoTS also allows CDs 
to be created from scratch, with 
required elements stored in JSON 
files, ensuring compatibility and 
easy integration with other tools  
and platforms.

IoT Module. The IoT module allows 
developers to add new components 
to their physical devices, specifying 
the necessary code, including con-
figuration libraries. Developers can 
define pin types (analog or digital) 
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and functionality (input/output). 
TDDT4IoTS offers a wizard inter-
face for configuring these compo-
nents, including dual-function pins 
and setting parameters for edge 
processing or cloud transmission. 
For data transmission components 
like Wi-Fi or Bluetooth, develop-
ers can set parameters for data ex-
change via HTTP, web services, or 
custom protocols like WebSockets. 
Simple data entries enable input for 
specifications like URLs and cre-
dentials. Protocols such as Zigbee, 
WirelessHART, and Message Queu-
ing Telemetry Transport (MQTT), 
among others, are also supported.14 
The IoT daemon uploads control 
code to boards, interacts with the 
hardware, and is downloaded lo-
cally to the developer’s computer.

Case Studies
Several studies presented at promi-
nent conferences and published in 
scientific journals have referenced 
the TDDT4IoTS tool for system 
development, including IdeAir,8 
Ñawi,9 and P4L.10 TDDT4IoTS 
has been used for designing and 
configuring IoTDs and for devel-
oping the front end (Angular) and 
back end (Spring Boot with Java) of  
user applications.

As a case study for this article, we 
present the P4L system, version 2.0, 
which provides information on plant 
status and environmental pollution 
levels. The development results us-
ing our tool are shown in Figure 2, 
illustrating key user interface (UI) 
screenshots:

	(a)	displays the UI for creating and 
viewing UCs, actors, and their 
relationships

	(b)	shows the list of the SymLan 
symbols and their meanings for 
use in DUCs

	(c)	shows a DUC, where SymLan 
is used to specify details such 
as the description, precondi-
tions, postconditions, and action 
sequences

	(d)	displays a CD automatically 
generated from annotated UCs, 
depending on the detail and cor-
rect use of SymLan

	(e)	allows developers to specify in-
put data for methods to generate 
the tests required before refac-
toring, a common task in TDD

	(f)	shows part of the back-end proj-
ect structure edited in NetBeans 
18. Developers can generate 
and download Java code using 
Spring Boot for the back-end 
and Angular for the front-end, 
packaged in a zip file with a 
test package, compatible with 
popular IDEs such as NetBeans, 
Eclipse, and IntelliJ IDEA.

In projects developed using TD-
DT4IoTS, an average of 95% of the 
generated code is utilized, with dis-
carded code generally pertaining to 
nonentity classes in UCs that do not 
require persistence management.

Another notable advantage of 
TDDT4IoTS is its support for the 
design and CodGen of IoTDs. Fig-
ure 3 displays several UIs related to 
IoTD development.

TDDT4IoTS allows developers 
to add new electronic components 
to their IoTDs. Adding a new device 
involves uploading the component’s 
vectorized image [see figure 3(a)], 
which will be used by the graphical 
UI for representation or preview.

Developers must specify the names 
and types of the component’s input 
and output ports, along with the sig-
nal types they handle [see figure 3(b)].

An administrator must approve 
the component’s inclusion for use by 
the entire TDDT4IoTS community.

For communication components, 
developers can specify the com-
munication protocol (e.g., Wi-Fi, 
Bluetooth, and so on) and the data 
exchange protocol (e.g., REST, 
WebSockets, and so on) to gener-
ate code that reduces the time and 
effort required to write the com-
plete program controlling the de-
vice, including classes, libraries, 
and functions. Figure 3(c) shows 
version 2.0 of P4L, illustrating the  
use of these new components in 
IoTD development.

Evaluation of TDDT4IoTS
The TDDT4IoTS tool was evaluated 
using the 10 questions from the sys-
tem usability scale (SUS) question-
naire by Brooke,15 correlating the 
results with developers’ experiences. 
Additionally, the experience of de-
velopers who have extensively used 
TDDT4IoTS was also evaluated.

Usability Evaluation
Table 1 presents the statistics for 
each SUS question, reflecting devel-
opers’ perceptions of the usability of 
TDDT4IoTS. It includes central ten-
dency measures, analysis of variance 
(ANOVA) data, and the correlation 
between “Experience in using the 
tool” and each question (1–10), with 
values rounded to two to four deci-
mal places.

The SUS questionnaire provides 
valuable insights into users’ percep-
tions of TDDT4IoTS. The survey 
targeted first- and second-year soft-
ware engineering students to evalu-
ate the tool’s intuitiveness and ease 
of use, minimizing potential biases 
from experienced users. The overall 
SUS score was 72.26%, indicating 
good usability, though there were 
significant variations in perceived 
complexity and the need for techni-
cal assistance.
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FIGURE 2. Screenshots of various UIs from the SoftMod module in TDDT4IoTS, illustrating the basic workflow for modeling IoTS 

software: (a) creating a UC, (b) consulting SymLan symbols and their meanings, (c) DUC, (d) reviewing the CD, (e) generating unit tests, 

and (f) completing the code after downloading it.

(a) (b)

(c)

(d)(e)(f)
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These issues are linked to partici-
pants’ limited experience and knowl-
edge of object-oriented design. The 
high standard deviation in responses 
indicates variability in user percep-
tions, with some finding the tool 
intuitive while others encountered 
challenges.

Survey results indicate that 
usability issues are more pro-
nounced among novice users, re-
flecting their initial difficulties 
with the tool. ANOVA analysis 
revealed notable differences in 
perceived inconsistency, highlight-
ing the need to improve the tool’s 

coherence for novice users. Over-
all, the tool was well received, but 
improvements in complexity and 
technical assistance are needed to 
enhance usability and educational 
effectiveness.

Evaluation of Developer Experience
Since its development and through 
its latest improvements, TDDT4I-
oTS has been used by all surveyed 
developers, including the authors of 
IdeAir,8 Ñawi,9 P4L,10 and other 
IoTs developed with this tool. A to-
tal of 21 developers were surveyed, 
all of whom were students or former 

students of systems engineering and 
software engineering, with experi-
ence ranging from one to nine years.

The survey included questions 
about years of experience in IoTS de-
velopment, agreement on the impor-
tance of UCDs for modeling system 
behavior, the role of CDs as cru-
cial structural diagrams for system 
modeling (SysMod), and the appro-
priateness of using the SymLan lan-
guage in DUCs for automatic model 
generation.

All developers (100%) agreed that 
UCDs are essential for modeling sys-
tem behavior and that CDs are vital 

(a)

(b)

(c)

FIGURE 3. Screenshots of the IoTD development module UIs in TDDT4IoTS, illustrating the workflow: (a) adding a new device if it 

does not already exist, (b) specifying its characteristics, and (c) interconnecting hardware components and generating Arduino code.
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for structural modeling. Regarding 
the appropriateness of SymLan, 
96% of respondents agreed, while 
4% were neutral. Additional ques-
tions explored the interest in auto-
mating SD creation in SysMod, the 
importance of state diagrams (StDs) 
in SysMod, and overall interest in 
TDDT4IoTS.

With the exception of the ques-
tion regarding StDs, all other ques-
tions received 100% responses 
indicating “Strongly important” or 
“Very important.” The StD question 
saw 9.5% of respondents express 
moderate importance opinion, while 
the rest rated it as “Strongly impor-
tant” or “Very important.”

I n conclusion, TDDT4IoTS is 
a crucial tool for developing 
high-quality IoTSs, addressing 

common challenges and filling sig-
nificant gaps in the field. Its TDD-
based approach ensures the creation 
of robust and rel iable systems 
through early error detection and 
requirement traceability, enabling 
rapid and efficient development. 
The architecture leverages a range of 
technologies to deliver feature-rich 
web applications and sophisticated 
IoT solutions.

Case studies demonstrate that 
TDDT4IoTS enhances developer 
productivity. By automating the 
modeling and CodGen processes for 
device interaction and configura-
tion, developers can focus on core 
functionalities. This addresses in-
teroperability and communication 
challenges, ensuring that IoT sys-
tems meet the desired requirements 
and improve customer satisfaction.

The SUS evaluat ion scored 
72.26%, indicating good usability. 
Future enhancements may incor-
porate AI techniques for automatic 

keyword marking in generating CDs 
and the creation of SDs and StDs, 
which would add significant value.

Currently, TDDT4IoTS supports 
web application development, IoTD 
design, and the configuration of 
Arduino boards and variants like 
ESP8266. Future work will expand 
support to additional platforms, 
including MediaTek LinkIt Smart 
7688 Duo and the ROHM IoT Kit.

Security is presently managed at 
the discretion of developers. Future 
versions will implement enhanced 
authentication services, such as mul-
tifactor authentication and digital 
certificates, to strengthen security.

We plan a comprehensive evalu-
ation of TDDT4IoTS, focusing on 
cost savings and fault-detection im-
provements, based on usage data 
and user feedback. Additionally, 
we will compare TDDT4IoTS with 
other IoT tools to better contextual-
ize its advantages and limitations. 
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