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Resumen

Esta tesis doctoral presenta el desarrollo de una plataforma modular
basada en aprendizaje automatico para la Inteligencia de Fuentes Abier-
tas (OSINT) destinada a la generacién automatizada de informes de
conciencia situacional en la gestion de desastres. A través de tres
estudios progresivos, la investigaciéon demuestra cémo implementar
una plataforma escalable para analizar datos de microblogs mediante
la combinacién de deteccién de eventos, clusterizacién, clasificacién
zero-shot, generacién aumentada por recuperacién (RAG) y grafos de
conocimiento. El primer estudio establece la base metodoldgica para
la deteccién automatizada de eventos utilizando SimHash para la agru-
pacién de mensajes similares y extraccién de caracteristicas mediante
TF-IDF para identificar contenido relevante en datos heterogéneos.
El segundo estudio mejora este enfoque implementando incrustacién
de frases con deteccién de comunidades para lograr una agrupacién
semdntica mas precisa e integrando grafos de conocimiento para una
mejor estructuracién e interpretacién de la informacion extraida. El
tercer estudio culmina en un sistema OSINT completamente modular
(ODET) que incorpora clasificacion zero-shot y generacién aumentada
por recuperaciéon dentro de una arquitectura basada en agentes, per-
mitiendo una adaptacidn flexible a diversos escenarios de desastres.
La evaluacién mediante casos de estudio reales, incluyendo el hu-
racan Harvey y el terremoto de Turquia de 2023, demuestra una alta
alineacién factual con fuentes de referencia (AlignScore hasta 89%) y
confirma la viabilidad de implementacién en diferentes entornos de
hardware, desde servidores en la nube hasta equipos de consumo.
Esta tesis contribuye significativamente al avance de la recopilacién
automatizada de inteligencia en situaciones de crisis, superando los
desafios tradicionales de los procesos OSINT manuales mediante una
plataforma modular, eficiente y adaptable que mejora la velocidad y
precisién de la conciencia situacional en la gestiéon de desastres.






Abstract

This dissertation presents the development of a modular machine
learning-based Open Source Intelligence (OSINT) platform for au-
tomated situational awareness reporting in disaster management.
Through three progressive studies, the research demonstrates how
a scalable system for analyzing microblogging data can be imple-
mented by combining event detection, clustering, zero-shot classifi-
cation, retrieval-augmented generation (RAG), and knowledge graphs.
The first study establishes the methodological foundation for auto-
mated event detection using SimHash clustering and TF-IDF feature
extraction. The second study enhances this approach by implementing
sentence embedding with community detection for improved semantic
grouping and integrating knowledge graphs for better structuring and
interpretation of extracted information. The third study culminates in a
fully modular OSINT system (ODET) that incorporates zero-shot clas-
sification and retrieval-augmented generation within an agent-based
architecture, enabling flexible adaptation to various disaster scenarios.
Evaluation through real-world case studies, including Hurricane Harvey
and the 2023 Turkey earthquake, demonstrates high factual alignment
with reference sources (AlignScore up to 89%) and confirms deployment
feasibility across different hardware environments. The dissertation
contributes to advancing automated intelligence gathering in crisis situ-
ations by overcoming traditional challenges of manual OSINT processes
through an efficient, adaptable platform that enhances the speed and
accuracy of situational awareness in disaster management.
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Chapter 1

Introduction

Disasters pose a significant challenge to societies worldwide [1, 2].
Natural disasters, technical incidents, and humanitarian crises require
prompt and effective responses to mitigate damage and preserve hu-
man life. A key factor in the success of disaster response efforts is the
ability to obtain an up-to-date and accurate assessment of the situation
in real-time [3, 4, 5, 6]. Rapid situational awareness is paramount for
the coordination of rescue operations, efficient distribution of resources,
and prioritization of affected areas.

Conventional disaster management strategies depend on official re-
ports and the direct observations of first responders [1, 2]. Although
these methods provide valuable information, they are often slow, time-
consuming, and geographically constrained. In practice, it can take
hours or even days before official reports on the extent of a disaster are
available, limiting the ability to respond in a timely manner [7, 3]. This
can result in inefficient relief and potentially poor decision-making. In
light of the escalating challenges posed by climate change, expanding
urbanization, and the rise of geopolitical uncertainties, the need for an
automated data-driven solution has become increasingly pressing [1,
2].

The increasing volume and fragmentation of disaster-related informa-
tion have a significant impact on response capabilities. Millions of digital
interactions occur during disaster events and responders struggle to
extract relevant information from a flood of irrelevant or conflicting data.
Traditional methods are unable to efficiently process this massive flow
of information or do not consider the possibility, making it difficult to
gain a holistic view of the situation and leading to delays and potential
misinformation [4, 5, 8]. At the same time, the widespread availabil-
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Introduction

ity of publicly shared data offers an opportunity to improve disaster
assessments, provided that they can be systematically analyzed and
structured in a way that supports rapid and informed decision-making
[3, 9, 10].

1.1 Background

The conventional approach to information collection in disaster man-
agement is labor-intensive and heavily relies on manual processes [1,
2]. Authorities and aid organizations typically employ standardized re-
port formats to collect and process data by drawing on expert opinions,
direct observations, or structured reports. These processes require a
substantial degree of human analysis, which is conditionally scalable in
disaster situations.

Another notable challenge pertains to the unstructured nature of infor-
mation flows [8, 11]. While official reports adhere to a specific structure,
valuable information, especially from the civilian population, is frag-
mented, heterogeneous, and difficult to interpret. In disaster situations,
those affected often exchange initial impressions and observations on
digital platforms; however, these data are rarely collected or systemat-
ically analyzed [3, 4, 5, 6]. Because the information-gathering process
is time-consuming and labor-intensive, collecting initial impressions
from civilians is often deemed too expensive and time-consuming. The
absence of automated analysis processes necessitates manual filtration
of the relevant content, a process that is both time-consuming and
susceptible to errors.

Additionally, there are substantial data gaps in regions with inadequate
infrastructure where sensors or official reporting chains are absent
[9]. Under such circumstances, alternative sources of information can
serve as valuable supplements. This prompts consideration of whether
Open Source Intelligence (OSINT) - the systematic utilization of publicly
available data - can contribute to enhancing disaster response.

8



1.1. BACKGROUND

OSINT for Disaster Management

Open Source Intelligence (OSINT) describes a systematic analysis of
publicly accessible data sources to generate actionable information.
Traditionally, OSINT has been used in intelligence analyses to gather
information from media reports, social networks, satellite images, and
other freely accessible sources [12, 13]. While OSINT has been used
primarily in cybersecurity, military strategy, and crime fighting, it could
also be a valuable addition to disaster management.

The primary advantage of OSINT is the abundance of real-time data,
which, in theory, enables a more rapid assessment of the situation than
traditional reporting methods. Social media has firmly established itself
as an immediate platform for documenting events, with eyewitness
reports, images, and videos, often providing valuable insights into the
current situation in a disaster area, even before official agencies can
respond [3, 4, 5, 6].

However, OSINT remains underdeveloped and unstandardized in dis-
aster contexts [10]. The utilization of open data sources introduces
substantial challenges, particularly concerning data quality, information
overload, and disinformation [4, 5, 8, 11]. In its conventional form, OS-
INT is predominantly human-centered, and analysts manually evaluate
the information and determine its relevance. Consequently, the current
state of OSINT restricts its effectiveness as a real-time solution for dis-
aster management by adding an extra layer of complexity and cost. The
integration of automation and machine learning (ML)-based methods is
imperative for enhancing the systematic application of OSINT in disaster
management.

Social Media for Disaster Management

In recent years, social media has emerged as a significant source of
information during disasters, although it is often underutilized [3, 9, 10].
Platforms such as Twitter/X facilitate the dissemination of information
regarding disasters in real-time, frequently preceding the publication of
official reports. Eyewitnesses, affected individuals, aid organizations,
and news agencies use social media to disseminate initial assessments,
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Introduction

images, videos, and warnings. This direct and unfiltered form of commu-
nication can provide valuable information about the extent of an event,
affected areas, and urgent needs of the population [10, 5].

Social media is not only a useful communication tool for authorities
and aid organizations but also a potential data source for automated
analysis [3, 10]. In the event of a disaster, activities on platforms such
as Twitter/X skyrocket as people search for information, share their own
observations, or post pleas for help [14, 3, 4, 5, 6]. In regions where
official reporting is delayed or limited, social media can serve as a
valuable supplementary source of information, offering rapid situational
overviews. The interaction between users on social media platforms
can also play a crucial role in verifying information, particularly rumors,
or in providing contextual details that official agencies can use to en-
hance the credibility of information. Mechanisms, such as hashtags
and geotags, facilitate targeted data searches, thereby streamlining the
analysis process.

However, the use of social media as a data source is challenging [4,
5, 8, 11]. The sheer volume of unstructured data, often characterized
by a high volume of misinformation, sensational reports, and manipula-
tive content, complicates the identification of the relevant information.
Furthermore, the absence of uniform data structures and standardized
formats hinders data processing automation [8, 5]. Consequently, the
development of intelligent algorithms to filter and structure social media
data is imperative for its effective utilization in disaster management.

The utilization of social media for situation assessment in the event
of a disaster demonstrates the potential of OSINT; however, it also
introduces novel challenges. Suitable methods for automated event
detection, analysis and verification of information must be developed
to employ social media as a reliable data source in disaster manage-
ment. This necessitates the implementation of machine learning (ML)-
based methods that are capable of distinguishing relevant content from
irrelevant or misleading posts.

10



1.1. BACKGROUND

Limitations of OSINT and Social Media for Disaster
Management

Although OSINT is a valuable addition to disaster management when
combined with social media, there are significant challenges to this ap-
proach. Open-data sources are not subject to quality control and often
contain inaccurate, contradictory, duplicate, or misleading information.
Although official reports are provided by verified institutions, OSINT
data are compiled from a wide range of sources that cannot be easily
verified. One of the greatest challenges is the flooding of information
[4, 5, 8, 11]. In disaster situations, millions of users simultaneously
generate content, making it difficult to extract relevant information.
Many of these posts are redundant, misleading, or of no direct use in
disaster management; therefore, efficient filtering is required. Without
appropriate mechanisms for structuring and prioritizing the data, the
content relevant to decision-making remains unused.

Additionally, the spread of misinformation is a key concern [4, 5]. Espe-
cially in disaster situations, false or manipulated content is circulated
intentionally or unintentionally. Rumors spread quickly and create false
impressions of the situation, leading to poor decisions by emergency
services and aid organizations. Automated bots and targeted disinfor-
mation campaigns have exacerbated this issue.

In addition to data quality, another challenge is the lack of structure
in OSINT information [8, 15, 10]. While traditional intelligence analysis
uses well-defined metadata and standardized formats, OSINT data are
fragmented, unsystematic, and heterogeneous. Social media posts
have different spellings, incomplete contextual information, missing
time, and location information. This variability makes the automatic
processing difficult.

Machine Learning-Based OSINT for Disaster Manage-
ment

Traditionally, OSINT analysis is performed manually, making the process
time consuming and difficult to scale [12, 13]. Intelligence agencies
use specialized analysts to review, verify, and crosscheck open source
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Introduction

information with other data sources. This approach requires significant
human resources and is not suitable for disaster management because
of the need for timely analysis, which cannot be achieved using manual
methods.

To effectively use OSINT in disaster management, automated processes
are needed to detect, extract, structure, and verify relevant data. These
processes are based on ML-based algorithms that are capable of sys-
tematically analyzing large amounts of data.

Analyzing open data sources is challenging because it involves the
processing of large amounts of unstructured information [8, 15, 10].
Machine learning (ML) offers new ways to analyze unstructured con-
tent, recognize patterns, and extract relevant information efficiently.
Advances in Al technology, particularly transformer models, have the
potential to significantly improve the quality of analysis by enabling
more precise and scalable processing of large amounts of text. These
developments have the potential to significantly increase the efficiency
of the automated processing and structuring of OSINT data.

Despite the growing recognition of Open-Source Intelligence (OSINT)
as a valuable tool for rapidly acquiring and accurately assessing sit-
uational awareness in disaster management, significant gaps persist
in the systematic operationalization and automation of analysis pro-
cesses. Conventional OSINT methods are frequently executed manually
or constrained by rule-based procedures, rendering them unsuitable for
the analysis of voluminous, unstructured data from social media and
other open sources. This finding underscores the need for innovative
approaches to address these limitations. This dissertation proposes a
comprehensive solution to address these challenges by integrating ad-
vanced methods based on machine learning and modular architectures
and aims to enhance the real-time analysis and processing of disaster
data to facilitate more efficient and effective decision-making processes
in disaster management.

12



1.2. RESEARCH OBJECTIVES AND RESEARCH QUESTIONS

1.2 Research Objectives and Research
Questions

The objective of this dissertation is to develop an ML-based Open Source
Intelligence (OSINT) platform for automated situational awareness in
disaster management. The combination of machine learning (ML) and
OSINT techniques is expected to automate the processing of large
amounts of unstructured data, thereby enabling efficient, scalable, and
precise detection of disaster events. The platform should be capable
of extracting and structuring relevant information from microblogging
data and providing automated reports.

In the context of this dissertation, three scientific studies were con-
ducted and published that examine various aspects of the development
of this platform.

# Title Journal Quality In-

dicators

1 | Towards Automated Situational Awareness | Sustainability Impact
Reporting for Disaster Management—A Factor: 3.3
Case Study [16] (JCR 2024);

Q2

2 |Harnessing OSINT in Disaster Manage- | Proceedings of | Peer-
ment: Transforming Microblogging Posts | International Reviewed
Into Insightful Data Through Text Embed- | Conference on | Book
ding [17] Theoretical and | Chapter

Applied Computing
(Springer)

3 |Al-Enhanced Disaster Management: A|Applied Sciences |Impact
Modular OSINT System for Rapid Auto- Factor: 2.5
mated Reporting [18] (JCR 2024);

Q1

Table 1.1: Overview of the publications included in this dissertation

Each study addressed a specific research question that arises from the
requirements for automation, scalability, and accuracy of OSINT-based
systems in disaster management. The following section presents these
research questions and the scientific contributions of the three studies.

Ql1: Can OSINT and ML be used for automated situational
awareness reporting in disaster management?
The first research question deals with the basic integration of OS-
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Introduction

INT into disaster management. The aim is to investigate how pub-
licly available data sources, particularly microblogging platforms
such as Twitter/X, can be used for the automated detection and
analysis of disaster events.

* This question was investigated in Study 1, in which an event
detection system was developed to enable the automated
analysis of microblogging data. The methodology is based
on TF-IDF for feature extraction, a SimHash-based clustering
approach for grouping similar content, and a comparative
evaluation of multiple ML-based summarization techniques for
condensing the detected events.

* Study 2 builds on these results and improves event detection
using text embedding and clustering algorithms. This allows
for the semantic grouping of events, making the analysis more
flexible and accurate. Furthermore, knowledge graphs were
integrated to structure detected events and enhance analysis.

* Study 3 further integrates these approaches into a modular Al-
based OSINT system (ODET). In addition to zero-shot classifica-
tion, knowledge graphs, and retrieval-augmented generation
(RAG), a modular agent-based architecture was implemented
to enable scalable and automated disaster reporting.

Q2: How can the accuracy of OSINT and ML-based automated
situational awareness reporting for disaster management
be improved?

The second research question addresses the challenge of design-
ing scalable OSINT-based systems that can efficiently process large
amounts of data.

* In Study 1, an initial pipeline for processing microblogging data
was developed. This lays the foundation for automation but
also highlights the limitations in flexibility and scalability, as it
relies on predefined term-based event detection methods.

» Study 2 focuses on improving event detection using embed-
ding and clustering methods. This enables the system to an-
alyze large amounts of unstructured data more efficiently and

14



1.2. RESEARCH OBJECTIVES AND RESEARCH QUESTIONS

structure the extracted information using knowledge graphs
for improved interpretability.

* Study 3 presents the system as a complete solution for au-
tomated generation of situational awareness reports. Per-
formance and deployment feasibility were examined by test-
ing different computing environments, from powerful cloud
servers to consumer hardware (MacBook Air M3). The mod-
ular architecture allows rapid adaptation to different disaster
scenarios and ensures scalability across various hardware con-
figurations.

Q3: How can the scalability of OSINT and ML-based solutions for
situational awareness reporting in disaster management
be improved?

The third research question addresses the accuracy of OSINT-based
disaster analysis and examines how modern Al methods can help
reliably identify and structure relevant information.

* Study 1 evaluated different methods for automated event de-
tection as a proof of concept and investigated the feasibility of
summarizing detected event clusters into situational aware-
ness reports.

* Study 2 increased the accuracy by using text embedding and
community detection-based clustering. By introducing seman-
tic text embedding and community detection for event cluster-
ing, events can be interpreted and structured more accurately,
allowing irrelevant or redundant data to be filtered out more
efficiently.

* Finally, Study 3 integrated several Al techniques to further im-
prove the accuracy and contextualization of disaster data. The
combination of retrieval-augmented generation (RAG), knowl-
edge graphs, and modular agent-based processing optimizes
the analyzability of the data. The agent-based architecture of
ODET increased its scalability, ensured long-term adaptability,
and allowed flexible integration of new models. The quality
of the generated reports was compared with Wikipedia event
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Introduction

summaries, achieving a high level of agreement (AlignScore
up to 89%), confirming the effectiveness of the developed
platform.

This dissertation contributes to the improvement of situational aware-
ness reporting in disaster management through incremental develop-
ment of a salable and modular ML-based OSINT platform. Study 1 laid
the foundation for event detection and reporting. Study 2 improved
the scalability and accuracy of the analysis by using advanced machine
learning techniques. Finally, Study 3 integrated these advances into a
modular and scalable system (ODET).

1.3 Delimitation

This dissertation deals with the development and evaluation of an Open
Source Intelligence (OSINT) and machine learning-based platform for
automated situational awareness reporting in disaster management.
The focus is on the automated processing, analysis, and structuring
of unstructured data from open sources, especially social media, to
support decision making in crisis situations. Al-based methods, such
as text embedding, clustering, and zero-shot classification, are used to
extract relevant information and transform it into actionable situational
awareness. This dissertation examines the entire process, from data
aggregation to analysis and reporting, and evaluates the performance
of the developed approaches based on empirical case studies.

This dissertation exclusively uses microblogging data (Twitter/X), specif-
ically prebuilt freely available datasets, as a source for disaster analysis.
Other digital or traditional news sources, such as newspapers, blogs, or
TV reports, were not considered. This allowed for a focused investi-
gation of the suitability of machine learning-based OSINT analysis for
processing unfiltered, high-frequency social media data in real-time.
Furthermore, no direct APl access via Twitter/X APl was used.

This dissertation focuses explicitly on the technological implementation
and evaluation of OSINT-based analysis methods in disaster manage-
ment. Sociological, political science, economic studies, business stud-
ies, and social analyses of OSINT or a disaster management platform
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1.3. DELIMITATION

in the broader sense are not the subject of this dissertation. Similarly,
there will be no discussion on legal, ethical, or any of the above as-
pects, and this dissertation focuses solely on the possibility of technical
implementation.

This dissertation focused exclusively on disaster-related information.
The analysis of misinformation, disinformation, and deliberate manip-
ulation was not part of the research. While the system is technically
capable of filtering irrelevant or potentially misleading content, the
focus is on automated detection, structuring, and reporting of relevant
events.

This dissertation develops and evaluates a modular Al architecture for
OSINT analysis. It does not investigate a fully automated end-to-end
solution but rather a modular and explicable Al system that enables
transparent and traceable analysis.

This dissertation exclusively deals with text-based data processing us-
ing machine learning and natural language processing (NLP). Methods
for image or video analysis have not yet been developed or evaluated.
Furthermore, the system is based on existing open language models
(e.g., zero-shot classification, RAG, knowledge graphs) without training
its own language models from scratch.

The methods were explicitly designed for disaster management scenar-
ios. Other application areas such as political event analysis, market
surveillance, and cyber security have not been investigated. However,
the developed platform is modular and flexible so that future adapta-
tions for other purposes are possible.

Another focus was on the practical applicability and scalability of the
developed methods. The platform was designed to operate efficiently
on consumer hardware (e.g., MacBook Air M3) and cloud environments.
The evaluation is based on case studies of real disaster events, with
comparability to established information sources, such as Wikipedia,
ensured by quantitative metrics.
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Introduction

1.4 Progress and Integration of Research

The research in this dissertation has evolved incrementally over several
years, with each publication integrating new technological advances
and advancing existing methodologies. The three publications that form
the core of this dissertation logically build upon each other and incre-
mentally contribute to the development towards an automated modular
OSINT platform for situational awareness in disaster management.

The following publications are included in this dissertation:

Study 1: Towards Automated Situational Awareness Reporting for Dis-
aster Management—A Case Study [16]

The first study laid the technical foundation for the use of Open Source
Intelligence (OSINT) in disaster management. It focuses on the fea-
sibility of automated event detection and text summarization of mi-
croblogging data. To this end, a system was developed that uses term
frequency-inverse document frequency (TF-IDF) for feature extraction,
employs SimHash-based clustering to group similar messages, and
evaluates multiple extractive text summarization methods.

This initial study demonstrates the feasibility of automated situational
awareness report generation using microblogging data and provides
a processing pipeline for disaster information extraction. However,
scalability and accuracy were still limited due to the reliance on term-
based feature extraction and predefined lexicons for event detection.

Study 2: Harnessing OSINT in Disaster Management: Transforming Mi-
croblogging Posts Into Insightful Data Through Text Embedding [17]

The second study builds on the results of the first study and extends the
methodology by using advanced machine learning techniques. While
the first study relied on TF-IDF for feature extraction and lexicon-based
event detection, this study introduced the utilization of text embedding
and community detection-based clustering algorithms to capture and
group events more accurately.

A major advancement is the use of semantic similarity models, which
allow events to be grouped based on content rather than just term
frequency-based methods. This significantly improves the scalability

18



1.5. THEORETICAL AND TECHNICAL CONTRIBUTIONS

and accuracy of the system by making event detection more robust to
linguistic variation. In addition, knowledge graphs were introduced to
structure extracted information and enhance interpretability.

Study 3: Al-Enhanced Disaster Management: A Modular OSINT System
for Rapid Automated Reporting [18]

The third study summarizes the progress of previous work and develops
a modular OSINT platform for disaster management. This platform,
called the Open Source Intelligence Disaster Event Tracker (ODET),
integrates the methods developed in the first and second studies into
a scalable, agent-based architecture. It enhances event detection
and situational awareness reporting through zero-shot classification,
retrieval-augmented generation (RAG), knowledge graphs, and modular
Al agents.

The developed platform was evaluated in two real-world case studies
(Hurricane Harvey, Turkey Earthquake 2023) and achieved an Align-
Score of up to 89% compared to Wikipedia event summaries. Further-
more, the scalability and adaptability of the system were demonstrated
by deploying ODET on both consumer hardware (MacBook Air M3) and
cloud infrastructure (A100 GPU in Google Cloud).

1.5 Theoretical and Technical Contribu-
tions

This dissertation provides both theoretical and technical contributions
to the automation of Open Source Intelligence (OSINT) in disaster man-
agement. Although OSINT is traditionally used in intelligence contexts,
its potential for automated disaster analysis has not been systemat-
ically explored [12]. This dissertation demonstrates that OSINT-based
methods are not only suitable for analyzing microblogging data but also
provide an efficient, scalable, and accurate solution for timely disaster
reporting.

Technologically, this dissertation combines several machine learning-
based methods into a modular framework, including zero-shot classifi-
cation, retrieval-augmented generation (RAG), knowledge graphs, text
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embedding and community detection for event grouping. These meth-
ods not only improve event detection but also enable structured and
contextual reporting, overcoming the limitations of rule-based OSINT
approaches.

Theoretical Contributions

A key theoretical contribution of this dissertation is the systematic appli-
cation of OSINT in disaster management. While OSINT has traditionally
been used in cybersecurity, intelligence, and investigative journalism,
this thesis demonstrates that it can also be used to automatically collect
and analyze disaster information. This differs from previous works,
which have mostly been limited to general social media analysis without
explicitly applying OSINT methods.

Furthermore, this dissertation demonstrates the effectiveness of text
embedding and community detection for event detection. Although
these methods have been used in other contexts, their application
to event detection, and thus in the broader context of disaster man-
agement, has been little explored. This dissertation shows that they
not only provide an efficient and accurate method for disaster event
detection and grouping, but also enable the direct reusability of the
generated vectors in RAG. This creates a synergistic advantage because
the same vectors can be used for both event detection and generative
reporting.

Additionally, this dissertation demonstrates that the use of quantized
Instruct LLMs for zero-shot classification is an efficient method for the
automated analysis of large amounts of unstructured data. Instead of
relying on specifically trained classification models, the system uses
generic language models that can be deployed ad hoc for specific
classification tasks by targeting them using structured prompts and
grammar rules. Model quantization also optimizes the processing
power, increases flexibility, and enables resource-efficient processing
on a variety of hardware, from high-performance cloud instances to
consumer devices. This significantly expands the potential applications
of OSINT analysis and enables rapid adaptation to new information
needs in disaster management.
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Finally, this dissertation demonstrates that a modular agent-based sys-
tem is a useful approach for automated OSINT analysis. Although clas-
sical OSINT analysis relies on rule-based systems or manual processing,
this dissertation provides a fully automated solution that adaptively
combines different Al models and a scalable and flexible platform for
disaster analysis.

Technical Contributions

The main technical contribution of this thesis is the development of the
Open Source Intelligence Disaster Event Tracker (ODET). This system
combined event detection, semantic clustering, zero-shot classification,
and RAG-based reporting in a modular architecture. This enables fully
automated and scalable OSINT analysis of disaster events.

To ensure an accurate and scalable OSINT analysis, ODET integrates
several advanced techniques. The following sections describe the key
technical components of the system and how they contribute to the
automated processing of the disaster data.

Text Embedding and Clustering-Based Event Detection

In this approach, event detection is performed using text embed-
ding that map message content into high-dimensional semantic vec-
tor space. These vectors were then clustered into thematically re-
lated groups using community detection-based clustering methods. In
contrast to traditional rule-based methods, this approach enables the
flexible and dynamic identification of relevant events, even in highly
variable data sources, without the need for manual pretraining on
similar events. Clustering ensures that only data with similar content
are merged, increasing the processing efficiency and relevance of the
extracted information while evening out story deviations and misinfor-
mation.

Zero-Shot Classification for Dynamic Categorization

The zero-shot classification used in this dissertation enables the auto-
matic categorization of textual content without the need for prior train-
ing in specific disaster scenarios. This is achieved using a pretrained
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quantized model in conjunction with a JSON-driven grammar structure
that allows the system to adapt flexibly and quickly to new and unknown
events. In contrast to traditional approaches that require extensive col-
lection and labeling of training data, this method significantly improves
the efficiency and scalability of automatic categorization.

Knowledge Graphs for Structured Semantic Analysis

Knowledge graphs were used for structured analysis of the extracted
data. They link extracted entities, such as locations, timestamps, and
event types, enabling a deeper semantic analysis of the data. The use of
graphs helps to identify patterns and correlations that are not apparent
in traditional text-based analysis. This method supports precise mod-
eling of events and their causal relationships, enabling a more detailed
and contextual assessment of the situation.

Retrieval-Augmented Generation (RAG) for Enhanced Reporting

Another innovative approach in this dissertation is the use of Retrieval-
Augmented Generation (RAG) to improve the quality and consistency of
generated reports. This involves integrating relevant external knowl-
edge sources into the generation process to produce a more accu-
rate and contextualized text output. RAG combines the benefits of
knowledge retrieval with generative language models to improve the
accuracy and consistency of the automatically generated reports. In
combination with knowledge graphs, this approach enables the contin-
uous improvement of analysis results by integrating aggregated cluster-
overlapping knowledge, thereby increasing the reliability and depth of
the generated situational awareness reports.

Modular System Design for Scalability and Flexibility

The developed system is characterized by a modular architecture that
allows flexible exchange and adaptation of the analysis modules. This
flexibility ensures that the system is suitable for different disaster sce-
narios, as well as for future extensions and technological developments.
Scalability is ensured by the use of cloud-based technologies and op-
timizations for processing large amounts of data, which means that

22



1.6. THESIS STRUCTURE

the system can operate in real-time, even if the data volume suddenly
increases during a crisis.

1.6 Thesis Structure

This dissertation consists of an introduction, three scientific publica-
tions, an English and a German conclusion chapter. This documents the
publication-by-publication development process of an OSINT-based ma-
chine learning platform for automated situational awareness reporting
in disaster management. Each chapter represents a central step in this
development, from initial event detection to the integration of advanced
classification methods towards a modular and scalable platform for
disaster situational awareness reporting.

Chapter 1 - Introduction

This first chapter introduces the topic of the thesis, describes the rel-
evance of Open Source Intelligence (OSINT) in disaster management,
and presents central research questions. It explains the scientific and
technical contributions of this dissertation and shows how individual
scientific works are embedded in the overall context of the research.

Chapter 2 - Towards Automated Situational Awareness Report-
ing for Disaster Management—A Case Study

This chapter presents the first study, which lays the foundation for
this dissertation. It explores the feasibility of Open Source Intelligence
(OSINT) for automated disaster event detection and situational aware-
ness reporting. The study focuses on processing microblogging data,
particularly from Twitter/X, and introduces a system that applies TF-
IDF for feature extraction, SimHash-based clustering to group similar
messages, and a comparative evaluation of multiple extractive text
summarization methods. The chapter first outlines the challenges of
disaster intelligence, followed by a literature review of event detection
and text summarization. The proposed approach is then introduced,
detailing the preprocessing steps, event detection mechanism, and
summarization methods. An experiment was conducted to evaluate the
system using real-world disaster data, and the results were analyzed in
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terms of event detection accuracy and reporting efficiency. The chapter
concludes with a discussion of the study’s contributions and limitations,
emphasizing its role as a proof-of-concept for automated OSINT-driven
disaster monitoring.

Chapter 3 - Harnessing OSINT in Disaster Management: Trans-
forming Microblogging Posts Into Insightful Data Through Text
Embedding

Building on the findings of the first study, this chapter enhances the
scalability and accuracy of OSINT-based disaster analysis by incorporat-
ing advanced machine learning techniques. The study transitions from
TF-IDF-based feature extraction and SimHash-based clustering to text
embedding and community detection-based clustering, significantly
improving event grouping and structured information representation
through knowledge graphs. This chapter follows a structured approach,
beginning with a discussion of OSINT’s role in disaster management and
the potential of text embedding for event analysis. It then presents
a refined methodology, introducing semantic similarity models, zero-
shot classification for event categorization without prior training, and
Retrieval-Augmented Generation (RAG) techniques for improved con-
textual understanding. A case study demonstrated the effectiveness of
these methods for structuring large-scale disaster data. The chapter
concludes with an evaluation of the enhancements compared with the
first study, highlighting improvements in scalability, adaptability, and
classification accuracy.

Chapter 4 - Al-Enhanced Disaster Management: A Modular OS-
INT System for Rapid Automated Reporting

This chapter integrates the advances from previous studies into a fully
modular OSINT system, the Open Source Intelligence Disaster Event
Tracker (ODET). It begins with an overview of the technical challenges
in scaling automated disaster intelligence and the need for a modu-
lar, agent-based architecture. It introduces ODET, detailing its flexible
structure, Al-driven processing pipeline, and key components, including
knowledge graphs, retrieval-augmented generation (RAG) for enhanced
reporting, and zero-shot classification for dynamic event categorization.
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The methodology section explains the system deployment, computa-
tional requirements, and adaptability across disaster scenarios. The
chapter also presents two case studies—Hurricane Harvey and the
2023 Turkey Earthquake—to evaluate ODET'’s performance in real-world
disaster contexts. The evaluation highlights the system’s ability to
generate highly accurate situational awareness reports, achieving an
AlignScore of up to 89% when benchmarked against Wikipedia data.
The chapter concludes by emphasizing ODET’s modularity, scalability,
and real-world applicability of ODET, positioning it as a robust Al-driven
OSINT platform for disaster response.

Chapter 5 - Conclusions and Future Works

Chapter 5 synthesizes the findings of this dissertation, evaluating their
collective contributions to OSINT-based disaster management. It be-
gins with "Research Questions Revisited," assessing how the developed
methodologies have addressed the core challenges of automation, ac-
curacy, and scalability in situational awareness reporting. The chapter
then presents a synthesis of key insights, highlighting the strengths and
limitations of the proposed approaches. This includes discussions on
system scalability, data availability, and methodological constraints.
The final section outlines future research directions, suggesting en-
hancements such as improved misinformation detection, integration of
multimodal data, and further automation of the reporting process.

Chapter 6 - Zusammenfassung und Ausblick

Chapter 6 provides a summary of the dissertation’s findings and an
outlook on future developments, written in German, to ensure broader
accessibility. The chapter follows a structure similar to Chapter 5. It
begins with a reflection on the research questions, assessing how the
developed methodologies have addressed the core challenges of au-
tomation, accuracy, and scalability in situational awareness reporting.
The chapter then presents a synthesis of key insights, highlighting the
strengths and limitations of the proposed approaches. This includes
discussions on system scalability, data availability, and methodologi-
cal constraints. The final section outlines future research directions,
suggesting enhancements such as improved misinformation detection,
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integration of multimodal data, and further automation of the reporting
process.

Chapter 7 - Conclusidén y Futuros Trabajos

Chapter 7 provides a summary of the dissertation’s findings and an
outlook on future developments, written in Spanish, to ensure broader
accessibility. This chapter is equivalent in content to Chapter 6, but
presented in Spanish. The chapter follows a structure similar to Chapter
5. It begins with a reflection on the research questions, assessing how
the developed methodologies have addressed the core challenges of
automation, accuracy, and scalability in situational awareness report-
ing. The chapter then presents a synthesis of key insights, highlighting
the strengths and limitations of the proposed approaches. This includes
discussions on system scalability, data availability, and methodologi-
cal constraints. The final section outlines future research directions,
suggesting enhancements such as improved misinformation detection,
integration of multimodal data, and further automation of the reporting
process.
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Chapter 2

Towards Automated Situational
Awareness Reporting for Disaster
Management—A Case Study'

2.1 Synopsis

Disasters do not follow a predictable timetable. Rapid situational aware-
ness is essential for disaster management. People witnessing a disaster
in the same area and beyond often use social media to report, inform,
summarize, update, or warn each other. These warnings and recom-
mendations are faster than traditional news and mainstream media.
However, due to the massive amount of raw and unfiltered information,
the data cannot be managed by humans in time. Automated situational
awareness reporting could significantly and sustainably improve dis-
aster management and save lives by quickly filtering, detecting, and
summarizing important information. In this work, we aim to provide
a novel approach towards automated situational awareness reporting
using microblogging data through event detection and summarization.
Therefore, we combine an event detection algorithm with different sum-
marization libraries. We test the proposed approach against data from
the Russo-Ukrainian conflict to evaluate its real-time capabilities and
determine how many of the events that occurred could be highlighted.
The results reveal that the proposed approach can outline significant
events. Further research can be carried out to improve short-text
summarization and filtering.

1This chapter is based on the open-access publication: K. Schwarz, D. Arias Aranda,
M. Hartmann, "Towards Automated Situational Awareness Reporting for Disaster Man-
agement—A Case Study," Sustainability, MDPI, 2023. DOI: https://doi.org/10.3390/su
15107968. Reused under the CC BY 4.0 license. Impact Factor: 3.3 (JCR 2024); Q2

27



Towards Automated Situational Awareness Reporting

2.2 Problems and Challenges

A disaster is a sudden accident or natural catastrophe that causes
significant damage or loss of life [19]. Disasters can occur suddenly any-
where on Earth. In addition to natural disasters, there are also human-
made disasters such as war [20]. Some might happen once, while
others could be recurrent disasters such as earthquakes or tsunamis
[21]. Even though it is impossible to avoid them, we must contain
their consequences and act quickly once they occur. To achieve this,
societies need to be as well-prepared as possible. Hence, disaster
management refers to the totality of all coordinated measures in the
areas of disaster prevention, disaster preparedness, disaster manage-
ment, and post-disaster recovery, including the ongoing evaluation of
actions taken in these areas. The phases of disaster management are
structured in a continuous cycle — the Disaster Management Cycle — as
depicted in Figure 2.1. The Disaster Management Cycle illustrates the
ongoing process of reducing the impact of disasters. The overarching
goal of disaster management is to reduce or avoid potential losses,
provide rapid and appropriate assistance to victims, and ensure the
fast rebuilding of infrastructure. The entire cycle includes the design
of public policies and plans to mitigate the impacts on people, property,
and infrastructure [22]. According to the definition of Al-Madhari et
al. [19], disaster management actors are involved in the immediate
response and recovery phases when a disaster occurs. For the most
part, these are humanitarian organizations. The four phases of disaster
management outlined here(in addition to the disaster itself) do not
regularly occur in isolation. Often, the phases of the cycle overlap, and
their lengths depend heavily on the severity of the disaster.

The Disaster Management Cycle includes four phases. These are pre-
vention, preparedness, response, and recovery. The prevention phase
contains measures to reduce vulnerability to the consequences of a dis-
aster. These include, for example, efforts to protect against injury, loss
of life, and property. Strengthening public infrastructure, medical care,
and other actions that increase a community’s resilience to disasters
are also included.

The preparedness phase is about understanding how a disaster might
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Figure 2.1: The Disaster Management Cycle

affect the community and how to build the capacity to respond to and
recover from a disaster through education, outreach, and training. This
may include business community involvement, pre-disaster strategic
planning, and other logistical preparedness activities.

The response phase is the direct response to a disaster. It addresses
the immediate threats the disaster poses through actions such as sav-
ing lives, meeting humanitarian needs such as food, shelter, clothing,
public health, and safety, as well as cleaning up, assessing damage, and
resource distribution. As the mission progresses, the focus shifts from
addressing the immediate emergency to conducting repairs, restoring
utilities, establishing public services, and completing cleanup. The
most pressing emergency issues are assessed and addressed. There
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is often a degree of chaos during this phase, which can last for a while
depending on the disaster’s nature and the amage’s extent.

The recovery phase is the fourth and final phase in the Disaster Man-
agement Cycle. It is typically the most long-term phase in the cycle
and usually lasts for decades. It requires thoughtful strategic planning
and actions to address a disaster’s more severe or permanent impacts.
In this work, we focus on the preparedness phase. The preparedness
phase has been chosen, as we take the first step towards automated
situational awareness reporting using microblogging data through event
detection and summarization. The approach we propose was developed
using real data from past war events. The system proposed with this
work is settled within the training phase of the preparedness cycle.
Meanwhile, the long-term goal of this research is to develop a sys-
tem that delivers sustainable improvement to the recovery phase of
the Disaster Management Cycle. The National Incident Management
System (NIMS) [23] defines preparedness as “a continuous cycle of
planning, organizing, training, equipping, exercising, evaluating, and
taking corrective action in an effort to ensure effective coordination
during incident response”.

This cycle depicts a broader system to prevent, respond to, recover
from, and mitigate natural disasters, acts of terrorism, and other
human-made disasters. There are five phases of the preparedness cycle
[24]. These are:

* Plan

- The planning phase basically covers the entire cycle. The
strategic and operational planning carried out in this section
defines requirements and provides a benchmark for evaluating
implementations. The planning elements show which capaci-
ties must be available during a major disaster [25].

* Organize/Equip

- Organization and equipment provide the human and technical
resources needed to build and meet modernization and sus-
tainability requirements. Organization and equipment include
identifying the competencies and skills that staff should have
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and ensuring that an organization has the proper personnel.
It also includes identifying and procuring standard equipment
that an organization might need in emergencies [25].

e Train

- Training provides first responders, homeland security offi-
cials, emergency management officials, private and non-
governmental partners, and other personnel with the knowl-
edge, skills, and abilities needed to perform key tasks required
during a specific emergency situation [24].

e Exercise

- Exercises enable entities to identify strengths and incorporate
them within best practices to sustain and enhance existing
capabilities. They also provide an objective assessment of
gaps and shortfalls within plans, policies, and procedures to
address areas for improvement prior to a real-world incident
[25].

e Evaluate

- The final phase of the preparedness cycle is evaluation. In this
phase, organizations gather lessons learned, develop improve-
ment plans, and pursue corrective actions to address gaps and
deficiencies identified during exercises or real-world events
[24].

Situational awareness is an essential point in most phases of the cycle.
Accordingly, it becomes essential in the response phase. Targeted
actions can only be taken with a precise overview of the situation. As
pointed out by Arias-Aranda et al., flaws in the constant monitoring
of all actions cause critical failures in achieving crucial milestones of
humanitarian actions [26]. Therefore, fast and undistorted situational
awareness reports can contribute to the improvement of humanitarian
responses in a sustainable way.

Evaluating microblogging sites such as Twitter/X has become essential
to obtaining situational awareness in disaster situations [27, 28, 29,
30, 31, 32, 33]. As Phengsuwan et al. pointed out in their Survey
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about the use of social media data in disaster management,“Several
publications have proposed the exploitation of social media data for
disaster management, with Twitter/X being one of the most significant
social media data sources used for disaster management. The temporal
and spatial information extracted from Twitter/X is critical information
for supporting decision-making in disaster management” [34].

The nature of these microblogging services enables their users to pub-
lish messages with a limited number of characters. However, this
limited number of characters allows people to distribute status updates
quickly and easily. These are not exclusively important or relevant
messages. Most status updates are highly irrelevant and concern social
or private matters. However, recent research shows that this type of
social media yields critical information in disaster situations because
people publish, share, and report critical information [35, 36, 37].

Nonetheless, the many news stories during a disaster event, the accom-
panying social statements worldwide, and the many social messages
of those who have something to say that is unrelated to the topic
are a problem in the evaluation of this goldmine that is yet to be
exploited [12]. However, the number of status updates that occur and
are relevant during disasters holds great potential for helping in disaster
management in the long term. Occurring events can be found and
tracked during a disaster.

According to the definition of Hasan et al. [38], an event in the context
of social media is “[...] an occurrence of interest in the real world
which instigates a discussion on the event-associated topic by various
users of social media, either soon after the occurrence or, sometimes,
in anticipation of it”.

By bundling and following these events, a news stream in the form
of a story evolves, which is essential for decision-makers and first
responders. This particularly timely stream of information can also help
related work in a variety of other disaster-related fields and phases,
such as the use of unmanned aerial vehicles (UAVs) for reconnais-
sance [39], vehicle routing and relief supply distribution [40], as well
as volunteer assignment [41], to determine mission locations, mission
requirements, and success rates. Furthermore, recordings of on-site

32



2.2. PROBLEMS AND CHALLENGES

information can help to understand complex situations in retrospect.
Finally, the resulting records can help ensure adequate preparation and
training in the future after a disaster. However, this valuable opportunity
comes with its problems. Even after filtering irrelevant messages,
personal communications, spam, and background noise, much relevant
information remains. Although unmanageable to organize manually,
these pieces of information need to be logically summarized. Of course,
evaluating and summarizing this information by hand would require a
large workforce and a considerable amount of time and resources. This
would be unsustainable since we are dealing with vast amounts of data
in this context.

To assess the following research questions, this work aims to provide a
novel approach towards automated situational awareness reporting us-
ing microblogging data through event detection and summarization, by
combining an event detection algorithm with different summarization
libraries.

* |s the system able to process the data of the previous time window
in the current time window?

* What percentage of the events in a dataset that is as realistic as
possible is the system able to detect?

* How could the results be improved?

This chapter addresses the first step towards automated situational
awareness reporting for disaster management. As previously described,
Twitter/X provides one of the most significant sources for this purpose.
Although we think our approach can be applied to other text-focused
social media, they are outside the scope of this chapter. The rest
of this chapter is ordered as follows. In Section 2.4, we introduce
the architecture of our proposed system. Section 2.5 and Section 2.6
explain the design of our experiments and discuss the results. Finally,
we summarize the work in Section 2.7 and give an outlook.
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2.3 Related Works

To discuss related works, the following subdivision is made. The first
part discusses works with related goals in the same disaster manage-
ment/preparedness cycle phases. The second part discusses works that
describe related components. Therefore, Section 2.3.1 presents differ-
ent event detection approaches, while Section 2.3.2 presents different
approaches for automated text summarization. To conclude, in Section
2.3.3 a summary is given.

Works with related goals can be divided into two major categories. The
first category represents ontology-based approaches [42, 43, 44], while
the second category concerns Al-based approaches [45, 46, 47, 48].

Nguyen et al. [49] propose an interpretable classification-
summarization framework that first classifies tweets into different
disaster-related categories, and then, summarizes those tweets.
Instead of focusing on performance measures, their proposed approach
focuses on the decision-making process to give decision-makers an
interpretable context. To achieve this, they employ a BERT-based
multi-task learning approach and labeling. Accordingly, there are
several limitations. In contrast to our approach, real-time capabilities
are sacrificed to achieve higher accuracy. While we focus on delivering
undistorted information fast to provide decision-makers with rapid
situational awareness reports, their work mainly focuses on providing
explanations or rationales. However, fast, undistorted reports can be
used to better simulate the conditions of a disaster and to better train
individuals in the appropriate behavior. It allows emergency personnel
to practice reacting quickly until more detailed reports are available.

Mukherjee et al. [50] introduce an approach called MTLTS, a multi-
task framework to obtain trustworthy summaries from crisis-related
microblogs. Unlike other researchers in the field, they concentrate on
a supervised approach. While they claim that their approach general-
izes well across domains, outperforms the strongest baselines for the
auxiliary verification/rumor detection task, and achieves high scores
overall in the verified ratio of summary tweets, this approach requires
time-consuming training and the labeling of datasets. The latter, itself,
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requires a time-consuming process, and thus, a high level of human
resources.

Rudra et al. [51] propose a framework that classifies tweets to extract
situational information, and then, summarizes this information. Their
proposed approach relies on their observation that tweets in disaster
situations often contain disaster-related and non-disaster-related infor-
mation alongside numerical information such as casualties. While this
approach is developed to meet rapid performance, it does not perform
event detection, and thus, relies on a keyword search provided by the
Twitter/X API.

2.3.1 Event Detection

To ensure targeted and sustainable automated awareness reporting in
disaster management, the initial detection and tracking of events is an
important starting point. It is necessary to find out what happened,
and when and where it happened. The microblogging service Twitter/X
has emerged as the most popular and widely used service to obtain
information about real-world events [52].

The works of Hasan et al. [38] and Li et al. [53] provide a comprehensive
overview of the field of event detection methods applied to streaming
data from Twitter/X. For this purpose, representative social media event
detection techniques are extracted and presented in a categorized
overview according to common features. Subsequently, various as-
pects of the subtasks and challenges related to event detection are
discussed. Our proposed approach uses these results as a basis and
overview of the commonly used event detection algorithms. For this
purpose, we use a complex, large, real-world dataset for evaluation that
is publicly available. In contrast to the presented work, we focus on fast,
automated situational awareness reporting. The approaches presented
in the included works often have entirely different goals and are only
tested on small artificial or non-public datasets.

Unankard et al. [52] propose the approach of Location-Sensitive Emerg-
ing Event Detection (LSED). This approach is used to detect emerging
hotspot events from microblog messages. The goal of the message de-
tection in this work is specifically to help governments or organizations
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prepare for and respond to unexpected events and disasters. The ap-
proach is also based on correlations between the user’s location and the
event’s location obtained from microblog messages. The researchers
report that this approach provides better real-world event leverage
results than traditional TF-IDF and hashtag approaches. Still, they also
disclose that it is “[...] difficult to effectively and efficiently process
a large number of noisy messages.” [52]. This leads to significant
variations and errors in the results, which needs further optimization in
future work. Knowing the location and time associated with the user and
event can be vital to increase the event detection accuracy and tracking
performance. The distinction from this work is that it refers to the early
detection of possible disaster scenarios. It is not intended to be used
for news reporting or even report writing, but solely for government
agencies to issue early warnings.

Osborne et al. [54] propose a system based on local sensitive hashing
(LSH). As in our proposed approach, the main focus is on disaster
detection. The LSH approach is not new and is derived from previous
work [55]. Since the accuracy of LSH is not high enough by itself, a
content classifier based on a passive-aggressive algorithm is developed
and trained. Similar to our proposed system, a dictionary is also used,
which is used to help detect relevant tweets in the disaster domain.
However, in contrast to our work, a weakly supervised approach is used
here to learn new words successively.

2.3.2 Text Summarization

Summarizing Twitter/X messages is complicated. While the brevity of
microblogging-based messages can have advantages in event detec-
tion, it poses many problems in summarization [56]. Short messages
with a high repetition factor pose significant problems for standard
algorithms. Rudrapal et al. [56] state that standard summarization algo-
rithms can be roughly divided into two camps: those based on summary
content or those based on events. Content-based approaches can be
divided into two categories. So-called abstract summarization tries to
create entirely new text from given text. This new text may contain
components that were not present in the original text. Furthermore,
there is the extractive summary. Here, the features are weighted again,
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and essential parts of the text are extracted. Text parts with lower
weights are omitted in this type of algorithm. Again, event category-
based approaches can also be divided into two categories: generic and
domain-specific approaches.

Li et al. [27] present two summarization approaches for events previ-
ously detected by the system. The first approach uses semantic types
of event-related terms and ranks the messages based on the terms
computed from the analysis of these semantic terms. The second
approach uses graph convolutional networks and tweet relation graphs
to detect hidden tweet features. Furthermore, Li et al. state that “There
are many studies on text summarization, but only a few of them focus
on social media” [27].

In this context, we propose, for our approach, the benchmarking of three
standard libraries, namely SpayCi [57], Gensim [58], and NLTK [59], to
evaluate the absolute baseline.

2.3.3 Summary

This section first discussed work with related objectives in the same
disaster management/preparedness cycle phases. This was followed
by a discussion of work describing related components. Each of the
previous works shows a related component or approach. However, the
works dealing with related components mainly show solutions at dif-
ferent disaster management/preparedness cycle phases or do not deal
with disaster-based objectives. The approaches are either unsuitable
in real-time, represent only an experiment, or are tested on small or
non-public datasets.

On the other hand, works with related goals always have a deep neural
network-based component in at least one part. As Li et al. state in
their work, the disadvantage of deep neural networks is that they have
velocity issues when used to discover new events from data streams in
real-time. This work focuses on delivering undistorted information fast
to provide decision-makers with rapid situational awareness reports.
Fast, undistorted reports can be used to better simulate the conditions
of a disaster and to better train individuals in the appropriate behavior.
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Our approach allows emergency personnel to practice reacting quickly
until more detailed reports are available.

2.4 Proposed Approach

The system we propose in this work consists of three main components
that work together as follows. The first component involves loading
and sorting data from the Twitter/X APIl. The data loaded in this way
are first cleaned of usernames, hashtags, and other so-called stop
words via a cleaning process. This is followed by the operation of the
event detection and clustering module. At this stage, the previously
cleaned data are assessed and rated using a term frequency-inverse
document frequency algorithm and checked against a Dictionary con-
taining unique disaster-related words. Simultaneously every tweet is
hashed using a sophisticated hash function. Afterward, highly ranked
data are clustered. Finally, the data are summarized. The system
uses the Twitter/X API to preprocess simple filtering tasks. To achieve
this, only relevant keywords, hashtags, and locations are tracked and
retrieved from the Twitter/X API. The data are always fetched within a
time window for processing. In the course of this work, the data from
such a time window are called a chunk. A chunk contains all tweets from
a given time window. One of the goals of the modules of our system
is to process the messages of the last time window in the given time
window. The following section describes the components of the system,
as depicted in Figure 2.2.

2.4.1 Preprocessing

In this first processing step, data previously retrieved from the Twitter/X
API are normalized, presorted, and cleaned. Since the text data to be
processed are unfiltered raw data, it is to expected that they will contain
a high proportion of noise and symbols that cannot be processed.
Weblinks, hashtags, and so-called retweets,as well as usernames, which
usually start with an @ symbol in Twitter/X data, are removed as a first
step. Additionally, so-called stop words are filtered. Stop words are
words whose processing is problematic because they occur particularly
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frequently but have no deeper meaning. Especially in emotional crisis
situations, profanity can occur, so these words are also filtered.

Furthermore, only English-language messages are processed at this re-
search stage, which is why all messages in other languages are filtered
out. The filtering of the data is performed in three steps. In the first
step, all messages are cleaned using the regular expressions described
above, and capitalization is removed. After this, a specially created stop
word dictionary is used to pre-filter the messages. The second step of
filtering is performed using a stop word list from the SpaCy library [57].
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Finally, duplicates are filtered by employing the Levenshtein distance
[60]. The filtered data are then passed to the event detection stage.

2.4.2 Event Detection

The data are systematically evaluated for latent events in this second
step. In the first step, the term frequency-inverse document frequency
(tf-idf) [61] is calculated over the entire chunk. This is a statistical
measure for assessing the relevance of terms in documents. To achieve
this, first, the relative term frequency is calculated to prevent particu-
larly frequently appearing words from being rated exceptionally highly.
Secondly, the inverse document frequency is calculated. Here, the
specificity of a term is measured. The matching occurrence of a rare
term leads to a higher evaluation.

In our system, this first step creates a list of top words. This list of
top words is now matched with CrisisLex [62]. CrisisLex contains a
list of words that occur particularly frequently in disaster situations.
Simultaneously, a hash is formed over each tweet in the current chunk
using the SimHash algorithm [63]. Simhash is a so-called locality-
sensitive hashing method (LSH). Unlike cryptographic hashes, where
the slightest difference leads to significantly different hash values, with
LSH, similar inputs lead to close hash values. This closeness can later
be calculated easily and quickly as it only represents a one-dimensional
distance. The advantages of the SimHash algorithm are a very effi-
cient computation time, and that it takes so-called features in hashed
elements into account so that unique semantic properties are not lost
during the hashing process.

Relevant tweets are now filtered from the entire chunk using matching
and scoring based on the previously selected top words. The previously
created hash value is used to refine this set of relevant messages further
and evaluate their significance.

The system now possesses an overview of the properties of the current
chunk. At this stage, relevant tweets can be clustered according to their
hash values. In our proposed system, we assume that important events
generate many similar messages. Close hash values indicate similar
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messages. These similar messages are bundled into clusters. A larger
cluster potentially represents more critical events.

These clusters are now passed on to the summary module. At this point,
the previously determined term frequency-inverse document frequency
(tf-idf) is reset. Only the list of hashes of tweets that made it into the final
clusters is kept, in order to merge similar clusters into a time-divided
story later.

2.4.3 Summarization

According to the problems described in Section 2. We use three well-
known standard libraries at this point to assess a baseline. For this
reason, our system relies on so-called Extractive Summarization. Here,
features are weighted again, and essential text parts are extracted.
An advantage of this approach is that the previously created clusters
do not have to be filtered. Due to the fuzziness of the extraction,
duplicates are not significantly noticeable. Furthermore, former top
words can be reused at this stage. For the summarization processes,
the previously mentioned libraries SpayCi [57], Gensim [58], and NLTK
[59] are used again. The verbal set of a cluster is now processed further.
First, essential words are again determined and contextualized with the
whole text. Afterward, in this way, weighted sentences are summarized.
Since our approach aims to assess a baseline of fast summarization, no
further filtering is conducted. Finally, clusters with similar hash values
are merged in future time windows to obtain a chronological story.

2.5 Experiment

Testing automation for situational awareness reporting under realistic
conditions is difficult. First, a reliable source of disaster events is
needed. As McCreadie et al. [64] have pointed out, Wikipedia is not only
well-known to contain newsworthy events, but is also a good source for
disaster event information and a commonly used benchmark in related
research [65, 66, 67].

The timeline of current events provided by Wikipedia was used as an
evaluation basis to establish a measurement scale [68]. Wikipedia
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maintains a broad list of events, including those found in the dataset
we used. As a disclaimer, we want to mention that this list of events
and their real-world backgrounds are not verifiable by us. It remains
unclear whether the list is complete. Due to the nature of Wikipedia,
which allows anyone to edit the records stored there, Wikipedia could
only be used as a rough basis.

As a next step, a baseline of actual events that occurred in September
2022 was needed to evaluate the system. In order to achieve this, the
timeline mentioned above was assessed by hand to extract every event
that occurred in that timeframe.

Many available datasets contain either irrelevant data or are limited to
data that include disaster events exclusively and,therefore, are already
filtered to a high percentage. To test the proposed system adequately,
we used the Ukraine Conflict Twitter/X Dataset [69]. This dataset has
been updated daily since 23 February 2022, and is expected to continue
receiving daily updates until 30 January 2023 [69]. It was published
under the CCO Public Domain license and currently includes about 16
gigabytes of records on various hashtags. The publishers of the dataset
specify the “Twitter-Verse” as the geospatial coverage. The dataset is
highly relevant to the nature of the proposed system.

Nevertheless, it contains misinformation, spam, duplicates, advertise-
ments, noise, and private conversations. To test the proposed system,
we used all the data of September 2022 from the above mentioned
dataset. As a final step, the proposed system was executed three
times consecutively, and each time, another summarization library was
tested.

The partial dataset we used contains about two million tweets. The pro-
posed system approached the whole month of September in timeframes
of 24 h. For each timeframe, the proposed system started detecting
events at exactly 00:00 and stopped at 24:00. To detect multiple co-
occurring events. The dataset was continuously evaluated in chunks.
The chunk being evaluated always represented a period of precisely 15
min.
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2.6 Discussion

In this work, we aimed to provide a novel approach towards automated
situational awareness reporting using microblogging data through event
detection and summarization. Therefore, we combined an event detec-
tion algorithm with different summarization libraries. Furthermore, we
tried to answer the following questions:

* |s the system able to process the data of the previous time window
in the current time window?

* What percentage of the events in a dataset that is as realistic as
possible is the system able to detect?

e Which of the three libraries for automated text summarization
provides the best results?

* How could the results be improved?

Regarding the first question, “Is the system able to process the data of
the previous time window in the current time window?”, this research
shows that the proposed system can perform the task of processing the
given data in the given time window very well. It even works faster than
in the assigned time window. This result proves the practical feasibility
of the proposed system and that it allows for the reliable processing of
data in a given time frame.

Furthermore, we asked questions regarding what percentage of actual
occurring events the proposed system can find in the given dataset,
and which of the three libraries provided the best results. In order to
be able to assess these questions, it was first necessary to determine
the percentage of matches between events that actually happened and
events detected by the summarization system on a given day. For this
purpose, it was tested using a close-to-reality dataset. Table 2.1 shows
the result of this comparison. The left column of the table shows the
respective date of each day in the dataset analyzed by the system. Each
day, we started detecting events at exactly 00:00 and stopped at 24:00
that day. In the second column is displayed the total number of tweets
for that day. To the right of this column is the number of events that
actually occurred on that day.
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Table 2.1: Evaluation Results Text Summarization for September 2022

Date Num. of Num. of SpaCy Gensim NLTK
Tweets Events

Sep 01 48262
Sep 02 53668
Sep 03 40732
Sep 04 40151
Sep 05 44695
Sep 06 61619
Sep 07 46496
Sep 08 47830
Sep 09 70401
Sep 10 64953
Sep 11 67526
Sep 12 62944
Sep 13 63866
Sep 14 75392
Sep 15 67230
Sep 16 63125
Sep 17 49592
Sep 18 42426
Sep 19 49332
Sep 20 57409
Sep 21 104313
Sep 22 78507
Sep 23 77368
Sep 24 63866
Sep 25 52998
Sep 26 60625
Sep 27 68866
Sep 28 80527
Sep 29 66984
Sep 30 69930

184,1633 64 134.375% 54.6875% 87.5%
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To evaluate the events that actually occurred, we used the data from
the “Timeline of the Russian Invasion of Ukraine 2022: Phase 3” of
the Wikipedia current events website [68]. This timeline of the third
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phase of the Russian invasion of Ukraine in 2022 covers the period from
29 August 2022, when Ukrainian forces retook significant territory in
counterattacks in southern and eastern Ukraine, to the present day.

On the positive side, Wikipedia briefly summarizes each event, which
allows for benchmarking of the events covered by the proposed system.
On the negative side, Wikipedia does not list temporal information about
the events. Thus, we were not able to determine the delay with which
events could be detected for the first time or the delay with which they
appeared in the report.

To evaluate the events that actually occurred, we manually extracted
the data from the above timeline for the month of September. Then,
we ran the system proposed in this work with one of each of the three
libraries to detect and summarize events from the dataset. We were
then able to compare how many hits each of the libraries achieved to
determine what percentage of the actual number of events matched
the number of events detected in the summaries.

The number of actual events varied from 0 to 8. A total of 1,841,633
tweets could be counted on the 30 evaluated days of September. The
number of actual events that were manually extracted is 64 in the whole
month of September. The SpaCy library detected 134.375 percent
events, the Gensim library detected 54.6875 percent, and the NLTK
library detected 87.5 percent. This means the SpaCy library achieved
performance far above the expected average compared the actual
number of events that were manually extracted.

However, the results obtained do not always correspond with those that
can be read in the Wikipedia timeline, and include lots of sidenotes
and unimportant information. The Gensim library performed the worst.
With only 54.6875 percent, it detected just over half of the minimum
detectable war events. The NLTK library achieved a good average with a
performance of 87.5 percent. The most interesting result was achieved
with the SpaCy library. Here, we were able to outperform Wikipedia by
34.375 percent. We see that the total number of tweets in a day ranged
from 40,151 (on 4 September 2022) to 104,313 (on 21 September
2022). This variance of 64,162 tweets comes from the fact that war
events do not happen every day.
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To answer the last question regarding how the results could be im-
proved, we assessed every report that the system produced. Every
report consisted of multiple textual summarizations consisting of sev-
eral sentences, where each summarization visualized a time window of
15 min. These time windows included multiple events that occurred
simultaneously. These co-occurring events then formed stories over
multiple time windows.

We manually read through every report to assess ways to improve the
results. We can easily see the progression and importance of stories
on days such as 16 September, with 63,125 tweets. Stories, as we
find them in the media, can be well tracked in the summarizations and
number of messages on Twitter/X. Take the example of September 16
mentioned above, which, according to Wikipedia, holds one significant
war event. The SpaCy and NLTK summaries report a powerful explosion
in Luhansk in the late morning of September 16 in the time window
between 11:45 and 12:00 UTC. The events are clearly traceable; the
location, the number of victims, and their names and affiliations are
traceable in the text. In addition, SpaCy’s early afternoon summary in
the time window between 14:15 and 16:30 UTC reports that there were
deaths and injuries from shelling in Velyka Kostromka Oblast. The text
gives the exact number of dead and injured victims, as well as the exact
cause and origin of the event.

The detection rates perform weakly when there is a lot of propaganda,
spam, and hate speech among the messages. This significantly distorts
the results. The dataset used has a special significance regarding its
connection to the conflict in Ukraine. Unlike natural disasters, here,
there are several parties with different views. The view of the attacker
and that of the defense. At this point, the best way to improve the
summarization results is to improve the filtering for hate speech, spam,
and sentiment.

2.7 Summary

In this work, we provided a novel approach towards automated situa-
tional awareness reporting using microblogging data through event de-
tection and summarization. We combined an event detection algorithm
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with different summarization libraries. We then tested the proposed
approach against data from the Russo-Ukrainian conflict to evaluate its
real-time capabilities, and tried to answer multiple questions regarding
its performance. In the process of this work, we evaluated our system
using a dataset containing 16 GB of data and several million tweets.
The system was shown to be able to detect significant events in almost
every case in the process. However, minor events and side notes
caused problems and could not always be appropriately detected, or
were largely over-detected at times. A large amount of spam, noise,
and hate speech also proved problematic. The automated awareness
reports allowed conclusions to be drawn about the real-world events
the system detected. However, propaganda and hate speech could
also be clearly recognized for several days or hours with low message
rates. Future work on this topic could focus intensively on spam filter-
ing, sentiment analysis, rumors, and fake news detection. A possible
future proposal should also address social data such as likes, retweets,
sentiment, and social scoring to prevent hate speech from getting out of
hand. We believe our solution is quite suitable for the creation of quick
initial reports and can contribute to sustainable and improved social
awareness in disaster management.
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Chapter 3

Harnessing OSINT in Disaster
Management: Transforming
Microblogging Posts Into Insightful
Data Through Text Embedding*

3.1 Synopsis

This chapter introduces a novel method for leveraging Open Source
Intelligence (OSINT) in disaster management by analyzing social media
data, notably from microblogging sites. Utilizing text embedding, event
detection, and knowledge graphs, our technique converts Twitter/X
messages into actionable insights, filtering out irrelevant content. Ad-
dressing the challenge of large-scale social media data’s volume and
hate speech, we employ an approach for sub-event detection by utiliz-
ing techniques like text embedding combined with clustering to catego-
rize messages, simplifying data analysis, and enhancing pattern detec-
tion. Our approach surpasses traditional methods by automating data
filtering and cleansing, reducing manual effort, ensuring data quality,
and facilitating efficient resource utilization. It aids in identifying event-
related clusters, tracking their development, and generating knowledge
graphs for swift, accurate disaster management. This chapter details
our clustering, cleansing, and processing strategies, setting the stage

1This chapter is reproduced with permission from Springer Nature: K. Schwarz, R.
Creutzburg, M. Hartmann, D. Arias-Aranda, "Harnessing OSINT in Disaster Manage-
ment: Transforming Microblogging Posts Into Insightful Data Through Text Embed-
dings," Springer eBook, 2025. DOI: https://doi.org/10.1007/978-981-97-6957-5 17.
Licensed under Springer Nature License No. 5977080499639.
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for future discussions on their application in comprehensive situation
report generation.

3.2 Problems and Challenges

With the global increase in natural and man-made disasters, there is
an urgent need for innovative disaster management approaches. Tradi-
tional methods often struggle to process large amounts of data during
disaster events. Therefore, the integration of Open Source Intelligence
(OSINT), microblogging platforms, and Large Language Models (LLMs)
offers an opportunity to revolutionize disaster response mechanisms
[70]. OSINT provides valuable information for tactical and strategic
decision-making by accessing various public data sources, while mi-
croblogging platforms, especially Twitter/X, have become indispensable
for rapid information dissemination and communication during crisis
[70]. Furthermore, the advent of LLMs and artificial intelligence in
the analysis of social media data has opened new avenues for gaining
critical insights that enrich disaster management strategies [70].

The field of disaster management has recently benefited from signif-
icant advances in Open Source Intelligence (OSINT) and artificial in-
telligence (Al). One example is the integration of remote sensing data
with two-dimensional directional wavelet analysis and open geospatial
techniques [71]. In addition, the use of human sensor networks through
Web 2.0, which has been highlighted as a means for people from
around the world to participate in disaster relief, emphasizes the role of
crowdsourcing and citizen participation in disaster management [72].

The role of big data analytics and the Internet of Things (loT) in disaster
management has been emphasized with the emergence of modern data
analytics, services, and communication technologies that provide dis-
aster management systems with new supportive data sources and fast,
cost-effective data processing tools to support decision-making at all
stages of a disaster[73]. In addition, a review of big data and processing
frameworks for disaster response applications has highlighted the need
for an efficient and real-time disaster response system to minimize the
impact of disasters on people [74].
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In the dynamic field of disaster management, the integration of Open
Source Intelligence (OSINT), microblogging platforms, and large lan-
guage models (LLMs) has transformed disaster management, revolu-
tionizing situational awareness and response strategies [75]. OSINT,
which uses public data sources, provides critical information for tactical
and strategic decisions in crisis scenarios [75]. Microblogging platforms,
such as Twitter/X, are central to the rapid dissemination of information
and improve communication in crisis situations [76]. In addition, the
integration of LLMs and Al in the analysis of social media data has
provided new opportunities to gain valuable insights that enrich disaster
management [77].

The synergy of these technologies has not only improved access to
real-time data and communication but also fostered a new paradigm
in environmental policy and disaster management [78]. Enhanced an-
alytical capabilities through artificial intelligence, including LLMs, have
significantly improved situational awareness and led to more effective
disaster management.

The ongoing integration of OSINT, microblogging, and advanced Al
technologies will further transform disaster management [79]. This
integration promises to improve decision-support systems, especially
in the context of smart cities, and expand preparedness and response
capabilities [13]. The application of open geospatial models and Al
in disaster warning and hazard analysis provides a new era for the
management of complex emergency situations [80].

The approach outlined in this chapter offers significant advantages
over traditional social media data analysis in disaster management.
It automates the filtering and cleansing of datasets, minimizes the
need for manual intervention, and ensures data quality. This method
improves the detection of events and patterns, reduces the complexity
of datasets, and enables more efficient use of resources. Autonomous
Agents are used for the creation of knowledge graphs and situational
awareness reports to improve the speed and accuracy of disaster man-
agement.

The remainder of this chapter is organized as follows. In Section 3.2,
Background and Importance of OSINT in Disaster Management, we
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explain the integration of text embedding with clustering algorithms,
a strategy that we use to extract relevant information from large social
media datasets. In this subsection, we explain the selection of specific
embedding and clustering methods and highlight their effectiveness in
identifying relevant events. In section 3.2, Overview of Social Media as
a Data Source, we examine the increasing relevance of social media
platforms in gathering actionable intelligence during crises. The focus
then shifts to a real-world application in section 3.2 The Russo-Ukrainian
Conflict: A Case Study in OSINT Utilization, where we analyze a specific
instance to illustrate the practical implications and effectiveness of OS-
INT. Finally, section 3.2, Purpose and Scope of this Chapter outlines the
objectives and boundaries of our research, providing a clear roadmap
for what this chapter seeks to achieve. This introductory section is
designed to provide a comprehensive overview of the critical aspects
of OSINT in disaster management, framing the relevance and trajectory
of our research.

Background and Importance of OSINT in Disaster
Management

Open Source Intelligence (OSINT) refers to the collection and analysis
of information from publicly available sources to provide actionable
intelligence. OSINT has become increasingly important in the context
of disaster management because it can provide important information
for decision-making in crisis scenarios [12]. The open nature of OSINT
enables the collection, processing, and correlation of data from multiple
sources, which is particularly valuable in disaster management where
real-time information is essential for effective response strategies [12].
In addition, the use of OSINT in disaster management is critical for
planning and responding to natural disasters in advance to protect
human life and infrastructure and minimize the risk of damage [13, 81,
821].

When combined with Al, OSINT becomes even more powerful for dis-
aster management. The integration of Al technologies, such as large
language models (LLMs), into OSINT has significantly improved situa-
tional awareness and led to more effective disaster management. Al
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can maximize the use of social media data for disaster management,
enabling authorities to make quick and effective decisions in the event
of a disaster [83]. In addition, the technical and methodological im-
provement of hazard and disaster research, including the integration of
Al, is considered a crucial aspect of disaster management [79].

The combination of OSINT and Al also offers opportunities to improve
decision-support systems, particularly in the context of smart cities, and
to enhance preparedness and response capabilities. The application of
open geospatial models and Al in disaster warning and hazard analysis
heralds a new era in the management of complex emergencies. In
addition, the use of Al, the Internet of Things, and digital twin tech-
nologies in disaster risk management is an emerging field of research
that holds great promise for improving disaster resilience and response
capabilities [84].

This research was motivated by the fact that OSINT, with its open and
collaborative nature, is becoming increasingly important in disaster
management, especially when combined with Al technologies. The
combination of OSINT and Al has the potential to improve decision-
support systems, enhance preparedness and response capabilities, and
ultimately contribute to more effective disaster management.

Social media platforms are rich repositories of real-time user-generated
data that are invaluable in crisis situations. The following subsection
focuses on these platforms and examines their role as important sources
of data for disaster management.

Overview of Social Media as a Data Source

Social media has become an important source of data for disaster man-
agement scenarios, especially in recent years, for example, situational
awareness reports on disasters such as wars, earthquakes, or tsunamis
[85]. The use of social media in disaster relief has evolved significantly
and is playing an increasingly important role in identifying security
issues, locating displaced victims, and finding or providing assistance
to those in need [86]. Social media platforms have become powerful
tools for publishing disaster-related information and providing govern-
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ments and relief organizations with real-time data for better disaster
management [86].

In recent years, the presence of social media in disaster management
has changed significantly, as shown by the evolution from a low pres-
ence in the 2008 Wenchuan earthquake to a strong force in the 2013
Ya'an earthquake [85]. Social media have played an important role in
disaster management by enabling the public to contribute to disaster
monitoring by reporting incidents related to disaster events [34]. In
addition, social media has been used to inform emergency services
of individual requests and reports, and there is great potential to ag-
gregate this data and combine it with other relevant data sources to
characterize affected areas [87].

However, the use of social media for disaster management is problem-
atic. Concerns have been raised about the information quality of social
media data, including variable data quality, the need for intelligent
management of a large volume of social media feeds, and the need for
manual review and verification of data [88]. Despite these challenges,
social media, particularly platforms such as Twitter/X, have become an
important component of situational awareness during disasters [89].

The use of social media data in disaster management is also a subject
of research focused on understanding the quality of social media data in
big data architectures and assessing the factors that influence the use
of social media in disaster management by underserved communities
[90][91]. In addition, the potential of social media data to provide
customer insights for business decision-making has been recognized,
highlighting the diverse applications of social media data beyond disas-
ter management [90].

Social media have become an indispensable source of data for disaster
management. It provides real-time information, enables public partic-
ipation in disaster monitoring, and facilitates communication between
the affected people and emergency services. Despite these challenges,
the transformative role of social media in disaster management remains
clear. After exploring the central role of social media as an appropriate
data source for disaster management, the following section focuses on
the practical application of these concepts in real-world scenarios.
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The Russo-Ukrainian Conflict: A Case Study in OSINT
Utilization

In the Russo-Ukrainian conflict, Open Source Intelligence (OSINT) and
artificial intelligence (Al), particularly social media intelligence and nat-
ural language processing (NLP) using large language models (LLMs),
are being used effectively for crisis management. OSINT, the collection
and analysis of publicly available information, has been instrumental
in providing real-time data and information for crisis management in
the region. The integration of Al, particularly LLMs, has significantly
improved disaster management capabilities in the context of wars,
leading to more effective responses and decisions [79].

In the specific context of the Russo-Ukrainian conflict, social media
intelligence has played a crucial role in providing valuable information
for disaster management. Social media platforms are used to collect
information and reports from affected areas, enabling authorities to
monitor the situation, identify crisis areas, and coordinate relief efforts
[92]. The use of Al systems to analyze data from social media platforms,
such as Facebook, Twitter/X, and Instagram, has proven particularly
effective in providing real-time information and situational awareness
during conflicts [92].

In addition, LLMs such as BERT and the GPT series have demonstrated
their ability to process and analyze large amounts of textual data,
including war-related social media content [93]. These tools are used
to gain valuable insights, identify trends, and understand public sen-
timent, contributing to a more comprehensive understanding of the
evolving situation in the region.

Overall, recent research highlights the effective use of Al in disaster
management and, in particular, the use of these technologies during
the Russian-Ukrainian conflict. It also highlights the important role of
Al in all phases of disaster management, leading to faster, more accu-
rate, and better-equipped responses [79]. In addition, the application
of Al technologies helps improve decision support systems, increase
preparedness, and improve responsiveness in the context of conflict
[79].
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In conclusion, OSINT and Al, especially social media intelligence and
LLMs, are effectively used for disaster management in the Russian-
Ukrainian conflict. These technologies play a critical role in providing
real-time data, improving situational awareness and decision-making,
and ultimately contributing to more effective disaster management in
the region.

Purpose and Scope of this Chapter

This project aims to explore and establish a novel approach using Open
Source Intelligence (OSINT) in the field of disaster management, with
a particular focus on the analysis of large datasets from social media
platforms such as Twitter/X. We demonstrate how text embedding, in
conjunction with advanced data processing techniques, can transform
unstructured microblogging data into insightful situational awareness
reports that are critical for effective disaster management and re-
sponse.

To accomplish this, we focus on several key areas. Our first focus was
on the use of embedding and clustering techniques for event detec-
tion. This involves identifying and grouping similar messages to reveal
patterns and relationships in the data that may not be immediately
apparent in manual analysis. The representation of these messagesina
high-dimensional vector space facilitates the identification and tracking
of events and topics that emerge during disasters.

In addition, the implementation of retrieval-augmented generation
technigues was discussed. This approach is central to overcoming
several problems associated with large language models, which are
often a limitation when processing large datasets. By augmenting data
retrieval, specific problems around the context windows of LLMs are
treated.

Finally, several steps can be automated by developing and deploying
LLM-based agents. These agents, based on a single large language
model, play important roles in the processing of events, interpretation
of knowledge graphs, and generation of situational awareness reports.

Another essential aspect of our methodology is the creation of knowl-
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edge graphs. These graphs are not only a means of visualizing data but
also an important tool for summarizing and interpreting the connections
between events, findings, and relationships in the data. They enable the
visualization of complex patterns and relationships that would otherwise
remain hidden in the mass of data.

It is important to note that while this chapter lays the groundwork for
the use of OSINT- and LLM-based techniques in disaster management,
it is part of a larger research project. The real discovery, although not
explicitly mentioned, is the potential of this method to revolutionize
the way disaster management professionals use social media data. By
transforming large unstructured datasets into structured, meaningful
knowledge graphs, our approach aims to significantly improve the effi-
ciency and effectiveness of disaster response and management.

In summary, this chapter not only presents a new approach for auto-
mated disaster data analysis but also aims to pave the way for future
research and development in this area. The findings and methods
presented here represent another step toward a more autonomous,
data-driven approach to disaster management that takes full advantage
of OSINT and Al technologies.

The remainder of this chapter is organized as follows. Section 3.3,
Literature Review, discusses previous work in OSINT for disaster man-
agement, the role and challenges of social media in disaster response,
advancements in text embedding, and the application of knowledge
graphs. Section 3.4, Proposed Approach details our techniques for
event detection, retrieval augmented generation, and use of LLM agents
in constructing knowledge graphs. Finally, 3.5, Experiment, Discussion,
Summary, and Future Research, presents our evaluation approach, dis-
cusses results, acknowledges limitations and potential improvements,
summarizes our findings, and suggests directions for future research.

3.3 Literature Review

This section presents a comprehensive review of the existing literature
in the realm of Open Source Intelligence (OSINT) in disaster manage-
ment. It begins by examining 3.3.1 Previous Work in OSINT for Disaster
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Management, focusing on pivotal studies and their contributions to the
field. This is followed by an analysis of 3.3.2 Social Media’s Impact in
Disaster Response and Challenges on the role of social media and its
specific challenges. Then 3.3.3 Advances in Data Analysis: Text Embed-
dings and Clustering, to show how recent technological advances have
improved data processing capabilities. Finally, this subsection explores
the 3.3.4 Application of Knowledge Graphs in Disaster Management,
highlighting their importance in synthesizing and visualizing complex
data sets. This literature review forms the basis for understanding the
current OSINT landscape in disaster management and the potential of
new technologies in this area.

3.3.1 Previous Work in OSINT for Disaster Manage-
ment

The field of Open Source Intelligence (OSINT) has made significant
contributions to disaster management by providing valuable informa-
tion and tools for decision-making and response strategies. Several
important studies have advanced the understanding and application of
OSINT in disaster management, and are briefly presented and discussed
below.

Jung et al. [13] proposed a conceptual framework for an intelligent
decision-support system for disaster management in smart cities and
highlighted the role of OSINT in disaster management. This chapter
highlights the importance of using intelligent systems in disaster man-
agement, which can be improved by integrating the OSINT for data
collection and analysis.

Similarly, Pastor-Galindo et al. [12] emphasized the benefits of OSINT
in collecting, processing, and correlating information from cyberspace
to generate knowledge, which is particularly important in disaster man-
agement scenarios. This chapter highlights the potential of the OSINT
to provide valuable insights from open sources that can be critical to
disaster preparedness and response.

Yu et al. [94] discussed the establishment of coordinating systems and
platforms, such as the Sahana Free and Open Source Disaster Man-
agement System, for managing massive amounts of information during
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disasters and highlighted the practical application of Open Source Tools
in disaster management. This demonstrates the tangible impact of
Open Source Platforms in facilitating effective disaster response.

Shah et al. [73] highlighted the utilization of various open source big
data analytics tools within the scope of disaster management, indicating
the growing relevance of Open Source Technologies in this field. This
underscores the increasing integration of Open Source Analytics into
disaster management practices.

Moreover, [78] discussed the emergence of a new philosophy of ‘open
source environmental governance and disaster management, empha-
sizing the linkage between disaster science, green computing, and open
source movements, which has implications for the application of OSINT
in disaster management. This highlights the broader implications of
open source principles in shaping disaster management strategies.

In addition, Levy et al. [95] highlighted the promise of artificial in-
telligence applications for disaster risk management, indicating the
potential synergy between Al and OSINT in enhancing disaster pre-
paredness and response. This suggests the potential of integrating Al-
driven insights with OSINT for more effective disaster management.

Overall, these studies collectively emphasize the significant contribu-
tions of OSINT to the current understanding and application of disaster
management. They highlight the practical implications of leveraging
Open Source Intelligence, big data analytics, and artificial intelligence
to enhance disaster preparedness, response, and risk management.

3.3.2 Social Media’s Impact in Disaster Response
and Challenges

The role of social media in disaster management has been extensively
researched, with studies highlighting its benefits and challenges.

Vieweg, Sarah, et al. [96] emphasized the integration of social media
communication into the rapid assessment of sudden-onset disasters,
highlighting its potential for real-time information gathering and situ-
ational awareness. Similarly, Nazir et al. [97] discussed the rise of
digital humanitarian networks (DHN) in Southeast Asia, emphasizing
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the compatibility of emerging social media and networks with intelligent
data-centric systems for effective disaster management planning.

Kusumo et al. [98] highlighted the role of social media in providing a
platform for sending alerts, identifying critical needs, and focusing re-
sponses, particularly in the spatial planning of flood evacuation shelters
in Jakarta, Indonesia. Additionally, a study on the role of social media in
disaster management in Bangladesh [99] discussed the positive roles of
social media during the COVID-19 pandemic, such as practicing citizen
journalism, creating social awareness, and maintaining communication
during the emergency period.

However, research has also focused on the challenges associated with
social media in disaster management. Cvetkovi¢ et al. [100] examined
the influence of demographic factors on the effectiveness of social me-
dia in forming the public regarding disaster risks, highlighting the need
to address potential disparities in access and engagement. Ahmed et
al. [101] enhanced the understanding of the complexity of community
engagement through social media by conducting an empirical study on
the existence of multiple communities of practice (MCoPs) during the
Queensland floods.

In summary, studies on the role of social media in disaster management
have highlighted the potential of social media for rapid assessment,
information dissemination, and community engagement. They also
highlight the unique benefits of social media, such as real-time commu-
nication and citizen engagement, while acknowledging challenges, such
as inequalities in access and the complexity of citizen engagement.

3.3.3 Advancements in Data Analysis Techniques:
Text Embedding

The field of artificial intelligence (Al) involving large language models
(LLMs) and text embedding has made significant progress in recent
years, especially in the context of disaster management. Several stud-
ies have focused on the use of large language models, such as BERT,
FlauBERT, and ELMo, for various disaster management applications,
such as information extraction, named person recognition, and social
media analysis. Kozlowski et al. [102] experimented with classical
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pre-trained embedding and contextual multilingual and French text em-
bedding based on the BERT and FlauBERT language models to classify
French tweets in environmental crises. Similarly, Zhang et al. [103]
used text embedding of language models, including ELMo representa-
tions, to recognize named individuals in the context of cultural relics
and Chinese text.

Moreover, the use of LLMs has been extended to social media anal-
yses for disaster management. Silaa et al. [104] developed models
to identify actionable information from disaster-related tweets using
BERT, a graph attention network, and a relation network. Kumar et al.
[105] focused on leveraging NLP approaches to validate the veracity of
catastrophe-related information published on social media and enhance
disaster response and management initiatives. This highlights the
potential of language models in improving situational awareness and
communication during disasters.

Prudhomme et al. [106] showed that the application of language models
can be extended to disaster recovery and resilience. In addition, they
developed a meta-model that provides domain-specific language for
disaster management expertise, emphasizing the importance of model-
ing and simulation in disaster scenarios. Additionally, Cerna et al. [107]
explored the use of LLMs for predicting peaks in firefighter interventions
due to rare events to demonstrate the potential of NLP techniques in
disaster prediction and response.

Overall, studies and findings in the areas of Al, LLMs, and text embed-
ding, especially in the context of disaster management, show a growing
interest in using Al for various tasks such as information extraction, so-
cial media analysis, disaster response, and resilience. These advances
promise to improve disaster response, communication, and situational
awareness through effective use of language models.

3.3.4 Application of Knowledge Graphs in Disaster
Management

Ji et al. [108] provided a comprehensive review of knowledge graphs,
covering topics such as knowledge graph representation learning,
knowledge acquisition, and knowledge-aware applications. This survey
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highlighted recent breakthroughs and future research directions, em-
phasizing the potential of knowledge graphs to facilitate data synthesis
and visualization for disaster management.

Boné et al. [109] introduced "DisKnow," a system that utilizes natural
language processing and knowledge graphs to extract disaster-related
knowledge from socially driven sources. By employing knowledge
graphs to present connected insights, the system offers real-time visual
information about disasters and affected stakeholders, thereby enhanc-
ing the crisis management processes through effective data synthesis
and visualization.

Son et al. [110] developed a knowledge graph for data management
related to flooding disasters using open data. The paper emphasizes the
importance of knowledge graphs in resolving heterogeneity among var-
ious disaster data and providing interoperability among domains, thus
contributing to improved data synthesis and visualization for disaster
management.

Ge et al. [111] focused on disaster prediction knowledge graphs based
on multisource spatiotemporal information. This paper highlighted
the need for knowledge graph models that focus on strategies and
rules based on common semantics to provide specific disaster-handling
strategies, thereby emphasizing the advantages of knowledge graphs
in supporting decision-making through effective data synthesis and
visualization in disaster emergency scenarios.

Wang et al. [112] introduced "GeoGraphViz," which is a geographically
constrained 3D force-directed graph for knowledge graph visualization.
The study emphasizes the creation of a knowledge graph connecting
environmental datasets related to natural disasters, agriculture, and
soil properties, highlighting the advantages of knowledge graphs in
understanding the environmental impacts of disasters and visualizing
complex relationships within disaster-related data.

In conclusion, the reviewed studies demonstrated the significant poten-
tial of knowledge graphs in data analysis related to disaster manage-
ment. By leveraging knowledge graphs, researchers and practitioners
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can effectively synthesize and visualize disaster-related data, leading
to improved decision-making and disaster management processes.

3.4 Proposed Approach

In this section, we present the details of implementing our proposed
approach, explaining the rationale and execution of each component. In
3.4.1, Text Embedding and Clustering Techniques for Event Detection,
we explain the integration of text embedding with clustering algorithms,
a strategy we use to extract relevant information from large social
media datasets. In this subsection, we explain the selection of specific
embedding and clustering methods and highlight their effectiveness in
identifying relevant events. In 3.4.1, Knowledge Graph Construction,
we explain the methods used to build comprehensive knowledge graphs
with large language models. This section explains how these graphs are
structured and used to visually represent complex data sets to enable
more intuitive analysis and decision-making in disaster management.
Finally, in 3.4.2, Retrieval Augmented Generation (RAG), we discuss the
integration of retrieval techniques to augment the generation capabili-
ties of our models and highlight the synergistic benefits of this approach
to improve data relevance and accuracy. We also concisely outline our
use of autonomous agents.

3.4.1 Text Embedding and Clustering Techniques for
Event Detection

The main goal of integrating text embedding and clustering techniques
for event detection is to efficiently extract relevant information from
large social media datasets. Embedding, which represent linguistic
entities, such as phrases or words, as vectors in a high-dimensional
space, make it easier for the model to understand and compare lin-
guistic tokens. This process is important for combining discrete and
continuous linguistic aspects, particularly in the dynamic and often
ambiguous context of social media data.

In this chapter, embeddings serve dual purposes. First, it enables the
storage and searchable indexing of data in vector databases enriched
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with metadata from microblogging platforms. These metadata include
details, such as reposts, comments, likes, and user information, which
are invaluable for pattern recognition and location detection. Second,
the clustering of these normalized vector embedding allows the data
to be segmented into individual events. Each cluster represents a
unigue current event that can be filtered for relevance and tested for its
applicability in disaster management. This process is critical to shifting
through the vast, diverse, and often noisy social media landscape in
order to gain actionable insights.

Selection of Text Embedding

For our embeddings, we selected models using the Massive Text Em-
bedding Benchmark (MTEB) [113], specifically the all- MiniLM-L6-v2
and bge-base-en-v1l.5 models. The all-MiniLM-L6-v2 model offers a
good balance between speed and accuracy and is therefore suitable
for initial clustering processes. Although the bge-base-en-v1.5 model is
less efficient, it offers higher accuracy, which is critical for subsequent
steps, such as call extension generation and situation report generation.
Furthermore, we discuss future enhancements.

Clustering Techniques and Event Detection

Our clustering approach is based on the dot product and cosine sim-
ilarity coupled with a threshold and simple sorting mechanism. The
clustering process depends on the embedding generated by LLMs, with
different models requiring different thresholds. This relationship under-
scores the need for a sophisticated understanding of the properties of
embeddings to cluster and distinguish event-related messages effec-
tively.

The core of event detection is the sorting of normalized vectors of
length one derived from text embedding. This method facilitates the
identification of clusters that are then analyzed for hate speech and
disaster relevance, which are important indicators of the importance
of an event in the context of disaster management. The fact that our
approach does not detect fake news is a deliberate limitation in focusing
our efforts on the most important aspects of event detection.
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We used a text classifier to detect hate speech. This is a specially
trained model that efficiently analyzes and classifies short texts in hate
speech. At the time of writing, we are using the "Text Moderation" model
from KoalaAl.

Constraints and Challenges

A major limitation of our approach is the trade-off between the model
size and processing efficiency. Larger embedding models provide more
accurate and detailed embeddings but at the cost of higher computa-
tional complexity. Our biggest challenge is to balance the need for a
detailed analysis with a manageable computational capacity. However,
for dedicated operations teams, this limitation may be less important.

Future enhancements

The landscape of large-scale language models is rapidly evolving, and
newer models offer improvements in speed, efficiency, and accuracy.
We expect these advances to significantly improve our approach and
contribute to more effective and efficient disaster management strate-
gies.

Knowledge Graph Construction

The construction of knowledge graphs plays a central role in disaster
management projects by improving the quality of situational awareness
reports. These graphs are used extensively by autonomous agents to
generate queries for residual augmented generation (RAG) and produce
comprehensive summaries. The repeated use of knowledge graphs
throughout the reporting process underscores their importance in the
overall methodology.

Data Integration and Preparation

The foundation of our knowledge graphs is the careful processing of
event clusters and creation of metadata. Using a special grammar that
we applied to our language model, we structured the metadata in a
JSON format, as shown in Fig. 3.1. The key elements of this structure
are indicators such as "disaster_related" to determine the relevance of a
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message to disaster, "hatespeech_detected" to identify and ignore hate
speech, "location_mentioned" to identify the actual location described,
and "summarized_headline" to summarize the content of the message.

1 schema = {

2 ’type’: ’object’,

3 ’properties’: {

4 >disaster_related’: {’type’: ’boolean’},

5 ’hatespeech_detected’: {’type’: ’boolean’},

6 >location_mentioned’: {’type’: ’string’},

7 >summarized_headline’: {’type’: ’string’}

8 },

9 ’required’: [’summarized_headline’, ’location_mentioned’, °’
hatespeech_detected’, ’disaster_related’]

10 }

Figure 3.1: JSON Schema for Metadata Generation.

Methodology for Creating the Graphs

To create these knowledge graphs, we followed a methodical approach
in which we converted each message of a cluster into topic-relationship-
target triplets. This transformation created a branched network of
interconnected information nodes. Furthermore, triplets can serve as
a means of weighting and linking. The structure of these triplets allows
for a nuanced representation of complex disaster scenarios and makes
them indispensable tools for insightful data analysis.

Impact on situational awareness

Knowledge graphs play a critical role in the creation of situational aware-
ness reports. By providing a structured and interconnected dataset,
they enable autonomous agents to efficiently navigate a vast infor-
mation landscape. This structured approach ensures that situational
awareness reports are not only comprehensive but also contextual and
accurate, improving the decision-making process in disaster manage-
ment. In addition, the triplets we created allow weighting and, thus,
finding, linking, and weighting individual subtopics within a topic cluster.

3.4.2 Retrieval Augmented Generation (RAG)

The field of Retrieval Augmented Generation (RAG) was excluded from
this work. This work was primarily intended to serve as a basis for
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further research. The current focus of this work is to create the nec-
essary conditions for the use of RAG with maximum accuracy in future
applications.

RAG plays a crucial role in the post-event detection phase of our sys-
tem. After event detection, sorting, filtering, and knowledge graph
generation, RAG is used to generate situation reports. These reports
are essential for comprehensive disaster management and response.

A key feature of the proposed approach is the use of autonomous
agents. These agents use the metadata associated with each message
within an event cluster, as well as insights from knowledge graphs,
to formulate specific contextual queries. The nature of these queries
depends on the type of disaster that is being investigated. An agent who
understands the structure of situational awareness reports coordinates
the other agents and ensures that the reports are as complete as
possible. The complicated mechanism underlying this process will be
discussed in detail in future studies.

The key point of the RAG in our framework is its application in the prepa-
ration of refined management reports. Their accuracy and level of detail
are determined by the interaction of several factors: the knowledge
graph, characteristics of the detected event, and automatically gener-
ated questions. This complex interplay is crucial for the adaptation of
the RAG to specific requirements of disaster management and situation
analysis.

We now discuss our experiments, methods, and results. We then criti-
cally analyze the results in the discussion and consider theirimplications
in a broader scientific context. This leads us to the summary, in which
we briefly summarize the most important discoveries and findings.
Finally, the chapter ends with the outlook, in which we look to the future
and speculate on future research directions and potential applications
arising from our findings, laying the groundwork for further investigation
and exploration in this area.
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3.5 Experiment, Discussion, Summary and
Future Research

In this section, we first present our Evaluation Approach, where we
discuss the use of the extensive Twitter/X dataset on the Ukrainian
conflict as a robust platform to test our system'’s effectiveness, focusing
on metadata completeness, knowledge graph plausibility, and data
processing efficiency. Second, in the Discussion of the Results section,
we highlight the capabilities of our system and its challenges. In the
Limitations and Opportunities section, we acknowledge the limitations
of relying on publicly available datasets, the difficulties in verifying
event authenticity, and proposing future improvements. Finally, the
recommendations for the Future Research section suggest possibilities
for future researchers and express our interest in expanding the scope
and capabilities of our disaster management approach.

3.5.1 Evaluation Approach

To evaluate the effectiveness of our proposed system, we used an
extensive Twitter/X dataset on the Ukrainian conflict [69]. This dataset,
updated daily from February 23, 2022, provided a robust platform to test
our approach, particularly in contrast to the limited data access via the
Twitter/X API. We deliberately avoided using the Twitter/X API because
it is highly restrictive [114, 115, 116].

Our evaluation standards focused on the completeness of the metadata,
plausibility of the constructed knowledge graphs, and efficiency of data
processing. Following the methodology in [16], we divided each day
into 15-minute intervals and analyzed each segment in a similar time
frame. This approach ensures that the delay in reporting is no more
than 15 min, which is in line with our goal of processing and analyzing
the data in real-time.

3.5.2 Discussion of the Results

The results showed that our system could process data from an en-
tire day in less than 15 min, far exceeding our original goal. The
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analyzed metadata and knowledge graphs were largely plausible (over
90% accuracy) and complete. Problems occur when processing tweets
with the excessive use of hashtags, but these can be mitigated by
a simple filtering mechanism. The problems with hate speech docu-
mented in [16] can also be effectively solved using our approach with
two filters. However, assessing the authenticity of individual events
proved challenging owing to widespread propaganda during the conflict,
emphasizing the need for neutral and comprehensive data sources for
an accurate assessment.

3.5.3 Limitations and Opportunities

One of the main limitations of this chapter is that we relied on publicly
available datasets, which may not contain all relevant data owing to
API limitations. Additionally, verifying the authenticity of events in
a politically charged and propaganda-driven environment remains a
challenge. Future improvements could include the development of more
sophisticated filters for hashtag sanitization and working with indepen-
dent agencies for more neutral and comprehensive data collection.
Verification of authenticity is critical to the robustness and reliability
of our disaster management system.

3.5.4 Recommendations for Future Research

Future research should focus on expanding the scope and capabilities
of our disaster management approach. A key recommendation is to
improve hashtag-filtering mechanisms to address the challenges posed
by the excessive use of hashtags in social media datasets. This re-
finement significantly improves the accuracy and relevance of meta-
data extraction and knowledge graph creation. In future work, we will
focus more intensively on Retrieval Augmented Generation (RAG) and
optimize its integration into our existing system to improve the quality
and efficiency of situational awareness reporting. In addition, we want
to work intensively on the automated presentation of situations by
autonomous agents. These improvements will not only increase the
robustness of our system but also extend its applicability to a wider
range of disaster management scenarios.
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Chapter 4

Al-Enhanced Disaster Management:
A Modular OSINT System for Rapid
Automated Reporting!

4.1 Synopsis

This chapter presents the Open Source Intelligence Disaster Event
Tracker (ODET), a modular platform that provides customizable end-
points and agents for each processing step. ODET enables the imple-
mentation of Al-enhanced algorithms to respond to various complex
disaster scenarios. To evaluate ODET, we conducted two case stud-
ies using unmodified Al models to demonstrate its base performance
and potential applications. Through our case studies on Hurricane
Harvey and the 2023 Turkey earthquake, we show how complex tasks
can be quickly broken down with ODET while achieving a score of up
to 89% using the AlignScore metric. ODET enables compliance with
Berkeley protocol requirements by ensuring data privacy and using
privacy-preserving processing methods. Our results demonstrate that
ODET is a robust platform for the long-term monitoring and analysis of
dynamic environments and can improve the efficiency and accuracy of
situational awareness reports in disaster management.

1This chapter is based on the open-access publication: K. Schwarz, K. Bollens, D.
Arias-Aranda, M. Hartmann, "Al-Enhanced Disaster Management: A Modular OSINT
System for Rapid Automated Reporting," Applied Sciences, MDPI, 2024. DOI: https:
//doi.org/10.3390/appl142311165. Reused under the CC BY 4.0 license. Impact Factor:
2.5 (JCR 2024); Q1
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4.2 Problems and Challenges

Natural and man-made disasters pose increasingly complex challenges
to disaster management. With the increasing frequency and intensity
of such events, rapid and accurate information gathering is critical for
timely decision-making and action [1, 2]. In this context, microblogging
platforms such as Twitter/X have proven to be valuable sources of real-
time information, often reacting to unfolding situations faster than tra-
ditional news sources by broadcasting eyewitness observations [3, 4, 5,
6]. However, these platforms present challenges [4, 5]. Large amounts
of unstructured data must be processed, and relevant information must
be filtered from a multitude of irrelevant or erroneous posts [8, 11].

Automated systems using artificial intelligence (Al) offer a promising
approach to accelerate and optimize the analysis of such data volumes.
In particular, techniques such as text embedding, community-based
clustering, and zero-shot classification make it possible to identify se-
mantically relevant content and group events and present them in a
structured way without the need for models that have been specifically
trained for the respective event [8, 11]. These techniques have the
potential to form the basis for efficient and rapid reporting of disasters.

This chapter presents the Open Source Intelligence Disaster Event
Tracker (ODET), a modular platform that provides customizable end-
points and agents for each processing step. ODET enables the imple-
mentation of Al-enhanced algorithms to respond to various complex
disaster scenarios. To evaluate ODET, we conducted two case studies
using unmodified Al models to demonstrate its base performance and
potential applications. Through our case studies on Hurricane Harvey
and the 2023 Turkey earthquake, we show how complex tasks can
be quickly broken down with ODET while achieving a score of up to
89% using the AlignScore metric [117]. ODET enables compliance with
Berkeley protocol requirements [118] by ensuring data privacy and
using privacy-preserving processing methods.

Disaster management includes prevention, preparedness, response,
and recovery, which together form the disaster management cycle [19].
ODET can be used in the response and recovery phases to provide
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quick and accurate situational reports. In addition, ODET offers potential
for the training phase by providing realistic scenarios and data-driven
analysis. This not only improves the preparation and training processes
but can also be used to simulate real disasters and fine-tune models.

This chapter contributes to the advancement of OSINT methods in the
field of disaster management by introducing ODET, a modular platform
that can be used to enable faster situational awareness in disaster
scenarios.

The remainder of this chapter is organized as follows: In Section 4.3,
the current state of research on Open Source Intelligence (OSINT) and
artificial intelligence in disaster management is discussed in detail. Sec-
tion 4.4 details the materials and methods used. Section 4.5 discusses
the execution of case studies of Hurricane Harvey and the 2023 Turkey
earthquake using ODET. Finally, in Section 4.6, we present and discuss
the main results.

4.3 Literature Review

Our research builds on earlier work on Open Source Intelligence (OSINT)
for disaster management, sentence embedding, community detection-
based clustering, and zero-shot classification using large language mod-
els (LLMs).

4.3.1 Open Source Intelligence in Disaster Manage-
ment

Social media, particularly Twitter/X, is a valuable tool for gaining sit-
uational awareness during disasters by aggregating information from
numerous sources in real-time [3]. This information can be crucial
for crisis responders but may not be presented in a useful format,
necessitating platforms such as SMDRM (social media disaster risk man-
agement) for streamlining processing [3]. In disaster-prone countries,
such as Indonesia, India, or the Philippines, Twitter/X reactions can
provide insights into community responses, with sentiment analysis
and classification methods aiding in understanding these reactions [9].
During specific disasters, such as earthquakes, Twitter/X discussions
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can offer vital knowledge for rescue planning, with multimodal analysis
helping identify important disaster topics [14]. Moreover, Twitter/X data
can be used to monitor disasters and predict hazards using machine
learning techniques that aid in filtering and categorizing related tweets
[10].

Arapostathis et al. [7] developed a method to rapidly process and
visualize Twitter/X data linked to fire events, therefore reducing the
processing time to less than 2 h. Lorini et al. [3] created a platform
called SMDRM (social media disaster risk management) to streamline
the near real-time processing of text and images from Twitter/X during
specific events. Yahya et al. [9] analyzed Twitter/X sentiments related
to disaster management in Indonesia and found approximately 2081
positive and 605 negative sentiments with an accuracy of 84%. Can
et al. [14] investigated Twitter/X discussions related to the 2020 Izmir
earthquake by examining the spatiotemporal distribution of earthquake
rescue and non-rescue terms. Baig et al. [10] explored the use of
Twitter/X in disaster research by focusing on recent machine learning,
deep-learning, and disaster-prediction techniques.

In summary, this research has demonstrated the utility of Twitter/X as
a real-time source of information during disasters, with applications
ranging from situational awareness and community response analysis
to hazard prediction and rescue planning. Studies have employed
methods such as sentiment analysis, multimodal analysis, and machine
learning techniques to process and extract valuable insights from Twit-
ter/X data, with notable success in reducing the processing time and
improving the accuracy. However, there appears to be a gap in the
research that focuses on the dynamic evolution of Twitter/X discussions
throughout the entire disaster life cycle.

4.3.2 Sentence Embedding, Community Detection-
Based Clustering, and Zero-Shot Classification
Using Large Language Models

Sentence embedding captures the semantic meaning of sentences and
is crucial in entity matching by transforming semantic meaning into
a high-dimensional vector space [119]. Community detection-based
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clustering is a fast method for grouping related entities represented
by their vector embeddings [119, 120]. In the context of open source
investigations, sentence embedding, and community detection-based
clustering are used to extract and analyze information, with the goal
of automating the process and maintaining a high alignment with real-
ity [15]. Zero-shot classification using large language models (LLMs)
has been applied across various domains to address the challenges
associated with limited annotated datasets. Mugeni et al. [119] ad-
dressed entity matching in record linkage using context-aware sentence
embeddings and graph clustering. Liu et al. [120] employed node
embeddings and infection subgraphs for real-time rumor containment.
Moura et al. [121] found that transformer-based models outperformed
classical approaches for dialog data annotation, whereas Liang et al.
[122] proposed an unsupervised Graph Clustering Network (GCN)-based
community detection method. Kalra et al. [123] improved user clus-
tering by integrating social context features into transformer models.
In the zero-shot classification domain, Galeano et al. [124] explored
LLM-based tasks, such as summarization and classification, whereas
Arco et al. [125] combined LLM predictions with supervised models for
better classification outcomes. Dr'apal et al. [126] developed an LLM
framework for legal experts to assist with data coding and classification.
Wang et al. [127] validated the performance of GPT models in text
classification, and Raja et al. [128] automated article classification
using LLMs.

In summary, recent research has demonstrated the utility of sentence
embedding, community detection-based clustering, and LLMs in various
applications, including entity matching for data quality improvement,
real-time rumor containment in social networks, and open source in-
vestigations. In particular, zero-shot text classification allows rapid
adaptation to new tasks without the need for task-specific training data.
Studies have explored LLM-based subtasks, aggregated predictions,
and collaboration with other models while also validating and comparing
their capabilities with state-of-the-art methods across a range of tasks.
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4.3.3 Related Works

This section summarizes recent related works and evaluates them
based on their methodologies, performance metrics, and datasets used.
We evaluated each study based on several criteria: the effectiveness of
the technology in processing large-scale social media data, the sophis-
tication of the algorithms used for classification or clustering, and the
clarity of the reported performance metrics. Additionally, the size of the
dataset is considered, as larger datasets generally offer more reliable
assessments of a system’s performance.

Afyouni et al. [129] developed an approach for event discovery by
utilizing unsupervised machine learning and Natural Language Process-
ing (NLP) algorithms to compute events’ lifetime and spatial span-
ning. Their incremental clustering technique employs temporal sliding
windows to update the discovered topic clusters with incoming social
streams (e.g., tweets). They evaluated their system on a subset of
130,096 tweets and achieved an F1-score of 0.86, with a default number
of five clusters.

Karimiziarani and Moradkhani [45] utilized Natural Language Processing
(NLP) techniques, including sentiment analysis, topic modeling, and
text classification, to process and analyze social media data during
Hurricane lan. Although specific numerical performance scores, such
as accuracy, Fl-score, and precision, were not mentioned, the system
was applied to 21 million tweets collected between 24 September 2022
, and 6 October 2022, during the hurricane.

Ni et al. [130] developed a system using Natural Language Processing
(NLP) techniques such as Bi-LSTM and Conditional Random Fields (CRF)
for extracting structural information from textual emergency plans. The
system incorporates scenario matching and semantic relevance match-
ing to generate appropriate emergency plans (EPs) from historical data,
specifically for unconventional emergencies. It achieved an Fl-score of
0.941 and was tested on 9891 emergency plans.

Afyouni et al. [131] proposed a system for event detection from social
media. Their system integrated a semantic keyword generation tool
using KeyBERT for dataset preparation. Event detection is performed by
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CNN and bidirectional LSTM, whereas hierarchical density-based spatial
clustering is used for location-inference of events. They conducted ex-
periments over a streamed batch of 4703 tweets, achieving an F1-score
of 0.785 in their supervised approach and 0.7 in their unsupervised
approach.

Huang et al. [132] developed a system integrating Natural Language
Processing (NLP), the Analytic Hierarchy Process (AHP), the Entropy
Weight Method (EWM), and the Grey TOPSIS method to quickly assess
the relief needs of disaster areas and accurately distribute relief ma-
terials. The evaluation focused on relief demand urgency rather than
specific numerical performance metrics, such as F1 or accuracy. The
system was tested on 251,547 posts collected from disaster-affected
areas.

Contreras et al. [133] evaluated a pre-trained sentiment analysis (SA)
model developed by the no-code machine learning platform Mon-
keyLearn. The model was tested on 695 tweets using hashtags related
to the Albanian Earthquake posted between 26 November 2019 and 3
February 2020. The model achieved an accuracy of 63%, indicating
that it is acceptable for quick estimation of text polarity during the
emergency and early recovery phases after an earthquake.

Zhou et al. [134] compared several NLP models, including BERT,
RoBERTa, DistilBERT, XLNet, and ALBERT, to identify which model per-
forms best in classifying rescue request tweets. The best-performing
model was BERT with a CNN classifier, achieving an Fl-score of 0.919.
The evaluation was conducted on 3191 manually labeled tweets from
Hurricane Harvey.

Wahid et al. [135] employed Latent Dirichlet Allocation (LDA) for topic
modeling and BERT embedding for feature extraction, followed by deep-
learning models (ANN, CNN, LSTM) to classify social media data for
crisis response. The system achieved Fl-scores between 77% and
83.1% across the different deep-learning models. The datasets in-
cluded 70,000 disaster-related tweets across seven crises and 10 million
COVID-19 pandemic tweets collected between 1 March and 30 April
2020.
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Contreras et al. [136] performed sentiment analysis (SA) to assess post-
disaster recovery on the 10th anniversary of L’Aquila’s earthquake using
Twitter/X. Polarity was first defined using a supervised classification
based on experts’ rules and Grammarly tones and then compared to
the outcome of an unsupervised classification using the pre-trained SA
machine learning algorithm developed by MonkeylLearn. The analysis,
conducted on 4349 tweets collected from 4 April to 10 April 2019,
achieved an overall accuracy of 57%, with a misclassification rate of
43%. The authors suggest that these results can serve as a benchmark
for comparing other post-disaster recovery processes using the same
Twitter/X-based sentiment analysis on future anniversaries.

Bashir et al. [137] conducted a sentiment analysis of tweets manually,
categorizing them into eight broader sentiment categories. Orange
Data Mining Software was used in an undisclosed version to visualize
positive, negative, and neutral sentiments, whereas VOSviewer in an
undisclosed version was employed to visualize word frequency in the
tweets. This chapter analyzed 13,156 English tweets posted during the
first 27 days of the attack. Performance metrics, such as Fl-scores,
were not measured because the analysis was performed manually.

Behl et al. [138] compared supervised learning approaches for multi-
class classification of Twitter/X data, categorizing tweets into three
classes: resource need, resource availability, or others. The system
achieved a macro average Fl-score of 0.61 and a weighted average F1-
score of 0.85. The dataset comprised 2274 tweets, with 194 classified as
resource needs, 125 as resource availability, and 1955 as others. This
study noted a limitation in that the classification accuracy depended
heavily on the type of resource being asked for, as demonstrated by
the model’s poor performance when trained on earthquake data and
tested on COVID-19 data for the availability class.

Lian et al. [139] proposed a system using a density-based K-means
algorithm for information extraction, ROST Emotion Analysis for senti-
ment recognition, MS-DICA for opinion classification, and a multi-agent
system (MAS) to control false online information during natural disas-
ters. The system achieved a reduction in false information by 2.05%
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and 3.02%, respectively, using different strategies. This evaluation was
conducted using 42,557 samples.

Karami et al. [140] developed a framework called Twitter Situational
Awareness (TwiSA) that leverages text mining methods, including senti-
ment analysis and topic modeling, to enhance situational awareness
for disaster preparedness, response, and recovery. While the study
does not provide specific F1-scores or accuracy metrics, it demonstrates
effectiveness in identifying relevant public concerns during disasters.
The system was tested using 217,074 negative tweets.

Farnaghi et al. [141] introduced dynamic spatiotemporal tweet mining
as a method for dynamic event extraction from geotagged tweets in
large study areas. This approach employs a modified version of the
ordering point clustering algorithm to address the heterogeneity of
Twitter/X data and uses Word2Vec, GloVe, and FastText embedding to
capture both syntactic and semantic similarities. This method was used
to monitor the current state of disasters through spatiotemporal and
textual analyses of geotagged tweets. The system was evaluated using
tweets collected during Hurricane Florence from 12 to 19 September
2018, covering North and South Carolina. The performance, measured
using the silhouette coefficient, yielded 0.561 for GloVe, 0.531 for Fast-
Text, and 0.516 for Word2Vec, indicating moderate clustering quality.

Gulnerman and Karaman [142] explored the best combination of fil-
tering, mapping, and spatial accuracy methods for social media data,
particularly in emergency situations. The goal was to develop a system
capable of creating an incidence map shortly after a disaster. The
system was evaluated on 4395 manually labeled tweets and achieved
accuracies ranging from 36% to 49% for mapping disaster-related inci-
dents.

Fan et al. [143] proposed a hybrid machine learning pipeline that uses
Named Entity Recognition (NER) for detecting locations mentioned in
posts, a location fusion approach to extract coordinates and remove
noise, and a fine-tuned BERT model for classifying posts into humani-
tarian categories. In addition, graph-based clustering is used to identify
credible situational information. The system, which aims to uncover
disaster events across various locations from social media posts, was
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tested on 95,606 relevant tweets from Hurricane Harvey and achieved
an accuracy of 75.37%.

Singh et al. [144] utilized Natural Language Processing (NLP) tech-
nigues, including topic modeling with Latent Dirichlet Allocation (LDA)
and Bayesian change point detection, to analyze emotions over time in
disaster-related tweets. Although the study did not provide specific nu-
merical metrics such as Fl-scores or accuracy, the system was applied
to 32,909 tweets.

4.4 Materials and Methods

This chapter describes the materials and methods used in this study.
The first section provides a detailed overview of the ODET platform,
the Al models used, and the hardware and computational resources
required. The following section describes the processes and procedures
necessary for analyzing and processing data. The aim is to present the
approach transparently and understandably to provide a basis for the
implementation and results presented later. Accordingly, data prepara-
tion and anonymization are first described, followed by text moderation
and filtering procedures. In the next section, the techniques used for
event detection are explained, followed by a description of the zero-shot
classification process. Finally, the concepts and construction of knowl-
edge graphs and the process of retrieval-augmented generation (RAG)
are explained. This chapter concludes by explaining how compliance
with the Berkeley protocol was achieved.

4.4.1 ODET

The Open Source Intelligence Disaster Event Tracker (ODET) is based
on a modular architecture that allows for flexible adaptation to different
scenarios. The system is divided into endpoints and agents. ODET
supports specific endpoints, such as APl endpoints for connecting ex-
ternal data sources, classification endpoints for filtering irrelevant or
inappropriate content, text inference endpoints for semantic analysis,
and embedding endpoints for creating textual representations. ODET
also provides defined agent types: the APl agent for data collection,
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the classification agent for categorization and filtering, the embedding
agent for semantically grouping content, the knowledge graph agent for
extracting relationships, and the summary agent for generating detailed
reports. These agent types can be flexibly combined and linked in the
processing pipeline to satisfy specific requirements. The modular design
makes it easy to replace or extend individual components, keeping
ODET future-proof and compatible with new technologies or models.

In the case studies, unmodified Al models were used to show that
ODET is powerful, even without additional training steps. The GIST-
all-MiniLM-L6-v2 model was used for sentence embedding to generate
high-dimensional text representations and capture semantic relation-
ships between the analyzed data. The quantized model Mistral-Nemo-
Instruct-2407-Q6_K L was used for zero-shot classification and other
agents, such as the knowledge graph agent and the summary agent.
This model is not a pre-trained classifier but a basic Instruct model
that is dynamically adapted by ODET using GGBNF grammar and spe-
cially defined prompts to generate zero- or multi-shot classifiers and
other specialized outputs. The context window size was 65,536 tokens
(n_ctz = 8192 x 8) with a batch size of 512 tokens (n_batch = 512), and 10
GPU layers (n_gpu_layers = 10) were used. For hate-speech detection,
the KoalaAl TextModeration model was used, which analyzes content
with a batch size of 64 tokens (batch _size = 64) while considering
truncations (truncation = True).

Computing requirements vary depending on the ODET deployment sce-
nario. In the case studies, the system successfully ran on a MacBook Air
with an Apple Silicon M3 processor and 24 GB of shared RAM, although
this configuration was not optimal. Using the Mistral-Nemo-Instruct-
2407-Q6_K_L quantized model with a context window of up to 65,536
tokens and a batch size of 512 tokens typically requires at least 10 GB
of RAM for model inference alone. Additional memory is required to
process the input data and to perform parallel tasks, such as creating
embeddings or performing classifications, bringing the total memory
requirement to approximately 16-20 GB of RAM. On the CPU side, at
least 8 cores are recommended to efficiently support multi-threaded
processing. Running on an A100 GPU in the Google cloud proved to be
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much more powerful, processing the entire pipeline at a much higher
speed and with lower latency.

The ability to run ODET on both consumer hardware and cloud-based
endpoints renders the system highly scalable and flexible. This scala-
bility not only allows the system to adapt to varying resource availability
but also provides the basis for rapid deployment in real-world disaster
situations where time and availability are critical.

4.4.2 Data Preparation and Anonymization

The dataset used for the case study on Hurricane Harvey was obtained
from Kaggle and includes tweets posted during the disaster between 20
and 30 August 2017. The dataset includes information such as tweet ID,
number of likes, replies, retweets, timestamps, and tweet content, and
was published by the original creator on Kaggle under the CCO license
[145].

For the 2023 Turkey earthquake case study, a dataset shared on Kaggle
was used. According to the original author, the dataset was collected
using the Tweepy software in an undisclosed version and the Twitter/X
APl on a daily basis during the disaster event. Tweepy is an open source
Python package that facilitates access to the Twitter/X API. The dataset
consists of public tweets containing information about the earthquake,
including fields such as ID, text, hashtags, source, retweets, and retweet
status [146].

To protect user privacy, all identifiable information, such as author
names and mentions, was removed from the tweets. This anonymiza-
tion ensures that the analysis is based solely on the content of the
tweets and that no personal data are revealed. The datasets contained
no specific user data or account information other than mentions or
usernames. Accordingly, the anonymization procedure can be limited
to the removal of mentions and author names. Subsequently, the data
preparation process first converts the timestamps into a uniform date
format to ensure that all tweets have a standardized time reference.
Care was taken to remove invalid entries, such as tweets without a
timestamp or tweets without text content. The next step is to clean
the data. This involves using regular expressions to remove various
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unwanted strings, including HTML entities, URLs, and the mentions of
other users. The goal of this step is to reduce the text to core content
and avoid possible disturbances during the analysis. Furthermore, the
use of the upper and lower cases is standardized to ensure that the
same words are not recognized as different terms if they are written
differently.

4.4.3 Text Moderation and Filtering

In disaster management, it is crucial that the analyzed data are free of
offensive or irrelevant content, as such content can negatively affect
the accuracy and reliability of situation reports. For this purpose, the
KoalaAl text moderation model was integrated into the preprocessing
pipeline [147]. The KoalaAl classifier was chosen primarily for its speed
and efficiency, as it allows us to quickly filter out unwanted content,
such as hate speech, which could otherwise corrupt final reports. Al-
though a more comprehensive text classification model can be used
for filtering, the performance of the KoalaAl classifier is sufficient for
the task at hand, particularly given the time-critical nature of disaster
management.

Filtering out hate speech is not only a technical necessity but also
an ethical imperative. The KoalaAl text classifier was configured to
filter out tweets identified as hate speech. This filtering step is critical
because hate speech, if included in the final reports, could under-
mine the credibility of situational awareness reports, potentially leading
to distrust and misinformation. In the broader ODET platform, the
filtering model can be swapped or even omitted, depending on the
specific requirements of the case. In other studies, such as those on
the conflicts in Ukraine, it was necessary to filter additional content
types. This makes it possible to adapt it to complex scenarios. Even
in the Hurricane Harvey case study, additional hate-speech filtering
was necessary, as the moderation measures implemented by Twitter
in 2017 were not sufficiently effective. In ODET, text moderation and
filtering were performed in batches to process large numbers of tweets
efficiently. The Huggingface transformer framework was used to create
a pipeline for text classification [148]. Each tweet was submitted to the
model for classification, and a label was assigned as a result, indicating
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whether the tweet contained hate speech. Consequently, the hate-
speech-labeled tweets were removed from the dataset. This ensured
that the dataset was cleaned from irrelevant and disrespectful content
for analysis.

4.4.4 Semantic Analysis and Clustering

The GIST-all-MiniLM-L6-v2 model [149] was integrated into the data
pipeline by directly applying it to the pre-filtered and moderated data.
After preprocessing, which involves filtering out hate speech, the tweets
are converted into high-dimensional vector representations and stored
in a vector database. These vectors store the semantic relationships be-
tween the tweets. In addition, a client for a persistent vector database
was created to efficiently store the generated vectors and enable access
for further steps.

ODET begins to process data in chunks to divide large amounts of data
into manageable sections. These chunks represent time slots that can
be preselected. This makes it possible to view data from historical
records as live data by examining only ever looking at the currently
relevant time slot. The preprocessed, filtered, and vectorized tweets
were stored in a vector database. Each chunk is added to a separate
collection, with the name of the collection being generated dynamically
(e.g., “collection0”, "collectionl”). If a collection does not yet exist, it is
created by the client.

This process involves adding vectors and IDs to the collections in the
database to enable efficient and rapid searches for semantically similar
content. This mechanism ensures that the data are structured and
prepared for the subsequent semantic analysis. Finally, the file man-
agement process (handle_list file) ensures that the information in the
collections remains consistent and available for further analysis.

After transforming the tweets into embeddings, a community detection
algorithm was used to identify semantically similar groups of tweets.
This is performed by calculating the cosine similarity between the vec-
tors, which measures the degree of content similarity between tweets.
Tweets with high content similarity generate a similarity value close to
one, whereas those with less similarity generate lower values. To ensure
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that only relevant semantic relationships are captured, similarity values
below a threshold of 0.1 are set to zero.

This process is performed in small steps to keep the calculations
memory-efficient. The calculated similarity matrix was converted into
a sparse matrix and stored in a compressed format. This data structure
allows efficient processing of large amounts of data because only the
relevant connections between tweets are stored.

A similarity matrix serves as the basis for the community detection
algorithm, which groups semantically similar tweets and identifies and
eliminates overlapping communities. Thus, significant topics in the data
can be identified and used to generate situation reports. The minimum
cluster size depends on the number of tweets analyzed. For smaller
datasets, the minimum size can be reduced accordingly, whereas larger
datasets require larger clusters.

4.4.5 Zero-Shot Classification and Information Ex-
traction

For the case studies presented, zero-shot classification was realized
using a 6-bit quantized version of the Mistral-Nemo-Instruct-2407 model
that was specifically optimized for instructional tasks by its creators
[150]. This model is a fine-tuned version of Mistral-Nemo-Base-2407,
which was jointly developed by Mistral Al and NVIDIA. It is designed to
ensure both high accuracy and efficiency and can be easily replaced
by more advanced models in future studies. We used this model in a
quantized but unmodified version. The quantized version of this model
was specifically chosen for efficient use of memory and computing
power. The model required approximately 10 GB of main memory with
a near-perfect quality, making it particularly suitable for use in a wide
range of hardware configurations.

A key aspect of ODET is its ability to freely exchange models and adapt
them to specific requirements. The goal was to develop a system that
does not rely on specially trained models, and can, therefore, be flexibly
applied to different future disasters. This architecture allows for the
exchange of Al models, embedding models, and classifiers to ensure
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that researchers can benefit from new developments or integrate their
own models without being tied to specific technologies.

Another central component is the ability to customize the prompts
and grammar used to control the model output. The flexibility of
the system allows researchers to define specific output requirements
realized through JSON schema-based grammar. The schema used for
the case studies consisted of disaster-event-related, location-related,
and headline-related components. These components ensure that the
model’s output always includes information on whether a cluster is
related to an event of interest, where the event is occurring, and which
headline is the most appropriate. Using this structured grammar, we
can ensure that the results are consistent and analyzable. The flexibility
of this methodology allows us to define different questions and output
formats for different use cases.

A specially developed prompt template that builds upon the grammar
utilized earlier was used for the classification. As an example, the
template for the Hurricane Harvey case study contains specific instruc-
tions that prompt the model to provide concise answers to questions
such as, “Does the tweet refer to a hurricane?”, “Where is the event
located?” “What would be an appropriate headline?”. This structured
approach can be changed to specifics regarding the event of interest
and ensures that the classified data are consistent and easy to analyze.
The model was dynamically generated and adapted to a specific use
case to provide accurate and meaningful results.

During the analysis, all clusters were classified thematically. Clusters
that were classified as irrelevant were discarded to ensure the quality
and meaningfulness of the final situation report. The cluster formation
and processing method helps to increase the efficiency of data process-
ing by processing large numbers of tweets in a shorter time and with
fewer computational resources. The results of this process were stored
in Python dictionaries and were subsequently used for further analysis.
Data were filtered based on the output JSON values, excluding records
classified as irrelevant.

Occasional misclassifications do not have a significant impact on the
overall context of the data analysis. The clustering process in ODET
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consists of two distinct phases. First, the vector embeddings of the
tweets are generated using a sentence embedding model that trans-
forms the data into a high-dimensional vector space in which semantic
relationships are preserved. These embeddings are then sorted and
clustered using a cosine similarity threshold such that only semantically
relevant tweets are part of the same cluster.

Choosing an appropriate threshold for cosine similarity is a trivial proce-
dure performed empirically by the user. This is performed by taking a set
of samples of the computed similarities between vector representations
generated with the desired sentence embedding model. Based on these
similarity values, a threshold is chosen to ensure that only semantically
related content is grouped into a cluster.

ODET supports all sentence embedding models supported by the Sen-
tenceTransformers library. This wide selection provides flexibility for
different use cases and allows the user to choose models that are best
suited to a particular problem.

Even a threshold that is not optimally chosen has little impact on the
final result in the ODET pipeline. This is because the threshold is only
used to cluster similar tweets.

After clustering, a zero-shot classification process is performed to assign
thematic labels to each cluster. This comprehensive approach ensures
that every sample within a cluster is processed, therefore minimizing
the effects of misclassification. Given the large amount of data and
robust clustering methodology, uncertainties, including hallucinations
and misclassifications, must exceed a very high threshold to have a
negative impact on the final results. In addition, a knowledge graph
is generated in the further course of data processing, and retrieval-
augmented generation is used, which provides an additional structure
and context and further increases the robustness of the results.

4.4.6 Knowledge Graph Construction

To extract the relationships between entities, a similar methodology was
used, in which the Al model was again supported by a specially defined
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grammar. This grammar specifies that for each relationship between
entities, three key elements are extracted:

* the ‘subject — which represents the main entity,

* the ‘relation — which describes the relationship between the enti-
ties,

* and the ‘object — which represents the target of the relationship.

Each element is defined in the schema as a string-based property.
Grammar ensures that the model structures the relevant information
and outputs it as triples, which is the basis for creating a knowledge
graph.

These triples are the building blocks of a knowledge graph based on
extracted entities and their relationships. In a knowledge graph, an
entity such as “Hurricane Harvey” is linked as a subject to other entities
such as “flooding” (object) via a relationship such as “caused”. This
triple forms the basis of the semantic representation of the data. These
links make it easy to represent the complex relationships within tweets.
The knowledge graph connects these relationships to create a holistic
understanding of events that go beyond mere data points.

Next, the previously classified clusters were divided into smaller groups
to allow more efficient processing. The tweets contained in each group
were combined into a single string by continuously adding the content
of the tweets. The batch size can be defined freely. As soon as a group
reached the defined batch size, the block was passed to the model for
analysis. This structure facilitates the processing of large amounts of
data into manageable batches.

The extracted data were returned as structured JSON responses, which
were then organized in a Python dictionary. Each cluster was analyzed
using the model, and the resulting triples were stored in the dictionary
under the appropriate index. This process makes it possible to system-
atically document the relationships between the extracted entities and
map them in a knowledge graph.
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4.4.7 RAG and Summarization

The retrieval-augmented generation (RAG) process is critical for gener-
ating accurate and comprehensive summaries from large amounts of
text [151, 152, 153]. This process combined the extraction of relevant
information with the generation of new content to create meaningful
and contextually relevant summaries. ChromaDB plays a central role
in storing and querying the generated vector embeddings [154]. Pre-
viously generated vector embeddings were stored in the ChromaDB
database, and relevant documents were efficiently retrieved through
targeted queries. These queries allowed the collection of contextually
relevant information for the subsequent summary. The headings from
the zero-shot classification were used as inputs for the queries. At any
given time, ChromaDB contains data only from the current hour. Agents
are unable to look into the past or future.

The summarization process was performed using specialized agents
that summarized the retrieved information. These agents used pre-
viously created knowledge graphs and contextual data to generate
concise and consolidated summaries. The summarization agents inter-
pret the knowledge graphs for each cluster (topic) to provide detailed
situational analysis. These summaries have been consolidated into
comprehensive reports.

4.4.8 Berkeley Protocol Conformance

This section explains how our technical process conforms to the stan-
dards and principles of the Berkeley protocol for open source digital
investigations [118].

Anonymization and Privacy

We anonymized the tweets in our data-processing process by removing
all user-related information. This includes the deletion of usernames,
locations, and other identifying features. This ensured that the results
could not be traced back to the authors of the tweets. Our process pro-
cesses tweets mechanically, without storing or mining user information.
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Methodological Principles of the Berkeley Protocol

The Berkeley protocol emphasizes the importance of accuracy, data
minimization, and data security in open source digital investigations.
Our approach meets these criteria in several ways.

* Accuracy:

- Using advanced NLP techniques such as sentence embedding
and community detection, we ensured that the data were
accurately analyzed, and relevant events were correctly iden-
tified.

- Using ChromaDB to store and query vector data ensures that
only the most relevant information is used for analysis.

e Data minimization:

- We processed only the necessary information by filtering out ir-
relevant and potentially harmful content, such as hate speech,
using a classification model from KoalaAl [147].

- Our approach limits the analysis to hourly intervals, with only
the currently relevant hourly data stored in ChromaDB. This
minimizes the amount of data and increases the focus on the
current events.

* Security:

- By isolating data on an hourly basis, we prevent our agents
from looking into the past or future, ensuring the integrity of
the data and the accuracy of the analysis.

- Anonymizing the data and using only machine processing pro-
tects user privacy and ensures that no personal data are stored
or analyzed.

4.5 Case Studies

This section explains the implementation of the Open Source Intelli-
gence Disaster Event Tracker (ODET) for the case studies of Hurricane
Harvey and the 2023 Turkey earthquake. This describes how ODET
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was applied step-by-step to the respective datasets to extract relevant
information and create automated reports.

Hurricane Harvey, which hit the coastal regions of Texas and Louisiana
hard in August 2017, caused significant damage and economic losses.
The storm caused widespread flooding and took a heavy toll on human
lives, making it one of the most devastating natural disasters in US
history [155]. By comparison, the earthquake in Turkey in February 2023
presents a very different scenario: measuring 7.8 on the Richter scale, it
devastated large parts of the country, causing severe building damage
and thousands of deaths [156]. The two events present different but
equally challenging scenarios for applying ODET, demonstrating how
flexibly the system can be adapted to analyze different disaster events
and efficiently provide relevant information.

This section explains the basic structure of ODET in the first step,
starting with setting up the endpoints for data collection, including
configuring an APl endpoint for the Hurricane Harvey dataset. In the
second step, various agents are configured in detail. The third step
describes the structure of the data-processing pipeline and explains how
to execute it to enable continuous data analysis. Finally, benchmarking
of the reports is described, including establishing a basis for comparison
and selection of suitable metrics to evaluate the generated content.
Figure 4.1 illustrates each step of ODET's structure.

4.5.1 Step 1: Endpoint Configuration

The endpoints form the basis of ODET’'s modular architecture and enable
researchers to create their own modules and flexibly adapt ODET to
new technologies or data sources. The ability to create custom end-
points makes ODET future-proof. For example, if a new powerful large
language model (LLM) is released, a custom endpoint for text inference
can be implemented. Similarly, the structure allows for easy integration
of new datasets into the ODET. To integrate a new dataset, a REST API
endpoint that provides specific data in the desired format can be made
available. ODET supports four main types of endpoints:

1. APl endpoints—Enables the connection of external data sources
(e.g., web APIs such as Twitter/X or self-hosted datasets).
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Figure 4.1: Structure of ODET for automated disaster event tracking and
reporting.

2. Classify endpoints—Responsible for classification models, for ex-
ample, filtering irrelevant or inappropriate content.

3. Text Inference Endpoints—Use inference models to derive specific
information from text.

4. Embedding endpoints—Creation of text embedding to enable se-
mantic similarities and clustering.

As shown in Figure A.1 we created an APl endpoint for the Hurricane
Harvey dataset that makes tweets accessible during hurricanes. These
endpoints allow flexible querying of data at defined time intervals and
are further processed by downstream agents. Aligned with this exam-
ple, the APl endpoint was implemented for the 2023 Turkey Earthquake
study.
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4.5.2 Step 2: Agent Configuration

In ODET, agents are used as central building blocks to perform vari-
ous data-processing tasks. Each agent performs a specific task, such
as classifying data, creating text embedding, or creating knowledge
graphs. These agents operate sequentially, with each agent process-
ing the results of the previous agent. ODET’s modular design allows
agents to be flexibly adapted, replaced, or extended to integrate future
requirements and developments in Al technology.

APl Agent Configuration

The API agent is the starting point of the data pipeline in ODET and
is used to connect and retrieve data. As shown in Figure A.2, several
parameters that influence the query and timing of datasets can be
specified. While parameters can be set individually, for the case studies
presented, the parameters start, offset, and interval were used. The
ability to define parameters freely allows researchers to work with a
wide range of time-series data and datasets from microblogging plat-
forms.

» Start Time—This determines when the analysis of the dataset be-
gins. For the Hurricane Harvey case study, 3:00 p.m. on 25 August
2017 was chosen to synchronize the start of reporting with the
initial impact of the storm.

* Interval—This interval divides the data into regular hourly slices
(60 min), resulting in hourly reports.

» Offset—This parameter determines the time of day the analysis
begins. In this case, the offset was set to 3:00 p.m. The first data
considered by the agent was the data created after 3:00 p.m.

* Input and Output—The input and output options of the API agent
indicate that it is at the beginning of the pipeline and has no
previous input data.

Hate-Speech Filter

The configuration of the classification agent is the next step in the
pipeline, as shown in Figure A.3. This filter is a key part of data

91



A Modular OSINT Platform for Situational Awareness Reporting in Disaster
Management

processing to remove inappropriate content. Enabling the hate-speech
filter ensures that any inappropriate content that is not relevant to the
analysis of the disaster event is removed. This helps to ensure the
accuracy and reliability of the reports. This step is not mandatory, and
researchers may choose not to include it. However, for the Hurricane
Harvey case study, as well as the 2023 Turkey earthquake case study,
a hate-speech filter was enabled.

* Filter label—The filter is set to remove all tweets classified as “hate
speech” by labeling them with an “H”. ODET supports several
different filters and labels through settings such as these.

* Input options—The hate-speech filter uses the APl agent’s output.
ODET allows the data to be seamlessly transferred from the API
agent using the “Map from previous” configuration option.

* Output options—The output data are passed to the next agent in
the pipeline after filtering. It is decidable to either silently pass on
the data or output debug information.

Embedding Agent

The embedding agent is a central element of the pipeline and is used to
semantically group tweets and organize them for further processing. As
shown in Figure A.8, the agent uses vector embeddings to group tweets
based on their similarity. The input data for this agent comes from a
previously set up hate-speech filtering agent.

* Similarity Threshold—The cosine similarity threshold between the
tweets was set to 0.84. This means that only tweets with a high
degree of content similarity were grouped into clusters.

* Minimum Cluster Size—To ensure that only relevant groups were
formed, a minimum of 100 tweets per cluster was set. The cluster
size allows for the identification of trends. A relevant event is
expected to generate numerous similar messages.

* Grouping of Cluster Elements—Large clusters can contain thou-
sands of similar tweets. To further compress them, tweets from
a cluster can be grouped. This has the advantage of minimizing
the number of queries to computationally intensive Al models and
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increasing efficiency. This is particularly useful for processing large
amounts of similar content in a cluster as a single unit because
fewer queries need to be made.

Classification Agent

The classification agent is responsible for filtering irrelevant clusters
and assigning an appropriate label to each relevant cluster. As shown
in Figure A.5, this agent allows the configuration of a zero-shot clas-
sifier based on an LLM. The classification agent is critical for further
processing of the clusters. It uses a pre-trained language model driven
by JSON-based grammar. This grammar defines the output parameters
and allows the model to determine the relevance of the clusters based
on prompt instructions.

* Grammar and JSON schema—Grammars define the outputs of the
language model. They rely on a prompt template adopting its
fields. Grammars were created as JSON schema and translated
by ODET into a format that can be processed by an Al model.
Both case studies used a schema that included a Boolean value
for detecting disaster relevance. An example is shown in Figure
A4,

* Prompt template and objective—This template provides specific
instructions for creating the headline, rating the relevance, and
identifying the location. The goal of the agent is to determine the
relevance of the clusters by answering the question of whether
the content is disaster-related. It is possible to answer multiple
questions simultaneously to save steps. In the context of the case
studies presented in this work, the agent was also asked for a
possible location for the described context as well as for a headline
summarizing the events. The results are output in a predefined
format and structured based on the defined JSON grammar. An
example is shown in Figure A.9.

* Mapper and object filter—The classification agent has a mapper
that maps objects and a filter that removes irrelevant clusters
based on the classification results. If a cluster was marked as
irrelevant (“false”), it was removed from the pipeline. An example
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is shown in Figure A.7. The mapper and object filters can be used
to create complex filter rules that remove unwanted objects or
process them in a targeted manner. On the other hand, objects
can be grouped or processed in a targeted manner. This was made
possible by the generated JSON output.

* Input and Output—The agent receives its input data from the
embedding agent and outputs filtered and classified clusters with
associated headings. The data are then passed to the next agent.

Knowledge Graph Agent

The knowledge graph agent is a central component of the ODET pipeline
that not only identifies relationships between entities but also refines
them through retrieval-augmented generation (RAG). RAG makes it
possible to extract relevant information directly from the original data,
which improves the accuracy of the reports because the generated
summaries are supported by real data. Furthermore, the knowledge
graph agent makes it possible to capture the dynamics of events by
representing not only static but also changing relationships. This feature
helps to track the progression of a disaster event in real time and
to analyze the impact of decisions or external factors on the event.
Combining the extracted knowledge graphs with RAG allows ODET to
create more accurate and up-to-date reports that are invaluable to
decision-makers in crisis situations. The input for this agent comes from
the results of the classification agent, and the output is processed in
the last step of the pipeline. This agent uses the same text inference
endpoint as the classification endpoint and differs only in the grammar,
prompt, and RAG settings. An example of the agent configuration is
shown in Figure A.6.

* Grammar and JSON schema—The agent analyzes the semantic re-
lationships between entities based on the context of tweets. ODET
allows the definition of a JSON grammar that specifies the structure
of the output data as triples (subject, relation, and object). These
triples are supported by a prompt similar to that used by the
classification agent. An example is shown in Figure A.10.

* Retrieval-augmented generation (RAG)—The knowledge graph
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agent combines the generated graphs with RAG using the
generated headlines to access the original data set and collect
further information. This ensures higher accuracy and increases
the validity of the reports.

* Grouping of entities—Since it can be assumed that messages with
similar content and a similar creation time refer to a single event,
the agent groups such messages. This reduces the number of
requests for the model and optimizes processing speed. Grouping
similar data points increased the efficiency of knowledge graph
generation.

* Visualization of results—The knowledge graph agent creates the
results as a structured network of entities in the form of triples,
which supports the creation of reports and simplifies data analysis.
The generated knowledge graphs can be displayed graphically in
the report if desired, making it easier to identify correlations and
validate relationships.

Summarization Agent

The summarization agent is the final step in the pipeline for Hurricane
Harvey and the 2023 Turkey earthquake case studies, where the sum-
mary reports are generated based on the processed data. As shown in
Figure A.11, the agent can efficiently summarize relevant information
using previously generated knowledge graphs and retrieval-augmented
generation (RAG) data in the system. Although the summarization
agent represents the final step in the case studies presented in this
work, it can be complemented by additional post-processing agents
in other applications. The modularity and flexibility of ODET allow
researchers to adapt the structure of their pipelines to the specific needs
of their projects.

* Objective and reasoning—Researchers can provide detailed in-
structions to the agent and specify what information is included
in the report and how it should be structured. As shown in Figure
A.12, the agent was instructed to summarize the content from
the knowledge graph and create an appropriate headline for each
report.
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* Markdown output—The agent outputs the reports in the Markdown
format, which allows for flexible integration with external systems
and reporting formats.

4.5.3 Step 3: Building and Running the Pipeline

The third and final step in ODET involves building and running the report
generator, which allows researchers to configure agents in a specific
order and generate consecutive reports. These reports are defined in
what is called the “report area,” where researchers can name the report,
add a detailed description, and specify the exact order of agents to be
processed. The description clarifies the focus of the report to ensure
that it meets the objectives of the research project.

A key aspect of report creation in ODET is the ability to select and
sequence agents flexibly. This is presented in a user-friendly interface,
where researchers can drag agents from the list of available agents
into the selected agent box. Multiple agents can be used in a pipeline
or multiple times in a report to account for different aspects of data
evaluation. This provides a high degree of flexibility as researchers
can use the order and selection of agents to perform various analyses
tailored to the specific needs of the investigation.

Another important feature of ODET is its ability to customize the fre-
quency of report execution. The system allows researchers to repeat
reports at regular intervals, which is particularly useful when processing
time-series data. The execution frequency can be set to a minute, hour,
day, or month. This makes ODET useful for both analyses that run
through historical data and real-time analyses, in which it is important
to constantly integrate and analyze new data. This ensures that re-
searchers have up-to-date information and can make quick decisions
based on the latest data.

In addition to flexibility in execution frequency, the ODET also provides
complete interactive control over the agents during reporting. Any
agent that is part of the pipeline can be paused, restarted, or re-
executed to ensure an optimal operation. This allows researchers to
adjust and try agents until they produce the desired results. This
interactive capability makes the ODET a valuable tool for iterative report
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development and improvement. Another useful feature is the ability to
regenerate the entire report, which is especially helpful when changes
have been made or when the report needs to be re-run after agent
customization.

The generated reports provide detailed outputs, organized in a way
similar to Jupyter notebooks. This means that each step of the pipeline
is represented in a report, and researchers can review the output of
each agent before proceeding to the next step. These reports can
include both text-based and graphical outputs, and researchers have
the option to view results in a Markdown format or other suitable formats
to prepare and visually display the data for analysis.

Overall, this step in ODET enables the creation of flexible and scalable
reports designed for both one-time analysis and continuous real-time
monitoring of disaster events. The ability to interactively customize
agents and continuously refresh reports ensures that ODET remains a
powerful tool that meets the changing needs of disaster researchers.
An example of the reported setup is presented in Figure A.13.

4.6 Results and Discussion

This section presents and discusses the results of the case studies
performed to evaluate ODET's performance in terms of consistency
with established reference sources. In addition, we discuss implications
for disaster management. The central evaluation approach is based
on measuring the content consistency between reports generated by
ODET and English-language Wikipedia articles on Hurricane Harvey and
the 2023 Turkey earthquake using the AlignScore metric. Finally, the
strengths and weaknesses of the system were analyzed to identify
opportunities for improvement and future applications.

4.6.1 AlignScore

To evaluate the quality of the reports generated by ODET in our case
studies, the metric AlignScore was used to show the validity of the
results. This metric makes it possible to compare machine gener-
ated reports with an established reference source and to measure the
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alignment of the content elements. AlignScore provides a systematic
and objective metric for evaluating the accuracy and completeness of
automatically generated content compared to a reliable source [117]
by measuring its structural and semantic alignment. The advantage
of this metric is that it is possible to measure both content scope and
semantic accuracy, which provides a more comprehensive insight into
the system’s performance. AlignScore considers not only the surface
area but also the depth and context of the information. AlignScore is
mathematically described as:

AlignScore(o,l) = m%an max alignment(o;, ), (4.1)
where o refers to the context , [ represents the claim, o is the col-
lection of context chunks, [’ is the collection of claim sentences, and
alignment(-) denotes the likelihood that the model assigns to the Aligned
label in a 3-class classification setup [117].

The goal of ODET is to generate situational awareness reports from un-
structured disaster data. This task requires a robust evaluation platform
that can assess how well generated outputs reflect real-world events.
Compared to traditional metrics such as Fl-score, AlignScore is well
suited for ODET evaluation because it focuses on factual consistency
rather than discrete classification accuracy. AlignScore addresses this
need by holistically evaluating the semantic fidelity of the generated
text to the reference material to identify nuanced discrepancies such
as omissions, factual distortions, or misrepresentations [117].

Throughout the case studies of the 2023 Turkey Earthquake and Hurri-
cane Harvey, Wikipedia was a valuable source for evaluating reports.
A direct timeline of events was not available; therefore, Wikipedia
pages had to be relied upon as a comprehensive source of information.
These pages contain well-researched and detailed neutral information
that has been edited and added by numerous authors over the years.
Although Wikipedia contains retrospective insights and information that
only became available after the event, it provides a reliable basis for
comparison.

To evaluate the case studies, each of the 58 ODET-generated reports for
the Hurricane Harvey case study and 131 reports for the 2023 Turkey
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Earthquake case study were analyzed in a final summary report and
then compared to the corresponding Wikipedia article. The high level
of agreement indicates that the ODET-generated reports were largely
accurate despite the limitations of live data and the limited database.

A final result of 0.89 (Hurricane Harvey) and 0.84 (2023 Turkey earth-
quake) was achieved, matching the generated ODET reports and the
corresponding Wikipedia articles. These values confirm a remarkable
agreement between the two sources, especially considering the differ-
ent natures of the data sources. While Wikipedia is based on retro-
spective research and extensive source studies, ODET reports reflect
information gathered in real time during the event.

4.6.2 Summary of Key Insights and Implications

In this chapter, we present ODET, a modular platform that allows both
research and disaster management communities to experiment with
different algorithms and develop innovative solutions. Our case studies
show that ODET is not only a flexible platform but also capable of
generating highly accurate and structured reports that enable rapid
situational assessment.

ODET serves as a platform for researchers to deploy and customize Al-
based algorithms to generate reports tailored to specific scenarios. We
demonstrated that an appropriate algorithm based on text embedding,
community clustering, and zero-shot classification can be efficiently
integrated into the ODET. Our case studies on Hurricane Harvey and
the 2023 Turkey earthquake show that ODET also works reliably under
the challenges of real-world data sources, such as tweets. With Align-
Score values of 0.89 and 0.84, respectively, the system demonstrated
its ability to extract relevant and consistent information in a dynamic
environment.

ODET’s modular design allows for easy replacement of individual com-
ponents or models, making the platform not only future-proof but also
highly adaptable. This allows researchers to integrate new technologies
or models and to test their own approaches without being tied to specific
technologies. This flexibility means that ODET can run on standard
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hardware, as well as in high-performance cloud environments, making
it suitable for both small and large datasets.

The results presented here show that ODET is a promising platform for
quickly generating situation reports that provide decision-makers with
the information they need. At the same time, ODET underscores its
importance as a research platform that enables the development and
testing of innovative Al-based algorithms in a controlled environment.

Future work should focus on further improving ODET, particularly on how
to deal with misinformation and integrate new approaches to increase
the accuracy of reports. Another well-known unsolved problem is hallu-
cinations, which we are currently trying to minimize in the reports gener-
ated using a multi-step clustering and labeling approach as well as RAG
and knowledge graphs, as these technologies provide a stronger link
between content and underlying data. However, hallucinations cannot
be eliminated at this time because they are a known unsolved problem
in Al-based text generation. Further research is needed to develop more
effective mechanisms for detecting and avoiding hallucinations. This is
crucial to meet the growing demands of disaster management systems
and to realize the full potential of ODET as a flexible and scalable
platform.
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Chapter 5

Conclusions and Future Works

This dissertation describes the development of a modular machine
learning-based OSINT platform for automated situational awareness
reporting in disaster management. It shows how a scalable platform
for analyzing microblogging data for automated situational awareness
reporting in disaster management can be realized by combining event
detection, clustering, zero-shot classification, retrieval-augmented gen-
eration (RAG), and the use of knowledge graphs.

The publication-by-publication development of this platform has been
documented in three key studies.

Study 1: Towards Automated Situational Awareness Reporting for Dis-
aster Management—A Case Study [16]

The first study laid the methodological foundation for automated event
detection in disaster situations. A system that uses SimHash for clus-
tering similar messages was developed to efficiently process large
amounts of text. In combination with TF-IDF-based feature extraction,
relevant content was identified from the heterogeneous microblogging
data. Subsequent analyses using extractive text summarization meth-
ods (including SpaCy, Gensim, and NLTK) were used to condense event-
related information. The evaluation based on the Russo-Ukrainian con-
flict focused on identifying event occurrences and demonstrated the
feasibility of the approach for event detection, while also highlighting
the challenges of filtering irrelevant content.

Study 2: Harnessing OSINT in Disaster Management: Transforming Mi-
croblogging Posts Into Insightful Data Through Text Embedding [17]

The second study extended the methodological approach by combining
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sentence embedding with community detection to enable more precise
semantic grouping of events. In addition, knowledge graphs were
integrated to structure the extracted information and enhance inter-
pretability. This combination of methods improved the quality of event
detection and enabled a more structured representation of disaster-
related insights.

Study 3: Al-Enhanced Disaster Management: A Modular OSINT System
for Rapid Automated Reporting [18]

In the third study, the developed methods were combined into a fully
modular OSINT system. In addition to the combination of zero-shot
classification, community detection-based clustering, and knowledge
graph-based analysis, retrieval-augmented generation (RAG) for struc-
tured reporting was integrated to improve the quality of reporting.
Furthermore, an agent-based architecture allows for flexible system
expansion and modular integration of individual components. The eval-
uation based on real case studies (Hurricane Harvey, Turkey Earthquake
2023) showed that the system not only achieves a high alignment with
Wikipedia event summaries (AlignScore up to 89%), but also demon-
strates deployment feasibility across different hardware environments.

This dissertation demonstrates that the application of OSINT and ma-
chine learning in disaster management not only enables efficient au-
tomation of data analysis but also contributes to accelerated and high-
quality situational awareness. Simultaneously, advances in automated
event detection using sentence embedding, community detection, and
zero-shot classification have been presented, as well as advances in
retrieval-augmented generation (RAG) and the integration of knowledge
graphs to improve the quality and relevance of situational awareness
reporting in disaster management.

In the following, a synthesis of the key scientific findings is presented,
which combines the methodological contributions of the three studies
presented throughout this dissertation and places them in the overall
context. Subsequently, the limitations of the developed approaches
are discussed, addressing both the methodological and technical chal-
lenges. Finally, promising research directions for further development
of OSINT-based disaster analysis are outlined.

102



5.1. RESEARCH QUESTIONS REVISITED

5.1 Research Questions Revisited

In this section, the central research questions of this dissertation are
answered by bringing together the key findings of the entire investiga-
tion.

Ql: Can OSINT and ML be used for automated situational
awareness reporting in disaster management?
Based on the research conducted, it can be concluded that OSINT
and ML-based can be used for automated situational awareness
reporting. Relevant events can be extracted from unstructured mi-
croblogging data, semantically grouped, and processed in a struc-
tured manner. This enables continuous recording of disaster events
and their development based on publicly available information.
A key finding is that the use of knowledge graphs and retrieval-
augmented generation (RAG) to contextualize the extracted data
significantly contributes to improving quality. Nevertheless, the
challenge remains in reliably filtering out irrelevant or misleading
information.

Q2: How can the accuracy of OSINT and ML-based automated

situational awareness reporting for disaster management
be improved?
A significant improvement in accuracy was achieved by combining
the different techniques. The transition from classical statistical
methods, such as TF-IDF, to modern embedding methods has
significantly refined the semantic analysis of data. The use of
community detection algorithms has improved the grouping of the-
matically related events, minimized redundancies, and increased
the consistency of content. Additionally, zero-shot classification
has proven particularly valuable because it allows for flexible, data-
independent classification of events without the need for extensive
manual training datasets. This helps to capture new and unfore-
seen event types more quickly.

Q3: How can the scalability of OSINT and ML-based solutions for
situational awareness reporting in disaster management
be improved?

103



Conclusions and Future Works

The results obtained from this research show that scalability can
be achieved through an agent-based architecture that allows dif-
ferent Al models to be integrated and exchanged in a modular
and flexible manner. This allows dynamic adaptation to various
requirements, such as the processing of large amounts of data
or the use of different hardware environments. It has been suc-
cessfully demonstrated that the system can be used on both high-
performance cloud servers and consumer hardware (e.g., MacBook
Air M3), allowing a high degree of deployment flexibility. This shows
that the developed methods work reliably not only in research
environments, but also in real-world application scenarios.

This dissertation has shown that Open Source Intelligence (OSINT) in
conjunction with modern machine learning methods provides a pow-
erful basis for automated situational awareness reporting in disaster
management. By combining several innovative methods, from com-
munity detection to zero-shot classification and retrieval-augmented
generation, a system that is both accurate and flexible has been de-
veloped. It is particularly clear that the quality of situational awareness
reporting depends not only on technical implementation, but also on the
ability to efficiently filter and meaningfully structure large amounts of
unstructured data. While the developed methods already show a high
level of performance, challenges remain, particularly with regard to the
detection of misinformation and further automation of the prioritization
of information. The system developed in this process created a scal-
able, modularly expandable OSINT framework that forms the basis for
future research and practical applications. The results underscore the
need to further develop OSINT-based situational awareness reporting,
particularly through improved mechanisms for quality assurance of the
analyzed data and efficient integration of new data sources. To classify
the insights gained holistically, the following section brings together the
central methodological and conceptual aspects. This synthesis consid-
ers the progress made in the context of existing research approaches
and highlights the overarching implications of this dissertation.
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5.2 Synthesis

This dissertation demonstrates how Open Source Intelligence (OSINT)
can be used with machine learning methods to automatically generate
situational awareness reports in disaster management. While OSINT has
mainly been used in intelligence contexts, this dissertation shows that
these principles can also be effectively applied in humanitarian crisis
management. The three scientific publications of this dissertation deal
with the step-by-step development, evaluation, and optimization of a
modular ML-based OSINT system. It was shown that the combination
of event detection, zero-shot classification, retrieval-augmented gener-
ation (RAG), and modular system architecture enables a flexible, scal-
able, and highly automated solution for disaster analysis. The synthesis
of these results demonstrates not only the scientific advances in OSINT-
based analysis but also how machine learning can help overcome the
challenges of traditional, manually performed OSINT processes.

The first study laid the methodological foundation for automated situa-
tion reporting in disaster management by using microblogging data for
event detection and synthesis. This study presents a system that uses
SimHash for clustering similar messages to efficiently identify disaster-
related events in social media data. In addition, Term Frequency-Inverse
Document Frequency (TF-IDF) is used for feature extraction to highlight
relevant content from a heterogeneous and noisy dataset. Events are
grouped by clustering messages with similar SimHash representations
and aggregating thematically related posts into coherent event clusters.
These clusters were then analyzed using extractive text summarization
methods, specifically SpaCy, Gensim, and NLTK, to evaluate their suit-
ability for condensing event-related information. The evaluation was
carried out using data from the Russo-Ukrainian conflict, where the
detected events were compared with a Wikipedia timeline to measure
the effectiveness of automated event detection. The results show that
the proposed methodology detected a higher number of events than
those listed in Wikipedia, with SpaCy providing the best summarization
results. At the same time, the study highlights the challenges of filter-
ing out irrelevant or misleading content and underscores the need for
further refinement of disaster-related OSINT processing.
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Building on the findings of the first study, the second study extended
the methodological approach by combining sentence embedding with
community detection for more precise semantic clustering. While the
first study used SimHash for clustering based on term similarity, the
method presented here allows for a more refined semantic grouping
of events. In addition, knowledge graphs were integrated into the
system to structure extracted information and enhance interpretability.
This approach differs from classical machine learning methods that rely
on large labeled datasets. The study shows that the combination of
semantic clustering and structured event representation can improve
recognition accuracy. It also introduces the next step toward automated
information prioritization by extracting relevant content from large vol-
umes of unstructured data and structuring it for situational awareness
reporting. The results demonstrate that OSINT-based disaster analysis
can be automated while improving event organization and interpretabil-
ity at scale.

The third study integrated the developed methods into a fully modular
and scalable OSINT system. Building on the methods introduced in
previous work, it extends the system to include retrieval-augmented
generation (RAG) for structured reporting and knowledge graphs for
contextual analysis of the extracted information. While previous work
has focused on the detection and semantic clustering of events, the
focus here is on the end-to-end situational awareness reporting plat-
form. The combination of zero-shot classification, community detection-
based clustering, and knowledge graph-based analysis enables the
detailed and contextual processing of relevant information. In addi-
tion, an agent-based architecture is implemented, allowing for flexible
adaptation and modular extensibility of the system. The evaluation of
the system using real case studies, including Hurricane Harvey and the
2023 Turkey earthquake, shows that the developed OSINT framework
not only achieves high factual alignment in event detection (Align-
Score up to 89%) but also enables consistent and traceable situational
awareness reporting. Thus, this study represents a decisive step in the
development of a fully automated ML-based OSINT system for disaster
management.

The presented research shows that the integration of Open Source
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Intelligence (OSINT) into disaster management enables a significant im-
provement in situational awareness. Whereas traditional methods rely
on manual data evaluation, modern approaches use machine learning
to automatically extract and process information from microblogging
data. This reduces the time required to extract relevant content and
enables faster decision-making. The use of text embedding, commu-
nity detection, clustering, and zero-shot classification forms the tech-
nological basis for an efficient and scalable analysis. In particular,
the automation of data processing is a major step forward, not only
increasing speed, but also ensuring consistent and traceable analysis
of large volumes of data.

The Open Source Intelligence Disaster Event Tracker (ODET) system
is characterized by its modularity and scalability, allowing it to be
flexibly adapted to different scenarios. The separation of the processing
steps into dedicated agents and endpoints makes it easy to exchange
models and technologies. This ensures continuous development and
adaptability to the new requirements. The scalability of the system
allows it to be used in low-performance devices and high-performance
cloud instances. An evaluation based on real case studies shows that
the ODET remains effective even with untrained models and achieves
a high degree of consistency with reference reports. This architecture
ensures that ODET remains applicable over the long term and can be
used in various application scenarios.

A key aspect of this research is the objective evaluation of the generated
reports to ensure the quality and reliability of automated situation
assessment. To this end, the AlignScore metric was used to quan-
tify the consistency of the content with established reference sources,
such as Wikipedia. Case studies on the coverage of Hurricane Harvey
and the 2023 earthquake in Turkey show that the system achieves
a high level of content consistency and provides a sound basis for
decision-making. This underscores the importance of machine-based
situational awareness in disaster management and demonstrates that
OSINT-based methods can provide a reliable alternative to traditional
approaches. The combination of modular architecture, scalable meth-
ods, and scientifically based quality assessment makes ODET a powerful
tool for automated intelligence gathering in crisis situations.

107



Conclusions and Future Works

Despite these successes, there remain open research questions and
challenges. A central problem remains in the detection and handling
of misinformation and in targeted disinformation campaigns. While
the developed methods can group and classify content according to
semantic criteria, the question remains as to how to reliably detect
false or misleading information automatically. The current generation
of Generative large language models also carry the risk of hallucination,
that is, the generation of plausible-sounding but factually incorrect
content. Further development of methods for verifying and ensuring the
quality of generated reports is, therefore, an important future research
focus.

In conclusion, this dissertation shows that ML-based OSINT methods are
viable and efficient solutions for automated situation assessment in dis-
aster management. By combining different ML techniques with modular
system architectures, a solution that is both flexible and powerful can
be developed. The synthesis of the results shows that OSINT analysis
can be accelerated and qualitatively improved by machine learning.
The methods presented in this dissertation have the potential to funda-
mentally change the way crisis information is collected, analyzed, and
reported.

5.3 Limitations

Despite ODET’s high performance in automated analysis of microblog-
ging data, there are some methodological and technical limitations that
require further research and development.

A key challenge is that the detection of fake news and hallucinations
remains an open challenge. ODET does not use explicit mechanisms to
verify the extracted information, and does not check whether certain
statements come from reliable or manipulated sources. Although the
aggregated analysis of clusters partially compensates for bias, there
is still the risk that false or misleading information will be included in
automated reporting. Language models that can generate syntactically
correct but factually incorrect content are particularly problematic in
this context. Although the system attempts to minimize such effects
through structured prompts and specialized processing steps, this is
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a general problem with the use of generative language models that
cannot be completely eliminated.

Another important issue is the reliance on text-based data. ODET
only processes text-based information and does not consider additional
data formats, such as images, videos, or audio recordings. In crisis
situations, visual or audio content can be a valuable addition to text
messages, especially when there are language barriers or misunder-
standings. Therefore, the addition of multimodal analysis could improve
the reliability of situation assessment.

Furthermore, the granularity of the event representation can be im-
proved. While the clustering process allows for reliable detection and
structuring of larger events, very small or locally limited incidents may
be lost in large clusters or may not be captured as independent events.
This is especially true for subtle developments that may only be recog-
nized as coherent over longer periods of time. The current methodology
ensures that global or widespread events are detected efficiently, but
fine-tuning for microevent detection remains an open challenge.

5.4 Future Works

While ODET already provides a powerful and flexible platform for the
automated analysis of microblogging data in disaster management,
there are several areas where future research could further develop and
optimize the system. Owing to its modular architecture, ODET can be
extended in a targeted manner without compromising core functionality
or scalability. In particular, improving event granularity, integrating
multimodal data, and optimizing validation mechanisms for fake news
and hallucinations are important starting points for future development.

One of the most important open research questions is the validation
of collected information. The detection of fake news and reduction of
hallucinations in the generated reports are essential for the reliability
of OSINT analysis. Although the current system already provides some
robustness against individual anomalies through clustering and majority
voting, an additional layer of validation could further improve the value
of the generated reports. A possible solution might be an in-depth
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network review of social media accounts to circumvent the distribution
of fake news and the implementation of more sophisticated validation
layers. Regarding the remaining problems of hallucinations, however, it
might take a whole new generation of Al-Models to eliminate this risk.

Although this methodology includes text filtering and classification, the
detection of misinformation remains an under-researched challenge.
The proliferation of fake news, manipulated content, and adversarial
misinformation campaigns requires a more robust strategy. Future
research should address adversarial testing frameworks, bias mitigation
strategies, and trustworthiness assessment mechanisms to improve the
data reliability in crisis scenarios.

Another important area for future research is the extension of ODET
to multimodal data processing. Thus far, the system has focused exclu-
sively on text-based information, but in crisis situations, images, videos,
and audio data also play a crucial role. Because ODET is modular,
a separate data handler can be developed to integrate multimodal
models. For example, existing multimodal language models can be used
to extend the zero-shot classification to visual content. This would make
it possible to automatically analyze not only text messages but also im-
ages from disaster areas or relevant videos from social networks. Future
research should explore how multimodal fusion techniques can improve
event detection and situational awareness by combining different types
of data for more holistic analysis.

In addition to the extension to multimodal data, another possible chal-
lenge is the granularity of event representation. While the current
clustering method provides reliable results for larger events, refinement
of the method can help capture smaller or more localized events more
accurately. Adaptive clustering, which dynamically distinguishes large
and small events, is a promising approach. The use of hybrid clustering
methods that consider semantic similarities and temporal sequences
can enable more precise distinctions.

Technological developments in the area of language models and Al-
based clustering methods have opened up further possibilities for opti-
mizing ODET. Future multimodal models could allow for more accurate
detection and processing of different types of data, whereas more
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efficient clustering algorithms would allow for even more accurate struc-
turing of events.

ODET is designed to run in the cloud or on consumer hardware available
in disaster scenarios, making it flexible for deployment based on the
available infrastructure. It is not designed for mobile or edge computing
environments, but rather works on existing computing resources at dis-
aster sites. Unlike other OSINT-based disaster intelligence tools, ODET
implements a modular endpoint architecture that allows efficient load
balancing. This means that load-intensive modules, such as large lan-
guage models (LLMs), can run in the cloud, while lightweight agents run
on consumer hardware such as a MacBook. This distributed architecture
ensures scalability, adaptability, and efficient resource utilization in
different environments. Future work should focus on optimizing de-
ployment workflows, improving orchestration strategies, and evaluating
performance in live disaster simulations to validate the effectiveness of
real-world crisis responses further.

ODET already has a scalable, modular architecture in which
computation-intensive tasks can be offloaded to cloud-based endpoints,
while lightweight agents run on local, consumer-grade hardware. Rather
than requiring additional optimization for scalability, future research
could focus on developing domain-specific endpoints that improve
ODET’s adaptability to different disaster scenarios. The flexibility
of endpoint integration allows researchers to tailor the system to
their specific needs, without modifying the core platform. Therefore,
future studies should investigate the best practices for endpoint
implementation, security considerations, and strategies for seamless
integration with external data sources.

It is important to emphasize that ODET is not an incremental im-
provement in an existing system but a novel end-to-end platform for
OSINT-based disaster situational awareness. While previous work has
addressed individual components such as event detection, summariza-
tion, and knowledge graphs, no other system integrates these elements
into a fully automated, modular, and scalable solution such as ODET.
Current disaster intelligence tools either require manual intervention,
lack real-time processing, or lack the flexible and adaptable architecture
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of the ODET. Future research projects may explore further integrations,
but the fundamental innovation of ODET as an extensible platform
continues to set it apart from the existing approaches.

In summary, several promising research directions can be identified that
can further exploit the potential of ODET. Refinement of the clustering
methods could lead to more precise event identification, whereas in-
tegration of a multimodal data wrapper would significantly expand the
analysis capabilities. Simultaneously, an improved validation layer can
improve the detection of fake news and reduce hallucinations in the gen-
erated reports. Future research should focus on efficiently integrating
these extensions into existing systems without compromising ODET’s
scalability or modular flexibility.

Ademas de la extensién a datos multimodales, otro posible desafio es
la granularidad de la representacién de eventos. Si bien el método
de clustering actual proporciona resultados fiables para eventos mas
grandes, el refinamiento del método puede ayudar a capturar eventos
mas pequefos 0 mas localizados con mayor precisién. El clustering
adaptativo, que distingue dindmicamente entre eventos grandes y pe-
quenos, es un enfoque prometedor. El uso de métodos de clustering
hibridos que consideren similitudes semanticas y secuencias tempo-
rales puede permitir distinciones mas precisas.

Los desarrollos tecnoldgicos en el area de modelos de lenguaje y méto-
dos de clustering basados en IA han abierto mas posibilidades para
optimizar ODET. Los futuros modelos multimodales podrian permitir una
deteccién y procesamiento mas preciso de diferentes tipos de datos,
mientras que algoritmos de clustering mas eficientes permitirian una
estructuracion aun mas precisa de los eventos.

ODET esta diseflado para ejecutarse en la nube o en hardware de con-
sumo disponible en escenarios de desastre, haciéndolo flexible para su
implementacién segun la infraestructura disponible. No esta disefiado
para entornos de computacién movil o edge, sino que funciona en recur-
sos computacionales existentes en los sitios de desastre. A diferencia
de otras herramientas de inteligencia de desastres basadas en OSINT,
ODET implementa una arquitectura modular de endpoints que permite
un equilibrio de carga eficiente. Esto significa que los modulos que
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consumen muchos recursos, como los large language models (LLMs),
pueden ejecutarse en la nube, mientras que los agentes ligeros se
ejecutan en hardware de consumo como un MacBook. Esta arquitectura
distribuida garantiza escalabilidad, adaptabilidad y utilizacién eficiente
de recursos en diferentes entornos. El trabajo futuro deberia centrarse
en optimizar los flujos de trabajo de implementacién, mejorar las es-
trategias de orquestacién y evaluar el rendimiento en simulaciones de
desastres en vivo para validar alin mas la eficacia de las respuestas a
crisis del mundo real.

ODET ya cuenta con una arquitectura escalable y modular en la que las
tareas que requieren un uso intensivo de cdmputo pueden descargarse
a endpoints basados en la nube, mientras que los agentes ligeros se
ejecutan en hardware local de grado consumidor. En lugar de requerir
una optimizacién adicional para la escalabilidad, la investigacién futura
podria centrarse en desarrollar endpoints especificos de dominio que
mejoren la adaptabilidad de ODET a diferentes escenarios de desastre.
La flexibilidad de la integracién de endpoints permite a los investi-
gadores adaptar el sistema a sus necesidades especificas, sin modificar
la plataforma central. Por lo tanto, los estudios futuros deberian inves-
tigar las mejores practicas para la implementacién de endpoints, con-
sideraciones de seguridad y estrategias para una integraciéon perfecta
con fuentes de datos externas.

Es importante enfatizar que ODET no es una mejora incremental en un
sistema existente, sino una plataforma novedosa de extremo a extremo
para la conciencia situacional de desastres basada en OSINT. Si bien
trabajos anteriores han abordado componentes individuales como la de-
teccion de eventos, la sumarizacion y los knowledge graphs, ningudn otro
sistema integra estos elementos en una soluciéon completamente au-
tomatizada, modulary escalable como ODET. Las herramientas actuales
de inteligencia de desastres requieren intervencién manual, carecen
de procesamiento en tiempo real o carecen de la arquitectura flexible
y adaptable de ODET. Los proyectos de investigaciéon futuros pueden
explorar mas integraciones, pero la innovacion fundamental de ODET
como plataforma extensible continlda diferenciandolo de los enfoques
existentes.
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En resumen, se pueden identificar varias direcciones de investigacién
prometedoras que pueden explotar aun mas el potencial de ODET.
El refinamiento de los métodos de clustering podria conducir a una
identificacidon mas precisa de eventos, mientras que la integracién de un
wrapper de datos multimodales ampliaria significativamente las capaci-
dades de andlisis. Simultdneamente, una capa de validacién mejorada
puede mejorar la deteccién de noticias falsas y reducir las alucinaciones
en los informes generados. La investigacion futura deberia centrarse en
integrar eficientemente estas extensiones en los sistemas existentes
sin comprometer la escalabilidad o la flexibilidad modular de ODET.
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Chapter 6

Zusammenfassung und Ausblick

Diese Dissertation beschreibt die Entwicklung einer modularen, ML-
basierten OSINT-Plattform zur automatisierten Lageberichterstattung
im Katastrophenmanagement. Sie zeigt, wie durch die Kombination
von Ereigniserkennung, Clustering, Zero-Shot-Klassifikation, Retrieval-
Augmented Generation (RAG) und der Verwendung von Wissens-
graphen ein skalierbares System zur Analyse von Microblogging-Daten
fur die automatisierte Lagedarstellung im Katastrophenmanagement
realisiert werden kann.

Die schrittweise Entwicklung dieser Plattform wurde in drei Schlussel-
studien dokumentiert.

Studie 1: Towards Automated Situational Awareness Reporting for Dis-
aster Management—A Case Study [16]

Die erste Studie fungierte als methodische Grundlage fur die automa-
tisierte Ereigniserkennung in Katastrophensituationen. Es wurde ein
System entwickelt, das SimHash zur Gruppierung ahnlicher Nachrichten
verwendet und in Kombination mit TF-IDF-basierter Merkmalsextrak-
tion relevante Inhalte aus den heterogenen Microblogging-Daten iden-
tifiziert. Die anschlieSende Analyse der erkannten Ereignisse erfolgte
mithilfe extraktiver Textzusammenfassungsmethoden (u. a. SpaCy,
Gensim und NLTK), um die Eignung dieser Verfahren fur die Verdich-
tung von Ereignisinformationen zu bewerten. Die Auswertung anhand
von Daten zum russisch-ukrainischen Konflikt diente dazu, erkannte
Ereignisse mit einer Wikipedia-Zeitleiste zu vergleichen und die Effektiv-
itat der Methode zur Ereigniserkennung zu bewerten. Dabei zeigte sich,
dass die Methode eine groBere Anzahl von Ereignissen als in Wikipedia
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gelistet detektierte, gleichzeitig jedoch die Herausforderung bestand,
irrelevante Inhalte zuverlassig zu filtern.

Studie 2: Harnessing OSINT in Disaster Management: Transforming Mi-
croblogging Posts Into Insightful Data Through Text Embedding [17]

In der zweiten Studie wurde der methodische Ansatz erweitert, indem
Sentence Embedding mit Community Detection kombiniert wurden,
um eine prazisere semantische Gruppierung von Ereignissen zu er-
maoglichen. Darlber hinaus wurden Wissensgraphen integriert, um die
extrahierten Informationen zu strukturieren und ihre Interpretierbarkeit
zu verbessern. Die Kombination dieser Methoden fuhrte zu einer qual-
itativen Verbesserung der Ereignisgruppierung und ermoglichte eine
strukturierte Darstellung der identifizierten Informationen.

Studie 3: Al-Enhanced Disaster Management: A Modular OSINT System
for Rapid Automated Reporting [18]

In der dritten Studie erfolgte die Kombination der entwickelten
Methoden zu einem vollstandig modularen OSINT-System. Neben der
Kombination von Zero-Shot-Klassifizierung, Community Detection-
basiertem Clustering und wissensgraphbasierter Analyse wurde
Retrieval-Augmented Generation (RAG) fur die strukturierte Lage-
berichterstattung integriert, um die Qualitat der Lageberichterstattung
zu verbessern. Daruber hinaus ermoglicht eine agentenbasierte
Architektur eine flexible Erweiterbarkeit des Systems und den
modularen Austausch einzelner Komponenten. Die Evaluierung anhand
realer Fallstudien (Hurrikan Harvey, Erdbeben 2023 in der Turkei) zeigte,
dass das System nicht nur eine hohe faktische Ubereinstimmung mit
Wikipedia-Zusammenfassungen (AlignScore bis zu 89%) erreicht,
sondern auch in unterschiedlichen Hardwareumgebungen effizient
eingesetzt werden kann.

Die vorliegende Arbeit demonstriert, dass die Implementierung von
OSINT und maschinellem Lernen im Katastrophenmanagement nicht
nur eine effiziente Automatisierung der Datenanalyse ermoglicht, son-
dern auch zu einer beschleunigten und qualitativ hochwertigen Lage-
berichterstattung beitragt. DarlUber hinaus werden Fortschritte bei der
automatisierten Ereigniserkennung durch Sentence Embedding, Com-
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munity Detection und Zero-Shot Klassifizierung sowie Fortschritte bei
der Retrieval-Augmented Generation (RAG) und der Integration von
Wissensgraphen zur Verbesserung der Qualitat und Relevanz der Lage-
berichterstattung im Katastrophenmanagement vorgestellt.

Im Folgenden wird eine Synthese der wichtigsten wissenschaftlichen
Erkenntnisse prasentiert, die die methodischen Beitrage der drei Stu-
dien zusammenfuhrt und in den Gesamtkontext der Forschung einord-
net. Anschlieend werden die Grenzen der entwickelten Ansatze
diskutiert, wobei sowohl die methodischen als auch die technischen
Herausforderungen behandelt werden. AbschlieBend werden vielver-
sprechende Forschungsrichtungen fur die Weiterentwicklung der OSINT-
basierten Katastrophenanalyse skizziert.

6.1 Reflexion der Forschungsfragen

In diesem Abschnitt werden die zentralen Forschungsfragen dieser Dis-
sertation beantwortet, indem die wichtigsten Ergebnisse der gesamten
Untersuchung zusammengefasst werden.

Ql1: Konnen OSINT und ML zur automatisierten Lageberichter-
stattung im Katastrophenmanagement eingesetzt werden?
Basierend auf den durchgefuhrten Untersuchungen kann
geschlussfolgert werden, dass OSINT und ML-basierte Verfahren
zur automatisierten Lageberichterstattung eingesetzt werden

konnen. Relevante Ereignisse kdonnen aus unstrukturierten
Microblogging-Daten extrahiert, semantisch gruppiert und
strukturiert verarbeitet werden. Dies ermoglicht eine

kontinuierliche Erfassung von Katastrophenereignissen und deren
Entwicklung auf Basis offentlich zuganglicher Informationen. Eine
wichtige Erkenntnis ist, dass der Einsatz von Wissensgraphen und
Retrieval-Augmented Generation (RAG) zur Kontextualisierung der
extrahierten Daten wesentlich zur Qualitatsverbesserung beitragt.
Dennoch bleibt die Herausforderung, irrelevante oder irrefUhrende
Informationen zuverlassig herauszufiltern.

Q2: Wie kann die Genauigkeit der OSINT- und ML-basierten au-
tomatisierten Lageberichterstattung fur das Katastrophen-
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management verbessert werden?

Eine deutliche Verbesserung der Genauigkeit wurde durch die Kom-
bination verschiedener Techniken erreicht. Der Ubergang von klas-
sischen statistischen Methoden wie TF-IDF zu modernem Text Em-
bedding hat die semantische Analyse der Daten erheblich verfein-
ert. Der Einsatz von Algorithmen zur Community Detection hat die
Gruppierung thematisch verwandter Ereignisse verbessert, Redun-
danzen minimiert und die inhaltliche Konsistenz erhoht. Daruber
hinaus hat sich die Zero-Shot-Klassifikation als besonders wertvoll
erwiesen, da sie eine flexible, datenunabhangige Klassifizierung
von Ereignissen ermoaglicht, ohne dass umfangreiche manuelle
Trainingsdatensatze erforderlich sind. Dadurch kénnen neue und
unvorhergesehene Ereignistypen schneller erfasst werden.

Q3: Wie kann die Skalierbarkeit von OSINT- und ML-basierten

Losungen fur die Lageberichterstattung im Katastrophen-
management verbessert werden?
Die Forschungsergebnisse zeigen, dass Skalierbarkeit durch eine
agentenbasierte Architektur erreicht werden kann, die es er-
laubt, verschiedene Kl-Modelle modular und flexibel zu integri-
eren und auszutauschen. Dies ermaoglicht eine dynamische An-
passung an unterschiedliche Anforderungen, wie z.B. die Verar-
beitung groRer Datenmengen oder die Nutzung unterschiedlicher
Hardware-Umgebungen. Es konnte erfolgreich gezeigt werden,
dass das System sowohl auf Hochleistungs-Cloud-Servern als auch
auf Consumer-Hardware (z.B. MacBook Air M3) eingesetzt werden
kann, was ein hohes MaR an Flexibilitat bei der Bereitstellung
ermoglicht. Dies zeigt, dass die entwickelten Methoden nicht
nur in Forschungsumgebungen, sondern auch in realen Anwen-
dungsszenarien zuverlassig funktionieren.

Diese Dissertation hat gezeigt, dass Open-Source-Intelligence (OS-
INT) in Verbindung mit modernen Methoden des maschinellen Lernens
eine leistungsfahige Grundlage fur die automatisierte Lageberichter-
stattung im Katastrophenmanagement bietet. Durch die Kombination
mehrerer innovativer Methoden, von Community Detection Uber Zero-
Shot-Klassifikation bis hin zu Retrieval-Augmented Generation, wurde
ein System entwickelt, das sowohl prazise als auch flexibel ist.
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Besonders deutlich wurde, dass die Qualitat der Lageberichterstattung
nicht nur von der technischen Umsetzung abhangt, sondern auch von
der Fahigkeit, grolle Mengen unstrukturierter Daten effizient zu filtern
und sinnvoll zu strukturieren. Wahrend die entwickelten Methoden bere-
its ein hohes Leistungsniveau aufweisen, bestehen insbesondere bei der
Erkennung von Fehlinformationen und der weiteren Automatisierung
der Priorisierung von Informationen noch Herausforderungen.

Das in diesem Prozess entwickelte System schuf eine skalierbare, mod-
ular erweiterbare OSINT-Plattform, welche die Grundlage fur zukinftige
Forschung und praktische Anwendungen bildet. Die Ergebnisse un-
terstreichen die Notwendigkeit der Weiterentwicklung der OSINT und
ML-basierten Lageberichterstattung, insbesondere durch verbesserte
Mechanismen zur Qualitatssicherung der analysierten Daten und zur
effizienten Integration neuer Datenquellen.

Um die gewonnenen Erkenntnisse ganzheitlich einordnen zu kdnnen,
werden im folgenden Abschnitt die zentralen methodischen und konzep-
tionellen Aspekte zusammengefuhrt. Diese Synthese betrachtet die
erzielten Fortschritte im Kontext bestehender Forschungsansatze und
hebt die Ubergreifenden Implikationen dieser Dissertation hervor.

6.2 Synthese

Die vorliegende Dissertation demonstriert die Anwendung von Open
Source Intelligence (OSINT) in Kombination mit maschinellen Lernmeth-
oden zur automatisierten Erstellung von Lageberichten im Kontext
des Katastrophenmanagements. Wahrend OSINT in der Vergangen-
heit vornehmlich im nachrichtendienstlichen Bereich eingesetzt wurde,
zeigt diese Arbeit, dass die zugrunde liegenden Prinzipien auch im
humanitaren Krisenmanagement effektiv anwendbar sind. Die drei
wissenschaftlichen Publikationen dieser Arbeit befassen sich mit der
schrittweisen Entwicklung, Evaluierung und Optimierung eines mod-
ularen, auf maschinellem Lernen basierenden OSINT-Systems. Die
Ergebnisse zeigen, dass die Kombination aus Ereigniserkennung, Zero-
Shot-Klassifizierung, Retrieval-Augmented-Generation (RAG) und mod-
ularer Systemarchitektur eine flexible, skalierbare und hochautoma-
tisierte Losung fur die Katastrophenanalyse ermoglicht. Die Syn-
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these dieser Ergebnisse demonstriert nicht nur den wissenschaftlichen
Fortschritt in der OSINT-basierten Analyse, sondern auch den Beitrag
des maschinellen Lernens zur Bewaltigung der Herausforderungen tra-
ditioneller, manuell durchgeflihrter OSINT-Prozesse.

Die erste Studie legte die methodische Grundlage fur die automa-
tisierte Lageberichterstattung im Katastrophenmanagement, indem
sie Microblogging-Daten zur Ereigniserkennung und -synthese verwen-
dete. Die entwickelte Methode nutzt SimHash zur Gruppierung ahn-
licher Nachrichten, um latente Ereignisse in Social-Media-Daten ef-
fizient zu identifizieren. Zusatzlich kommt Term Frequency-Inverse
Document Frequency (TF-IDF) zur Merkmalsextraktion zum Einsatz, um
relevante Inhalte aus einem heterogenen und verrauschten Datensatz
hervorzuheben. Die Ereignisse werden gruppiert, indem Nachrichten
mit ahnlichen SimHash-Darstellungen geclustert und thematisch ver-
wandte Beitrage zu koharenten Ereignisclustern zusammengefasst wer-
den. Die Cluster wurden dann mit Methoden der extraktiven Textzusam-
menfassung, insbesondere SpaCy, Gensim und NLTK, analysiert, um
ihre Eignung fur die automatisierte Verdichtung von Ereignisinforma-
tionen zu bewerten. Die Auswertung erfolgte anhand von Daten aus
dem Russland-Ukraine-Konflikt, bei dem die erkannten Ereignisse mit
einer Wikipedia-Zeitleiste verglichen wurden, um die Effektivitat der
automatisierten Ereigniserkennung zu messen. Die Ergebnisse zeigen,
dass die vorgeschlagene Methodik eine grolsere Anzahl von Ereignissen
als in Wikipedia gelistet detektierte, wobei SpaCy die besten Ergebnisse
bei der Textzusammenfassung lieferte. Gleichzeitig hebt die Studie die
Herausforderungen beim Herausfiltern irrelevanter oder irrefiUhrender
Inhalte hervor und unterstreicht die Notwendigkeit einer weiteren Ver-
feinerung OSINT-gestutzter Lageberichterstattung.

Aufbauend auf den Erkenntnissen der ersten Studie erweiterte die
zweite Studie den methodischen Ansatz, indem sie Sentence Embed-
ding mit der Erkennung von Communities kombinierte, um ein prazis-
eres semantisches Clustering zu ermoglichen. Wahrend in der ersten
Studie SimHash fur die Gruppierung ahnlicher Nachrichten verwen-
det wurde, ermdglicht die hier vorgestellte Methode eine verfeinerte
semantische Ereignisgruppierung. Dardber hinaus wurden Wissens-
graphen in das System integriert, um die extrahierten Informationen
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zu strukturieren und ihre Interpretierbarkeit zu verbessern. Dieser
Ansatz unterscheidet sich von klassischen maschinellen Lernmethoden,
die auf grolSe, gelabelte Datensatze angewiesen sind. Die Ergebnisse
der Studie zeigen, dass die Kombination aus semantischem Clustering
und strukturierten Wissensgraphen die Organisation von Ereignisdaten
verbessert. DarUber hinaus markiert sie einen witeren Schritt in Rich-
tung strukturierter Informationsaufbereitung, indem relevante Inhalte
aus grollen Mengen unstrukturierter Daten extrahiert und in einer
geordneten Form fur die weitere Verarbeitung bereitgestellt werden.
Die Ergebnisse zeigen weiterhin, dass OSINT-gestutzte Lageberichter-
stattung nicht nur automatisiert, sondern auch effizient und in grofSem
MaBstab durchgefuhrt werden kann.

Die dritte Studie integrierte die entwickelten Methoden in ein voll-
standig modulares und skalierbares OSINT-System. Aufbauend auf
den in fruheren Arbeiten vorgestellten Methoden erweitert es das Sys-
tem um Retrieval-Augmented Generation (RAG) fur strukturierte Lage-
berichterstattung und Wissensgraphen fur die kontextbezogene Anal-
yse der extrahierten Informationen. Wahrend friuhere Arbeiten sich
auf die Erkennung und Community Detection-basierte Gruppierung von
Ereignissen konzentrierten, liegt der Schwerpunkt hier auf der End-to-
End Lageberichterstattungsplattform. Die Kombination aus Zero-Shot-
Klassifizierung, Community Detection-basiertem Clustering und wis-
sensgraphbasierten Analysetechniken ermoglicht die detaillierte und
kontextbezogene Verarbeitung relevanter Informationen. Daruber hin-
aus wird eine agentenbasierte Architektur implementiert, die eine
flexible Anpassung und Erweiterbarkeit des Systems ermdglicht. Die
Evaluierung des Systems anhand realer Fallstudien, darunter der Hur-
rikan Harvey und das Erdbeben in der Turkei im Jahr 2023, zeigt,
dass das entwickelte OSINT-Framework nicht nur eine hohe faktis-
che Ubereinstimmung mit Wikipedia-Zusammenfassungen (AlignScore
bis zu 89%) erreicht, sondern auch eine konsistente und nachvol-
Iziehbare Erstellung von Lageberichten ermdglicht. Die vorliegende
Studie markiert somit einen entscheidenden Schritt in der Entwicklung
eines vollautomatisierten, auf maschinellem Lernen basierenden OSINT-
Systems fur das Katastrophenmanagement.

Die Forschung zeigt, dass die Integration von Open Source Intelli-
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gence (OSINT) in das Katastrophenmanagement zu einer signifikanten
Verbesserung des Lagebewusstseins fuhrt. Wahrend traditionelle Meth-
oden auf manueller Datenauswertung beruhen, nutzen moderne An-
satze maschinelles Lernen, um Informationen aus Microblogging-Daten
automatisch zu extrahieren und zu verarbeiten. Dies reduziert die Zeit,
die fUr die Extraktion relevanter Inhalte bendtigt wird, und ermdglicht
eine schnellere Entscheidungsfindung. Die technologische Grundlage
fur eine effiziente und skalierbare Analyse bildet die Verwendung
von Texteinbettung, Community-Erkennung, Clustering und Zero-Shot-
Klassifizierung. Ein signifikanter Fortschritt ist insbesondere die Au-
tomatisierung der Datenverarbeitung, die nicht nur die Geschwindigkeit
erhoht, sondern auch eine konsistente und nachvollziehbare Analyse
grofSer Datenmengen gewahrleistet. Der Open Source Intelligence Dis-
aster Event Tracker (ODET) zeichnet sich durch seine Modularitat und
Skalierbarkeit aus, wodurch eine flexible Anpassung an verschiedene
Szenarien ermoglicht wird. Die Trennung der Verarbeitungsschritte
in dedizierte Agenten und Endpunkte erleichtert den Austausch von
Modellen und Technologien und gewahrleistet eine kontinuierliche Weit-
erentwicklung und Anpassungsfahigkeit an neue Anforderungen. Die
Skalierbarkeit des Systems gewahrleistet den Einsatz in Geraten mit
geringer Leistung und in Cloud-Instanzen mit hoher Leistung. Eine
Evaluierung anhand realer Fallstudien zeigt, dass ODET auch mit
ungeschulten Modellen effektiv bleibt und eine hohe Ubereinstimmung
mit Referenzberichten erzielt. Diese Architektur stellt sicher, dass ODET
langfristig anwendbar bleibt und in verschiedenen Anwendungsszenar-
ien eingesetzt werden kann.

Ein wichtiger Aspekt dieser Forschung ist die objektive Bewertung der
generierten Berichte, um die Qualitat und Zuverlassigkeit der automa-
tisierten Lagebeurteilung sicherzustellen. Zu diesem Zweck wurde
die AlignScore-Metrik verwendet, um die inhaltliche Konsistenz mit
etablierten Referenzquellen wie Wikipedia zu quantifizieren. Fallstu-
dien, die die Berichterstattung uber den Hurrikan Harvey und das
Erdbeben in der Turkei im Jahr 2023 untersuchen, belegen, dass das
System eine bemerkenswerte inhaltliche Konsistenz aufweist und eine
solide Grundlage fur die Entscheidungsfindung bietet. Diese Erkennt-
nisse unterstreichen die Bedeutung maschineller Situationserkennung

122



6.3. EINSCHRANKUNGEN

im Katastrophenmanagement und demonstrieren, dass OSINT-basierte
Methoden eine verlassliche Alternative zu herkdbmmlichen Ansatzen
darstellen kdnnen. Die Kombination aus modularer Architektur, skalier-
baren Methoden und wissenschaftlich fundierter Qualitatsbewertung
macht ODET zu einem leistungsstarken Werkzeug fur die automatisierte
Informationsbeschaffung in Krisensituationen.

Trotz dieser Erfolge bleiben offene Forschungsfragen und Heraus-
forderungen bestehen. Ein zentrales Problem besteht nach wie vor
in der Erkennung und Handhabung von Fehlinformationen und geziel-
ten Desinformationskampagnen. Obwohl die entwickelten Methoden
dazu in der Lage sind, Inhalte anhand semantischer Kriterien zu grup-
pieren und zu klassifizieren, ist es nach wie vor schwierig, fehlerhafte
oder irrefUhrende Informationen automatisch zuverlassig zu erkennen.
Die derzeitigen generativen grolsen Sprachmodelle bergen zudem das
Risiko von Halluzinationen, d. h. der Erzeugung von plausibel klingen-
den, aber sachlich falschen Inhalten. Die Weiterentwicklung von Meth-
oden zur Uberpriifung und Sicherung der Qualitdt generierter Berichte
ist daher ein wichtiger zukunftiger Forschungsschwerpunkt.

Zusammenfassend zeigt diese Dissertation, dass ML-basierte OSINT-
Methoden praktikable und effiziente Losungen fur die automatisierte
Lagebeurteilung im Katastrophenmanagement sind. Die Kombination
verschiedener ML-Techniken mit modularen Systemarchitekturen er-
moglicht die Entwicklung einer Losung, die sowohl flexibel als auch
leistungsstark ist. Die Synthese der Ergebnisse zeigt, dass die
OSINT-Analyse durch maschinelles Lernen beschleunigt und qualitativ
verbessert werden kann. Die in dieser Dissertation prasentierten Meth-
oden haben das Potenzial, die Art und Weise der Sammlung, Analyse
und Meldung von Kriseninformationen grundlegend zu verandern.

6.3 Einschrankungen

Trotz der hohen Leistung von ODET bei der automatisierten Analyse
von Microblogging-Daten gibt es einige methodische und technische
Einschrankungen, die weitere Forschung und Entwicklung erfordern.
Eine zentrale Herausforderung besteht darin, dass die Erkennung von
Fake News und Halluzinationen nach wie vor als ungeldst gilt. ODET ver-
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wendet keine expliziten Mechanismen zur Uberprifung der extrahierten
Informationen und Uberpruft nicht, ob bestimmte Aussagen aus zuver-
lassigen oder manipulierten Quellen stammen. Obwohl die aggregierte
Analyse von Clustern Verzerrungen teilweise ausgleicht, besteht weit-
erhin das Risiko, dass falsche oder irrefUhrende Informationen in die
generierten Lageberichte aufgenommen werden. Sprachmodelle, die
syntaktisch korrekte, aber sachlich falsche Inhalte erzeugen kdonnen,
sind in diesem Zusammenhang besonders problematisch. Obwohl
das System versucht, solche Effekte durch strukturierte Eingabeauf-
forderungen und spezialisierte Verarbeitungsschritte zu minimieren,
handelt es sich hierbei um ein allgemeines Problem bei der Verwen-
dung generativer Sprachmodelle, das nicht vollstandig beseitigt werden
kann.

Ein weiterer wichtiger Punkt ist die Einschrankung auf textbasierten
Daten. ODET verarbeitet nur textbasierte Informationen und bertck-
sichtigt keine zusatzlichen Datenformate wie Bilder, Videos oder Au-
dioaufnahmen. In Krisensituationen konnen visuelle oder Audioinhalte
eine wertvolle Erganzung zu Textnachrichten sein, insbesondere wenn
es Sprachbarrieren oder Missverstandnisse gibt. Daher konnte die
Hinzuflgung einer multimodalen Analyse die Zuverlassigkeit der Lage-
beurteilung verbessern.

Daruber hinaus kann die Granularitat der Ereignisdarstellung verbessert
werden. Wahrend der Clustering-Prozess eine zuverlassige Erkennung
und Strukturierung grolRerer Ereignisse ermoglicht, kdonnen sehr kleine
oder lokal begrenzte Vorfalle in groBen Clustern verloren gehen oder
nicht als unabhangige Ereignisse erfasst werden. Dies gilt insbeson-
dere fur subtile Entwicklungen, die moglicherweise erst Uber langere
Zeitraume als koharent erkannt werden. Die derzeitige Methodik stellt
sicher, dass globale oder weit verbreitete Ereignisse effizient erkannt
werden, aber die Feinabstimmung fur die Erkennung von Mikroereignis-
sen bleibt eine offene Herausforderung.

6.4 Ausblick

Obwohl ODET bereits eine leistungsstarke und flexible Plattform flr
die automatisierte Analyse von Microblogging-Daten im Katastrophen-
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management bietet, gibt es mehrere Bereiche, in denen zukunftige
Forschung das System weiterentwickeln und optimieren kénnte. Auf-
grund seiner modularen Architektur kann ODET gezielt erweitert wer-
den, ohne die Kernfunktionalitat oder Skalierbarkeit zu beeintrachtigen.
Insbesondere die Verbesserung der Ereignis-Granularitat, die Integra-
tion multimodaler Daten und die Optimierung von Validierungsmecha-
nismen fur Fake News und Halluzinationen sind wichtige Ansatzpunkte
fur die zukunftige Entwicklung.

Eine der komplexesten offenen Forschungsfragen ist die Validierung der
gesammelten Informationen. Die Erkennung von Fake News und die
Reduzierung von Halluzinationen in den generierten Berichten sind fur
die Zuverlassigkeit der OSINT-Analyse von entscheidender Bedeutung.
Obwohl das aktuelle System durch Clustering und Mehrheitsentschei-
dungen bereits eine gewisse Robustheit gegenuber einzelnen Anoma-
lien bietet, konnte eine zusatzliche Validierungsebene den Wert der
generierten Berichte weiter verbessern. Eine mogliche Losung kdnnte
eine eingehende Netzwerkuberprufung von Social-Media-Konten sein,
um die Verbreitung von Fake News zu verhindern, sowie die Implemen-
tierung ausgefeilterer Validierungsebenen. Was die verbleibenden Prob-
leme von Halluzinationen betrifft, so kdnnte es jedoch eine ganz neue
Generation von Kl-Modellen erfordern, um dieses Risiko zu beseitigen.

Obwohl diese Methodik das Filtern und Klassifizieren von Texten um-
fasst, ist die Erkennung von Falschinformationen nach wie vor eine
unzureichend erforschte Herausforderung. Die Verbreitung von Fake
News, manipulierten Inhalten und gegnerischen Desinformationskam-
pagnen erfordert eine robustere Strategie. Zukunftige Forschung sollte
sich mit Rahmenbedingungen fur Gegentests, Strategien zur Eindam-
mung von Voreingenommenheit und Mechanismen zur Bewertung der
Vertrauenswurdigkeit befassen, um die Verlasslichkeit von Daten in
Krisenszenarien zu verbessern.

Ein weiterer wichtiger Bereich fur zukunftige Forschung ist die Er-
weiterung von ODET auf multimodale Datenverarbeitung. Bisher
konzentriert sich das System ausschlie8lich auf textbasierte Informa-
tionen, in Krisensituationen spielen aber auch Bilder, Videos und Au-
diodaten eine entscheidende Rolle. Da ODET modular aufgebaut ist,
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kann ein separater Datenhandler entwickelt werden, um multimodale
Modelle zu integrieren. Beispielsweise kdnnen bestehende multimodale
Sprachmodelle verwendet werden, um die Zero-Shot-Klassifikation auf
visuelle Inhalte auszuweiten. Damit ware es maglich, nicht nur
Textnachrichten, sondern auch Bilder aus Katastrophengebieten oder
relevante Videos aus sozialen Netzwerken automatisch zu analysieren.
Zukunftige Forschung sollte untersuchen, wie multimodale Fusionstech-
niken die Ereigniserkennung und das Situationsbewusstsein verbessern
konnen, indem verschiedene Datentypen fur eine ganzheitlichere Anal-
yse kombiniert werden.

Neben der Erweiterung auf multimodale Daten liegt eine weitere
mogliche Herausforderung in der Granularitat der Ereignisdarstellung.
Wahrend die derzeitige Clustering-Methode zuverlassige Ergebnisse fur
groBere Ereignisse liefert, kann eine Verfeinerung der Methode dazu
beitragen, kleinere oder starker lokalisierte Ereignisse genauer zu er-
fassen. Ein vielversprechender Ansatz ist das adaptive Clustering, das
dynamisch zwischen grof8en und kleinen Ereignissen unterscheidet. Der
Einsatz hybrider Clusterverfahren, die semantische Ahnlichkeiten und
zeitliche Abfolgen berucksichtigen, kann genauere Unterscheidungen
ermoglichen.

Technologische Entwicklungen im Bereich von Sprachmodellen und Ki-
basierten Clustering-Methoden konnten weitere Moglichkeiten zur Opti-
mierung von ODET erdffnen. ZukUnftige multimodale Modelle kdnnten
eine genauere Erkennung und Verarbeitung verschiedener Datentypen
ermoglichen, wahrend effizientere Clustering-Algorithmen eine noch
genauere Strukturierung von Ereignissen erlauben wurden.

ODET ist fur die Ausfuhrung in der Cloud oder auf Consumer-Hardware
konzipiert, die in Katastrophenszenarien zur Verfugung gestellt werden
kann, und ist daher flexibel fur den Einsatz auf der Grundlage der
verfugbaren Infrastruktur. Es ist nicht fiUr mobile oder Edge-Computing-
Umgebungen konzipiert, sondern arbeitet mit vorhandenen Comput-
erressourcen an Katastrophenstandorten. Im Gegensatz zu anderen
OSINT-basierten Katastropheninformations-Tools implementiert ODET
eine modulare Endpunkt-Architektur, die eine effiziente Lastverteilung
ermoglicht. Das bedeutet, dass lastintensive Module wie Large Lan-
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guage Models (LLMs) in der Cloud ausgefuhrt werden kénnen, wahrend
leichtgewichtige Agenten auf Consumer-Hardware wie einem MacBook
laufen. Diese verteilte Architektur gewahrleistet Skalierbarkeit, Anpas-
sungsfahigkeit und effiziente Ressourcennutzung in unterschiedlichen
Umgebungen. Zukunftige Arbeiten sollten sich auf die Optimierung von
Bereitstellungsprozessen, die Verbesserung von Orchestrierungsstrate-
gien und die Bewertung der Leistung in Live-Katastrophensimulationen
konzentrieren, um die Wirksamkeit der Krisenreaktion in der Praxis
weiter zu validieren.

ODET verfugt bereits Uber eine skalierbare, modulare Architektur,
in der rechenintensive Aufgaben auf Cloud-basierte Endpunkte
ausgelagert werden konnen, wahrend leichtgewichtige Agenten
auf lokaler, benutzerfreundlicher Hardware ausgefuhrt werden.
Anstelle einer weiteren Optimierung der Skalierbarkeit kénnte sich
die zukunftige Forschung auf die Entwicklung domanenspezifischer
Endpunkte konzentrieren, die die Anpassungsfahigkeit von ODET an
verschiedene Katastrophenszenarien verbessern. Die Flexibilitat der
Endpunktintegration ermdglicht es den Forschern, das System an ihre
spezifischen Bedurfnisse anzupassen, ohne die Kernplattform andern
zu mussen. Zukunftige Studien sollten daher Best Practices fur die
Endpunktimplementierung, Sicherheitsaspekte und Strategien fur die
nahtlose Integration mit externen Datenquellen untersuchen.

Es ist wichtig zu betonen, dass es sich bei ODET nicht um eine inkre-
mentelle Verbesserung eines bestehenden Systems handelt, sondern
um eine neuartige End-to-End-Plattform fUr OSINT-basierte Katastro-
phenlageerkennung. Wahrend sich frihere Arbeiten mit einzelnen
Komponenten wie Ereigniserkennung, Synthese und Wissensgraphen
befassten, integriert kein anderes System diese Elemente in eine
vollautomatische, modulare und skalierbare Losung wie ODET. Ak-
tuelle Katastropheninformations-Tools erfordern entweder manuelle Ein-
griffe, bieten keine Echtzeitverarbeitung oder verfugen nicht Uber
die flexible und anpassungsfahige Architektur von ODET. Zukunftige
Forschungsprojekte kdnnen weitere Integrationen untersuchen, aber
die grundlegende Innovation von ODET als erweiterbare Plattform un-
terscheidet es weiterhin von bestehenden Ansatzen.
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Zusammenfassend lassen sich mehrere  vielversprechende
Forschungsrichtungen identifizieren, die das Potenzial von ODET
weiter ausschopfen konnen. Eine Verfeinerung der Clustering-
Methoden kdonnte zu einer praziseren Ereignisidentifizierung fuhren,
wahrend die Integration einer multimodalen Datenverpackung
die Analysefahigkeiten erheblich erweitern wdirde. Gleichzeitig
kann eine verbesserte Validierungsschicht die Erkennung von Fake
News verbessern und Halluzinationen in den generierten Berichten
reduzieren. Die zukunftige Forschung sollte sich darauf konzentrieren,
diese Erweiterungen effizient in bestehende Systeme zu integrieren,
ohne die Skalierbarkeit oder modulare Flexibilitat von ODET zu
beeintrachtigen.
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Chapter 7

Conclusion y Futuros Trabajos

Esta tesis describe el desarrollo de una plataforma modular basada
en machine learning para OSINT (Inteligencia de Fuentes Abiertas)
destinada a la generacién automatizada de informes de conciencia
situacional en la gestidn de desastres. Demuestra cémo se puede im-
plementar una plataforma escalable para analizar datos de microblogs
para la generacién automatizada de informes de conciencia situacional
en la gestién de desastres, mediante la combinacién de deteccion de
eventos, clusterizacidn, clasificacién zero-shot, generacién aumentada
por recuperacién (RAG), y el uso de grafos de conocimiento.

El desarrollo de esta plataforma, publicacién por publicacién, ha sido
documentado en tres estudios clave.

Estudio 1: Towards Automated Situational Awareness Reporting for Dis-
aster Management—A Case Study [16]

El primer estudio establecidé la base metodolégica para la deteccién
automatizada de eventos en situaciones de desastre. Se desarrolld
un sistema que utiliza SimHash para agrupar mensajes similares con
el fin de procesar eficientemente grandes volimenes de texto. En
combinacion con la extraccién de caracteristicas basada en TF-IDF, se
identificé contenido relevante a partir de datos heterogéneos de mi-
croblogs. Analisis posteriores utilizando métodos de resumen extractivo
de texto (incluyendo SpaCy, Gensim y NLTK) se emplearon para conden-
sar informacién relacionada con eventos. La evaluacion basada en el
conflicto ruso-ucraniano se centré en identificar ocurrencias de eventos
y demostré la viabilidad del enfoque para la deteccién de eventos,
al tiempo que destacé los desafios de filtrar contenido irrelevante o
enganoso.
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Estudio 2: Harnessing OSINT in Disaster Management: Transforming Mi-
croblogging Posts Into Insightful Data Through Text Embedding [17]

El segundo estudio amplié el enfoque metodoldgico combinando in-
crustacion de frases con deteccidon de comunidades para permitir una
agrupacidon semantica mas precisa de eventos. Mientras que el primer
estudio utiliz6 SimHash para la agrupacién basada en similitud de tér-
minos, el método presentado aqui permite una clasificacién semantica
mas refinada a nivel de eventos. Ademads, se integraron grafos de
conocimiento en el sistema para estructurar la informacién extraida
y mejorar su interpretabilidad. Este enfoque difiere de los métodos
cladsicos de aprendizaje automatico que dependen de grandes con-
juntos de datos etiquetados manualmente. El estudio muestra que
la combinacién de agrupamiento semantico y representacién estruc-
turada de eventos puede mejorar significativamente la precisiéon en el
reconocimiento de eventos. También introduce el siguiente paso hacia
la priorizacion automatizada de la informacién, al extraer contenido rel-
evante de grandes voliUmenes de datos no estructurados y organizarlos
de manera coherente para la generacidon de informes de conciencia
situacional.

Estudio 3: Al-Enhanced Disaster Management: A Modular OSINT Sys-
tem for Rapid Automated Reporting [18]

En el tercer estudio, los métodos desarrollados se integraron en un
sistema OSINT completamente modular. Ademas de la combinacién de
clasificacidon zero-shot, agrupamiento basado en deteccién de comu-
nidades y andlisis basado en grafos de conocimiento, se incorporé la
generacidén aumentada por recuperacién (RAG) para mejorar la calidad
de los informes estructurados. Asimismo, una arquitectura basada en
agentes permite la expansién flexible del sistema y la integracién mod-
ular de componentes individuales. La evaluacion basada en casos de
estudio reales (Huracan Harvey, Terremoto de Turquia 2023) demostrd
que el sistema no solo logra una alta alineacién con los resumenes
de eventos de Wikipedia (AlignScore hasta 89%), sino que también
demuestra viabilidad de implementacién en diferentes entornos de
hardware.

Esta tesis demuestra que la aplicacién de OSINT y aprendizaje au-
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tomatico en la gestion de desastres no solo permite una automatizacion
eficiente del andlisis de datos, sino que también contribuye a una
conciencia situacional acelerada y de alta calidad. Simultdneamente,
se han presentado avances en la deteccién automatizada de eventos
mediante incrustacién de frases, deteccién de comunidades y clasi-
ficaciéon zero-shot, asi como avances en generacién aumentada por
recuperacion (RAG) y la integracién de grafos de conocimiento para
mejorar la calidad y relevancia de los informes de conciencia situacional
en la gestion de desastres.

A continuacién, se presenta una sintesis de los hallazgos cientificos
clave, que combina las contribuciones metodoldgicas de los tres es-
tudios presentados a lo largo de esta tesis y los situa en el contexto
general. Posteriormente, se discuten las limitaciones de los enfoques
desarrollados, abordando tanto los desafios metodoldgicos como técni-
cos. Finalmente, se esbozan direcciones de investigacidon prometedoras
para el desarrollo ulterior del andlisis de desastres basado en OSINT.

7.1 Revision de las Preguntas de Investi-
gacion

En esta seccidn, se responde a las preguntas centrales de investigacién
de esta tesis mediante la integraciéon de los hallazgos clave de toda la
investigacion.

Ql: éSe pueden utilizar OSINT y aprendizaje automatico para la
generacion automatizada de informes de conciencia situa-
cional en la gestion de desastres? Basandose en la inves-
tigacién realizada, se puede concluir que OSINT y los sistemas
basados en aprendizaje automatico pueden utilizarse eficazmente
para la generacion automatizada de informes de conciencia situa-
cional. Los eventos relevantes pueden extraerse de datos no
estructurados de microblogs, agruparse semanticamente y proce-
sarse de manera estructurada. Esto permite el registro continuo
de eventos de desastre y su desarrollo basado en informacién
publicamente disponible. Un hallazgo clave es que el uso de grafos
de conocimiento y generaciéon aumentada por recuperacion (RAG)
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para contextualizar los datos extraidos contribuye significativa-
mente a mejorar la calidad de los informes. No obstante, persiste el
desafio de filtrar de manera fiable la informacion irrelevante o en-
gafnosa, un tema gue sigue siendo un area activa de investigacion.

¢Como se puede mejorar la precision de los informes au-
tomatizados de conciencia situacional basados en OSINT y
aprendizaje automatico para la gestion de desastres? La
precisidn mejord significativamente gracias a la combinacién de
diversas técnicas avanzadas. La transicion de métodos estadisti-
cos clasicos, como TF-IDF, a métodos modernos de incrustacién ha
refinado significativamente el analisis semantico de los datos. Esta
evolucién metodoldgica permite capturar relaciones semanticas
mas sutiles entre diferentes fragmentos de informacién, mejo-
rando asi la capacidad del sistema para identificar contenido rela-
cionado incluso cuando no comparte términos especificos. El uso
de algoritmos de deteccidn de comunidades ha mejorado la agru-
pacidon de eventos tematicamente relacionados, minimizado re-
dundancias y aumentado la consistencia del contenido. Ademas, la
clasificaciéon zero-shot ha demostrado ser particularmente valiosa
porque permite una clasificacion flexible e independiente de datos
de los eventos sin necesidad de extensos conjuntos de datos de
entrenamiento manual. Esto ayuda a capturar nuevos tipos de
eventos imprevistos con mayor rapidez y precision.

¢Como se puede mejorar la escalabilidad de las soluciones
basadas en OSINT y aprendizaje automatico para la gen-
eracion de informes de conciencia situacional en la gestion
de desastres? Los resultados obtenidos de esta investigacién
muestran que la escalabilidad puede lograrse mediante una ar-
quitectura basada en agentes que permite integrar e intercambiar
diferentes modelos de IA de manera modular y flexible. Esto per-
mite una adaptacién dindmica a diversos requisitos, como el proce-
samiento de grandes cantidades de datos o el uso de diferentes
entornos de hardware. Se ha demostrado con éxito que el sistema
puede utilizarse tanto en servidores cloud de alto rendimiento
como en hardware de consumo (por ejemplo, MacBook Air M3),
lo que permite un alto grado de flexibilidad en la implementacion.
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La arquitectura distribuida facilita que los mddulos con alta de-
manda computacional, como los grandes modelos de lenguaje
(LLMs), puedan ejecutarse en la nube, mientras que los agentes
mas ligeros pueden operar en hardware de consumo local. Esto
confirma que los métodos desarrollados son robustos tanto en
entornos de investigacién como en aplicaciones reales.

Esta tesis ha demostrado que la Inteligencia de Fuentes Abiertas (OS-
INT) en conjunto con métodos modernos de aprendizaje automatico
proporciona una base poderosa para la generacién automatizada de
informes de conciencia situacional en la gestién de desastres. Mediante
la combinacién de varios métodos innovadores, desde deteccién de
comunidades hasta clasificacion zero-shot y generacién aumentada por
recuperacion, se ha desarrollado un sistema que es tanto preciso como
flexible. Resulta particularmente evidente que la calidad de los in-
formes de conciencia situacional depende no solo de la implementacién
técnica, sino también de la capacidad para filtrar eficientemente y
estructurar de manera significativa grandes cantidades de datos no
estructurados. Si bien los métodos desarrollados ya muestran un alto
nivel de rendimiento, persisten desafios, particularmente en lo que re-
specta a la deteccién de informacién errénea y la mayor automatizacién
de la priorizaciéon de la informacién. El sistema desarrollado en este
proceso creé un marco OSINT escalable y modularmente expandible que
forma la base para futuras investigaciones y aplicaciones practicas. Los
resultados subrayan la necesidad de seguir desarrollando la generacién
de informes de conciencia situacional basados en OSINT, particular-
mente mediante mecanismos mejorados para la garantia de calidad de
los datos analizados y la integracién eficiente de nuevas fuentes de
datos. Para clasificar de manera holistica los conocimientos adquiridos,
la siguiente seccidon reldne los aspectos metodoldgicos y conceptuales
centrales. Esta sintesis considera los avances realizados en el contexto
de los enfoques de investigacidn existentes y destaca las implicaciones
generales de esta tesis.
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7.2 Sintesis

Esta tesis demuestra cémo la Inteligencia de Fuentes Abiertas (OSINT)
puede integrarse con métodos de aprendizaje automatico para generar
automaticamente informes de conciencia situacional en la gestién de
desastres. Si bien OSINT se ha utilizado principalmente en contextos de
inteligencia, esta tesis demuestra que estos principios también pueden
aplicarse de manera efectiva en la gestién de crisis humanitarias. Las
tres publicaciones cientificas de esta tesis tratan sobre el desarrollo,
evaluacién y optimizacién progresiva de un sistema modular de OSINT
basado en aprendizaje automatico. Se demostré que la combinacién de
deteccién de eventos, clasificacién zero-shot, generacién aumentada
por recuperaciéon (RAG) y una arquitectura de sistema modular permite
una solucién flexible, escalable y altamente automatizada para el anali-
sis de desastres. La sintesis de estos resultados demuestra no solo los
avances cientificos en el analisis basado en OSINT, sino también cémo
el aprendizaje automatico puede ayudar a superar los desafios de los
procesos OSINT tradicionales realizados manualmente.

El primer estudio establecié la base metodoldgica para la generacién
automatizada de informes de situacién en la gestion de desastres medi-
ante el uso de datos de microblogs para la deteccidn y sintesis de even-
tos. Este estudio presenta un sistema que utiliza SimHash para agrupar
mensajes similares con el fin de identificar eficientemente eventos
relacionados con desastres en datos de redes sociales. Ademas, se
utiliza Term Frequency-lnverse Document Frequency (TF-IDF) para la
extraccién de caracteristicas con el fin de destacar contenido rele-
vante de un conjunto de datos heterogéneo y ruidoso. Los eventos
se agrupan mediante el clustering de mensajes con representaciones
SimHash similares y la agregacidon de publicaciones tematicamente
relacionadas en clusters coherentes de eventos. Estos clusters fueron
luego analizados utilizando métodos de resumen extractivo de texto,
especificamente SpaCy, Gensim y NLTK, para evaluar su idoneidad para
condensar informacidn relacionada con eventos. La evaluacidn se llevo
a cabo utilizando datos del conflicto ruso-ucraniano, donde los eventos
detectados se compararon con una linea de tiempo de Wikipedia para
medir la efectividad de la deteccidn automatizada de eventos. Los
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resultados muestran que la metodologia propuesta detecté un mayor
ndmero de eventos que los enumerados en Wikipedia, con SpaCy pro-
porcionando los mejores resultados de resumen. Al mismo tiempo, el
estudio destaca los desafios de filtrar contenido irrelevante o engafioso
y subraya la necesidad de un mayor refinamiento del procesamiento
OSINT relacionado con desastres.

Partiendo de los hallazgos del primer estudio, el segundo estudio am-
plié el enfoque metodoldégico combinando incrustacidon de frases con
deteccién de comunidades para un clustering semantico mas preciso.
Mientras que el primer estudio utilizé SimHash para el clustering basado
en la similitud de términos, el método presentado aqui permite una
agrupacidon semantica mas refinada de los eventos. Ademas, se in-
tegraron grafos de conocimiento en el sistema para estructurar la in-
formacién extraida y mejorar la interpretabilidad. Este enfoque difiere
de los métodos clasicos de aprendizaje automatico que dependen de
grandes conjuntos de datos etiquetados. El estudio muestra que la
combinacién de clustering semantico y representacién estructurada
de eventos puede mejorar la precisién del reconocimiento. También
introduce el siguiente paso hacia la priorizacién automatizada de la
informacion mediante la extraccién de contenido relevante de grandes
voliumenes de datos no estructurados y su estructuracién para informes
de conciencia situacional. Los resultados demuestran que el andlisis de
desastres basado en OSINT puede automatizarse mientras se mejora la
organizacion de eventos y la interpretabilidad a escala.

El tercer estudio integré los métodos desarrollados en un sistema OS-
INT completamente modular y escalable. Basandose en los métodos
introducidos en trabajos anteriores, amplia el sistema para incluir gen-
eraciéon aumentada por recuperacién (RAG) para informes estructura-
dos y grafos de conocimiento para el andlisis contextual de la infor-
macioén extraida. Mientras que los trabajos anteriores se han centrado
en la deteccién y el clustering semantico de eventos, el enfoque aqui
estd en la plataforma de informes de conciencia situacional de ex-
tremo a extremo. La combinacién de clasificacién zero-shot, clustering
basado en deteccién de comunidades y andlisis basado en grafos de
conocimiento permite el procesamiento detallado y contextual de infor-
macién relevante. Ademas, se implementa una arquitectura basada en
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agentes, permitiendo una adaptacién flexible y extensibilidad modular
del sistema. La evaluacién del sistema utilizando casos de estudio
reales, incluidos el huracan Harvey y el terremoto de Turquia de 2023,
muestra que el marco OSINT desarrollado no solo logra una alta alin-
eacion factual en la deteccién de eventos (AlignScore hasta 89%) sino
gue también permite informes de conciencia situacional consistentes
y trazables. Por lo tanto, este estudio representa un paso decisivo en
el desarrollo de un sistema OSINT basado en aprendizaje automatico
completamente automatizado para la gestién de desastres.

La investigaciéon presentada muestra que la integracidon de Open Source
Intelligence (OSINT) en la gestidn de desastres permite una mejora
significativa en la conciencia situacional. Mientras que los métodos
tradicionales dependen de la evaluacién manual de datos, los enfo-
ques modernos utilizan aprendizaje automatico para extraer y procesar
automaticamente informacién de datos de microblogs. Esto reduce el
tiempo necesario para extraer contenido relevante y permite una toma
de decisiones mas rapida. El uso de incrustacién de texto, deteccién
de comunidades, clustering y clasificacién zero-shot forma la base
tecnolégica para un analisis eficiente y escalable. En particular, la
automatizacién del procesamiento de datos es un gran paso adelante,
no solo aumentando la velocidad, sino también asegurando un analisis
consistente y trazable de grandes volUmenes de datos.

El sistema Open Source Intelligence Disaster Event Tracker (ODET) se
caracteriza por su modularidad y escalabilidad, permitiendo que se
adapte de manera flexible a diferentes escenarios. La separacién de
los pasos de procesamiento en agentes y endpoints dedicados facilita
el intercambio de modelos y tecnologias. Esto asegura un desarrollo
continuo y adaptabilidad a los nuevos requisitos. La escalabilidad del
sistema permite su uso en dispositivos de bajo rendimiento e instancias
cloud de alto rendimiento. Una evaluacién basada en casos de estudio
reales muestra que el ODET permanece efectivo incluso con modelos
no entrenados y logra un alto grado de consistencia con informes de
referencia.

Es importante destacar que ODET no representa una mejora incremen-
tal sobre un sistema existente, sino que constituye una plataforma
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completamente nueva y de extremo a extremo para la conciencia
situacional en desastres basada en OSINT. Mientras que investiga-
ciones previas han abordado componentes individuales, como la de-
teccion de eventos, la generacién de resimenes y el uso de grafos de
conocimiento, ningun otro sistema ha integrado estos elementos en una
solucién totalmente automatizada, modular y escalable como ODET.

Un aspecto clave de esta investigacidon es la evaluacidon objetiva de
los informes generados para garantizar la calidad y fiabilidad de la
evaluacién automatizada de situaciones. Con este fin, se utilizd la
métrica AlignScore para cuantificar la consistencia del contenido con
fuentes de referencia establecidas, como Wikipedia. Los estudios de
caso sobre la cobertura del huracan Harvey y el terremoto de 2023 en
Turquia muestran que el sistema logra un alto nivel de consistencia de
contenido y proporciona una base sdlida para la toma de decisiones.
Esto subraya la importancia de la conciencia situacional basada en IA en
la gestion de desastres y demuestra que los métodos basados en OSINT
pueden proporcionar una alternativa fiable a los enfoques tradicionales.
La combinacion de arquitectura modular, métodos escalables y eval-
uacién de calidad cientificamente fundamentada hace de ODET una
herramienta poderosa para la recopilaciéon automatizada de inteligencia
en situaciones de crisis.

A pesar de estos éxitos, siguen existiendo preguntas de investigacién
abiertas y desafios. Un problema central sigue siendo la deteccién y
el manejo de informacién errénea y en campanas de desinformacion
dirigidas. Si bien los métodos desarrollados pueden agrupar y clasificar
contenido segun criterios semanticos, queda la cuestion de cémo de-
tectar de manera fiable y automatica informacion falsa o engafiosa. La
generacidn actual de modelos de lenguaje grandes generativos también
conlleva el riesgo de alucinacion, es decir, la generacién de contenido
que suena plausible pero que es factualmente incorrecto. El desarrollo
adicional de métodos para verificar y garantizar la calidad de los in-
formes generados es, por lo tanto, un importante foco de investigacion
futura.
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7.3 Limitaciones

A pesar del alto rendimiento de ODET en el analisis automatizado
de datos de microblogs, existen algunas limitaciones metodoldgicas y
técnicas que requieren mayor investigacién y desarrollo.

Un desafio clave es que la deteccion de noticias falsas y alucinaciones
sigue siendo un problema abierto. ODET no implementa mecanismos
explicitos para verificar la informacién extraida ni para evaluar si ciertas
declaraciones provienen de fuentes confiables o manipuladas. Si bien el
analisis agregado de clUsteres ayuda parcialmente a compensar sesgos,
aun existe el riesgo de que informacién falsa o engafosa sea incluida en
los informes automatizados. Este problema es particularmente critico
en el uso de modelos de lenguaje generativo, que pueden producir con-
tenido sintacticamente correcto pero factualmente incorrecto. Aunque
el sistema minimiza estos efectos mediante el uso de indicaciones es-
tructuradas y pasos de procesamiento especializados, esta sigue siendo
una limitacién inherente al uso de modelos generativos que no puede
eliminarse por completo.

Otro tema importante es la dependencia de datos basados en texto.
ODET solo procesa informacién basada en texto y no considera formatos
de datos adicionales, como imdagenes, videos o grabaciones de audio.
En situaciones de crisis, el contenido visual o auditivo puede ser un
valioso complemento a los mensajes de texto, especialmente cuando
existen barreras linguisticas o malentendidos. Por lo tanto, la adicién
de analisis multimodal (es decir, texto junto con imagenes, video y
audio) podria mejorar la fiabilidad de la evaluacidén de situaciones,
proporcionando un panorama mas completo de los eventos en tiempo
real.

Ademas, la granularidad de la representacién de eventos puede mejo-
rarse. Si bien el proceso de clustering permite la deteccién y estruc-
turacion fiable de eventos mas grandes, los incidentes muy pequenos
o localmente limitados pueden perderse en clusters grandes o no
captarse como eventos independientes. Esto es especialmente cierto
para desarrollos sutiles que solo pueden reconocerse como coherentes
durante periodos mas largos. La metodologia actual asegura que los
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eventos globales o generalizados se detecten de manera eficiente, pero
el ajuste fino para la deteccién de microeventos sigue siendo un desafio
abierto. Un mayor perfeccionamiento de los algoritmos de agrupaciéony
analisis temporal podria mejorar la capacidad del sistema para capturar
y diferenciar eventos a menor escala.

7.4 Trabajos Futuros

Si bien ODET ya proporciona una plataforma potente y flexible para
el andlisis automatizado de datos de microblogs en la gestién de
desastres, existen varias areas donde la investigacion futura podria
desarrollar y optimizar aln mas el sistema. Debido a su arquitectura
modular, ODET puede extenderse de manera especifica sin comprom-
eter la funcionalidad principal o la escalabilidad. En particular, mejorar
la granularidad de eventos, integrar datos multimodales y optimizar
los mecanismos de validacién para noticias falsas y alucinaciones son
puntos de partida importantes para el desarrollo futuro.

Una de las preguntas de investigacion abiertas mas importantes es
la validacién de la informacién recopilada. La deteccién de noticias
falsas y la reduccién de alucinaciones en los informes generados son
esenciales para la fiabilidad del analisis OSINT. Aunque el sistema actual
ya proporciona cierta robustez contra anomalias individuales mediante
clustering y votacién por mayoria, una capa adicional de validacién
podria mejorar aln mas el valor de los informes generados. Una posible
solucién seria un analisis exhaustivo de la red de cuentas en redes
sociales para detectar la propagacidon de noticias falsas y mejorar la
validaciéon con métodos mas sofisticados. Sin embargo, con respecto
a los problemas restantes de alucinaciones, podria ser necesaria una
generacion completamente nueva de modelos de |A para eliminar este
riesgo.

Aunque esta metodologia incluye filtrado y clasificacién de texto, la
deteccién de informacién errénea sigue siendo un desafio poco inves-
tigado. La proliferacion de noticias falsas, contenido manipulado y
campafas adversarias de desinformacién requiere una estrategia mas
robusta. La investigacion futura deberia abordar marcos de pruebas
adversarias, estrategias de mitigacion de sesgos y mecanismos de
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evaluaciéon de confiabilidad para mejorar la fiabilidad de los datos en
escenarios de crisis.

Otra area importante para la investigacion futura es la extensiéon de
ODET al procesamiento de datos multimodales. Hasta ahora, el sistema
se ha centrado exclusivamente en informacion basada en texto, pero en
situaciones de crisis, las imagenes, los videos y los datos de audio tam-
bién juegan un papel crucial. Debido a que ODET es modular, se puede
desarrollar un médulo especifico para integrar modelos multimodales.
Por ejemplo, los modelos de lenguaje multimodales existentes pueden
utilizarse para extender la clasificacién zero-shot al contenido visual.
Esto haria posible analizar automaticamente no solo mensajes de texto
sino también imagenes de areas de desastre o videos relevantes de
redes sociales. La investigacion futura deberia explorar cdmo las téc-
nicas de fusién multimodal pueden mejorar la deteccién de eventos y
la conciencia situacional combinando diferentes tipos de datos para un
analisis mas holistico.

ODET esta diseflado para ejecutarse tanto en la nube como en hard-
ware de consumo disponible en escenarios de desastre, lo que lo hace
flexible para su implementaciéon segun la infraestructura disponible.
No esta disefado para entornos de computacién mévil o edge com-
puting, sino que opera sobre los recursos informaticos existentes en
los sitios afectados. A diferencia de otras herramientas de inteligencia
para desastres basadas en OSINT, ODET implementa una arquitectura
modular de puntos de acceso que permite un equilibrio eficiente de
carga. Esto significa que los mddulos con alta demanda computacional,
como los grandes modelos de lenguaje (LLMs), pueden ejecutarse en
la nube, mientras que los agentes ligeros pueden operar en hardware
de consumo, como un MacBook. Esta arquitectura distribuida garantiza
escalabilidad, adaptabilidad y uso eficiente de los recursos en distintos
entornos.

En conclusion, esta tesis demuestra que los métodos OSINT basados
en aprendizaje automatico son soluciones viables y eficientes para la
evaluacién automatizada de situaciones en la gestién de desastres.
Mediante la combinacién de diferentes técnicas de ML con arquitecturas
de sistemas modulares, se puede desarrollar una solucidon que sea
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tanto flexible como potente. La sintesis de los resultados muestra
gue el andlisis OSINT puede acelerarse y mejorarse cualitativamente
mediante aprendizaje automatico. Los métodos presentados en esta
tesis tienen el potencial de cambiar fundamentalmente la forma en que
se recopila, analiza e informa la informacién de crisis, estableciendo
un nuevo paradigma para la inteligencia automatizada en la gestién de
desastres.
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Appendix

ODET
:;:_:' Endpoints
Add Endpoint
E Harvey Case Dataset api
hittp:/[127.0.0.1:5000/twests
Classify Endpoint classify

hittp:127.0.0.1:5000/classify

Embed Endpoint embed
http:/[127.0.0.1:5000/embed

Infer Endpaint infer
hittp:[127.0.0.1:5000finfer

Endpoint Name

Harvey Case Dataset

Endpoint Type
API
URL & Method

hitp:fj127.0.0.1:5000 tweets

URL and method of the endpaint

Example

CURL example of the endpaint call.

4

Delete Endpoint

Figure A.1: Overview of the endpoints user interface for the Hurricane
Harvey case study in ODET.
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Agents Agent Name

Api Agent
Add Agent

Description
AEAaenY B 2017-08-25 15:00:00
2017-08-25 15:00:00
Hatespeech Classifier classify Short agent description.
hate - H )

Endpoint
Embedding Agent embed Harvey Case Dataset ~
Return of event clusters and access to
vector DB with text embeddings from
provided data API URL Parameter & Values

start © 25%20AUG%202017

Classification Agent infer
Classifies hurricane relation in cluster. Tasks:

1. Relation; True, False 2. Descriptive

Headline 3. Location API URL Parameter & Values

API Parameter and respective values. Click Add to add more.

interval ;60

Knowledge Graph Agent infer

Builds a knowledge graph out of classified
cluster

API Parameter and respective values. Click Add to add more.

API URL Parameter & Values

Summarization Agent infer offset . 15

Produces situational awareness reports. API Parameter and respective values. Click Add to add more.

Input Options

Final Summarization Agent infer
Takes the Summarizations from the clusters No previous data v
and formulates is to a dense report.
Output Options
Print Debug and Pipe Output v

Data Mapper Name, Type & Group

Map:  Tweet Type: Array Group:

If the output of this agent is an object, you need to map the fields that you want to use in further agents. Also you can group the fields to a single object.

Delete Aget

Figure A.2: Overview of the APl agent user interface for the hurricane
Harvey case study in ODET.

Agent Name

Hatespeech Classifier

Description

hate -- H

Short agent description.
Endpoint

Classify Endpoint v

Classifier Filter

Filter Label: H

Data that matches the filter will be removed from the output of the classifier.

Input Options

Use mapped data from the previous agent v
Output Options
Print Debug and Pipe Output v

Data Mapper Name, Type & Group

Map:  text Type:  Array Group: () 1

If the output of this agent is an object, you need to map the fields that you want to use in further agents. Also you can group the fields to a single object.

Delete Agen

Figure A.3: Overview of the hate-speech filter agent user interface for
the hurricane Harvey case study in ODET.

Upd
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JSON Schema to Grammar Compiler

{
“type": "object”,
"properties™: {
*hurricane_related": {"type": "boclean’,
*description”: "Whether the event is related to hurrianes "),
*location": ("type": "string”,
*description”: "The location of the event.*},
*headline: ("type": "string",
*description”: "A possible headline for the event.")),
"required": ["headine”, *location”, "hurricane_related")
)

Leave blark It no grammar s needed.
Compile
Grammar Preview

space == * *?
string === "\"*(

"1l
" (bénet] | *u* [0-Oa-fA-F] [0-8a-fA-F] [0-Qa-fA-F] [0-0a-fA-F])

J* """ space
boolean == (“true” | “false") space
root :== *{" space "|"headine|"" space ":" space string " space "\"hurricane_related\"" space ":" space beolean "* space *\"location\"" space *:* space string ")* space

Figure A.4: Classification Agent—Grammar and JSON schema example.
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ODET
Agents
E [ hatd Agent
B | s oo -
Hatespeech Classifier Classify
hate - H
Embedding Agent emeed

Return of event chusters and access to
wectr DB with text embeccings from
provided data

Classitieation Agent
ifles huriicane relatian in custer. Tasis:

1. Relation; True, False 2. Descrintive
Haadling 3. L

Knowledge Graph Agent infer
Bulcs a knawiedge grapn out of classiied

cluzter

Summarization Agent ter

Procuces SDAsonal SWarENess eparts:

Hgent Name
Claszification Agent
Descriptian
Classifies hurricane relation in chuster.

Tasks:
1. Relation; True, False
2. Descriptive Headine

3. Lacation y

Short agent de:

Endpaint

Infer Endpaint v
Temperature:

[ LJ
Mas Takanz

1024 L]

Promgt Temglate: Use {abjective], ireasaning) and {caniext) as placefwider.

{contet)[INST] <jax
A

Tre placehoiders {objective} and {reasoning} will be replaced with the agent's objective and reasoning respectively. The placehaider {context) wil be replaced with the context during runtime.
Agent Objective WIE be rendered in place of (cojecth).
Answer cancisely, briefly, and reasonably. Da not use hashtags in your answer. You are 1o research the context to answer the folowing questions: y:

Use piaintest here.

#gent Reasoring Wil b rendered in place of {reasaning).

‘husricane_related': Daes the user explcitly describe detals retated ta hurricanes? falss, i only genaral things are said or the text consists mostly of hashtags [tect contains no real cantent)! True, False
Ylocation': What is the lozation of the event described?
*headline": What shart headline should the text have? The headine should be desciptive.

#

Use plaintest hare.
Prompt Praview

[INST] Arsmer cancizaly, briefly, and reazanably. Do nat use hashtags in your answer. ¥ou are ta research the cantet to answer the following questions:

‘husticane_related': Does the user explhicit ibe details retated to i 2 , i o things are said or the text consists mostly of hashtags (text contains no real content)! True, False
Nlacation': What is the lozatien of the event described?

"headli ‘What shart headline should the text have? The headine should be desciptive.

Centext:

{Eontext) [INST] <fs= y

30N Schema ta Grammar Compiler

(
Uhypat: "abisct!,
“properties™: {
*hurricane_related": {"type®: "baclkean’,
“description”: "Whether the event is refated ta hurrianes."),

*headlina®: {*yna®: "string",
“description”: "4 passible headline far the ewent."j),
“raguired": [ *location’, "hurricane._relatad"]

! 4

Leave blaris It na grammar iz needed.

Compile

Grammar Preview

Ingut Options.

Use mapped data fram the previous agent v
Output Options

Print Dichug and Pipe Dutput v

Data Mapper Name, Typs & Graup

Mop:  headine Type:  Array Group

I ENE QLD Of TS QRN IS 37 CEOJECE, Y5 MBS £ M3 The Niekds 1At YIU WANE 10 USE (N LFTer AgENts. AKD YoU €N QROUP the fieis to 3 Srge chject

Object Fitter

g pw—— P

The fiter £an e combined wiif the 30en's Qrammar, Dojects Created by the 3ent are MSEd with It | 1here & 2 mach, the chiect 15 delesed.

Figure A.5: Overview of the classification agent user interface for the
Hurricane Harvey case study in ODET.
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E (hda Ager

[f] | Aplagent ol

2017-08-25 ¥5:00:00

Hatespeech Classlfier ciazzty
hate - H
Embedding Agent embed

Return of ewerst Chisters 3nd sccess to
wectoe DB with text embeddings from
provided data

Classitication Agent eer
Classfles hurricane relation n cluster Tasks:
T.Refatier; True, Falze 2. Descriptive

Headiine 3. Locaticn

Knowledge Graph Agent

Buids @ knowkage 9rapn out of classtied
cluster

Summarization Agent rier
Procuces stustionsl awareness reports.

Agent Name
Knowledge Graph Agent
Dezcription

Buids a knowledge graph out of classified cluster

Shart aent description
Endpeint
Infer Endpaint
Temperature
o [ ]
Max Tokens
1024 L]
Prompt Template Use fabjective), {reasoning) and {context) as placeholder.
[INST] {objective)

(reasoning}

(context) [NST] <js>

The piaceholders (cbjective} and (reasoning}

vil be replaced with the ager and reasaning respectively. The placeholder {context) wil be repiaced

the context during untime.

Agent Objective

WiIi be rendered In piace of (cbjecth
Answer concis

Iy, short and reasanable. Abways use words az an answer! Do not use insulting werds o hatespeech! Do not use hazhtags far your answer. You are 3 knowledge graph builder. You are o
output relationships between two objects in the form 'subject relation’, 'target' Y
%

Use pisintext here.

Agent Reazaring Will be rendered in place of {reasoning

"subject’ describes the subject of the relatianship.
relation’ describes the relatianship or the verb that describes the relationship.
"target describes the object or target of the relationzhip.

Use plaintext here.

Prompt Preview

[INST] Anawer cancisely, shart and reasanable. Aways use words s an anawer! Do not use insulling words o hatespesch! Do not uze hashtags for your answer. You are a knowledge graph builder. You
are to output relationships between two objects in the form 'subject’ 'relation, 'target

‘subject’ describes the subject of the relatianship.

refation’ describes the relatianship o the verb that describes the relationship.

Htarget! describes the object or target of the relatienship.

(context) [INST] <fs>

AN

JSON Schema to Grammar Compiler

s

“type: *array’,

“items'
“type
“description”: *A list of triples, each representing a relationship between two cbjects or entities.”,
“praperties” {

*subject”: {
“type®: "stri
"description": *The subject of the relatianship.*

“object’,

L
*relatian™; {
“ype®: "string

Les

Figure A.6: Overview of the knowledge graph agent user interface for
the Hurricane Harvey case study in ODET.

Data Mapper Name, Type & Group

Map:  headline

Type:  Array Group: O 1 Add | Remove |

If the output of this agent is an object, you need to map the fields that you want to use in further agents. Also you can group the fields to a single object.

Object Filter

Filter Label:  hurricane_related

Value:  false Add | Remove |
The filter can be combined with the agent's grammar. Objects created by the agent are filtered with it. If there is a match, the object is deleted.

Figure A.7: Classification agent—mapper and object filter example.
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ODET

Agents Agent Name

Embedding Agent

Add Agent
Description

Api Agent api
2017-08-25 15:00:00

Return of event clusters and access to vector DB with text embeddings from provided data

Hatespeech Classifier classify Short agent description.
hate -- H
Endpoint

Embedding Agent Embed Endpoint ~
Return of event clusters and access to
vector DB with text embeddings from R
provided data Input Options

Use mapped data from the previous agent ~

Classification Agent infer
Classifies hurricane relation in cluster. Tasks:

1. Relation; True, False 2. Descriptive

Headiine 3. Location

Output Options

Print Debug and Pipe Output ~
Knowledge Graph Agent infer Embedder Similarity, Min. Cluster Size & Group Cluster Elements
Builds a knowledge graph out of classified - - -
cluster Similarity: (@] 0.84  Min. Cluster Size: O 100 Group Cluster Elements: O 100

Vector embeddings will be clustered using the specified similarity and minimum cluster size. The elements of each cluster will be grouped into one element according to
Summarization Agent infer the specified group cluster size.

Produces situational awareness reports.
Update Delete Ag

Final Summarization Agent infer

Takes the Summarizations from the clusters
and formulates is to a dense report.

Figure A.8: Overview of the embedding agent user interface for the
hurricane Harvey case study in ODET.

Temperature
0 [ ]
Max Tokens

1024 [ ]

Prompt Template Use {objective}, {reasoning} and {context} as placeholder.

[INST]|

{objective}
{reasoning}

Context:
{context}{/INST] </s>

4

The placeholders {objective} and {reasoning} will be replaced with the agent's objective and reasoning respectively. The placeholder {context} will be replaced with the context during runtime.
Agent Objective Will be rendered in place of {objective}.

Answer concisely, briefly, and reasonably. Do not use hashtags in your answer. You are to research the context to answer the following questions: Yy
2

Use plaintext here.

Agent Reasoning Will be rendered in place of {reasoning}.

*hurricane_related': Does the user explicitly describe details related to hurricanes? false, if only general things are said or the text consists mostly of hashtags (text contains no real content)! True, False
‘location’: What is the location of the event described?

‘headline': What short headline should the text have? The headline should be desciptive.

Y

Use plaintext here.
Prompt Preview

[INST]

Answer concisely, briefly, and reasonably. Do not use hashtags in your answer. You are to research the context to answer the following questions:

*hurricane_related: Does the user explicitly describe details related to hurricanes? false, if only general things are said or the text consists mostly of hashtags (text contains no real content)! True, False

“location': What is the location of the event described?

*headline’: What short headline should the text have? The headline should be desciptive.

Context:

{context}{/INST] </s> 4

Figure A.9: Classification Agent—Prompt template and objective exam-
ple.
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JSON Schema to Grammar Compiler

{
"type": "object",
"properties": {
"nodes": {
"type": "array",
"items": {
"type": "object”,

"description": "A list of triples, each representing a relationship between two objects or entities."

"properties": {
"subject": {
"type": "string”,
"description": "The subject of the relationship."
h
"relation": {
"type": "string",
"description": "The relation or verb describing the relationship."
h
"target": {
"type": "string",
"description": "The object or target of the relationship."

}
h
"required": ["subject"”, "relation", "target"]
}
}
h
"required": ["nodes"]

}

Leave blank if no grammar is needed.

Compile

Figure A.10: Knowledge Graph Agent—Grammar and
example.

]

JSON schema
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ODET
Agents
E [ hatd Agent
[F] | el agent =i

2017-08-25 ¥5:00:00

Hatespeech Classitier chssify
hate - H
Embedding Agent embed

Return of event chusters and access to
wectr DB with text embeccings from
provided data

Classiieation Agent rter
Classiies hurricane relation in cluster, Tasks:

. Reaticr; Trug, Falze 2. Descrintve

Headiine 3. Locatien

Knowledge Graph Agent rer
Bulcs a knawiede grapn out of classiied
cluzter

Summarization Agent

Produces sihasional awartness repants.

Agent Name
Summarization Agent
Descriptian

Produces situational awareness reparts.

Sroet agent description.
Endpeint

Infes Endgaint -
Temperature:

[ L]
Max Takens

-1 L]

Prempt Temalate Use jabjective), Irexsaning} and {contes) as placshalder.
[INST] Context:
{context)
Instructions:
{objestive}
{reazaning}[INST]<js y

The placenoiders [objectvel and reasaningl wil be replaced with: the agent

bjective and reasaning respectively. The placehalder {contexts wil be replaced with the context during nurtime.
Agent Objective Wl b rendered in place of (chjective).

Yau

receive a context and a knowledge graph. Use the knawledge aranh te summarize the context, The contest consists of many usergenerated stalements that have o be summarized.
summary a heading.

Use plaintext hare.

Agent Reazaring ‘il be rendered In place of {ressaring).

Either anzwer with at [sast a ful paragragh of text ar return an empty string. Da nat retum the knowledge graph. H the context Saes nal provide details on the fopic or daes nat match the disgram,
output an ematy string. Do nat use hashtags in your answes, Do not repeat yaurset, menge tapics if they are similar! The returmed paragraph and Headine must be in repart style. Y
%

Use piaintest here.
Prompt Preview

[INET] ontext:

{context)

Instructions:

Yau will receive a conteat and a knowledge gragh. Use the knawledge araph to summarize the contex. The contest consists of many usergenerated statements that have (o be summarized. Give your
summary 3 heading. Y

JSON Schema ta Grammar Compiler

Leave blari It no grammar 1= needed.

ompile

Grammar Preview

Ingut Dpfians

Use mapped data fram the previcus agent -
Output Options

Print Qutput as Markdown -

Data Mapper Name, Type & Graup

Map: et Typa:  String Group:

It the auipet of this agent is.an cbject, you need ta map the fiekds that you want 12 use in further agents. Aln you can Group the fhids to 3 sngie chjsct
Object Fitter

Filter Label: Value:

Thie titar can e combined with the agert's grammar, Dojects created by the sgent are Mtsrod with it there &= 2 maich, the chiect iz duleted.

e

Figure A.11: Overview of the summarization agent user interface for the
Hurricane Harvey case study in ODET.
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Temperature
0 [ ]
Max Tokens
-1 [ ]
Prompt Template Use {objective}, {reasoning} and {context} as placeholder.

[INST] Context:

{context}

{objective}

{reasoning}

[INSTI</s> y

The placeholders {objective} and {reasoning} will be replaced with the agent's objective and reasoning respectively. The placeholder {context} will be replaced with the context during runtime.

Agent Objective Will be rendered in place of {objective}.

Instructions:
You will receive a context and a knowledge graph. Use the knowledge graph to write a detailed report from the context. The context consists of many that have to be ized to a report. Give your
report a heading. 4

Use plaintext here.

Agent Reasoning Will be rendered in place of {reasoning}.

Either answer with at least a full paragraph of text or return an empty string. Do not return the knowledge graph. If the context does not provide details on the topic or does not match the diagram, output an empty string. Do not use
hashtags in your answer. Do not repeat yourself, merge topics if they are similar.! The returned paragraph and Headline must be in report style. p
%

Use plaintext here.
Prompt Preview

[INST] Context:
{context}

Instructions:

YYou will receive a context and a knowledge graph. Use the knowledge graph to write a detailed report from the context. The context consists of many that have to be ized to a report. Give your
report a heading.

Either answer with at least a full paragraph of text or return an empty string. Do not return the knowledge graph. If the context does not provide details on the topic or does not match the diagram, output an empty string. Do not use
hashtags in your answer. Do not repeat yourself, merge topics if they are similar.! The returned paragraph and Headline must be in report style.

[/INST]</s> v

Figure A.12: Summarization Agent—Prompt example.

ODET
Reports Reportname
Hurricane Harvey - Aug 26 2017 - 15/00H Report
& 5 New Report
Deseription
E LR ELEL RS LU mhis < a report of huricane Harvey from August 25, 2017, 03:00PM
Report

100% S0, 25. Aug 24, 1356

RN

A short description of the reports purpose.

Order of exscution

Auailable Agents. Selected Agents
Api Agent i Api Agent api
2017-08-25 16:00:00 2017-08-25 150000
Hatespeech Classifier dlsssity Matespooch Classifier classity
hate —H Fata - H
Embedding Agent embed Embedding Agent embed
Return d sccess o dta a
Classification Agent infer Classification Agent infer
Cissfis hurricans rlation in cluster Tasks: 1. Relation; Tru, Faise 2. Dascrptive Headiine 3, Location Classifies hurricans relation n cluster. Tasks: 1. Relaton; Trus, Fase 2. Bescriptve Headiine 3. Location
Knowledge Graph Agent infer Knowledge Graph Agent infer
Buids 3 knowledge graph outof classifid cluster Builds a knowlodge graph out of classiied cluster
‘Summarization Agent infer ‘Summarization Agent infer
Produces siuationsl swaraness reports. Procucas stustions! suareness raparts.

Final Summarization Agent infer Final Summarization Agent inter
densareport Takes ne el 8 formuiates is

Select agants o b sxecutad one sfter the other.
Call Frequency

Repeat every:  Minute 5 Hour 2 DayofMonth 5 Month S Dayof Week © Active

The fraquency st which the AP s to ba called.

Delete Report

Api Agent

Figure A.13: Overview of the report configuration user interface for the
Hurricane Harvey case study in ODET.

179





