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Preface



Today’ssocietyiscontinuallybecomingmorefast-pacedthaneverbeforewithourbusiness,social,and
evenfitnessneedsavailableatthetouchofourfingertips.Becausemoreofourlivesarebecomingeas-
ilyaccessible,healthcareandmedicaladvicemustalsofollowthistrend.Throughmobileapplications
(apps)anduser-friendlywebsites,insurancecompaniesandmedicalprovidersarereachingpatientsvia
amoreconvenientmediuminsmartphoneswhilealsoprovidingcaretothosewhomayotherwisebe
disinclinedortoobusyforanin-officeappointment.OnlineapplicationsandmHealthopportunitiesalso
givepatientstheoptionofmakingappointmentselectronicallytoassistinstreamliningthecommunica-
tionbetweenthemandthemedicalproviderandthenprovidingremindersdirectlytotheirphonesof
anyupcomingappointments.

Mobilehealth—theuseofsmartphonesandothermobiletechnologiestosupporthealthcare—of-
fersvariousconveniencestopatientssuchassettingappointmentsandmedicationmanagementwhile
encouraginguserstobecomemoreengagedintheircare.Beyondtheindividualpatientusingmobile
andvirtualhealthappstoassisttheirownneeds,hospitals,doctors’offices,andothermedicalprovid-
erscanusetheirappstosupportpublichealthandoftenforgottenpreventativemeasures.Forexample,
onehealthnetworkmayusetextingtoreminduserstowearsunscreenandstayhydratedonhot,sunny
days.Non-medicalhealthappssuchasFitBitandMyFitnessPalsendremindernotificationstousers’
smartphonestogetupfromdesksandstayactiveduringtheworkday.

Beyondthepatient’sadvantagesofvirtualandmobilehealthcare,hospitalsandpractitionersalso
experiencegreatbenefitsfromitsuchasitscosteffectivenessandtimeefficiency.Recentstudiesbythe
AmericanAssociationofMedicalCollegesshowaprojectedshortageoffamilyphysiciansintheupcom-
ingyears,andacrisisassuchinthemedicalfieldmakesitevenmoreimperativeforthephysician’stime
tobeusedefficientlyandeffectively(Safavi&Dare,2018).mHealthprovidespractitionerswiththe
optionofutilizingdigitaltechnologiestocollectsymptoms,medicalhistory,andotherinformationfrom
thepatientpriortotheappointmentasthisdatacollectionistypicallythemosttime-consumingaspect
ofavisit.Byreceivingthisinformationdigitallybeforehand,theprimarycarephysicianmayreview
thehistoryandhavepotentialtreatmentoptionsresearchedandreadyforthepatientatthetimeoftheir
appointment.Thisapplicationcansavecareprovidersasubstantialamountoftimeoverthecourseof
theyear.Digitaltriageandtelemedicineforself-careofchronicconditions,suchasdiabetes,stillallow
thephysicianstoeffectivelytreattheirpatientsbutinamannerthatismuchmoreconduciveforthem,
theiroffice,andtheirpatients,sometimesnotevenrequiringanin-officevisit.

Althoughvirtual andmobilehealthcare is still on the rise, researchers,physicians,patients, and
hospitalsarealreadyexperiencingthenumerousbenefitstobehadthroughdigitalmedicalcare.Pa-
tientsbecomemoreengagedintheirhealththroughmobilevisits,visualrepresentationsoftestresults,
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treatments,andcareplans,andhavetheirmedicalneedstendedtowithouttheneedtomakeaformal
in-officeappointment.Physiciansmeanwhilebenefitfromhavingtheirtimemoreeffectivelymanaged,
arepreparedwithmedicalhistoryandtreatmentoptionsbeforegoingintoanappointment,andcanspend
moretimewithotherpatientsthatrequiremorepersonalinteraction.Finally,hospitalscanpresentpa-
tientswithvisualchartsandtextexplainingtestresultsandtreatmentsallowingthemtomorecoherently
explainthesetonon-medicalprofessionalsandpatients.Unfortunately,however,thelackofintegration
inofficesandhospitalsalongwithstateregulationsonmHealtharenegativelyimpactingthepotential
virtualhealthcarecanhaveonthemedicalcommunityatlarge.

Theeverchanginglandscapesurroundingthediverseapplicationsofdifferentscientificareascanmake
itverychallengingtostayontheforefrontofinnovativeresearchtrends.ThatiswhyIGIGlobalispleased
toofferthistwo-volumecomprehensivereferencethatwillempowerphysicians,medicalresearchers,
healthcareadministratorsandprofessionals,students,researchers,practitioners,andacademicianswith
astrongerunderstandingofvirtualandmobilehealthcare.

Thiscompilationisdesignedtoactasasinglereferencesourceonconceptual,methodological,and
technicalaspects,andwillprovideinsightintoemergingtopicsincludingbutnotlimitedtoeHealth,
virtualhealthcare,clinicaldecision-supportsystems,telemedicine,patientengagement,datasecurity
andprotection,andmobilehealthcommitment.Thechapterswithinthispublicationaresuretoprovide
readersthetoolsnecessaryforfurtherresearchanddiscoveryintheirrespectiveindustriesand/orfields.

Virtual and Mobile Healthcare: Breakthroughs in Research and Practiceisorganizedintoninesec-
tionsthatprovidecomprehensivecoverageofimportanttopics.Thesectionsare:

1. Cloud-BasedHealthcare;
2. DataMining,BigData,andAnalytics;
3. ElectronicHealthRecordsandInformationExchange;
4. HealthInformationTechnology;
5. HealthMonitoringSystems;
6. InternetofThings;
7. mHealthandeHealth;
8. Telehealth;and
9. VirtualHealthTraining.

Thefollowingparagraphsprovideasummaryofwhattoexpectfromthisinvaluablereferencesource:
Section1,“Cloud-BasedHealthcare,”opensthisextensivereferencesourcebyhighlightingthelatest

trendsinsmarthealthcareapplicationsinthecloud.Inthefirstchapterofthissection,“ServiceLevel
AgreementsforSmartHealthcareinCloud,”theauthors,Prof.MridulPaulandProf.AjantaDasfrom
BirlaInstituteofTechnologyMesra,India,describetheirdesignforacloud-basedsmartservicefor
patientdiagnosticsthroughfunctionalandnon-functionalrequirementsofServiceLevelAgreements
(SLA)toensureguaranteedservicestopatients.Inthesecondchapter,“CloudComputingastheUseful
ResourceforApplicationoftheMedicalInformationSystemforQualityAssurancePurposes,”Prof.
Ekaterina Kldiashvili from the Georgian Telemedicine Union (Association), Georgia defines cloud
computingasaflexible,secure,coordinatedresourcefordatasharingamongdynamiccollectionsof
individualsandinstitutionsandarguesinherpaperthepotentialpracticalusesofcloudcomputingin
healthcareservices.Inanoteworthychapter,“CloudBasedWirelessInfrastructureforHealthMonitor-
ing,”theauthors,Prof.AjayChaudharyandProf.SateeshKumarPeddojufromtheIndianInstituteof
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TechnologyRoorkee,India;andProf.SureshKumarPeddojufromKakatiyaInstituteofTechnologyand
Science,India,reviewcompletestate-of-the-artcasesrelatedtohealthcaremonitoringusingwireless
infrastructureandadaptingcloud-basedtechnologiesinprovidinghealthcareservices.Inthefollowing
chapter,“SecureHealthMonitoringintheCloudUsingHomomorphicEncryption:ABranching-Program
Formulation,”theauthors,Prof.ScottAmes,Prof.MuthuramakrishnanVenkitasubramaniam,Prof.Alex
Page,Prof.OvuncKocabas,andProf.TolgaSoyatafromtheUniversityofRochester,USA,applyfully
homomorphicencryption(FHE)intothehealthcareandpatientdatathatisstoredinthecloudtoimprove
processingspeedswhileprotectingsensitivepatientinformationfrommisuse.Inthefinalchapterofthis
section,“TowardsPrivacy-PreservingMedicalCloudComputingUsingHomomorphicEncryption,”the
authors,Prof.OvuncKocabasandProf.TolgaSoyatafromtheUniversityofRochester,USA,present
anovelmedicalcloudcomputingapproachthateliminatesprivacyconcernsassociatedwiththecloud
providerthatcapitalizesonFHEpotential.TheauthorspresenttheirFHEapproachbydisplayingits
implementationinalong-termcardiachealthmonitoringstudy.

Section2,“DataMining,BigData,andAnalytics,”includeschaptersonemerginginnovationsfor
optimizeddataminingtechniquesandintelligenceapplicationsinmodernhealthcare.Inthefirstchapter
ofthissection,“AMethodforClassificationUsingDataMiningTechniqueforDiabetes:AStudyof
HealthCareInformationSystem,”Prof.AhmadAl-KhasawnehfromHashemiteUniversity,Jordanreviews
fourpredictivedataminingapproachesthatarebeingusedtodiagnosediabetes—k-nearestneighbor,
supportvectormachine,multilayerperceptronneuralnetwork,andnaiveBayesiannetwork—tofindthe
mosteffectivemethod.Inthefollowingchapter,“ApplicationofComplexEventProcessingTechniques
toBigDataRelatedtoHealthcare:ASystematicLiteratureReviewofCaseStudies,”theauthors,Prof.
FehmidaMohamedaliandProf.SamiaOussenafromtheUniversityofWestLondon,UK,providean
overviewofwhereinthehealthsectorcomplexeventprocessing(CEP)ismostused,thedatasources
thatcontributetoit,andthetypesofeventprocessinglanguagesandtechniquesimplementedtocombat
theslowprogressofhealthcaredeliverysystemsintheUnitedKingdom.Inthethirdchapterofthissec-
tion,“ConcoctionofAmbientIntelligenceandBigDataforBetterPatientMinistrationServices,”the
authors,Prof.ArushiJainandProf.VishalBhatnagarfromtheAmbedkarInstituteofAdvancedCom-
municationTechnologyandResearch,India,implementanambientintelligence-basedalgorithmtoa
specifichospitalenvironmenttomonitorpatienthealtharguingthealgorithmworkstoalertthepatients’
assistantsifanyunwantedvariationsoccurinthepatients’healthparameters.Intheconcludingchapter
ofthissection,“TowardsClinicalandOperationalEfficiencyThroughHealthcareProcessAnalytics,”
theauthors,Prof.VassilikiKoufi,Prof.FloraMalamateniou,andProf.GeorgeVassilacopoulosfrom
theUniversityofPiraeus,Greece,presentaframeworkforoptimizinghealthcareproceduresbyana-
lyzingprocess-relateddatatoensurethattheymeetthestatedoperationalandperformanceobjectives.
Theframeworkisbuiltontopofadatainfrastructurethatintegratesprocess-relateddatafromvarious
sourcesintoastructuredviewsuitableforanalyticsanddecisionsupportwhileitemphasizessecurity
andpatientprivacyduringhealthcareprocesses.

Section3,“ElectronicHealthRecordsandInformationExchange,”presentscoverageonnovelstrategies
andinnovativeapplicationstomodernizehealthrecordsandpatientinformation.Inthefirstchapterinthis
section,“HierarchySimilarityAnalyser:AnApproachtoSecurelyShareElectronicHealthRecords,”the
authors,Prof.ShaliniBhartiyafromIITM,India;Prof.DeeptiMehrotrafromAmityUniversity,India;
andProf.AnupGrdharfromSedulityGroups,India,describeaproposedframeworkwhichwouldpermit
interoperableelectronichealthrecords(EHR)sharingwhilerestrictingaccesstounauthorizedindividuals
usingaccesscontrolpolicytesting(ACPT).Inthesecondchapter,“BiometricSecuredElectronicHealth
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Record,”theauthors,Prof.SureshSankaranarayananandProf.VigneshwaranUdayasuriyanfromSRM
University,India,investigatemethodstoreducethefalserejectionratio(FRR)andfalseacceptanceratio
(FAR)inbiometric-basedaccesssystemsincarefacilities.Withinthefollowingchapter,“EEMI–An
ElectronicHealthRecordforPediatricians:AdoptionBarriers,ServicesandUseinMexico,”theau-
thors,Prof.JuanC.Lavariega,Prof.RobertoGarza,Prof.LorenaG.Gómez,Prof.VictorJ.Lara-Diaz,
andProf.ManuelJ.Silva-CavazosfromTecnologicodeMonterrey,Mexico,investigatetheadvantages
ofEEMI,achild-focusedEHR,inmodernpediatricofficestokeeptherelationshipsamongdiagnosis,
treatment,andmedicationsforpatientscompactandeasilyaccessiblefurtheringEEMI’sstandardiza-
tioninMexico.Inanoteworthychapter,“CriticalSuccessFactorsinElectronicHealthRecords(EHR)
Implementation:AnExploratoryStudyinNorthIndia,”theauthors,Prof.NavneetKaurBajwaandProf.
HarjotSinghfromThaparUniversity,IndiaandProf.KalyanKumarDefromAmityUniversity,India,
investigatetheroleofcriticalsuccessfactors(CSF)inimplementationprocessesofEHRsystemsin
northernIndianmultispecialtyhospitalsthroughaquestionnairedistributedamongthosehospitalsusing
EHRtechnologyandsurveyinghowimpactfultheCSFsareintheoverallfunctionoftheoffice.Inone
oftheconcludingchapters,“AnArchitecturalSolutionforHealthInformationExchange,”theauthors,
Prof.TimoteusB.Ziminski,Prof.StevenA.Demurjian,Prof.EugeneSanzi,Prof.MohammedBaihan
fromtheUniversityofConnecticut,USAandProf.ThomasAgrestafromtheUniversityofConnecti-
cutHealthCenter,USA,proposeanarchitecturalsolutionforhealthinformationexchanges(HIE)that
leverageestablishedsoftwarearchitecturalstylesinconjunctionwiththeemergentHL7standardfast
healthcareinteroperabilityresources(FHIR).FHIRmodelshealthcaredatawithXMLorJSONsche-
masusingasetof93resourcestotrackapatient’sclinicalfindings,problems,allergies,adverseevents,
history,suggestedphysicianorders,careplanning,etc.Withinanothernoteworthychapter,“Barriersto
SuccessfulHealthInformationExchangeSystemsinCanadaandtheUSA:ASystematicReview,”the
authors,Prof.BasmahAlmoaberfromKingKhalidUniversity,SaudiArabia&theUniversityofOttawa,
CanadaandProf.DanielAmyotfromtheUniversityofOttawa,Canada,studythebarriersinfluencing
theadoptionandimplementationofinter-organizationHIEsystemsinCanadaandtheUSAthatarecur-
rentlypreventinghealthexchangeprojectsbetweenthetwocountrieswhilecitingprivacyconcernsand
lowstakeholderbuy-inintheUSAandlowelectronicrecordsadoptioninCanadaaspossibleculprits.In
thefinalchapterofthissection,“Inter-OrganizationalKnowledgeSharingSystemintheHealthSector:
Physicians’Perspective,”Prof.KamlaAliAl-BusaidifromSultanQaboosUniversity,Oman,explores
physicians’ attitudes toward inter-organizational knowledge sharing system (IOKSS) deployment in
thehealthsectorinOmanshowingresultsthatarevaluablefororganizationaldesigning,planning,and
decision-makingregardingtheiradoptionofIOKSSinthehealthsector.

Section4,“HealthInformationTechnology,”discussescoverageandresearchperspectivesonin-
novativeapproachestoinformationtechnologyapplicationinmedicalenvironments.Inthefirstchapter
inthesection,“TheProcessofStrategic,Agile,InnovationDevelopment:AHealthcareSystemsImple-
mentationCaseStudy,”theauthors,Prof.SayYenTeohfromRMITUniversity,AustraliaandProf.Shun
CaifromXiamenUniversity,China,aimtounderstandhowagilityandinnovationcapabilitiescanbe
strategicallynurtured,developed,andmanagedtoupgradethequalityofhealthcareservices.Inthefol-
lowingchapter,“TowardstheDevelopmentofSmartSpaces-BasedSocio-Cyber-MedicineSystems,”
Prof.YuliaV.Zavyalova,Prof.DmitryG.Korzun,Prof.AlexanderYuMeigal,andProf.AlexanderV.
BorodinfromPetrozavodskStateUniversity,RussiaexploreCyber-MedicineSystem(CMS)applica-
tionsinmedicalinformationsystemsusingtheinternettointegratethedataintomedicaldevicesand
servicestoconnectpatientsandprofessionalsfusingthecyberandphysicalworlds.Withinthethird
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chapterofthissection,“PhysicianEngagementWithHealthInformationTechnology:Implicationsfor
PracticeandProfessionalism,”thethreeauthors,Prof.ErikL.CarltonfromtheUniversityofMemphis,
USA;Prof.JamesW.HolsingerJr.fromtheUniversityofKentucky,USA;andProf.NnamdiAnunobi
fromtheUniversityofMemphis,USA,investigatetheadvantagesandpracticalityofintegratinghealth
informationtechnology(HIT)into21stcenturyphysicians’offices.Theadvantagesincludeenhancing
themedicalpractice,reducingofficecosts,andimprovingpatientexperiencewhileallowingfornew
approachesandhigherprofessionalstandards.Inanoteworthychapter,“AdoptionofICTinImplement-
ingPrimaryHealthCare:Achievementsof theTwenty-FirstCentury,”Prof.QuaziOmarFaruqand
Prof.ArthurTatnallfromVictoriaUniversity,Australiadiscusstheintroductionanduseofinformation
andcommunicationtechnologiesinprimaryhealthcareandinvestigatesreasonsforadoption,ornon-
adoption,ofthesetechnologies.Inparticular,theauthorsinvestigateICTuseamonggeneralpractitioners,
eHealth,andthevirtualdoctorprograminAustralianoffices.Inthenextchapter,“GeneralPractitioners’
AdoptionandUseofICT,”Prof.QuaziOmarFaruqfromVictoriaUniversity,Australiadiscussesthe
historicalimpactofimplementingICTsintogeneralpractitionerofficeswhilehealsoinvestigatesthe
evolvingroleofICTinpracticesmovingforward.Inanothernoteworthychapter,“ICTs,E-Health,and
MultidisciplinaryHealthcareTeams:PromisesandChallenges,”Prof.BolanleA.OlaniranfromTexas
TechUniversity,USAexplorestheroleICTsplayinthemultidisciplinaryteams(MDTMs)inhealthcare
settingswhilehealsoaddressesthebenefitsandchallengesICTsmayhaveinMDTMssuchasprivacy
concerns.Withinthefollowingchapter,“StepsTowardsInteroperabilityinHealthcareEnvironment,”
theauthors,Prof.HugoPeixotofromCentroHospitalardoTâmegaeSousaE.P.E.,PortugalandProf.
AndréaDominguesandProf.BrunoFernandesfromtheUniversityofMinho,Portugal,presentaset
ofcasestudiesfromCentroHospitalardoTâmegaeSousainwhichelectronicsemantichealthrecord
isimplementedthroughvariousintelligentagentstostrengthentherelationshipbetweenapatientand
hospital.Thegoaloftheelectronicsemantichealthrecordistosupportanappointmentalertsystem,
reducenon-programmedmedicalmisses,anddecreasecoststopromoteastreamlinehealthcareservice
forboththehospitalandthepatient.Inasignificantchapterofthissection,“SemanticInteroperability-
EnabledArchitectureforConnectedHealthServices,”Prof.AdelTaweelofKing’sCollegeLondon,
UKandBirzeitUniversity,Palestine,presentsaservice-basedapproachthatutilizesdomainmodels
combinedwithextensibleproblemmodels,enrichedwithdomainterminologyandknowledgeservices
to enable autonomous data governance and semantic interoperability. In another important chapter,
“Medical Case Based Reasoning Frameworks: Current Developments and Future Directions,” the
twoauthors,Prof.ShakerEl-SappaghfromMiniaUniversity,EgyptandProf.MahfouzElmogyfrom
MansouraUniversity,Egypt,examinethecurrentstateofcase-basedreasoning(CBR)anditslimita-
tionsinthemedicaldomain,especiallyfordiabetesmellitus,andevaluatethestatusofdiabetesCBR
systemsforimprovement.Inoneofthefinalchaptersofthissection,“MethodologiesofLegacyClini-
calDecisionSupportSystem:AReview,”theauthors,Prof.MeenakshiSharmifromG.I.M.E.T.,India
andProf.HimanshuAggarwalfromPunjabiUniversity,India,explainclinicaldecisionsupportalong
withthegatewaytophysiciansandtopolicymakerstodevelopanddeploydecisionsupportsystems
asahealthcareservicetomakethequick,agile,andrightdecisionforpatientsandhealthcare.Within
theconcludingchapter,“AMultiplatformDecisionSupportToolinNeonatologyandPediatricCare,”
theauthors,Prof.TiagoGuimarãesandProf.AnaCoimbrafromtheUniversityofMinho,Portugal;
Prof.SimãoFrutuosofromCentroHospitalardoPorto,Portugal;andProf.AntónioAbelhafromthe
UniversityofMinho,Portugal,developaframeworktoincludetoolsthatcanhelpinthepreparationof
totalparenteralnutritionprescriptions,tablepediatricandneonatalemergencydrugs,medicalscales
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ofmorbidityandmortality,anthropometrypercentiles(weight,length/height,headcircumference,and
BMI),utilitiesforsupportingmedicaldecisiononthetreatmentofneonataljaundiceandanemia,and
othercalculatorsinpediatricoffices.

Section5,“HealthMonitoringSystems,”explorescoverageandapplicationsofemergingtechnologies
tosupportpatientmonitoringinmedicalenvironments.Inthefirstchapterinthissection,“ATrusted
UbiquitousHealthcareMonitoringSystemforHospitalEnvironment,”theauthors,Prof.DurgaPrasad
andProf.NiranjanN.ChiplunkarfromNMAMInstituteofTechnology,IndiaandProf.K.Prabhakar
NayakfromManipalInstituteofTechnology,India,focusoncreatinganandroid-basedapplicationfor
monitoringpatientsinahospitalenvironmentthroughsensorsthatforwardphysiologicaldatatothe
personnelatthehospital,doctor,orcaretaker.Inthesecondchapter,“RecentAdvancesinMinimally-
Obtrusive Monitoring of People’s Health,” Prof. Amol D. Mali from the University of Wisconsin-
Milwaukee,USAsurveysthelatestresearchonmonitoringparametersthatindicateaperson’scurrent
health,orhavingpotentialtoaffecttheperson’shealthinfuture,usingvariousphysicalsensorssuchas
accelerometers,gyroscopes,electromyographysensors,fiberopticsensors,textileelectrodes,therm-
istors,infraredsensors,forcesensors,andphotodiodes.Inthefollowingchapter,“DesigningSmart
HomeEnvironmentsforUnobtrusiveMonitoringforIndependentLiving:TheUseCaseofUSEFIL,”
Prof.HomerPapadopoulosfromtheNationalCenterforScientificResearch(NCSR)“Demokritos,”
Greecedemonstratestheuseofthedesignscienceresearchmethodology(DSRM)processtodesignan
ICTsolutionforthecasestudyofICTtechnologiesforassistivelivingenvironmentsforelderlypeople
specificallyusingthetheoreticallensoftheDSRMtheory.Withinanoteworthychapterinthissection,
“DesignandDevelopmentofRealTimePatientMonitoringSystemWithGSMTechnology,”theauthors,
Prof.SindhuSuryanarayanan,Prof.SreekalaManmadhan,andProf.N.RakeshfromAmritaVishwa
Vidyapeetham,India,explorepatientmonitoringsystemsinreal-timeandthecommonapplicationsof
thesesystemsinhospitalsandothermedicalenvironments.Inanothernoteworthychapter,“Designof
WSNinRealTimeApplicationofHealthMonitoringSystem,”theauthors,Prof.SrinivasSethiand
Prof.RameshK.SahoofromIGITSarang,India,describetheparametervaluesofthebodythatcanbe
transmittedtoremotedatacenterwithreliability,simplicity,lowpower,lowbandwidth,andlowcost
inlightweightwirelessnetworkstobeusedinreal-timeforitemssuchasemotionandstressanalysis,
psychologicalstudy,physiologicalstudy,healthcondition,etc.Inthenextchapter,“NewFeaturesfor
DamageDetectionandTheirTemperatureStability,”theauthors,Prof.FahitGharibnezhad,Prof.Luis
EduardoMujicaDelgado,andProf.JoseRodellarfromUniversitatPolitècnicadeCatalunya,Spain,
presentnoveltechniquesinstructuralhealthmonitoring(SHM)basedondifferentstatisticalandsignal
processingmethodsthatareusedinotherfieldsbuttheirperformanceandcapabilityinSHMispre-
sentedandtestedforthefirsttimeinthiswork.Inoneofthefinalchapters,“NonlinearUltrasonicsfor
EarlyDamageDetection,”theauthors,Prof.RafaelMunoz,Prof.GuillermoRus,Prof.NicolasBochud
fromtheUniversityofGranada,Spain;Prof.DanielJ.BarnardfromIowaStateUniversity,USA;Prof.
JuanMelchor,Prof.JuanChiachíoRuano,Prof.ManuelChiachío,Prof.SergioCantero,Prof.Antonio
M.Callejas,Prof.LauraM.PeraltafromtheUniversityofGranada,Spain;andProf.LeonardJ.Bond
fromIowaStateUniversity,USA,exploretheintegrationofnonlinearultrasonicswiththeBayesian
inverseproblemasanappropriatetooltoestimatetheupdatedhealthstateofacomponenttakinginto
accounttheassociateduncertainties.Withinthefollowingchapter,“ButterworthFilterApplicationfor
StructuralHealthMonitoring,”thethreeauthors,Prof.AhmedAbdelgawad,Prof.MdAnamMahud,
andProf.KumarYelamarthifromCentralMichiganUniversity,USA,proposeamathematicalmodel
todetectthesizeandlocationofdamagesinphysicalstructuresusingthepiezoelectricsensor.Inan-
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otherconcludingchapter,“ParallelandDistributedPopulationBasedFeatureSelectionFrameworkfor
HealthMonitoring,”theauthors,Prof.NaoualElAboudiandProf.LailaBenhlimafromMohammedV
University,Morocco,provideanoverviewofexistingfeatureselectionmethodsespeciallythoseusedin
thecontextofbigdata,pointingouttheiradvantagesanddrawbacksandproposesaparallelpopulation
basedfeatureselectionframeworkforhealthmonitoring.Inthefinalchapterofthissection,“ALow
CostPupillometryApproach,”thethreeauthors,Prof.SergioPetridis,Prof.TheodorosGiannakopou-
los,Prof.ConstantineD.SpyropoulosfromtheNationalCenterforScientificResearch“Demokritos,”
Greece,describeamethodformonitoringpupilsizesusingacommon,low-costwebcamerainrealtime
inwhichtheproposedapproachdetectsthefaceandtheeyesareaatfirststagebeforemovingtowards
thepupilcenterandradius.

Section6,“InternetofThings”coversinnovativeapproachestomodernintegrationoftheinternet
ofthingsinhealthcareenvironmentsandtechnologies.Inthefirstchapter,“ThingTheory:Connecting
HumanstoSmartHealthcare,”theauthors,Prof.SallyA.ApplinandProf.MichaelD.Fischerfrom
theUniversityofKent–Canterbury,UK,explorehowPolySocialReality(PoSR),aframeworkforrep-
resentinghowpeople,devicesandcommunicationtechnologiesinteract,canbeappliedtodeveloping
usecasescombiningIoTandsmartenvironmentparadigms,givingspecialconsiderationtothenature
oflocation-awaremessagingfromsensorsandtheresultantdatacollectioninahealthcareenvironment.
Withinthefinalchapterofthissection,“ReliabilityofIoT-AwareBPMNHealthcareProcesses,”thethree
authors,Prof.DulceDomingosfromtheUniversidadedeLisboa,Portugal;Prof.AnaRespíciofrom
theOperationsResearchCenter/GUESS/UniversidadedeLisboa,Portugal;andProf.RicardoMartinho
fromthePolytechnicInstituteofLeiria,Portugal,focusonreliabilityandproposestousethestochastic
workflowreduction(SWR)methodtocalculatethereliabilityofIoT-awareBPMNhealthcareprocesses
aswellasaBPMNlanguageextensiontoprovideprocesseswithreliabilityinformation.

Section7, “mHealthandeHealth,”highlights the latest research inelectronicandmobilehealth
applicationsindiverseuses.Withinthefirstchapterofthissection,“ATaxonomyformHealth,”the
authors,Prof.RuwiniEdirisinghefromRMITUniversity,Australia;Prof.AndrewStanierifromFedera-
tionUniversity,Australia;andProf.NilminiWickramasinghefromEpworthHealthCareandDeakin
University,Australia,offerasuitabletaxonomytosystematicallyanalyzeandevaluatetheexistingsolu-
tionsbasedonanumberofdimensionsincludingtechnological,clinical,social,andeconomic.Inthe
followingchapter,“M-HealthinPrehospitalEmergencyMedicine:ExperiencesfromtheEUfunded
ProjectLiveCity,”thetwoauthors,Prof.BibianaMetelmannandProf.CamillaMetelmannfromGrei-
fswaldUniversity,Germany,displaydifferentapproachestoprovideprehospitalemergencymedicine
usingmHealth,suchassmartphoneapplicationsforhighdefinitionvideocommunication,totreatlife-
threateningconditionsassoonaspossible.Inthethirdchapterofthissection,“MobileHealthcareinan
IncreasinglyConnectedDevelopingWorld,”theauthors,Prof.NikhilYadavfromSt.John’sUniversity,
USA;Prof.MehrdadAliasgarifromCaliforniaStateUniversity,USA;andProf.ChristianPoellabauer
fromtheUniversityofNotreDame,USA,discussmHealthuse,challenges,andsolutionssuitablefor
thedevelopingworld,highlightingexistingproblemsandrisksinrealizingsecuremHealthapplications
andservices.Inasignificantchapterinthissection,“FactorsInfluencingPhysicians’Acceptanceofe-
HealthinDevelopingCountry:AnEmpiricalStudy,”thethreeauthors,Prof.Md.RakibulHoquefrom
theUniversityofDhaka,Bangladesh;Prof.AdnanAlbarfromKingAbdulazizUniversity,SaudiArabia;
andProf.JahangirAlamfromtheBangladeshUniversityofBusinessandTechnology(BUBT),Ban-
gladesh,aimtoidentifythecriticalfactorsaffectinge-HealthadoptionamongphysiciansinBangladesh
throughacross-sectionalsurvey.Intheconcludingchapter,“eHealthServiceModelingforDeveloping
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Country:ACaseofEmergencyMedicalServiceforElderlyinAsia,”theauthors,Prof.Vatcharapong
SukkirdfromJapanAdvancedInstituteofScienceandTechnology,Japan&ThammasatUniversity,
ThailandandProf.KunioShirahadafromJapanAdvancedInstituteofScienceandTechnology,Japan,
looktodevelopaneHealthservicemodelthroughmobiletechnologyfordevelopingcountriestoface
withelderlypatientdemandsinagingsocieties.

Section8,“Telehealth,”explorestheemergingtrendsintelemedicinetechnologiesthatallowfor
fewerinofficevisitsandstrongerpatient-doctorcommunication.Intheopeningchapterofthissection,
“WorkingAnywhereforTelehealth,”Prof.YvetteBlountfromMacquarieUniversity,AustraliaandProf.
MarianneGloetfromtheUniversityofMelbourne,Australiaexaminetelehealthadoptionfromclini-
cians’perspectivethrough44in-depthinterviewswithAustralianclinicianshighlightingthebenefitsand
drawbacksoftelehealthuseintheiroffices.Inthesecondchapter,“TheInfluenceofNationalFactorson
TransferringandAdoptingTelemedicineTechnology:PerspectivesofChiefInformationOfficers,”Prof.
FaribaLatififromLakeheadUniversity,CanadaandProf.SomayehAlizadehfromMacquarieUniversity,
AustraliainvestigatethenationalfactorsinfluencingtheadoptionoftelemedicinetechnologyinIran,
asalessdevelopedcountry,throughaself-administeredquestionnairecollectedfromChiefInforma-
tionOfficersofnumerousIranianhealthcaresystems.Thefindingsindicatethatpoliticalfactorssuch
asinformationandcommunicationtechnology(ICT)policies,nationaldatasecuritypolicies,national
e-healthpolicies,nationalICTinfrastructuresandrationaldecision-making,alongwithorganizational
factorssuchasorganizationalreadinessandimplementationeffectiveness,arepositivelyassociatedwith
telemedicinecapabilityinIranthoughnoculturalfactorsimpactedtransferringtotelemedicineinthe
country.Inanoteworthychapter,“AProxy-BasedSolutionforAsynchronousTelemedicalSystems,”the
authors,Prof.SampsaRauti,Prof.JanneLahtiranta,Prof.HeidiParisodfromtheUnivesityofTurku,
Finland;Prof.SamiHyrynsalmifromTampereUniversityofTechnology,Finland;Prof.SannaSalanterä,
Prof.MinnaElisabethAromaa,Prof. JouniSmed,andProf.VilleLeppänen from theUniversityof
Turku,Finland,presentaproxy-basedsolutionagainstdatamodificationandspyingattacksinweb-based
telemedicalapplicationsbyobfuscatingtheexecutablecodeofawebapplicationandbycontinuously
dynamicallychangingobfuscation.Inoneofthefinalchaptersofthissection,“M-HealthTelemedicine
andTelepresenceinOralandMaxillofacialSurgery:AnInnovativePrehospitalHealthcareConceptin
StructurallyWeakAreas,”thetwoauthors,Prof.KatharinaWitzkefromGeneralDentalPracticeBernd
Hagen,GermanyandProf.OlafSpechtfromtheInstituteforImplantTechnologyandBiomaterialse.V.,
Germany,presentacomprehensivemHealthconceptfororalandmaxillofacialsurgeryaswellasfor
dentistryinthecontextofemergenciesthatwouldopenupanewperspectiveofpatient-centeredcare.
Inthefollowingchapter,“MobileTelemedicineSystemsforRemotePatient’sChronicWoundMoni-
toring,”thethreeauthors,Prof.ChinmayChakrabortyandProf.BharatGuptafromBITMesra,India
andProf.SoumyaK.GhoshfromtheIndianInstituteofTechnologyKharagpur,India,describesthe
implementationofamobiletelemedicinesystemforpatient’schronicwound(CW)monitoringusing
asmartphonethathasproventobequickandreliableforprovidinghealthcareatthedoorstep.Inthe
concludingchapterofthissection,“Medco:AnEmergencyTele-MedicineSystemforAmbulance,”the
authors,Prof.AnuragAnilSaikarfromSmt.KashibaiNavaleCollegeofEngineering,India&Savtribai
PhulePuneUniversity,India;Prof.AdityaBadve,Prof.MihirPradeepParulekar,Prof.IshanPatil,Prof.
SahilShirishBelsare,andProf.AaradhanaArvindDeshmukhfromSmt.KashibaiNavaleCollegeof
Engineering,India,proposeaportablesystemwhichtransmitsthevitalparameterstothehealthcare
centeralongwiththeimagesofthepatient,alsoavailingthepatient’spersonalhealthrecordtothedoc-
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tor,thusbridgingthegapbetweenthehospitalandtheambulanceand“virtually”bringingthedoctor
totheambulance,therebyallowinghimtodiagnosethepatientremotelyandasaccuratelyaspossible.

Section9,“VirtualHealthTraining,” focuseson theopportunitiesavailable forpractitionersand
hospitalsinadoptingvirtualhealthandthenecessaryinformationneededtoeffectivelyimplementitin
theirinstitutions.Inthefirstchapter,“WhoAmIasaHealthcareProvider?IdentityandTransformative
LearninginVirtualEnvironments,”Prof.RachelUmorenfromtheUniversityofWashington,USAand
Prof.NataliaRybasfromIndianaUniversityEast,USAexploretheroleoftraininghealthcareprofes-
sionalstudentsusingvirtualsimulationsandtheemergingpotentialofvirtualandaugmentedrealityfor
healthprofessionaleducation.Inthefinalchapterofthissectionandreferencework,“UsingSimulation
toTeachSecurityandEncryptiontoNon-TechnicalHealthcareProfessionals,”theauthors,Prof.Mark
Gaynor,Prof.TracyOmer,andProf.JasonS.TurnerfromSaintLouisUniversity,USA,intendtosimplify
challengingconceptsthroughrole-playdemonstrationsandserveasafoundationforunderstandingthe
basisofsecuringhealthcaredata.Theauthorsreviewthebenefitsofsimulationlearningandoutlinea
workshopandsimulationgamedevelopedinresponsetodifficultiesteachingthetechnologyofencryp-
tionandvalidatetheirresultswithanecdotalandindirectstatisticalevidence.

Researchandimplementationstrategiesofvirtualandmobilehealthcarearecontinuallyupdating
andadvancingalthoughcurrentresearchshowsacontinualprogressionofusageandtheadvantagesit
bringstohealthcenters,clinics,doctors’offices,andtoindividualpatients.Itshowstobecost-effective,
time-efficient,andmoreconducivetoallparties.

Althoughtheprimaryorganizationofthecontentsinthisworkisbasedonitsninesections,offering
aprogressionofcoverageoftheimportantconcepts,methodologies,technologies,applications,social
issues,andemergingtrends, thereadercanalso identifyspecificcontentsbyutilizingtheextensive
indexingsystemlistedattheend.
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ABSTRACT

Structural Health Monitoring (SHM) is an emerging discipline that aims at improving the manage-
ment of the life cycle of industrial components. The scope of this chapter is to present the integration of 
nonlinear ultrasonics with the Bayesian inverse problem as an appropriate tool to estimate the updated 
health state of a component taking into account the associated uncertainties. This updated information 
can be further used by prognostics algorithms to estimate the future damage stages. Nonlinear ultrason-
ics allows an early detection of damage moving forward the achievement of reliable predictions, while 
the inverse problem emerges as a rigorous method to extract the slight signature of early damage inside 
the experimental signals using theoretical models. The Bayesian version of the inverse problem allows 
measuring the underlying uncertainties, improving the prediction process. This chapter presents the 
fundamentals of nonlinear ultrasonics, their practical application for SHM, and the Bayesian inverse 
problem as a method to unveil damage and manage uncertainty.
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INTRODUCTION

Nonlinear ultrasonics can play a major role in industrial structural health monitoring, since one of its 
main features is the capability to detect early damage manifestations. The nonlinear constitutive proper-
ties of a material, in the sense of deviation from Hooke’s law, are recently being shown to be orders of 
magnitude more sensitive to micro-damage than the linear ones. As a consequence, a number of effects 
arise in the propagation of the ultrasonic waves as they interact with the material nonlinearity (Ostrovsky 
& Johnson, 2001; Broda, Staszewski, Martowicz, & Silberschmidt, 2014), namely,

• Higher Harmonics Generation: When a sinusoidal wave is emitted, a signal with additional 
harmonics, multiples of the fundamental, is received.

• Hysteretic mechanical behavior, in the stress-strain relationship.
• Wave modulations:

 ◦ In amplitude and phase when two sinusoidal frequencies are propagated.
 ◦ Cross-Modulation of Waves (Luxemburg-Gorky Effect): Passing modulation from an 

amplitude modulated excitation to a simultaneous and initially pure sinusoidal excitation.
• Amplitude dependent resonant frequency shifts when the material is insonified.
• Attenuation that depends on the excitation amplitude.
• Acoustic Conditioning: An immediate offset on material property values when insonification is 

active. The initial transient period time is also referred as fast dynamics.
• Relaxation Effects or Fast and Slow Dynamics: When excitation vanishes, material properties 

has a partial fast recovery and a slow final recovery that last minutes to achieve the original values, 
before excitation.

• Subharmonic generation.

These nonlinear effects, which are originated in the materials’ microscopic and mesoscopic structures, 
are separable from the linear propagation in the frequency domain by a variety of experimental configu-
rations (Ostrovsky & Johnson, 2001; Zheng, Maev, & Solodov, 1999; Jhang, 2009). Mesoscopic size 
is the scale of early damage manifestations, and micro-damage has also been shown to be particularly 
invisible to linear techniques (Nicholson & Bouxsein, 2000). Some recent experimental observations 
suggest that hysteretic and/or nonlinear mechanical properties may be a key factor to quantify changes 
and could unveil details of the micro- and meso-structure; both the intrinsic nonlinearity in the material 
or that of an induced damage. In practice, micro-damage modes such as micro-cracks behave as ultrasonic 
sources at frequencies different from the excitation, making it a promising tool to clearly locate and 
quantify damage (Matikas T., 2010). Nonetheless, few studies have been performed on the relationship 
between crack density and level of nonlinearity (Haupert, et al., 2014; Renaud, Callé, Remenieras, & 
Defontaine, 2008).

Industry will always quest for an as early as possible detection of damage. The increasing complexity 
of materials and damage modes, along with early detection needs, is leading to a cutting-edge develop-
ment and usage of nondestructive techniques. The challenge is the extraction of a weak damage signature 
within the received signals. This demanding evaluation of the material integrity is one of the drivers on 
the incorporation of theoretical models to discriminate these weak damage signatures, by means of solving 
a model-based inverse problem. The aim is to reproduce, by modeled simulations, the acquired signals 
of the test, using an iterative procedure, which progressively adjusts the values of the model parameters, 
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1.  Obtain robust predictions,
2.  Scrutinize the behavior of a model to reproduce the SHM measurements, and finally
3.  Rank the best-suited class of models.

Based on the inverse problem procedure, a real-time diagnostic tool using ultrasound-based SHM 
data would contribute to achieve condition-based maintenance technologies, which are fully impacting 
on critical engineering systems like nuclear engineering and aerospace, among others.
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oscillations originated in test instrumentation, materials and performance. They could lead to misinter-
pretations, especially when looking for early and weak defects.

Material Nonlinearity: The fact that the internal structure of the material behaves as a nonlinear 
mechanical system, being stress the input and strain the output. In a linear material, the strain is directly 
proportional to the applied stress.

Mesoscale Level: The size scale level between 10-8-10-9m and 10-6m, above atomic and molecule 
size, where matter discontinuity and aggregation generates local fluctuations on the parameters around 
an average value.

Nonlinear System: Given two possible inputs A and B on a system which lead to the respective 
outputs a and b, the system is linear if an input, that is a linear combination of A and B, mA+nB, yields 
to an output that is the same linear combination of the individual outputs ma+nb. Otherwise, nonlinear.

Theoretical Model Uncertainty: Theoretical models are not complete. They are based on assump-
tions and simplifications that can lead to failures in their predicting behavior capacity.

Theoretical vs. Computational Model: The same theoretical model can be implemented by differ-
ent computational models, introducing different calculation strategy, assumptions, discretization modes, 
errors, etc.
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